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AHOTAIIIA

baenaii P.O. IndopmarniitHa apXxiTekTypa ©OaHKy Ha OCHOBI XMapHHUX
TexHosorii. — KpamidikaliifHa HayKoBa Mpalisl Ha MpaBax PyKOIHCY.

Hucepraiiss Ha 3400yTTS HAyKOBOTO CTYNEHsS KaHAMJATa TEXHIYHMX HAyK
(mokTopa dinocodii) 3a crnemianpHicTIO 05.13.06 — 1HbOpMaIltiitHi TexHojorii (122
— KOMIT'IOTepHI HaykH). — HalloHalbHUN TEXHIYHUN YHIBEPCUTET «XapKiBChKHIi
MOJIITEXHIYHUHN IHCTUTYT», XapkiB, 2019.

06’exkmom  00CniOdceHHss € TIPOIIECH aBTOMATHU30BAaHOTO  YIIPABIIIHHS
NOTOKaMU JaHUX 1HQOpMAIINHOI apXiTeKTypH OaHKy Ha OCHOBI XMapHHUX
TEXHOJIOT1H.

Ilpeomemom Oocnioxcennss € Monuemni, METOaU Ta 1H(OpMaIiifHI TEeXHOJIOTI]
onTtuMizamii  oOpoOku  OaHKiBCbKOi  1H(oOpmamii Ha  OCHOBI  XMapHOI
1HDpaCTPYKTYpH.

JlucepTaiito TPHUCBSIYEHO BHUPIMIEHHIO AaKTyalbHOI HayKOBO-NPUKJIAJIHOI
3a7a4l  MIABUIINEHHS  €(peKTUBHOCTI  OoOpoOku  iHdopmalii  perjiiameHTy
omepamiiHoro AHsS OaHKy IUIIXOM MOJEpHi3amii 1H(QopMaIliiiHOi apXiTeKTypHu
0aHKy Ha OCHOBI BITPOBAKEHHSI XMAapPHHUX TEXHOJIOT1H.

Y nucepranii TpOBEAEHO aHaNi3 MOXKIUBOCTI BIPOBAKEHHS XMapHHUX
TEXHOJOTIN s 3a0e3nedyeHHs AiSIbHOCTI OaHKIBCBKUX YCTaHOB Ta MIATPUMKHU
¢dyHkIionyBaHHs Oi3Hec-TmporeciB. Po3risiHyTo mpobiieMn Ta mepeBar XMapHHX
TEXHOJIOT1A Ha PI3HUX PIBHAX apXiTEKTypHOTO JaHAmadTy OaHKY 3 ypaxyBaHHSIM
cnenu(piku HOPMATUBHO-TIPABOBOTO  PETYNIOBAaHHS  AISUIBHOCTI  (p1HAHCOBOI
YCTaHOBH.

VY BcTymi oOrpyHTOBaHO aKTyallbHICTh TEMH JUCEpTAallli, 3a3HaYEHO 3B’ 30K
poOOTH 3 HAYKOBHMH TeMaMH, C(HOpPMYITLOBAHO METy Ta 3a7advi JTOCTIIKCHHS,
BU3HAYEHO 00’ €KT, MPEAMET Ta METOU JIOCIIHKCHHS, IOKa3aHO HAYKOBY HOBU3HY
Ta MPAKTUYHE 3HAYCHHS OTPUMAHUX pe3yibTaTiB, HaBEACHO 1H(OPMAIIIO PO
NpakTUYHE BUKOPHUCTaHHSA, amnpoOaliio pe3yJbTaTiB Ta I1X BUCBITICHHA Y

myOJTiKaIisaX.
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VY mepmoMy po3auii MPOBEJACHO aHAN3 OCHOBHHMX IMIIXOJIB /IO YIPABIIHHS
O0aHKIBCHKOIO 1H(GOPMAIIIEI0 Ta TEPCIIEKTUBHUX HANPSIMIB 3aCTOCYBaHHS XMapHUX
TEXHOJOTIM ans OaHKIBCHKUX 1H(OpMalmiifHUX CcUCTeM. 30Kpema, MPOBEIECHO
JEKOMIO3MIII0  00’€KTa JOCHIDKEHHS Ha CKIagoBI —  «iH(opmaiiiHa
apXiTeKTypa», «XMapHI TEXHOJIOT1I», «XMapHI OOYHUCJIEHHS» «OaHKIBChKa
iHdopmariina cucrema (IC)» 3 MeTOH MOJATBIIOTO 3aCTOCYBAaHHS METOIIB
aHaJi3y Ta CHHTE3Y.

ManogocnipKeHUMHU  3aJIMIIAIOTECS TPOOJIEeMH Ta TIEepeBard 3acTOCYBaHHS
XMapHUX TEXHOJOTIM y OaHKIBCbKMX YycTaHOBaX Ykpainu. banku, sdxi He €
npodeciftHUMU KOMMaHIAMH 3 iHQOpMAIIITHUX TEXHOJIOT1H, 3MYIIIE€H] 1HBECTYBaTH
1 MATPUMYBATH 3HaYHY KUIBKICT pecypciB iHdpacTpykTypu IT Ta nepconany ans
yIpaBIiHHSA BIACHUMH Oi3Hec-mpoliecaMu. Y Takid cuTyaiii XMapHI TeXHOJOTIi
JI03BOJISIIOTh CKOPOTUTH BUTPATH Ta TMIiJABHIIUTH €(PEKTUBHICTh BUKOPHCTAHHS
0aHKIBCHKUX 1HGOPMAIIHHUX CUCTEM.

VY npyromy po3aut gociipkeHo 1H(opMalliitHi TEXHOIOT1T MiHIMI3allii 3arpo3
Oe3nmeKkr XMapHUX TEXHOJIOTIM JUIsi aBTOMATHU30BaHMX OaHKIBCHKUX CHCTEM
IUIIXOM 3aCTOCYBAaHHS MEXaHI3MIB €JUHOTO BXOAY 3 METOI0 3a0e3leueHHs
CUJIbHOI aBTeHTH(IKaIll KOpPUCTYBadiB. JlOCHIPKEHO MEXaHI3MH BIPOBAKEHHS
Takoi aBTEHTHU(}IKalli Ta iX MpaKTUYHE 3aCTOCYBaHHS Ui 3a0e3MeueHHsT Oe3neku
Ta MiJABUIICHHS €EKTUBHOCTI O13HEC-TIPOIIECIB OAHKY.

BupobGneno mnpomosuiii  1mOA0 ~ KPUTEpIiB  BUOOpPY  IMOCTavaJIbHHKA
1H(GOpMaLIHHOT TEXHOJOTIl YHOpaBIiHHA OOJIKOBUMH JaHUMH SIK CEpBICY,
MEXaHi3MiB €JMHOTO BXOJAY B CHUCTEMY Ta (perepaTHMBHHX CIIEHApiiB AOCTYITY AJIs
3a0e3neyeHHs CUIIbHOI aBTeHTHU(iKaIll KopucTyBauiB 6aHKiBchbkux IC.

ABTOPOM YJJOCKOHAJIEHO METOJI OIIHKH 3arpo3 iHPpopMaIliifHOi Oe3MeKu OaHKy
MpU BOPOBAPKCHHI XMapHUX TEXHOJIOTIH, SKWW Mae B OCHOBI SIKICHUN aHami3
IMOBIPHOCTI pU3HMKY Ta 00CSTy 30MTKIB Ha OCHOBI MIKHApOJHOTO CTaHAAPTY
kinacudikamii kidbepHetnunux arak MITRE, mo mgo3Bonuino onTuMi3yBaTu
MEXaHI3MH 3axXUcTy 1HGOpMaIIMHOI apXiTeKTypu OaHKy B TOTEHIIHHHUX

kideparaxk.



Y TperboMy po3aini po3pobieHo IT-pimeHHst st 0aHKIBCBKOI CUCTEMU Ha
OCHOBI XMapHHUX TEXHOJIOTIH, IO O3BOJISIE MEPEHECTH BEIHMKI OOYMCIIOBANIbHI
HABAHTAKCHHA B XMapHE CEPeNOBHUIIE, 3a0€3MEUMBIIH BiAMOBIAHICTE BHMOTaM
3aralbHOr0 pernameHty mnpo 3axuct ganux (GDPR) Tta HamionampHHX
peryisaTopiB. AHOHIMI3aIlisl JaHUX KITIEHTA OIUCYEThCS SAK PIMICHHS IS
YHUKHEHHS PU3MKIB, TTOB’A3aHUX 13 KOH(DIACHIIIHHICTIO JaHUX KIIIEHTIB, a TaKOX
HEOOXIIHICTIO iX 3roAM Ha PO3MIIICHHS MEPCOHAIBHUX JaHUX Y XMapHOMY
CEPEIOBHIII].

VY nockoHnaneHo iHGOpMaIIiHY TEXHOJOTII peruvIikaiii JaHuX OaHKIBChKHX
IC, mo 1pyHTYeThCS Ha MeXaHI3Max JenepcoHiikaiii KIi€HTChKUX naHux. Lle
JI03BOJIMJIO TOKPAILIUTH 3aXUCT KOH(DINEHLIWHOCTI JAHUX Ta BUKOHATH BHUMOTHU
HBY mono nmokamizaiiii 6aHKIBCbKUX NEPCOHI()IKOBAHMX KIIEHTCHKUX JaHUX Ha
cepBepax, Kl (pi3MUIHO PO3TAIIOBaHI HA TEPUTOPIi YKpaiHW.

Po3pobnena apxitexktypa pimieHb [T moenHye oOpoOKy AaHUX Yy pPEXUMI
peaslbHOTO Yacy Ta MaKeTHUX 3aBaHTaKeHb NaHuX. Ha BigMmiHy BiJ TpaauliitHOTO
croco0y BHKOPHWCTAHHS JAaHWUX BOHM HE TIIBKH MIrpyooTh B 0a3zy manmx (BJI),
PO3TOPHYTY Ha XMapHiil IHPPACTPYKTYp1, a TAKOK PEIUTIKYIOTHCS Ha3a]l y Ha3eMHY
iHppacTpykTypy. Bumorm  0Oesmeku, 10  pEryJIOIOTbCS  CTaHIAPTaMU
KOH(}1IeHIIITHOCTI, [IJTICHOCTI Ta JIOCTYIHOCTI JIaHUX, IMOBHICTIO
3aJI0BOJILHSIOTHCS BiJIMTOBIAHAMH XMapHUMHU TEXHOJIOTISIMH.

ABTOpOM  MOOYyIOBaHO  MaTEeMaTHYHYy MOJACNIb  MPOIECY  3aKPUTTS
omepariiHoro JHsS OaHKYy 1 BHUPINIEHO 3ajauyy ONTHMI3allli yacy Ta BapTOCTI
00poOku iHpopmarii st 6aHkiBCbkUX [C, po3ropHyTHX Yy XMapHOMY CEPEIOBHIIIL,
IO JO03BOJWJIO BH3HAYUTH ONTHUMAJIbHY KOH(ITypalil0 XMapHHX CEpBICIB B
1H(dOopMaliitHIl apxiTeKTypl 6aHKy Ha 0a3i cepBiciB AWS.

Knrwouosi cnosa: iHdopmaliiiiHa TEXHOJOTISA, apxiTeKTypa OaHKy, XMapHa

texHoJoris, 6a3za nanux, OLTP, OLAP.
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SUMMARY

Baglai R.O. Cloud-Based Information Architecture of a Bank. — Qualifying
scientific work as a manuscript.

The dissertation for the degree of a candidate in technical sciences (PhD),
specialty 05.13.06 — information technologies (122 - computer science). — National
Technical University «Kharkiv Polytechnic Institute», Kharkiv, 2019.

The research object is the processes of automated management of data flows
of the bank's information architecture based on cloud technologies.

The research subject is models, methods and information technologies for
optimization of banking information processing based on cloud infrastructure.

The dissertation is devoted to the solution of the actual scientific and applied
problem of increasing the efficiency of processing information of the bank end of
day procedure by modernizing the information architecture of the bank based on
the introduction of cloud technologies.

The dissertation analyzes the feasibility of implementing cloud technologies
to support the activities of banking institutions and functioning of business
processes. The problems and advantages of cloud technologies at different levels
of the bank's architectural landscape are considered, taking into account the
specifics of regulatory requirements to activity of a financial institution.

The introduction contains the proof dissertation topic relevance, indicates the
relationship of work with scientific topics, purpose and objectives of the study,
identified the object, subject and methods of research, shows the scientific novelty
and practical significance of the results obtained, provides information on practical
use, validation of results and their coverage in publications.

The first chapter includes analyzes of the basic approaches to banking
information management and the perspective fields to apply the cloud technologies
for banking information systems. In particular, the decomposition of the object of

"n.n

study into components - "information architecture", "cloud technologies", "cloud
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computing" "banking information system (IS)", was carried out in order to further
apply the methods of analysis and synthesis.

The problems and benefits of using cloud technologies in Ukrainian banking
institutions remain under-researched. Banks which are non-professional IT
companies are forced to invest and maintain a significant amount of IT
infrastructure resources and staff to manage their own business processes. In such a
situation, cloud technologies help reduce costs and increase the efficiency of
banking information systems.

The second chapter explores information technology to minimize the security
threats of cloud technologies for automated banking systems by using single sign-
on mechanisms to ensure strong user authentication. The mechanisms of
implementation of such authentication and their practical application for security
and increase of efficiency of bank business processes are investigated.

Proposals have been made on the criteria for choosing a provider of identity
access management as a service, single sign-on mechanisms and federated access
scenarios to ensure strong authentication of users of banking ISs.

The author has improved the method of assessing bank information security
threats in the implementation of cloud technologies, which is based on a qualitative
analysis of the probability of risk and volume of losses based on the international
standard classification of cyber attacks MITRE, which allowed to optimize the
mechanisms of protection of the information architecture of the bank against
potential cyber attacks.

The third chapter contains designed cloud-based IT solutions for the banking
system that can transfer large computational loads to the cloud environment,
ensuring compliance with the General Data Protection Regulation (GDPR) and
national regulators. Anonymization of customer data is described as a solution to
avoid the risks associated with the confidentiality of customer data and the need for

their consent to the placement of personal data in a cloud environment.
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Improved information technology for replication of banking IS data, based on
mechanisms of customer data depersonification. This allowed to improve the
protection of data confidentiality and to fulfill the requirements of the NBU for
localization of banking personalized client data on servers physically located in the
territory of Ukraine.

The developed IT solution architecture combines real-time data processing
and batch data uploads. Unlike the traditional way of using data, it is not only
migrated to a DB (database) deployed on cloud infrastructure, but also replicated
back to On-premise infrastructure. Security requirements, governed by the
standards of confidentiality, integrity and availability of data, are fully met by
relevant cloud technologies.

The author developed a mathematical model of the process of closing a bank's
operating day and solved the problem of optimizing the time and cost of
information processing for bank ICs deployed in a cloud environment, which
allowed to determine the optimal configuration of cloud services in the bank's
information architecture based on AWS services.

Keywords: information technology, architecture of a bank, cloud technology,

data base, OLTP, OLAP.
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