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AHOTAIIS

bynax B.A. Indopmariiina TexHosoris kiacudikailii BHOPSJIKOBAHUX MAacCHUBIB
JaHuX 13 (pakTaJbHUMH BIACTUBOCTSAMHU METOJAAMH MAIIMHHOTO HaBYaHHS. —
Kgpamidikaiiitna HaykoBa mparlsl Ha IpaBax PyKOIUCY.

Hucepraiiisi Ha 3100yTTS HayKOBOT'O CTYIEHS KaHAMAATa TEXHIYHUX HaAyK 3a
cnemianpHicTiO 05.13.06 — «IHpOpMariifHi TeXHOMOTI». — MiHICTEPCTBO OCBITH 1 HAYKU
VYkpainu HaIllOHAJbHUM TEXHIYHUNA YHHBEpPCUTET «XapKIBCBKUHM IMOJITEXHIYHUN
THCTUTYT», 2021.

Hucepraniitna po0OoTa MNpUCBSYEHA  BUPIMICHHIO  3a7a4i  Kiacudikaii
bpakranpHuX yrnopsakoBaHux MacuBiB ganux (YMJ]) B pisHomaHITHUX cdepax
JIIOJICHKOT JISUIBHOCTI, HANpPUKJIAJ] B MEAUIMHI MPU JIaTHOCTHUIIl 3aXBOPIOBaHb IO
eHiedanorpamaM, Kapjaiorpamam; Mpy BHUSBICHHI KPU30BHX CHUTYaIlill MO OipKOBUM
1HJIEKCaM; BUSIBJICHHS BTOPTHEHb B KOMIT IOTEPHY MEPEXKY Ta 1HIIIE.

Mertorw aucepTaniifHoi poOOTH € MIABUILEHHS TOYHOCTI  Kiacudikailii
YHOPSAIKOBAHUX MACHBIB JIAHMX 13 (PpaKTAIIbHUMH BJIACTUBOCTAMHM IIJISTXOM CTBOPEHHS
1H(opMaIIiitHOT TeXHOJIOT11 Ki1acudikallli MEeTolaMi MAallTMHHOTO HaBYaHHS.

06’exm Oocniddcenns — mpornec kiacudikaiii 00’ €KTiB METOJaMU MaITUHHOTO
HaBYaHHS.

IIpeomem Oocnidxcennss — MeTonu Ta Mozem kiacudikauii (pakTaabHUX
YHOPSAIKOBAHUX MAaCHBIB JaHUX.

Metonu pocnijpkeHHs. [lpu  BupilieHHI TOCTaBJACHUX 3ajad y pooOoTi
BUKOPHCTOBYBaBCSI MAaTEMAaTHYHUN amapaT METOJIB MAIIMHHOTO HaBYAHHS; METOIU
MaTEeMaTUYHOI CTATUCTUKU — JUIA CTATHCTHYHOTO aHANI3y YIOPSJAKOBAHWUX MAaCHBIB
JAHUX, aHaJli3y TOYHOCTI Kjiacu@ikailii MeToJaMU MAaIIMHHOTO HaBYaHHS, METOJU
Teopii xaoca Ta (PpakTaIBHOTO aHami3ly — I OOYMCIeHHA ¢GpaKTaabHUX Ta
PEKYPEHTHHUX XapaKTEPUCTHUK.

HaykoBa HOBM3Ha OTpUMaHUX pE3YJBTATIB IMOJSATAaE y TOMY, IO BIIEpPIIEC

BCTAHOBJICHO HACTYIIHC!
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— po3pobiieno  iH(popMaliiHy ~— TEXHOJIOTII0  Kiacudikamii  (pakTaabHUX
YHOPSAIKOBAHUX MAaCHBIB JaHMX, SIKa 3aCHOBAaHA HA MO€IHAHHI METO/IIB JIEPEB PIllICHb Ta
HEHPOHHMX MEPEX, BPAaxXxOBye€ CcaMOMomiOHI Ta MyJNbTH(PAKTAIbHI BIACTUBOCTI
YIOPSIIKOBAHHUX JIAHUX, IO JI03BOJISE 301IBIITMTH TOUYHICTh KJIacudikarlii;

— 3allpOTIOHOBAHO METOJ OI[IHIOBaHHS TMOKAa3HWKA XepcTa 3a 3HAYCHHSIMU
4acOBOTO psily, SIKMA 3aCHOBAHO Ha 3aCTOCYBaHHI KiIacH(IKAIifHUX METO/IB
MaIIMHHOTO HaBYaHHS, 1110 J03BOJIIE€ CYTTEBO 3MEHIIIMTH JTIOBIPYMM 1HTEPBAJI OLIIHKY;

— 3aCTOCOBaHI PEKYPEHTHI XapaKTePUCTHUKU YacCOBUX PsAIB, SK O3HAKH JJIA
Kkjacu@ikamli yacoBUX PAIIB HA OCHOBI iXHIX ()pakTajJbHUX BIACTHUBOCTEN METOAaMU
MaIlIMHHOTO HaBYaHHS, JIO3BOJIMIIN 301UIBIIMTH TOUHICTh Kiacudikarii.

[Toganpmmii pO3BUTOK OTPUMAIIH:

— METOJl TeHepamli (QpakTalbHUX peaji3alii Ha OCHOBI CTOXaCTHYHOTO
MYJIbTUIUTIKATUBHOTO O1HOMIaJdbHOTO Kackaay, SKHM Ha BIAMIHY BIJl ICHYIOUHX
BUKOPHCTOBY€E aHANITUYHE BU3HAYCHHS MapaMeTpiB HECUMETPHUHOTO OeTa-po3moiny,
o0  J03BOJIIE TEHEepyBaTU  YNOPSAKOBaHI  MacHMBM  JaHUX 13  3aJaHUMU
MYJIBTH(PPAKTATHHUMH BIACTHBOCTIMU;

— MeTtoau OiHapHOT Kiacudikallli 4acoBUX PsiB 3 PpaKTATLHUMHU BIACTUBOCTSIMU,
1110 3aCHOBAH1 HAa BUKOPUCTAHHI JIEPEB MPUHHATTA PIllIEHb Ta HEUPOHHUX MEPEXK, K1 Ha
BI/IMIHY BiJ ICHYIOUMX BHUKOPUCTOBYIOTH SIK O3HaKkM (pakTaibHl Ta PEKypeHTHI
XapaKTEPUCTHKH, 110 JO3BOJISIE 30UIBITUTH TOYHICTh KiIacu]ikaiii.

[IpakTiuHe 3HAYEHHS OTPUMAHHUX PE3YJIbTATIB MOJSTAE Y TOMY, IO B pe3yJIbTarTi
BUKOHAHOT'O JUCEPTAIIMHOTO JOCTIKEHHSI CTBOPEHO KOMIUIEKC METO/IIB, aITOPUTMIB 1
mporpaMm, SKi JIO3BOJIAIOTh  BUPIIMIMTH 3aBAaHHS  Kijacudikamii  (pakTambHUX
YHOPSAIKOBAHMX MAaCHBIB JaHUX. YCl TEOPETUYHI pPO3pOOKM AucepTauii TOBEIACHI
aBTOPOM 10 KOHKPETHHUX METOMIB 1 TMOKJIaJ€HI B OCHOBY (YHKI[IOHYBaHHS
iHdopmariiinoi  TexHoyorii  Kiacudikamii BIOPSAKOBAHWX MACHUBIB JIaHUX 13
(dbpakTaIbHUMHU BIIACTUBOCTSIMH METOAaMHU MAIIMHHOTO HaBYaHHS.

3anponoHOBaHU METOJ| OIIIHIOBAaHHA IOKa3HUWKAa XepcTa, SIKUM MPOrpamMHO
peanizoBaHui, JO3BOJISE MOKPAIIMTH TOYHICTh MOTO OI[IHIOBAHHS 3a YNOPSAKOBAHUMU

JaHUMH, a came: 3MEHIIIye JOBIpUMi 1HTepBaJ OLIHKY B JEKIJIbKa Pa3iB.
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[IpoBenenuit y poOOTI aHami3 ICHYIOUMX METOJIB Kiacuikallii ynopsaKoBaHUX
MacCHBIB JaHUX MOKa3aB: HE3BAXKAIOUU Ha T€, 110 3aCTOCYBAHHS MAIIMHHOTO HABYAHHS B
3aavax a”amilzy (QpakTadbHUX NAaHUX TMOCTIHHO 3pOCTae, Ha CHOTOIHIIIHIN, JICHb HE
po3pobiieHO 1HGOpMAIIMHOT TEXHOJIOT1I, fKa NpU3HA4YeHa IS 3aj1ad Kiacugikariii
dbpakTaabHUX MacHUBIB JJaHUX, 30KpeMa YaCOBUX PS/IIB.

Y poboTi BUKOHAHO OIJISII ICHYIOUMX METOMAIB T€HEpPYBaHHA (DpaKkTalbHHUX Ta
MyJIbTU(PAKTATLHUX  YIOPSAKOBAHMX MAacuBIB JaHuX. JloBeaeHa HEOOX1AHICTH
YAOCKOHAJICHHS TaKUX METO/IIB, Ta 3alpONOHOBAHO MiAX1]T 10 TeHepallli CTOXaCTUYHOTO
MYJIbTUILTIKATUBHOTO O1HOMIAJIbHOTO KacKaJly Ha OCHOBI BUPIIIEHHS 3a]a4l HEeJHIHHO1
ontuMizauii. Po3B’s3aHHA 1ii€l 3amayl J03BOJIA€E BUKOPUCTOBYBATH HECUMETPUUYHUI
OeTa-po3moAll JJisi TeHepalli CTOXAaCTUYHOTO MYJbTUILIIKATUBHOTO O1HOMIaJdbHOTO
KacKkaay, U1I0 JO3BOJWJIO OXONWUTU IIUPOKHM  CHEKTp  MYyJIbTH(PPAKTAIbHUX
BJIAcTUBOCTEH. BUKOpHUCTaHHS YyJIOCKOHAJEHOTO METOAY TIeHepalii CTOXaCTHYHOTrO
MYJIBTUILTIKATUBHOTO O1HOMIQJIBHOTO KAacKady Ja€ 3MOTY T€éHepyBaTH OUIbII CKIAAHI Y
dbpakTaaTsHOMY CEHC1 peanizallii MyJIbTH(PAKTATEHOTO OPOYHIBCHKOTO PyXY.

[IpoBeneHO YncenbHI €KCIIEPUMEHTH KiIacu(ikallii pI3HUX TUIIB YHOPSIKOBAHUX
MacCHBIB JIaHHX, SIKI OyJIM po30UTI HA KJIACH 3a IXHIMHU (paKTaTILHUMHU BIACTHBOCTIMHU.
Bynu 3acTocoBaHi HACTYIHI METOM Kiacudikalli: 1epeBa NpUHHATTS pillieHb, bagging,
BUIAJIKOBUI Jiic, OaraTromapoBUil TEPCENTPOH, MEPEkKl JOBroi KOPOTKOCTPOKOBOI
nam’siTi. JlocmipKkeHHs mokasainy, 1o Jiana3oH MyJIbTU(PAKTATBHUX 1 CAMOTIOIIOHUX
BJIACTUBOCTEHN BiJIrpae Ba)JIUBY pojb JUisl BUOOpY Kiacudikaropa, 1 BIAMOBIIHO Ha
TOYHICTh KJacudikallii. byno AoBeAeHO 110 BUKOPUCTAHHS CTAaTUCTUYHUX Ta
bpakTaTbHUX XapaKTEPUCTHK MYyJIbTU(PPAKTAIBHUX YIOPSIKOBAHUX MAaCHBIB JTAHUX
JIO3BOJISIE TOKpAUIUTI TOYHICTH Kiacudikamii YMJ[ mopiBHSHO 3 BUKOPHUCTaHHSIM
3HaueHb Y M/] sik 03Hak mpu kinacudikariii.

Po3rnsgHyTOo peKkypeHTHI [JiarpaMd Ta 3alpOlIOHOBAHO BHUKOPUCTAaHHS iX
XapaKTepUCTUK B SIKOCTI O3HAK IMPU HaBYaHHI Mojese kiacudikarii. JlocmipKeHHs
MOKa3ajl II0 XapaKTePUCTHKU PEKYpPEeHTHUX JliarpaM [aloTh CYTTEBHIl BHECOK B
TOYHICTh Kjacu@ikailii, Ta 103BOJISIOTH KiaacudikyBatu YMJ[ 3 MoHO(DpakTaabHUMH

BJIaCTHUBOCTAMM.
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Pospobnena indopmariitina Texnosoris kimacudikamii YMJI, xotpa mo3Boiisie
nigiopaTd  ONTHUMAIbHUM  METOJ, MAIIMHHOTO HABYaHHSA I Kiacudikari
JOCTIKYBAHOTO YIOPSAKOBAHOTO MAaCUBY JTaHUX.

3anponoHOBaHO BUKOPUCTaHHS po3po0JieHOT 1H(POPMALIMHOI TEXHOJOTIT s
BU3HauCHHs Toka3zHuka Xepcta YMJI. ExcnepumeHTanbHO M0BeeHO €()EKTUBHICTH
BUKOPHCTAHHS METOJIB MAIIMHHOTO HaBYaHHS ISl BU3HAYCHHS TOKAa3HHMKA XepcTa Ta
HOTo J0BIpYOTO 1HTEpBATY, Ta J03BOJIMJIO CKOPOTHUTH JOBIpYMH 1HTEpBal MOKA3HUKA
Xepcra 1 ppakTaibHUX Ta MyJbTU(pakTaibHux Y M/ Outblie HIXK y 2 pasu.

[IpuBeneHo  pe3ynbTaTH  3aCTOCYBaHHS  3alpPONOHOBAHOI  1H(MOPMALIITHOI
TEXHOJIOT1i /17151 BUsBIeHHs] DDoS-arak B koMt totepHiid Mepexi. [T 30u1blye KiUIbKICTh
BUSIBIICHUX aTak, IO JI03BOJISIE BUKOPUCTOBYBAaTH 3ampornioHoBany IT sk momatkoBuii
¢bineTp npu BusBienHi DDoS-arak.

3anporoHoBadi y poOOTI Mojem, MeToad Ta i1H(opMariiiiHa TeXHOJIOTis
kinacudikanii ¢QpakTaabHUX AaHUX OyJIM BIPOBAKEHI Yy ISUIBHICTH MIAIPHEMCTB
PI3HUX Tally3ell EKOHOMIKH:

— s mignpuemctBa  IIpAt  «®Dapnen-luBect» (M. XapkiB) BIPOBAIKEHO
po3po0beHy iHGOpMaIliiiHy TEXHOJOTIIO ISl 3MEHIIICHHS! HETaTUBHOTO BILUIUBY KiOep-
aTak Ha iH(OpMaIiHI CUCTEMHU TIITPUEMCTBA;

— nia mianpuemctsa Kb «IIpuBatbank» (M. XapkiB) BOpOBaIKEHO pO3po0IeHY
iH(opMaIliiHy TEXHOJIOTII0 JJIsl BUSIBJICHHS BTOPTHEHb B 1HGOpPMAIHI CUCTEMU
M1IIPUEMCTBA.

PesynbTaTu qucepTaiiiitHoro A0CIIIXKEHHS BIPOBAKEH1 Y HABUAJIbHOMY IPOIIEC]
XapKkiBCbKOMY  HAI[lOHAJIHHOMY  YHIBEPCUTETI  palOCIeKTPOHIKM Ha  Kadempi
1H(HOKOMYHIKALIITHOT 1HXeHepil Mpu BUKIAJaHHI HABYAJIbHOI IucUUILIIHU «Artificial
Intelligence (LIITyunuit iHTENEKT)».

KurouoBi cioBa: knacudikariis, iHpopMmaliiiiHa TEXHOJIOT1s, MAllIMHHE HABYAHHS,
peKypeHTHa Jiarpama, MYyJIbTH(pAKTaNbHUW MPOIEC, BUIAIKOBHM JiC, HEHpOHHA

Mepeka, MyJIbTH(PPaKTATbHUN aHai3.
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ABSTRACT

Bulakh V.A. Information technology of classification of ordered data sets with
fractal properties by machine learning methods. — Qualifying scientific work on the
rights of the manuscript.

Thesis for the degree of candidate of technical sciences in specialty 05.13.06 —
information technologies. — National Technical University "Kharkiv Polytechnic
Institute", Kharkiv, 2021.

The thesis is devoted to the problem of classification of fractal ordered data sets
(ODS) in various spheres of human activity, for example in medicine at diagnosis of
diseases on encephalograms, cardiograms; when identifying crisis situations on stock
exchange indices; to detect computer network intrusions and more.

The purpose of the thesis is to increase the classification accuracy of ordered data
sets with fractal properties by creating information technology of classification by
machine learning methods.

The object of research is the process of classifying objects by machine learning
methods.

The subject of research - methods and models of classification for fractal ordered
data sets.

Research methods. When solving the tasks, the following methods were used:
mathematical apparatus of machine learning; methods of mathematical statistics for
statistical analysis of ordered data sets and analysis of classification accuracy using
machine learning; methods of chaos theory and fractal analysis for calculating fractal
and recurrence characteristics..

The scientific novelty of the obtained results is that for the first time the following
was established:

- developed information technology for classification of fractal ordered data sets,
which is based on a combination of decision tree methods and neural networks, takes
into account self-similar and multifractal properties of ordered data, which increases the

accuracy of classification;
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- a method of estimating the Hurst exponent according to the values of the time
series is proposed, which is based on the application of classification methods of
machine learning, which allows to significantly reduce the confidence interval of
evaluation;

- applied recurrence characteristics of time series, as features for the classification
of time series based on their fractal properties by machine learning methods, allowed to
increase the accuracy of classification.

Further development was received by:

- a method of generating fractal realizations based on a stochastic multiplicative
binomial cascade, which, unlike the existing ones, uses analytical determination of
asymmetric beta distribution parameters, which allows to generate ordered data arrays
with given multifractal properties;

- methods of binary classification of time series with fractal properties, based on
the use of decision trees and neural networks, which, unlike the existing ones, use
fractal and recurrence characteristics as features, which allows to increase the accuracy
of classification.

The practical significance of the obtained results is that as a result of the thesis
research a set of methods, algorithms and programs was created, which allow to solve
the problem of classification of fractal ordered data sets. All theoretical developments of
the thesis are brought by the author to concrete methods and are put in a basis of
functioning of information technology of classification of the ordered data sets with
fractal properties by methods of machine learning.

The proposed method of estimating the Hurst exponent, which is implemented in
software, allows to improve the accuracy of its estimation according to ordered data,
namely: reduces the confidence interval of the estimation several times.

The analysis of existing methods of classification of ordered data sets showed
that, despite the fact that the use of machine learning in fractal data analysis is
constantly growing, to date, no information technology has been developed for the

classification of fractal data sets, including time series.
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The thesis reviews the existing methods of generating fractal and multifractal
ordered data sets. The necessity of improvement of such methods is proved, and the
approach to generation of a stochastic multiplicative binomial cascade on the basis of
the decision of a problem of nonlinear optimization is offered. Solving this problem
allows the use of an asymmetric beta distribution to generate a stochastic multiplicative
binomial cascade, which allows us to cover a wide range of multifractal properties. The
use of an advanced method for generating a stochastic multiplicative binomial cascade
makes it possible to generate more complex fractal realizations of multifractal Brownian
motion.

Numerical experiments on the classification of different types of ordered data
sets, which were divided into classes according to their fractal properties, were
performed. The following classification methods were used: decision trees, bagging,
random forest, multilayer perceptron, long-term short-term memory networks. Studies
have shown that the range of multifractal and self-similar properties plays an important
role in the choice of classifier, and accordingly on the accuracy of classification. It was
proved that the use of statistical and fractal characteristics of multifractal ordered data
sets improves the accuracy of ODS classification compared to the use of ODS values as
features in the classification.

Recurrence plots are considered and the use of their characteristics as features in
the training of classification models is proposed. Studies have shown that the
characteristics of recurrence plots make a significant contribution to the accuracy of
classification, and allow to classify ODS with monofractal properties.

The information technology of ODS classification is developed, which allows to
choose the optimal method of machine learning for the classification of the studied
ordered data set.

The use of the developed information technology for determination of the Hurst
exponent of ODS is offered. The effectiveness of using machine learning methods to
determine the Hurst exponent and its confidence interval has been experimentally
proven, and it has allowed to reduce the confidence interval of the Hurst exponent for

fractal and multifractal ODS more than 2 times.
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The results of the application of the proposed information technology to detect
DDoS attacks in a computer network are presented. IT increases the number of detected
attacks, which allows you to use the proposed IT as an additional filter in detecting
DDoS attacks.

The models, methods and information technology of fractal data classification
proposed in the thesis were introduced into the activity of enterprises of different
branches of economy:

— for the enterprise PrJSC "Farlep-Invest" (Kharkiv) the developed information
technology for reduction of negative influence of cyber-attacks on information systems
of the enterprise is introduced;

— for the enterprise CB "PrivatBank" (Kharkiv) the developed information
technology for detection of intrusions into information systems of the enterprise is
introduced.

The results of the dissertation research were introduced in the educational process
of Kharkiv National University of Radio Electronics at the Department of
Infocommunication Engineering in the teaching of the discipline "Aurtificial Intelligence
(Artificial Intelligence)".

Keywords: classification, information technology, machine learning, recurrent

diagrams, multifractal processes, random forest, neural networks, multifractal analysis.
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