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KOHUENUIA BOOCKOHANEHOI TEXHONOTI ONUCY MOAEJEN
PO3MEXYBAHHA OOCTYNY ANA 3AXUCTY JAHUX B KOMM'KOTEPHIU CUCTEMI

IIposedeno ananiz mexnono2iti onucy mMooenetll po3MeANCY8anHs 00Cmyny 00 pecypcie KOMI'ToOmepHux CUCmeM.
Busnaueno, wo ooduiero 3 nepcnexmusnux mos mooeniosansi € mosa XACML. Busznaueno ocHo6Hi ii Hedoniku i 3a-
NPONOHOBAHA KOHYENYis, o 00360J5€ 8PAxyeamu Gaxmop nicisdii 6 npoyeci MOOemOBaAHHsL PO3MENCYBAHHSL 00C-
myny 00 pecypcie. Yoockonanena mooeib NOMoKi6 OaGHUX NPU POMENCYBAHHI O0CMYNY 00 KOMN TomepHoI cucmemu.
3anpononosani pexomenoayii W00 NPAKMUIHO20 UKOPUCAHHS. 3POOIEHO BUCHOBOK PO MOJICTUBICTG 3MEHULCH-
H5L 4acy Ha 003611 3anumy Ha 00CHyn 00 KOMN TOMepHOI cucmemu.

Knrouosi cnosa: 3axucm oanux, pozmedicysanns oocmyny, mexnoaoeii onucy mooenet, moéa XACML.

NocTtaHoBKa npobnemu
i aHani3 nitepaTtypu

Ha Tenepenrniii yac y 3B'I3Ky 3 iIHTEHCUBHHAM 3pO-
CTaHHSM MOTPeOU B OOYMCITIOBANBHUX 1 TEJIEKOMYyHIKa-
LWIHUX CHCTEMaxX, PO3BUTKOM KOMII'FOTEPHOI TEXHIKH i
301IBIIEHHSM YHWCIa KOPUCTYBadyiB, Bce Oijblia yBara
MIPUALISIETHCS MTUTAHHAM KOHTPOIIIO JIOCTYITY 10 iX pe-
cypciB. [ToaiOHUIT KOHTPOJB peai3yeThCs Yepe3 3auaHi
aJIMiHICTPATOPOM OOMEXEHHS JIOCTYIY, TOOTO, MOXKIIH-
BOCTI BUKOHATH TEBHI JIii, KOPUCTYBaYiB IO BiJHOIICH-
HIO 710 pecypciB cucrtemu. [1Jist 1IbOro B EBHOI MaTeMa-
TUYHOI MOJIEN 331a€ThCsl POPMaANTEHUMN, CYBOPO TIEBHUIA
HaOip mpaBwi. i mpaBuia, sK MPaBHIIO, 3aITUCYIOTHCS
Ha JIesKiid MOBI.

VY psiai HOpMaTHBHUX JOKYMEHTIB [2, 4], mo per-
JIAMEHTYIOTh IITaHHs 3aXHUCTy iH(opManiliHoi Oe3mneky,
BH3HAYEHO BUMOTH JI0 PO3POOIIIOBAHUX CUCTEM 3aXUCTY
naHux. OHOI0 3 IUX BUMOT € HasiBHICTH (POPM TEXHO-
JIOTTYHOTO MOJIEITIOBaHHS TIPOLIECIB PO3MEXYBaHHS J10C-
Tymy. Y TOH ke 4ac 0araTOKOMIIOHEHTHICTh IIpOrpam-
HOI Ta amapaTHOl CKJIaJOBHX KOMII'IOTEPHOI CHCTEMH,
reTeporeHHicTh 3aco0iB  B3aeMoaii B 3HA4yHIH Mipi
YCKJIaTHIOE TIpoliec (popMasbHOTO ONMHUCY 3a3HAYEHUX
BHIIC TEXHOJIOTIH 1 CTUMYJIIOE PO3POOHHUKIB JIO CTBO-
PEHHSI HOBHX JIOTIKO-MOBHHX 32C00IB OMHCY TEXHOJOTIH
po3MexyBaHHs goctyny [1, 5, 6].

IIpoBenenuit anami3 mitepatypu [1, 3] mokasas,
IO OJIHAM 3 TaKuX pillleHb € MOBA PO3MITKH KOHTPOJIIO
noctyny XACML, sikuii Mae MOXITUBOCTI:

— KOMOiIHYyBaHHS OKPEMUX IIPaBHJI 1 TOJITHK B OJI-
HY MHOXXHHY TIOJITHK, 5IKa 3aCTOCOBYBAaTHMETHCS ITIPH
KO)KHOMY 3aIHUTi JIOCTYIIY;

—BUOOpPY JEKUIBKOX CIIOCO0IB KOMOIHYBaHHS Ipa-
BUJI 1 TIOJIITHK;

—BU3HAYCHHsS aTpUOYTIB Ui PI3HUX EJIEMEHTIB
MIPaBUII;

—HaJaHHS MHOXXHHHU JIOTIYHUX 1 MaTeMaTUYHHX
orepatopiB HaJl aTpuOyTaMu Cy0'eKTa, pecypcy Ta OTo-
YEHHSL.

OpHUM 3 KITIOYOBHX TOHSTH, HA OCHOBI SKOTO (o-
pMyiooTbest Mozeni B crangapTi XACML, € noHaTTs
aTpubyTa. ATpHOYTOM € BIACTUBICTH Cy0'€KTa, 00'eKTa,
TUITY 0CTyIy abo otoueHHs. KoxxeH arpuOyT Mae iM'st i
(biKCOBaHMI THUI IaHUX, SIKI MOXKYTh B HbOMY MiCTUTH-
cs. PosmexxyBaHHSI JOCTYIy NPOBOJUTHCS HAa OCHOBI
3Ha4YeHb aTpUOyTIB cy0'ekra, 00'€KTa, TUIY AOCTYIY i
cepeloBUINA OTOYEHHS, SIKi BPaxXOBYIOThCS IPHU YXBa-
JIEHH] pillIeHHS TPO IOCTYIL.

MoBa XACML Hajae IIMPOKHHA CIIEKTp 3aco0iB
JUTSL OITHCY TEXHOJIOTIT PO3MEXyBaHHSA NOCTymy. Pazom 3
THM, BOHA MAa€ CYTTEBI HEMONIKH, SIKi YCKIAIHIOIOThH SK
TEOPEeTHYHI JOCII/KEHHS 1€l MOBH, TaK i NPaKTHYHY
peasizaiio MexaHi3MiB pO3MEXYBaHHS JIOCTYIy, CTBO-
peHuX Ha ii ocHOBi. OMHMM 3 HaWBaKITUBIIINX HEIONi-
KiB MOBH € Ti CKJIaIHICTh, K YUCTO CHHTAKCHYHA, TaK i
CKJIJIHICTh ONMUCy ceMaHTUKH. CHHTaKCHYHa CKJIaj-
HICTb NPOSIBIIIETHCS B TOMY, IO 3aIUC HABITH MPOCTUX
MoJIeJIed PO3MEXYBaHHS JIOCTYIMy 3a JOMOMOTO0
XACML HaaMipHO HOBTUH 1 MOraHO CIPUAMAETHCS
kopucryBaueM. CeMaHTHYHA CKJIAHICTh IOJNATAE Y Be-
JIUKIH KIJTBKOCTI HOHSATh, SIKI BU3HAYAIOTHCS B CTAHIAPTI
MoBH. L[ 0OcTaBUHA YCKIIaHIOE PO3POOKY (hopMaTbHOT
MOJIeJIi MOBH B I[iJIOMY.

KpiM 11p0ro, 0JHMM 3 OCHOBHHX HEIOJIKIB PO3T-
JITHYTOI MOBH € BIICYTHICTB OOJIKY (hakTopa micismii B
cucreMi. ToMy akTyaJbHOIO HaYKOBOIO 33Jauero € yao-
CKOHAJICHHS! TEXHOJIOTH OITUCY MOJeell pO3MeKyBaHHS
JIOCTYITY IO PECYpPCiB KOMIT'FOTEPHOI CHCTEMH.

Po3BuTok TexHonorii onucy
Moaernen po3mMexyBaHHS AOCTyny

IpoBeneHi MOCTIPKEHHS TIOKA3alH, [0 OCHOBHHUM
TIOHSTTSIM, Ha SIKOMY 0a3ylOThCS MOJEII JIOTIYHOTO pO3-
MEXYBaHHS TOCTYITY, IO OMUCYIOTHCSA 3 BUKOPUCTAHHSIM
MoBu XACML, kpiM noHATH cy0'ekTa, 00'€KTa 1 THIY
JIOCTYITY, € TOHATTS aTpuOyTy Oc3meku. KoxeH 00'ekT,
Cy0'eKT, THI JOCTYIy, a TAKOXK OTOYCHHS MOXE MaTh
JIesiKi 3alporpaMoBaHi KOPHCTyBadueM ab0 MeXaHi3MOM
JIOTTYHOTO PO3MEKYBaHHS JIOCTYITY aTpuOyTH OE3MeKH.
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Mojens po3MexyBaHHS AOCTYIY (GOPMYIIOETHCS
y BHUTJISIZI JIEIKUX YMOB Ha aTpuOyTH Oe3neku cy0'ekra,
00'eKTa, TUITY JJOCTYITYy Ta OTOYEHHSI.

Bynb-sixuit 3anut 10CcTyMmy KOpUCTyBaya JI0 pecyp-
Cy TIOBHHEH IepepuBaTUCS CHCTeMHOI cyTHicTio PEP
(Policy Enforcement Point). IIpu usomy PEP cTBOpIoe
samut B popmaTi XACML i mocunae HOro CUCTEMHOL
cyrHocti PDP (Policy Decision Point). Policy Decision
Point (PDP) — cuctemHa cyTHICTb, sIka IpuiAMae pilieH-
HS TIPO TOCTYI HAa OCHOBI MOJIITHKK Oe3rneku. PimeHnHsm
npo moctyn Moxke 0yt «Jlo3BoneHo», «3a00poHEHO,
«He Bu3HaveHO» 1 MHOXKMHA 3000B's3aHb (obligations),
sKi rmoBuHeH BUKoHaTH PEP pa3om 3 BHKOHaHHAM pi-
LIEHHS PO JOCTYII.

e omaum atpudyToM MoBH € nomituka (Policy) —
MHOxuHa npaBwi (Rule), anroputmiB koMOiHyBaHHS
MPaBWI 1 MOJITHK i, MOXIIUBO, MHOKHHA 3000B's3aHb.
[Monituka Moke OyTH KOMITOHEHTOM 1HIIMX TOJITHK. Y
CBOIO Yepry, NPaBUIIO CKIAJA€THCS 3 METH, PE3YJIbTATy i
YMOBH 1 € KOMIIOHEHTOM NOJITHKH. KoXeH ejeMeHT
NpaBWJia MOXE MaTH aTpuOyTH, siKi 30epiraioThCs B
cxosuti, 38aHoMY Policy Information Point (PIP).

Bigomo [3], mo PEP Bukonye ympaBiiHHS DOCTY-
TIOM, TPYHTYIOUHCH Ha BIAIOBI/SIX, oTpuMaHuX Bijg PDP.
PEP moxe OyTH peani3oBaHHi Y BUIIISAI €IMHOTO LiJO-
TO 3 JIOJaTKOM, ICHYBaTH SIK OKPEMHUH 00'€KT B TOMY K
KOHTEHHepi, 110 i 3aXUINAETHCS T0aTOK, a0 OyTH 10-
CTYIHHUM Y BUTJISIIII MEPEKEBOTO PECYPCY.

Jlst onucy mporiecy CTBOPEHHS MPABUIT 1 TOJTITHK
BBOJUTHCS TOHSTTS TOYKM aAMIHICTpYBaHHS TOJNITHKH
(Policy Administration Point — PAP) — cuctemHoi cyT-
HOCTI, 3a JIONIOMOT' OO SIKOT CTBOPIOETHCS OIHA a00 JeKi-
JIbKA TOJITHUK.

aTpubyTamu OE3IeKH, peani3allis MeXaHi3MIiB PO3MEKY-
BaHHS JIOCTYITy Ha OCHOBI HOBOI MOBH IIOBHHHA MiJT-
pUMyBaTH MeBHUN HaOip micmsagii. s mporo y Bmoc-
KOHAJICHIH TEXHOJIOTIT HEOOXiTHO TepeadadunuTH 00poo-
moBad micisiaiit (Outcomes handler), sikuii Ou 103BOTHB
TCIIsl KOKHOTO 3aCTOCYBAHHSI MOJIEINI /IO JIOCTYITy BH-
KOHYBATH ITICIISIII, 1110 MICTATHCS B JaHil MOJEII.

TakuM YHHOM, MOTOKH MAHUX MiXK CHCTEMHHMH
CYTHOCTSIMH, sIKi O€pYTh y4acTb y NPUIHATTI PillICHHS,
MOXYTb OYyTHU TpeCTaBJIeH] y BUTTIsIII Mozieni puc. 1.

Buxozsuu 3 OCHOBHUX TIPaBHII | CEMAHTHKH MO0y 10-
BHY MOJIEJTi, TIPUHIIUITA YIPaBJIiHHS JTOCTYIOM B KOMIT'FOTe-
PHi# cuCTEMI MOYKHA IPUBECTH JI0 TAKOI MOCIITOBHOCTI:

— PAP cTBOpIOE TONITHKH, BU3HAYAE AITOPUTMHU
KOMOIHYBaHHS TOJITHK 1 POOMTH iX JOCTYMHHMMH ISt
PDP. Lli noniTvukn MaroTh OyTH NpU3HAYEH] JJIsI KOHK-
PETHHX MiJeH 1 CTBOPEHI 3a3/1aIerib.

— JlomaTok Hajacuiae 3anuT Ha noctyn 1o PEP.

— PEP Hajcuiae 3ammt Ha JOCTYII 10 0OpOOHHMKA
3anuTiB y opMaTi, IKMI BU3HAYEHUH y TOAATKY, MOXK-
JUBO JIONAIOYU aTpuOyTH CyO'€KTiB, pecypcy, Oii Ta
OTOYEHHSI.

— OOpobnroBay 3aNMTIB CTBOPIOE 3aIUT B JopMa-
Ti pO3pOOJICHOTO MOBH YIPABIIIHHS AOCTYIIOM 1 IOCHIIA€E
ioro no PDP.

— PDP 3anpomryBatu Oyab-siKi JOIATKOBI atpudy-
TH cy0'eKTa, pecypcy, Aii Ta OTOUeHHs Bix oOpoOitoBava
3aITHTIB.

— OOpobnroBau 3amuTIB TEPEHAIPABISIE 3AIHT
atpudyTiB 1o PIP.

— PIP ortpumye 3amuraHi atpuOyTH, MOMXIHBO 3
PI3HUX JDKEpEL.

— PIP noBepTae 3anmTaHi aTpuOyTH 00pOOIIOBaYY.
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— OO0poOroBaY 3aIUTiB MOXKE JOAATH BMICT pe-
cypey.

— OO0po6roBaY 3amUTIB TMTOCKIIAE 3alUTaHi aTpUOY-
TH 1, MOXJIHBO, pecypc 10 PDP. PDP oriinroe nomirtuky.

— PDP noBeprae BiANOBib, IO MiCTUTh PIIIICHHS
PO MOXKJITUBICTB JOCTYITy 00pOOJIIOBAYY 3aIlHTiB.

— OOpobmnroBau 3aIUTIB PETPAHCIIOE  PILICHHS
PO MOXJTUBICTB JIOCTYITY Ha OOpOOJIFOBaY MiCIISIIN.

— OOpobmroBay 3amuTiB NEPETBOPIOE BIAMOBIIb Y
BuxigHuii popmar, orpumanuii Big PEP i moBeprae iio-
ro PEP.

— PEP 3abe3neuye ynpaBiiHHS JOCTYIIOM Ta BH-
KOHaHHS 3000B's13aHb.

— OOpobnroBau micisAii EPETBOPIOE  PillIEHHS
PO MOXKJIUBICTH JOCTYIy Cy0'€KTIB y BCTAHOBJIEHI at-
pubyTH, 1 mocunae ix go PIP.

PekomeHaauii woao
NPaKTUYHOIrO BUKOPUCTAHHS

OmHUM 3 IPaKTHYHO 3HAYYIIUX CIIOCO0IB, IO JT0-
3BOJISIOTH ONTUMI3yBaTH BJIOCKOHAJICHI MEXaHi3MH
TEXHOJIOTIT pO3MEXYBaHHS JIOCTYIly, € CIOCiO, SIKHi
HAa3UBAETHCS EKBIBAJICHTHUM IIEPETBOPEHHSIM MOoJie-
nei. TIpu nboMy €KBIBaJIGHTHHM I€PETBOPEHHSM Ha-
3MBAETHCS MEPETBOPEHHS OHIET MOJEN PO3MEKYBaH-
HS JOCTYNy B iHIIY — TaKy, 10 BCi AOCTYIH, SIKi BUDi-
LIYIOTHCS MEPIIOI0, BUPIIIYIOTHCS 1 JPYroo, IpHU LbO-
MY BUKOHYIOTBHCSI HEOOX1/1HI MiCIsIiT, 1 Taka )k yMOBa €
BipHOIO JIIs1 3a00poHM noctymiB. Lei daxt Moke OyTH
BUKOPUCTAHO Ul HOAAJBIIOTO JOCHIIPKEHHS TEXHO-
JIoTii OmUCy Mojenell po3MeXKyBaHHSI JOCTYIY B KOM-
M'IOTEPHIM CHUCTeMi Ta BUPINMICHHS ONTHMi3aIliiHIX
3aBJlaHb MOJICIFOBAHHSI.

Iomaneliie JOCHIMHKEHHSA Tependadae po3pooKy
METOJIMK TEePEeBIPKH MeXaHi3MiB BJOCKOHAJICHOI TEXHO-
JIoTii pO3MEXKYBaHHS IOCTYITY, NPOBEACHHS IMiTaIliifHO-
rO MOJENIOBaHHS Ta OLIHKY PE3yNIbTaTiB MPOBEICHUX
TECTOBUX BUIPOOYBaHb.

BucHoBKMu

VY craTTi 3anponoHOBaHa BJIOCKOHAJIEHA TEXHOJIO-
Tisl ONMUCY MOJENICH PO3MEKYBaHHS qoCTyIy. JJaHa Tex-
HOJIOTisl BIIPi3HAETHCS BiJl BIIOMUX YpaxXyBaHHSM (hax-
Topa Iichsaii B YNpaBIliHHI JOCTYIIOM O PECYpCiB
KOMIT'TOTepHUX cucteM. OOJIK AaHOrO YMHHUKA B T0JIa-
JIBILIOMY JI03BOJIUTH 3MEHIIIUTHU Yac Ha JI03BLI 3aMUTy Ha
JIOCTYT JI0 KOMIT'FOTEPHOI CHCTEMHU.
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KOHLENLMA YCOBEPLUEHCTBOBAHHOW TEXHOJIOMMM ONMUCAHUSA MVO,U,EHEVI
PA3IrPAHUYEHUA OOCTYNA OANA 3AWNTbI AAHHBIX B KOMIMBbIOTEPHOU CUCTEME

C.I'. CemenoB

IIpogeden ananuz mexHono2uti ONUCAHUs MoOenell pasepanuienus 00Cmyna K pecypcam Komnviomephwix cucmem. Onpe-
0elleHHO, 4mo OOHUM U3 NEPCHEKMUBHBIX 3bIK08 Moodenupoganue ecmb aA3bik XACML. Onpedenenvl ocHosHble €20 Hedocmamku
U NPeONoJICeHa KOHYenyusl, NO380NAIOWASL YHeCmb PAKMOp NOCIeOeliCmEUs. 8 npoyecce MOOETUPOSAHUs PA3SPAHUYEHUSL OOCHYNA
K pecypcam. YcosepuieHcmeosana Mooenb NOMOK08 OAHHbIX NPU pas3epanuyenuu 00Cmyna K KOMnblomepHoi cucmeme. IIpeo-
JIOJICEHbI PEKOMEHOaYUU OMHOCUMENbHO NPAKMUYECK020 ucnonb3osanus. COenamn 6blg00 0 6O3MOICHOCHU YMEHbUIEHUS BDEMENU
Ha paspeuienie 3anpoca Ha 00CHMYn K KOMNbIOMEPHOU cucmeme.

Knrouesvie cnosa: 3awyuma oannwix, pasepanuyenus 00cmyna, mexuoao2uu onucanus mooenei, a3vik XACML.

CONCEPTION OF THE IMPROVED TECHNOLOGY OF DESCRIPTION OF MODELS
OF DIFFERENTIATING OF ACCESS FOR DEFENCE OF INFORMATION IS IN COMPUTER SYSTEM

S.G. Semenov

The analysis of technologies of description of models of differentiating of access is conducted to the resources of the com-
puter systems. Certainly, that one of perspective languages a design is language of XACML. His basic failings are certain and
conception, allowing to take into account the factor of nociedeiicmeus in the process of design of differentiating of access to the
resources, is offered. The model of flows of data is improved at differentiating of access to the computer system. Recommenda-
tions are offered in relation to the practical use. A conclusion is done about possibility of diminishing of time on permission of
request for access to the computer system.

Keywords: protection of data, differentiating of access, technologies of description of models, language of XACML.
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