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Tonxkauoe M.FO. MopentoBaHHs O0e3MeKU 1HTEpHET-TpadiKy sIK CEMIOTHYHOL
cuctemu. KBamidikariiiiHa HaykoBa Ipalis Ha TpaBax pyKOITUCY.

Hucepraiist Ha 3100yTTS HayKOBOTO cTyneHs Joktopa (inocodii (PhD) 3a
cnemianpHicTio 125 — KibepOesneka Ta 3axuct iHpopmanii. — HarionamsHuit
TeXHIYHUH yHiBepcuteT ‘“XapkiBcbkuil [Tomitexniunnii [nctutyt”, Xapkis, 2025.

JlucepTaliis TpPUCBSIYCHA PO3B’SA3aHHIO HAYKOBO-TEXHIYHOTO 3aBIaHHS
3a0e3MeUeHHs MABUIICHHS PiBHS OE3MEKH CUCTEM 3aXUCTY 1HTEpHET-Tpadiky Ha
OCHOBI p0O3pOOKH Ta BIPOBAHKEHHS MATEMAaTUYHHUX MOJICJICH, METO/IB MOHITOPHHTY
Ta YIPaBIIHHA €JIEMEHTaMU CHCTEMH O€3MEKH 3 BpaxyBaHHSM pPI3HOMAaHITHHX
(dhaKTOPiB, BKJIIFOYHO COI[IAJIbHMX Ta MEPIIENTUBHUX aCTICKTIB.

BukopucTtanHs 3amponoOHOBAHOTO MiIXOMy 3a0e3leuye 3aXUCT 3MIIIaHOro
KOHTEHTY iH(opMaIlii Ha OCHOB1 CEMIOTHYHOTO aHaMI3y, SIKUW HE TUIbKU IT1/IBUIILY€E
piBEeHb 3axXUCTy 1H(OPMAIIHHUX pEeCypPCiB, ae il 3a0e3neuye rHyuKiCTh YIPaBIIHHS
6e3mneku inTepHer-Tpadiky.

Memoro oucepmayiunoi pooomu € po3poOka Mojene Oe3neKu 1HTEpHET-
Tpadiky y Ki0edi3nuHOMY MPOCTOPi Ha OCHOB1 0AraTOpPiBHEBOT CEMIOTUUHOI MOIETI,
110 3a0e3Meuye MiABUIICHHS piBHS O€3MEeKH CUCTEM 3aXUCTy 1H(OpMaIlii.

06 ’exm 0ocnioxcen s TIPOIIeC CTBOPEHHS Ta BUKOPUCTAHHS MOJICIICH 1 METOIIB
3a0e3MeueHHs 3aXUCTy IHTepHET-TpadiKy y Ki6edi3MIHOMY MPOCTOPI.

Ilpeomem Oocniodcennss — MOACIIOBaHHSA O€3MEKU 1HTEpHET-Tpadiky sIK
CEMIOTUYHOI CUCTEMHU.

Y 6cmyni OOTPYHTOBAHO aKTyaJIbHICTh TEMHU JAUCEPTAIIMHOTO TOCIIKEHHS,
c(hopMyJIbOBAHO METY JOCJIIIPKEHHS Ta HAyKOBO-TIPUKIIa/IHI 3aBIaHH I, HEOOX1THI TSt
il TOCSATHEHHS, TOKA3aHO 3B’ SI30K IOCI1HKCHHSI 3 HAYKOBUMH ITPOTpamMaMu Ta TeMaMH,
HaBEJCHO HayKOBY HOBU3HY OTPUMAHUX PE3yJbTaTiB, IX MPAKTUYHY LIIHHICTH Ta
ocoOucTuil BHECOK 3/100yBaya. [lomano BimoMoCTi mpo ampoOailito pe3yJbTariB
po0OTH, 0COOMCTHII BHECOK 3/100yBaya Ta HOro myOsiKarii.

VY nepwomy po30ini npoaHani3oBaHO Cy4aCHUM CTaH 3aXUIIEHOCT! IHTEPHET-

Tpadiky, 30KpeMa METOAU 3aXUCTy IH(POPMaLIMHUX pecypciB y KiOeprnpocTopl
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PosrnssHyTO CHCTEMHI apXiTEKTYypH KOHTPOJIO Ta 3aXHCTYy MEpPEk, a TaKoXkK iX
BIIMOBIIHICTh Cy4yacHUM 3arpo3am. [IpoaHanizoBani Mojieni kibepaTak Ha pi3Hi BUIU
Tpadiky 1HGHOKOMYHIKAIIHHAX CHUCTEM, BKJIOYAIOYM pEATbHUM, ITOTOKOBHUH,
€JaCTUYHUM 1 CUTHAJIbHHU Y TpadiK, a TAKOK BU3HAYEHO HAH OB 11T ypa3JIMBl CETMEHTH
MepeskeBoi 1HppacTpykTypu. OuiHeHo 3arpo3u iHGopMaliiiHoi Oe3reKu, 30Kkpema
PU3HKHU KIOEpTEPOPU3MY Ta BUKOPUCTAHHS IU(POBUX TEXHOJOTIN A1 MAHIITY IS
MacCOBOIO CB1JOMICTIO.

OOrpyHTOBAaHO HEOOXITHICTH MIJBUINCHHS DPIBHS 3aXHUCTy i1H(OpMAaIiHNIX
pecypciB y KIOepnpoCTopl IJIAXOM IHTErpalii HOBITHIX METO/I1B aHAMI3Y Ta KOHTPOIIO
Tpadiky. 3apONOHOBAHO MIAX1, 110 0a3y€ThCS HA CEMIOTUYHI1M MOJIEITI Ta BKJIIOYaE
MeXaH13MU U pyBaHHs, aBTEHTUIKAIT, KOHTPOJIIO TOCTYITY Ta aHaJ13y COI1aIbHOI
B3aemoii. [limkpecneHo BaXIMBICTh PO3POOKH YHIBEPCATHHUX MOJIEIICH OS3IEeKH, 110
BPaxOBYIOTh SIK TEXHIYH1 XapaKTePUCTHUKU Tpa(iKy, TaK 1 HOro 3MiCTOBY CKJIAJIOBY.

Y  Opyeomy poszdini 3ampomoOHOBaHa MOJIEIb CEMIOTHYHOI CHCTEMH
KiOeprpocTopy, 10 BPaXOBY€E B3AEMOJIII0 MK KOPHUCTyBadyaMH, KOHTEHTOM Ta
MepexkeBoro 1H(ppacTpykTyporo. [IpoaHanizoBaHo cTpyKTypy IHTEepHET-KOMYyH KAl
Ta BHU3HAYEHO OCHOBHI €JIEMEHTH IX CEMIOTMYHOI HPUPOAH, BKIIIOYAIOYH
CUHTAaKCUYHUM, CEMAaHTUYHUM 1 MparMaTUYHUA piBHI. PO3MIsHYyTO 3acTOCYBaHHS
CEMIOTMYHOI MOJEN1 MJisg OLIHKM KiObepOe3nmeku, 10 J03BOJISIE BUSBISATH Ta
HeWTpasizyBaTH MOTEHIIIKHI 3aTPO3U 32 paxXyHOK aHaJi3y 1H(GOPMAIIHOr0 KOHTEHTY
Ta 10T0 BIUIMBY Ha O€3MEKY MEPEIK.

JlocTiKeHO 1€papXito HaAIMHOCTI B KI0EpIPOCTOPI, siIka BKJII0YAE (PI3UUHMIA,
CUHTAaKCUYHUMN, CEMaHTUYHUM, TparMaTUYHUNA Ta COL1aJIbHUM Pi1BHI. 3alIPONIOHOBAHO
BUKOPHUCTAHHSA CEMIOTUYHHUX METO/IB JUIsl MAPKYBAHHS Ta CETMEHTALlil MEPEKEBOI0
Tpadiky, MO0 T03BOJSE MOKPAIIUTH YIPaBiiHHA 1HQOPMALIMHUMHU MOTOKAMU Ta
BUSIBJICHHSI aHOMAJIbHUX MTOBEIIHKOBUX MAaTEPHIB.

3arnporioHOBaHa MOJIeJIb O€3MeKH Ha OCHOB1 KOHIICIIIII HYJIbOBOI IOBIPH, sIKa
nependavae KOMIICKCHUM IMiAXia A0 aBTeHTU(IKAIl KOPHCTYBa4YiB, MOHITOPUHTY

MEpEeKEeBOi aKTMBHOCTI Ta YIPaBJIIHHS pU3MKaMU. BHpoBaKeHO METO0JOTIO
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PO3MOUTY JOCTYITY Ta KOHTPOJIIO 1H(OPMALIHUX TOTOKIB HA OCHOB1 CEMIOTUYHOIO
aHanizy, 110 3a0e31euye THYYKICTh Ta €)EKTUBHICTb IMOJIITUK K10EP3aXUCTY.

Y mpemvomy po30ini pO3TASHYTO CEMIOTHYHMUHM MiAXiJ 10 3a0e3rmedeHHs
KiOepOe3reky, sAKWM  3a0e3mevuye  IHTErpamil0 TEeXHIYHUX, CEeMaHTHUYHHX,
MparMaTUYHUX Ta COIllaTbHUX aCTIEKTIB aHATI3Y 3arpo3.

VY nockoHaneHa ceMioTH4YHA MOJEeNIb KiOepOe3NeKkn Ha OCHOB1 CeMIOTUYHOTO
aHaii3y, siKa JI03BOJIsi€ BPaXOBYBATH Pi3H1 piBHI iHGOpMAIIli — BiJ] CHHTAaKCHYHOIO Ta
CEeMaHTHUYHOTO J0 MparMaTUYHOro 1 colliaabHoro. Po3po0ieHo mMeTosd IUIbOBOI
cerMeHTarlii Tpadiky 3 BHKOpUCTaHHSIM Moei 3pitocti CISA’S Zero Trust Maturity
Model, sikuit 3a06e3neuye OUIbII TOYHU KOHTPOJIb JOCTYITY Ta MiHIMI3aI[1}0 PU3UKIB
KOMITpOMETAIlil JaHUX.

3anponoHOBaHO ABOPIBHEBE AMHAMIYHE MAapKyBaHHA JJAHUX, CIIPSIMOBaHE Ha
MOKpaleHHsT aHami3y i1HGOpMaliifHUX MOTOKIB 1 3aXHCTy pecypciB. Po3polieHi
METOAM MaKpOCerMeHTallii 1 MIKpOCErMeHTaIll MepexeBoro Tpadiky, IIo
3a0e3meuyroTh PO3alT 1H(OPMAIIIMHINX MOTOKIB BIAMOBIAHO O BHMOT OC3IIEKH Ta
e(eKTUBHICTb YIIPABIiHHS JOCTYyNOM. MeTo1 MaKpOCEerMeHTallli 1 MIKpOCErMEHTaLlil
MEpPEKEBOro TpadiKy BpaxOBYIOTh KOMIUJIEKCHUN aHami3 iHGOpMallii Ha OCHOBI
CEMIOTMYHHMX TapaMeTpiB, SKHUI JI03BOJIAE€ TMIJABUIIUTU THYYKICTh CHCTEMH
Ki0ep3axucTy Ta aIalTyBaTH il 10 MOTOYHUX 3arpo3.

Po3poOrnenuii iHTErpaJbHUN MOKA3HUK 3aXUIEHOCTI MEPEKEBUX PECYPCIB
3a0e3neuye (GOpMyBaHHSI IHTEIPOBAHOTO MiAXOAY JO OIIIHKU KibepOe3meku, 110
BKJIIOYA€ pi3H1 piBHI: BiJ ¢13nyHux acnekTiB (CVE Rating) 1o 6wk abcTpakTHUX,
TaKMX sIK BIUIMB Ha corriayibHi actiektH (Social Level).

Po3pobnena MeroaMka JOUHAMIYHOTO MOHITOPUHTY Ta  yHPaBJIHHS
Ki0epOe3neKor Ha OCHOB1 CEMIOTHYHOTO aHaIi3y. 3alIPONOHOBAHO METO]T 3aXUCTY
3MIIIAHOTO KOHTEHTY B 1HTepHET-TpadiKy KiOeprnpocTopy, SKHil 3a0e3medye
BU3HAUYEHUM PIBEHb THYYKOCT1 YIIPABII1HHS CUCTEMOIO O€3MEKU.

Po3po6iieni MeTou JUHAMIYHOTO MapKyBaHHs, MaKpO- Ta MIKPOCETMEHTallii
Tpadiky, SKi JO3BOJSAIOTH MIABUIIMTHA KOHTPOJb 3a JOCTYIIOM JI0 JaHUX Ta

MIHIMI3yBaTH PU3UKH KOMIIPOMETAILI.
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Y uemeepmomy po30ini NpoBEACHO MOJICTIOBAHHS OILITHKH P1BHS K10epOe3neku
BJIACHUKIB Mepexi. Mo ie/roBaHHs MPOBEACHO Ha OCHOBI 1aHuX 3BiTy Cisco Talos 3a
2023 p. Jlns mpoBeneHHsS MOJIEIIOBAHHS 3allPOTIOHOBAHI TPOTPaMHI 3aCTOCYHKH 1
ckpinTtu Ha MoB1 C# 1 Python 3.x 3 Bukopuctanusm 0101iotek Pandas, NumPy, SciPy.

3anponoHOBaHUN METOJ] 3aXUCTY 3MIIIAHOTO KOHTEHTY 1H(OopMallii IHTepHeT-
TpadiKy Ha OCHOB1 CEMIOTUYHOTO aHaNi3y, IKHI IHTETPY€ CTPATEr10 HYJIHOBOI TOBIPH
Ta CydYacHI aHAIITHYHI TEXHOJIOTII Ta Ja€ OIlIHKY SKICHMX Ta KUIbKICHUX
XapaKTEPUCTUK CUCTEMH.

Jlsiss mpoBeNeHHST MOJICTIOBAHHS 3alPOIIOHOBAHOIO ITiXOY BUKOPHCTaHI
Habopu nganux CIC-IDS 2017/2018 TaNSL-KDD 2022, siki 6a3yt0Tbcsl Ha aJITOpUTMAX
BUSIBJICHHS aTaK Ta aHaJ13y MOBEIIHKOBUX XapaKTEPUCTHUK TPAPIKY.

VY sucnoskax nucepraiiifHoi poOOTH BUKIIAJIEHO OCHOBHI PE3yIbTAaTH SIKi
BUIUIMBAIOTH 3 TPOBEIACHUX [OCIHIKEHb, MPEACTABICHO Ta OXapaKTEPHU30BAHO
MOKA3HUKH €()EKTUBHOCTI TPU BUKOPHUCTAHHI 3alIPOTIOHOBAHUX PIIIIEHb.

3a pezynomamamu 00CIOHCEHHA OMPUMAHO MAKI HAYKOBI pe3yTbmamu’

1. Bnepuwie po3poOaeHnii IHTETpaIbHUN MOKa3HUK MOTEHIIMHUX 3arpo3, KU
BpPaxOBY€ 3BAXKEHE CEPEHE MOKA3HUKIB PIBHIB CEMIOTHYHOT MOJIENI KIOepIIpoCTOpy:
(G13UYHOrO, EMITIPUYHOTO, CHHTAKCUYHOIO, CEMAaHTHYHOrO, IMParMaTHYHOTO Ta
COLIIAIbHOTO. 3aMpONOHOBAHUNA MIAX1 3 BUKOPUCTAHHSAM PO3AUICHHS 3MIIIAHOTO
KOHTEHTY 1H(OopMaIiii Ha B3a€MOTIOB’ si3aHi P1BH1 I03BOJISE OI[IHUTH [[LJTHOBI (3MIIIaH1)
aTaKM 13 KOMIIJIEKCHUMHU 3arpo3aMu, 110 BIAPI3HsIE HOTO Bl TPAIUILIIHHUX CYyYaCHUX
M11XOIIB.

2. Bnepwe po3po0ieHuil anropuT™ aHanilzy iHPOpMaLiiHUX pecypciB, KU
BKJIFOYA€ KUJIbKa OCHOBHUX €TalllB, TAKUX SIK CHHTAKCUYHUI aHaJ13, KOpeIsIiHHINA
aHali3, CCMaHTUYHUN aHAI3, MparMaTUIHUN aHall13, MapKyBaHHS PiBHIB JOCTYIY. Y
pE3yabTaTI TAKOTO MOETAMTHOIO aHAJII3y CTBOPIOETHCS KOMILIEKCHA CUCTEMA 3aXUCTY
1HQOpMaLIHHUX TOTOKIB, IO 3HUXKYE PIBEHb €HTPOMIi y K10epIpOCTOpi, IiABUIILYE
TOYHICTb [lepeJiadl JaHUX Ta 3a0e3Mneuye iX Oe3MeKy.

3. Bnepuie po3pobieHa Moielib CUCTEMU JTUHAMIYHOTO aHaII3y Ta MapKyBaHHs

3axuCTy 1H(OpMaIIHUX pecypciB, sika BpaXOBY€ CEMIOTHYHI1 piBHI. MoJieib BKITIOYa€e
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aCIeKTH, Taki sk Oe3leka JaHWX, MPOAYKTUBHICTh CUCTEMH, BUTPATH PECYPCIB, a
TaKoX BUMOTHM J0 KOH(]iIeHIHOCTI. B Momeni po3poOieHo MeTomd Makpo 1
MIKpOCETMEHTAallll MEPEKEBOT0 TpadiKy, 0 JaI0Th 3MOTY PO3AUIATH 1H(OpMaLliifH]
MOTOKHU BIAMOBIAHO 10 BUMOT O€3MeKH Ta e(PEKTUBHO KEPyBaTH JOCTYIIOM JI0 TaHUX.

4. Yoockonanena ceMioTH4HA CTPYKTYpa “HaHHI-1HPOpPMAITiI-3HAHHS, IKa J1JIs
omucy iHopmarlii Bidyasizye 3B S3KM IUX PI3HUX TepMiHIB. BoHa nemMoHcTpye
B3a€MO3B’ 130K MK CEMIOTHKOI0 Ta BHKOPHCTAaHHSAM 3HAaKIB ITiJ 4ac 0OpOOKu
1Hopmarlii.

5. Yoockonanena apxiteKrypa KOpopaTuBHOT MEPEKI, sSIKa 0a3y€eThCs Ha MOJICI
3pinocti CISA’s Zero Trust Maturity Model. B3aemonis KOMIIOHEHTIB y I
apXITEKTYpl JOTPUMYETHLCS TIEBHOTO IUKITY, IKUH 3a0€31euye TBOPIBHEBE THMHAMITHE
MapKyBaHHS JaHUX JUIs YAOCKOHAJCHHsS aHami3y MpU 3aXUCTi 1HGOpMALIIHUX
pecypciB, 0 BIIPI3HSIE 11 BiJl ICHYIOUUX apXITEKTYP KOPIOPATUBHUX MEPEK.

IIpakmuyne 3naueHHs OMPUMAHUX PE3VIbIMAMIE NOIAAE 8 HACTNYNHOMY !

1. OTpumani pe3ynbTaTd MOJEIIOBAHHS CUCTEMH JMHAMIYHOTO aHalli3y Ta
MapKyBaHHS 3aXHUCTy 1H(pOpMalIiHUX PECypcCiB, KA BpPAaXOBY€ CEMIOTHMYHI PIBHI,
JE€MOHCTPYIOTh TMOKpAILIEHHS MOKa3HUKIB Oe3MeKku. Y pe3yabTaTi BUKOPUCTaHHS
CEMIOTMYHHMX MEXaHI3MIB IHTEpIpeTalli 3arpo3 4yac pearyBaHHsS Ha 1HI[UJCHTU
ckopoTuBcs 3 500 Mc 10 416 Mc, 1110 CTAHOBUTH MOKpalleHHs Ha 16% y MOpIBH sIHHI 3
cuctemamu Snort, SEMIoTICS Ta inmumMu 3acobamu, sKi IepeBaKHO 3aCTOCOBYIOTH
CUTHATypHUI abo cTaTu4HuUil aHami3. BcTaHOBIEHO, IO PIBEHb BIAMOBIIHOCTI
nojiTukam 0e3neku 3pic 3 87% 10 95%, 110 Ha 8% BuIIle, HIXK Y KJTACHYHUX CUCTEMAX,
takux sk Splunk ES un Semantic SIEM, siki He BpaxOBYIOTbh CEMIOTHYHI 3B’ I3KU MK
MO/ISIMU Ta 3HAYEHHSIMH.

2. OTpuMaH1 pe3yibTaTH MPU MOJETIOBAHHI OILIIHKH pPIBHS KiOepOe3mneku
BJIACHHMKIB MEPEX1 3 1HTErpajbHUM MOKA3HUKOM MOTEHIIHHUX 3arpo3 J03BOJISIOTH
chopMmyBati OO’ €KTUBHY OIIHKY PpIiBHS KIOEp3aXxUCTy pealbHUX BJIACHUKIB
iHpoOpMaIIiHUX pecypciB 13 3aCTOCYBAaHHSIM CEMIOTUYHOTrO miaxoxy. OTpumaHi
pe3yabTaTh MOJEIIOBAHHS pO3pO0IeHOT MOozeNl 3a0€3MeuyoTh PIBEHb BHUSBICHHS

ckyanuux 3arpo3 (APT, comiorexniuni ataku) 55%, mo Ha 4% (3 51% 10 55%) Bute
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HDK y cucTeM Suricata, Snort Ta aHamoriyHux pimeHb. Fl-mipa 3amnpornoHoBaHoi
cucteMu ctaHoBUTH (.84, 110 nepepuiye 3HaueHHA y Splunk ES (0.76) Ta Snort (0.64)
Ha 11%, neMoHCTpyroUM OajaHC Mi>K TOUHICTIO Ta TOBHOTOIO BUSIBJICHHS 3arpO3.

3. 3anporioHOBaHMH i IX1]1 3 BAKOPUCTAHHSIM PO3/IIICHHS 3MIIIIaHOTO KOHTEHTY
iH(opMaIrii Ha B3a€MOIOB’s13aH1 PiBHI TOKa3aB IMOBIPHICTh YCHIITHOTO aHAMI3Y IS
HopmanbsHOTO Tpadiky HTTP ua piBHi 0.99, 1o BiamoBigae abo mepeBHUIIy € aHAIOTIUHI
nokazHuku y Bimomux SIEM-cucremax Ha 3%. Taxux sk IBM QRadar a6o Splunk ES,
JIe cepeHiN piBeHb TOYHOCTI 0OPOOKH HOpMaJIbHOTO TpadiKy 3a JaHUMU BUTTPOOYBAHb
CTaHOBUTH O01M3bK0 0.95-0.97.

4. 3anpornoHOBaH1 MOZIETI MOXKYTh OyTH 1HTErpOBaH1 Yy KOPIIOpPaTUBHI MEPExi
JUIS TABUIIEHHS PIBHSA KOHTPOJIO JOCTYIY A0 1HGOpMaliiHuX pecypciB. Y cdepi
KpPUTHYHOI 1HPpACTPyKTypHu (€HEpPreTuKa, TPAaHCIOPT, TeNEKOMYHIKaIlii) po3poOieHi
METOIX MOXKYTh IIJBUIIMTH 3aXUINEHICTh B aTak Ha yrnpaBiaiHChKi Ta SCADA-
cuctemu. CeMiOTHYHA MOJIENTb MOKe OyTH BHUKOpPHUCTAHA SIK CEMaHTHYHHNA MOAYJIb
nigcucremu SASE apXiTekTypHu.

3a pesyapTaTaMu JOCITIHKEHHS MIATBEPIKEHO NMPAKTUYHY Ta TEOPETHUYHY
IIHHICTh PpO3pO0JEHUX METOMAIB, HAJaHO TMPAKTUYHI PEKOMEHJalli, 100
3aCTOCYBaHHS PO3POOJICHMX METOAIB Ta BHU3HAYECHO JOIUIBHICTh MEPCIEKTUBU X
MOJANBIIIOTO PO3BUTKY.

Knrouosi cnosa: xibepbesneka, MalllnHHE HaBYaHHA, 1H(OpMaIliitHa Oe3rmeka,
CEMaHTHYHa MOAIOHICTh, MOICIIIOBAHHS, 3aCO0U IITYYHOr'O 1HTENEKTY,, K10ep(hi3uHmi
npocTip, iH(pOoKOMyHiKaliiHI Mepexi, Kpunrorpadis, iH(opmaliiiHa cucTema,

KOMIIT FOTE€PH1 MEPEX1, IHPOpMaIliiHI TEXHOJIOTII.
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ABSTRACT

Tolkachov M.Yu. Modeling the Security of Internet Traffic as a Semiotic System.
Qualification research paper submitted as a manuscript.

Dissertation for the degree of Doctor of Philosophy (PhD) in specialty 125 —
Cybersecurity and Information Protection. — National Technical University "Kharkiv
Polytechnic Institute”, Kharkiv, 2025.

The dissertation is devoted to solving the scientific and technical problem of
increasing the security level of systemsthat protect Internet traffic by developingand
implementing mathematical models, monitoring methods, and control mechanisms for
security system elements, taking into account various factors, including social and
perceptual aspects.

The proposed approach ensures the protection of mixed content information
based on semiotic analysis, which not only enhances the security of information
resources but also provides flexible management of Internet traffic security.

The purpose of the dissertation is to develop models for Intermnet traffic security
in the cyber-physical space based on a multi-level semiotic model that ensures an
increased level of information protection.

Object of research: the process of creatingand applying models and methods to
ensure Internet traffic protection in the cyber-physical space.

Subject of research: modeling the security of Intemet traffic as a semiotic
system.

The introduction substantiates the relevance of the dissertation topic, formulates
the research goal and applied scientific tasks necessary to achieve it, shows the
connection with scientific programsand topics, and presents the scientific novelty,
practical significance, and the author’s contribution. Information is provided about the
approbation of results, the author's contribution, and related publications.

In the first chapter, analyzes the current state of Intemet traffic protection,
particularly methods for securing information resources in cyberspace. It discusses
system architectures for network control and protection and their alignment with
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modern threats. Models of cyberattacks on various types of infocommunication system

traffic are analyzed, including real-time, streaming, elastic, and signaling traffic, and
the most vulnerable segments of network infrastructure are identified. The threats to
information security, including cyberterrorism and the use of digital technologies for
mass manipulation, are assessed.

The need to enhance information resource protection in cyberspace by
integrating modem traffic analysis and control methods is justified. A semiotic model-
based approach is proposed, incorporating encryption, authentication, access control,
and social interaction analysis mechanisms. The importance of developing universal
security models that consider both technical and content characteristics of traffic is
emphasized.

In the second chapter, presents a model of a semiotic system of cyberspace that
accounts for interactions among users, content, and network infrastructure. The
structure of Internet communication is analyzed, and key elements of their semiotic
nature are identified, including syntactic, semantic, and pragmatic levels. The
application of the semiotic model for cybersecurity assessment is discussed, enabling
the detection and neutralization of potential threats through content analysis and its
Impact on network security.

The hierarchy of trust in cyberspace is explored, which includes physical,
syntactic, semantic, pragmatic, and social levels. The use of semiotic methods for
labeling and segmenting network traffic is proposed to improve information flow
managementand detect anomalousbehavior patterns.

A security model based on the zero trust concept is proposed, involving a
comprehensive approach to user authentication, networkactivity monitoring, and risk
management. A methodology for access distribution and information flow control
based on semiotic analysis is introduced, ensuring flexibility and effectiveness of
cybersecurity policies.

In the third section, considers a semiotic approach to cybersecurity, integrating
technical, semantic, pragmatic, and social aspects of threat analysis.
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The semiotic model isimproved to account for different levels of information —

from syntactic and semantic to pragmatic and social. A method for targeted traffic
segmentation using the CISA’s Zero Trust Maturity Model is developed, providing
more accurate access control and minimizing data compromise risks.

A two-level dynamic data labeling technique is proposed to improve information
flow analysis and resource protection. Macrosegmentation and microsegmentation
methods are developed to divide information flows according to security requirements
and enhanceaccess control. These methods are based on a comprehensive analysis of
semiotic parameters, increasing cybersecurity system flexibility and adaptability to
current threats.

An integral security indicator of network resources is introduced, forming a
holistic approach to cybersecurity assessment from physical aspects (CVE Rating) to
more abstract ones such as social impact (Social Level).

A methodology for dynamic cybersecurity monitoring and management based
on semiotic analysis is developed. A protection method for mixed content in Intemet
traffic is proposed, enabling flexible management of security systems.

The developed methods of dynamic labeling and segmentation enhance data
access control and reduce compromise risks.

In the fourth chapter, presents modeling of network owner cybersecurity levels
based on Cisco Talos report data (2023). Modeling is performed using software
applications andscriptsin C#and Python 3.x with Pandas, NumPy, and SciPy libraries.

A method for protecting mixed content in Internet traffic based on semiotic
analysis is proposed, integrating the zero trust strategy and modern analytics for
qualitative and quantitative system evaluation.

For modeling, datasets CIC-IDS 2017/2018 and NSL-KDD 2022 were used,
employing algorithms for attack detection and behavioral traffic analysis.

The conclusions summarize the main results of the research and characterize the
effectivenessindicators of the proposed solutions.
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Scientific contributions:

1. For the first time, an integral indicator of potential threats was developed,
considering weighted averages of the levels of the cyber semiotic model: physical,
empirical, syntactic, semantic, pragmatic, and social. The use of mixed content
separation into interconnected levels allows the evaluation of targeted (mixed) attacks
involving complex threats, setting it apart from traditional approaches.

2. An information resource analysis algorithm was developed, including
syntactic, correlation, semantic, pragmatic analyses, and access level labeling. This
step-by-step process forms a comprehensive protection system that reduces entropy,
Increases data transferaccuracy, and ensures security.

3. A model for dynamic analysis and protection labeling of information
resources was developed, considering semiotic levels. It includes data security, system
performance, resource cost, and privacy requirements. Methods of macro- and
microsegmentation allow the division of information flows according to security
requirementsand efficient access control.

4. The "data-information-knowledge™ semiotic structure was improved to
visualize the relationships between these elements and demonstrate the connection
between semiotics andsign usage in information processing.

5. A corporate network architecture based on the CISA’s Zero Trust Maturity
Model was improved. It features a specific component interaction cycle enabling two-
level dynamic data labeling to improve protection analysis, differentiating it from
existing corporate network architectures.

Practical significance:

1. The dynamic analysis and labeling system model considering semiotic levels
demonstrated improved security metrics. Using semiotic threat interpretation
mechanisms reduced incident response time from 500 ms to 416 ms (a 16%
Improvement) compared to systems like Snort or SEMIoTICS. Security policy
compliance increased from 87% to 95%, 8% higher than classical systems like Splunk
ES or Semantic SIEM.
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2. Modeling of network owner cybersecurity levels using the integral threat

indicator enabled objective assessment of real-world cybersecurity levels using a
semiotic approach. The developed model achieved 55% detection of complex threats
(e.g., APT, social engineering), 4% higher than Suricata and Snort. The proposed
system’s F1-score reached 0.84, outperforming Splunk ES (0.76) and Snort (0.64),
reflecting better balance between precision and recall.

3. The approach using mixed contentdecomposition showeda 0.99 success rate
in analyzing normal HTTP traffic, exceeding the average accuracy of known SIEM
systems (IBM QRadar, Splunk ES) by 3% (typically ~0.95-0.97).

4. The proposed models can be integrated into corporate networks to enhance
access control. In critical infrastructure (energy, transport, telecom), the methods
improve protection of control and SCADA systems. The semiotic model can function
as a semanticmodule in SASE architecture subsystems.

The research confirmed both the theoretical and practical value of the developed
methods, provided practical recommendations for application, and demonstrated the
feasibility of future development.

Keywords: cybersecurity, machine learning, information security, semantic
similarity, modeling, artificial intelligence tools, cyber-physical space,
infocommunication networks, cryptography, information system, computer networks,

information technology.
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