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Edge computing is an integral component of cloud computing technologies. The migration
of computations from a centralized server to edge devices offers the following advantages:

« a significant reduction in latency, enabling operation in near real-time modes;

e reduced network traffic due to preliminary data processing on edge devices before
transmission to the cloud server;

 improved system reliability, since edge nodes can continue functioning under unstable
network conditions or during disconnections from the central cloud environment;

« optimization of costs, scalability, and architectural flexibility, as well as compliance with
local data storage and processing standards.

Given the widespread adoption of such architectures, security assurance within edge
systems has become a pressing issue that requires a comprehensive investigation of hardware,
software, and organizational aspects, taking into account the continuous evolution of cloud
computing technologies.

The objective of this study is to examine security challenges inherent in architectures
incorporating edge computing. The paper analyzes current issues in edge-computing security
and their impact on architectural design decisions. The main challenges highlighted in recent
research include [1-5]:

e physical access to devices, which are often deployed in open or uncontrolled
environments;

e limited computational capabilities, resulting in lightweight cryptographic
implementations and difficulties in delivering and installing security updates;

e potential software compromise through exploitation of known and zero-day
vulnerabilities;

e lack of centralized control, integrity violations, the need for prolonged autonomous
operation and local data storage during network outages, possible compromise of
cryptographic keys, and generally restricted security resources;

e supply-chain attacks, which threaten firmware and hardware integrity at various
production stages.

Thus, to ensure trust and information protection at the edge, it is essential to design a
multi-layered security architecture that integrates hardware-based, software-based, and
cryptographic mechanisms.

At the hardware layer, the architecture must incorporate a component ensuring software
authenticity and integrity, commonly referred to as the Hardware Root of Trust (HRoT). Widely
adopted technologies include TPM 2.0 (Trusted Platform Module), ARM TrustZone / OP-TEE,
and DICE (Device Identity Composition Engine). The use of a hardware root of trust is
fundamental to the operation of all subsequent security mechanisms in edge-computing
environments.

Cryptographic protection of data on edge devices depends largely on the available
computational resources. In many cases, it is objectively impossible to employ standard, widely
accepted encryption algorithms due to hardware limitations and energy constraints.

Among the commonly used approaches are:
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e Full-disk encryption (FDE) of storage media (e.g., flash memory) using LUKS2 / dm-
crypt, with decryption keys managed through TPM or TrustZone;

« File-based encryption (fscrypt) for granular data protection at the file-system level;

e Self-encrypting drives (SED) compliant with the TCG Opal standard, which perform
hardware-level encryption and allow rapid cryptographic erasure through key invalidation.

This group of mechanisms also includes key and identity management.
Modern edge operating systems (e.g., Android 11+, Linux Kernel 5.6+) implement hardware-
backed keystores such as StrongBox or Keymaster, which provide secure key generation and
storage with authorization attributes (e.g., key binding to user authentication or a defined
lifespan).

Ensuring a secure system life cycle relies on automated deployment and registration
mechanisms, regular software updates, and remote system attestation.

Based on the conducted analysis, a security architecture for edge computing has been
proposed (Fig. 1).
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Figure 1 - Edge computing security architecture

The study explores key security issues in edge computing and proposes a comprehensive
architectural framework that enhances data protection, integrity, and trust in distributed
environments.
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