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Ensuring reliable transmission, reception, and processing of signals under 

active jamming conditions is one of the key challenges in modern applied 

information theory. This paper is devoted to the theoretical and practical aspects of 

enhancing the jamming resistance of radio-technical systems (RTS) used in military 

applications. A concise overview of methods, perspectives, and results related to the 

suppression of active electromagnetic and noise jamming is presented. The study 

analyzes the structure and vulnerabilities of modern multifunctional RTS against 

electronic warfare (EW) technologies and proposes several improvement strategies. 

Particular emphasis is placed on increasing the structural stealth of wideband 

probing signals through combined phase-coding and pseudo-random discrete 

frequency modulation techniques. The paper highlights the necessity of technical 

and organizational measures to ensure both jamming resistance and emission 

concealment, especially in combat operations where passive modes are limited. In 

light of the increasing use of microelectronic-based devices and growing 

electromagnetic density in the environment, the study emphasizes the urgency of 

addressing deliberate active jamming threats. Proposed countermeasures include 

classical anti-jamming methods, improved operator training, adaptive coding 

techniques, phase-modulated wideband signals, and automated jamming 

suppression software systems. The findings underline that overcoming active 

jamming threats is vital for the operational integrity and survivability of all signal-

emitting and receiving military platforms. 

References 

1. Ganjiyev, A.Sh. Radiation fields of electromagnetic barriers and antenna factor // – Baku: 

Military knowledge, – 2010. №1(103), – pp. 31-36. 

2. Ganjiyev, A.Sh. Ultra-high frequency receivers. Textbook. /  – Baku: – AAHM printing 

house, – 2015. – 307 p. 

3. Ibrahimov B. et al. Research and analysis mathematical model of the demodulator 

for assessing the indicators noise immunity telecommunication systems //Advanced 

Information Systems. – 2024. – Т. 8. – №. 4. – С. 20-25. 

4. Ibrаhimov B. G. Research and analysis of fiber-optic communication lines based on 

wave multiplexing technology / Сучасні напрями розвитку інформаційно-комунікаційних 

технологій та засобів управління : тези доп. 13-ї міжнар. наук.-техн. конф., 26-27 квітня 

2023 р. Т. 2. –Харків:Impress, 2023. –С. 4-5. 

  


