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VY cydacHHUX yMOBax MOCTIHHO 3pOCTal0401 KUIBKOCTI Kibep3arpo3 i CKiIagHOCTI
aTak edekTHUBHa [isUbHICTH LIGHTpPIB oOmepaTMBHOrO pearyBaHHsS Ha IHIMICHTH
6esnexn (SOC) HemosxnmBa 0e3 BukopuctaHHs cucteM Threat Intelligence (TI).
Po3Bingka kibep3arpo3 BUCTyNae CTpaTeriYyHUM KOMIIOHEHTOM KiOep3axucry, SKUi
3a0e3neyuye He JMIIe BUABICHHS BioMuX iHmukaropiB kommpomeranii (IoC), ane i
(hopMyBaHHS KOHTEKCTY, HEOOXITHOTO LTSI TITHOOKOTO PO3YMiHHS TAaKTHK, TEXHIK i
nporexyp 3nosmucHukiB (TTP) [1, 2].

BaxxnuBy poinb BiAirpaloTh Takok KOMeEpIiitHI moctadambHuku TI-¢imis, sxi
(hopMyIOTH BHCOKOSIKICHY, IepeBipeHy iHpopMamito npo akTyansHi 3arpo3u. Cepen
HuX BupimsmoThest Mandiant, Recorded Future, CrowdStrike Falcon Intelligence i
Flashpoint. Li cepBicu HaparOTh TTHOOKI aHANITHYHI 3BiTH PO TisutbHICTH APT-Tpy™,
JOCIKYIOTh TeMHI cermeHTH Mepexi (Dark Web), BUSBISIFOTE HOBI iHAMKATOpU
aTak i1 3a0e31euyr0Th MPOrHO3yBaHHs pU3UKiB. OTpuMaHi naHi 103BossitoTh SOC He
JIMIIE pearyBaTH Ha BiZIOMI IHIIMJEHTH, ane i mepeabayatu MailOyTHI clieHapil aTax,
110 € BXIMBUM KPOKOM y NMOOYIOBI aIanTHBHOI 000POHH.

He MeHI 3Hayymioro € poyib IHTErPOBaHMX CEPBICIB 1 (QpEHMBOpPKIB, sKi
miATpUMYIOTh 3acTocyBaHHS T1 y moBesknenanx mporecax SOC. 3okpema, MITRE
ATT&CK Framework 3a0e3medye METOHONOTIYHY OCHOBY sl Kiacudikamii il
3JIOBMHCHHKIB 1 MOJENIOBAaHHS aTakK, IOMOMAralo4yi aHAIITHKaM CITiBBITHOCUTH
peanpHi iHIUAEHTH 3 Bimomumu TexHikamu. SIEM-cucremm, Taki sik Splunk gm
Microsoft Sentinel, 3aBmsxu migTpummi ¢opmatie STIX/TAXII, aBTOMaTHYHO
30arauyroTh KypHanu noxii TI-maHumu, MO MiABUIIYE TOYHICTH KOPENAMil Ta
3MEHIIYE KUIBKICTh XMOHMX crpanboByBaHb [3]. Kpim Toro, cydacHi EDR/XDR-
piteHHs1 BUKOpUCTOBYIOTH TI 11st aBTOMaTiuHoro nomyky 3arpo3 (Threat Hunting)
y peaibHOMY Yaci, J03BOJIAIOYH BUSABIISITA KOMIIPOMETAIlii Ha PaHHIX eTamax.

Omxe, BukopuctanHs TI y nismieHOCTi SOC CTa€ KIIOYOBUM UYHUHHUKOM
migBUICHHST e()EeKTUBHOCTI Kibep3axucty. Lle m03BOJIsle He JIMINE BUSABIISATH BigOMI
3arpo3u, ajne i nependavyaTH HOBI, 3a0e3MeuyloYM KOMIUIEKCHY CHTYyaliiiHy
00i3HaHICTB 1 cTiliKicTh iH(pOpMaIiiHOT iIHPpacTPyKTypH 0 CydacHHX KibepaTak.
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