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ATAKA C UCITOJIb30BAHMUEM INIEPENTIOJIHEHUSI BY®EPA

B crarTi po3rasmaloThcs METOAH IMIABUINEHHS NPaB KOPUCTyBada Ta BUKOHAHHS JOBIIEHOTO KOy 3
BUKOPHCTAHHAM IIepenoBHeHHs Oydepy. 3pobiieHi BUCHOBKY Ta HaBe/leHI peKOMEH/aIIi] 1o JiKBixamii Ta
YHEpePKEHHIO  ICHYIOYHX Ta HOTCHLIMHMX MMOMMIOK ONEpauifiHoi CHCTEMH IO MOXKYTh CTaHOBHTH
3arpo3sy 6esmneri po6o4oi cTaHiIii.

In present article were overviewed methods for user rights raising and arbitrary code launching with
buffer overflow using. Adducted some conclusion and recommendations about liquidation and
forestalling existing and potential operation system errors, which can threat workstation safety.

IMocranoBka mnpodaemsl. [lepemonmnenne Oygepa (buffer overflows) —
Ha3BaHHME CaMOH pAacIpPOCTPAHEHHOH yA3BUMOCTH B oOJacTH 0e€30MacHOCTH
nporpaMmHOro obecneuyenusi. [lepBas ataka ¢ NpUMEHEHHEM JaHHOMN YS3BUMOCTH
HCTIONb30Bajack B Bupyce-depBe Moppuca B 1988 romy. C Tex mop ux 4HCIO
YBEJIMYHMBACTCS C KaXIbIM TroJioM. B HacTosiiee BpeMsi MOXXHO TOBOPHUTBH, YTO
ySI3BUMOCTH, CBsI3aHHBIE C IepernojiHeHue Oydepa, SBISIOTCS ITOMUHHUPYIOIUMHU
NIPU yJAJICHHBIX aTakax, rJie OOBIYHBIN MOJIb30BATENb CETH MOJNYYaeT YaCTUYHBIN
WM TIOJNHBII KOHTPOJIb HaJ aTaKyeMbIM Y3JIOM. AHAJIM3 aTak U OOHApPYKEHHBIX
VSI3BUMOCTEH TOCJTEIHUX JIET NOKa3bIBaeT, YTO JaHHas HpodjeMa sBIAeTCS
NEPBOCTENICHHOM.

Anamm3 aurepatypsl. B 1998 rogy 9 u3 13 BeimyckoB CERT (Computer
Emergency Response Team site) u mo kpaiiHell Mepe IMOJIOBHHA BBITYCKOB 1999
rojia CBSI3aHBI C IepenosiHeHneM Oydepa. OTMeTnMm, 4TO nepenosnHeHne Oydepa
MpPUCYIE TaKkKe IPOrpaMMHOMY OOECIIE€UeHHIO psAa ammapaTHBIX CPEACTB.
ITpumepom MOXKET CITyX HUTh ys3BUMOCTh puHTepa HP LaserJet 4500.

Bonpimoe KoamMuecTBO Kak HACOJIOTHYECKHX, TaK M OIIMOOK peau3aliiu
IIPOTPaMMHOTO 00OecreueHHs JeflaeT COBPEMEHHBIC BBIYHCIUTEIBHBIC CHCTEMBI
YSI3BUMBIMH U TOBPEXKICHHS, KOMMPOBAHUS M N3MEHEHHS XPAaHUMBIX JaHHBIX [1].
JleTanbHBINA aHATIU3 CYNIECTBYIOMNX YSI3BUMOCTEH yKa3bIBaeT HA TO, YTO BHUMAaHHE
0e30macHOCTH MpU pa3pabOTKe HEKOTOPHIX CETEBBIX MPOTOKOJIOB HE YAEISIOCH
COBCEM, a COOTBETCTBYIOIIME CPE/ICTBA B IIPOrPaMMHBIE MOJIYJIH BCTPAUBAIHCH TIPH
0OHapyKEHUH YSI3BUMOCTH [2].

JleTanbHBI  aHanMM3 COBPEMEHHBIX  YAAJCHHBIX AaTak M SIUAEMUN
KOMITBIOTEPHBIX BHUPYCOB, Takux Kak Lovesun, Mydoom wu t1.a. (3 cambIx
pa3pyIINTENBHBIX MUAEMUN 32 BCE BPeMs B TEUCHHMH ITOCIEIHETO T0/a) IOoKa3aj
YTO BCE MAacCOBBIE M Hamboliee Cephe3HbIC M OIMACHBIC YAaJICHHBIE W JIOKAJbHBIE
aTaKu CTPOSTCS Ha WCTOJIB30BaHUM TepenofiHeHus Oydepa. Haubomnee cepbesnas
ysa3BumocTs 2004 rona, otHeceHHas Microsoft k Tumy Critical, ¢ ncnoap3oBaHuEM
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KOTOpOH ObLIM CBsi3aHbl 3 HauOoJee KPYIMHBIX BUPYCHBIX SIHUIEMUN W MHUJUIMOHBI
B3JIOMOB pabouuX CTaHIUI OblIa CBs3aHa ¢ epenoHenneM 0ydepa 8 RPC DCOM
Moxyne [3]. OmHaKo A0 CHX MOp OTCYTCTBYET KJIaCCH(HUKAILUS OMMCAHHBIX aTakK |
CIOCO0OB INPOTUBOACHCTBHSA 110 THILY, B 3aBHCHMOCTH OT OCOOCHHOCTEH
BBITIOJIHEHHS BHEAPEHHS KOJA.

Henpb craTbu. B naHHO# cTaThe paccMaTpUBAIOTCS METOABI TOBBILIEHUS IPaB
MOJIb30BATENsl B CHCTEME IPU IIOMOINM BBIIONHEHHS MPOM3BOIBHOTO KOAA C
UCIIONIb30BaHUEM TiepernoiiHeHuss Oydepa, Kak B (QparmMeHrax OIepalMOHHON
CUCTEMbI, TaK W B HUCIOJB3YEMOM IIPUKIAJHOM MIPOrpaMMHOM o0ecCIIeueHH .
BBoxutcst kiaccuduKalys THIIOB aTak ¢ MCIOJIb30BaHUEM IepernoineHus Oydepa,
paccMaTpHBaroTCs crocoObl 3anuThl Oydepa Ha aTane pa3padoTKH HPHIIOKESHUH.

OcHoBHOIi pa3gen. OcHOBa aTak C MCHOJB30BAHUEM 3TOH YA3BUMOCTH —
IpUHOUT (QYHKIHOHUPOBAHUS OIEPAIIOHHBIX CHCTEM, IZIe NMporpaMma IoJTydaeT
NPUBWIETHH W TIpaBa 3allyCTHBIIETO €€ II0JIb30BATENsl WM Tporecca. Taxkum
o0pazoM, MeHee NPHUBHICTHPOBAHHBIN II0JIB30BATENb WM IIPOLECC, KOTOPBIH
B3aUMOJCHCTBYET C JJaHHOW NPOrpaMMOH, MOXET HCIIOJIb30BATh €€ MpaBa B CBOMX
nemsx. "Tlepenonaenne Oydepa" aermaet 3TO BO3MOXKHBIM. Vcmons30BaHne TaHHON
YSI3BUMOCTH TOIPAa3yMEBacT M3MEHEHHE XOJa BBIOJIHEHUS NPUBHICTHPOBAHHOM
MIPOrpaMMBbI, HaIpUMep, 3aITyCK KOMaH/IHOH 000JIOYKH ¢ TIpaBaMu aJMHHHCTPATOpa
[4]. Peanmu3aruu aTaku TpeOyeT pelieHus ABYX MMO13a/1ayu:

e [TonroToBka Kkoja, KOTOPBIH OydeT BBINOJHATCS B KOHTEKCTE
IIPUBUIIETUPOBAHHON MIPOTPAMMBI.

e I3MeHeHNE TOC/IeA0BATEILHOCTH BBINOJHEHUS IPOTPAMMBI C
nepeaayeil ynpasieHus MOATOTOBICHHOMY KOJy.

PaccMoTpuM myTH peneHust mo3a1ady oAroTOBKH KoJa:

e [logroraBnuBaeMblii  KOA TpeACTaBIsieT COOOH MallWHHbIE
WHCTPYKIIMM COOTBETCTBYIOIIErO MpOIeccopa M MOXKET IepelaBaThCs B
IporpamMmy B KadecTBe ee mapamerpa mwin koMaunasl. [Ipu sTom mapamerp
WY KOMaHJa COXpaHsAeTCcs IPOrpaMMoOii B OTBEJEHHOM A7 3T0ro Oydepe.
Bydep moxer HaxoauTcs B J11000it 00JacTH MamsITh: B cTeke (JIOKaJIbHbIE,
aBTOMAaTHYECKHE NIEpEMEHHbIE), B JUHAMHUECKHU pacpeaesieMoil maMsITH,
B oOjactu  cTaTHUECKMX  JaHHBIX.  Hampumep,  mporpamme,
3aMpalIuBaronieil BBOA CTPOKH, MOJ BHJIOM CTPOKH MOXET OBITH NeperaH
HY)KHBIH aTakyromieMy KoJA, KOTOpOMYy B JaipHediieM OyaeT mepemaHo
ynpasieHue [5].

e HyxHblll KOI HE mepenaeTcss B MporpaMmy, TaK Kak OH YyxkKe
MIPUCYTCTBYET B HEW caMO MJIH B €€ a/IpeCHOM MPOCTPAHCTBE U TpeOyeTCs
UL ero napamerpusanus. Hampumep, moAaroroBka mnapamerpa JUis
(yHKIMHM 3a1ycKka IporpaMMbl. B 1aHHOM citydae arakyiomemy TpedyeTcs
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U3MCHHUTh MU CHOPMHUPOBATh HYXKHBIH IapaMerp, a HE CcaM KOJI.
[TapameTp Takxke MOXKET HaXOJUTCS B JIIO0O0M 00JIACTH MaMSTH.

o Ecnu napaMeTpr3UpOBaHHBIN KOJ| YK€ IPUCYTCTBYET B aJPECHOM
MPOCTPAHCTBE MPOTPaMMBI, TO MOArOTOBKH KOJia He Tpedyercs.

Janee paccMOTpUM CcHOCOOBI IIepeayn yIPaBICHUS TOATOTOBICHHOMY KOLY.
B ocHoBe 3THX cnoco0OB NEXHT mepemnonHeHHe Oydepa, T. €. Onoka maMArwy,
BBIJICJICHHOI'O 1I0J, IEpeMeHHylo. llepenonHeHue BO3HMKACT IIPU OTCYTCTBUU
MIPOBEPKH BbIXOJIa 32 TpaHullbl Oydepa. Takum o6pazoM, UcKakaeTcs COJepKUMOE
JpYruX TEPEMEHHBIX COCTOSHHSI M MapaMeTpOB NPOrpaMMBbl, KOTOPHIE BXOIST B
o0nacte mnepenonHeHus Oydepa. THIBI HCKaKACMBIX OOBEKTOB-TICPEMEHHBIX
ompejessieT Crnoco0 mepelnadyd yYNpaBJCHUs KONy aTakyloLero W MOTYT OBITh
CJIeTYOIIUMHU:

Hckacenue adpeca 6o36pama u3 QyHKyuu.

Taxk Kak BBI30BY ()YHKIMHM COITYTCTBYET 3aHECEHHE aJipeca BO3BpaTa B CTEK, TO
TIIPU €To MOJMEHE aTaKyIoIINM, YIPaBJICHNE TIepeaeTcs 1Mo 3aJaHHOMY UM aJipecy.
31ech UCMOINIB3yeTCs MepernoHeHne Oydepa JOKalbHBIX NMEpEeMEHHbIX (YHKIHH,
KOTOpbIE TAaKXkKe CO3JaloTca B cTeke. YacTblo MepeMEeHHOH OymeT 3aMelleH axpec
BO3BpaTa U3 (QyHKIMHU B CTeke. Jlanee, Ipy BHINOIHEHUN MHCTPYKLIMU BO3BpaTa M3
MOJNPOTrPaMMBbl, yIpaBieHHe OyAeT IepelaHo 1o aapecy, KOTOpBIH 00pa3yioT
COOTBETCTBYIOIME IO3UIMH IEPE3alHCaHHOIO ydJacTKa MaMsITH W, B OOBIYHOM
CUTyalluH, OyAeT IMOJIYy4eHO cOOOIIeHHEe 00 omMOKe ONepaluOHHOW CHUCTEMBI
Takue aTaku Ha TepernoHeHNe Oydepa MoNydmTn Ha3BaHHUE "aTaku cphiBa cTeka'
(stack smashing attack).

Hckaoicenue ykazamens Qoynxkyuu.

B nanHOM Ciy4yae aTake HMOABEpraroTCs IEpEeMEHHBIE, COepIKaIie yKa3aTeIu
Ha QyHKIMH. DTH IIEpEeMEHHBIE MOTYT pacIojiarathCsi B JII000H 00JacTH NaMsTH, He
TOJIBKO B CTEKE HO U B O0OJNACTH AWHAMHYECKH M CTaTHYECKH BBIIEISAEMBIX JaHHBIX.
ATakyronmii opraHu3oBBIBaeT MepenoiHeHrne Oydepa, KOTOpoe UCKaXKaeT JaHHBIE
yKa3arely, U MpU BbI30BE (YHKIHMH [0 ITUM yKa3aTessiM yIpPaBJCHUE MeperaeTcs
MIOJITOTOBJICHHOMY Koay. KoMOuHaIms Bcex METOHOB HMOATOTOBKM KOJa U IieJieif
nieperoHeHust Oydepa (THIa HCKakaeMBIX CTPYKTYp) OIpENelsieT BHABI BCEX
BO3MOJXKHBIX aTakK 110 NepernoiHeHnio Oydepa.

[lepenonnenne Oydepa MPOUCXOAUT, MPEXKIE BCEro, W3-3a HENPABHUILHOTO
aJIropuT™Ma paboThl TPOTrPaMMBI, KOTOPBIH He IPeyCcMaTpUBaeT NPOBEPOK BBIX0/1A
3a  rTpaHunel  OydepoB. Tarkke o0coOyi0 poiib  37€Ch UTpaeT  S3bIK
nporpammupoBanust Cu M ero cranpaptHele OuOmmorekn. Tak kak Cu He
COJIEPKHUT CPEICTB KOHTPOJISI COOTBETCTBUS THIIOB, TO B IEPEMEHHYIO OJHOTO THIIA
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MOXHO 3aHECTHU 3HAYCHUC APYIroro Tula, nepe3arnucbiBas y4aCTOK 3a NpeacjiaMu
IaMATH, OTBeZ[CHHOﬁ o NEPEMEHHYIO-HAa3HAUYCHUC.

Tabnua
Knaccuduranus arak no nepernonnenuto oydepa [6]
IToaroroBka xona.
Hens Buenpenue kona Bnenpenue napameTpos
MIEPETIOTHEHNUS
HUckaxxenue anpeca
AP " " Artaka "cpbIB cTeka" ¢
BO3BpaTa 13 ArTaka "cpbIB cTEKa .
rapamMeTpu3annei
GyHKIIIH
Uckaxenue ATaka Ha yKa3aTenu
N ATaka Ha yKazaTelu .
yKazaTenei . GbyHKIHH C
o GbyHKIMH N
(yHKIHMH rlapaMeTpu3annei

ATaxa Ha TaOIHIIBI
MIEPEXOJI0B C
rapaMeTpu3anmei
ATaka ¢ UCKaXXEeHUEM
yKaszaTesel JaHHbIX C
rapaMeTpu3anueit

Uckaxxenune Tadmiy Artaka Ha TaOIULIBI
MIePEX0/I0B MePeX0a0B

Hckaxenne ATaka ¢ HCKaXKEHHEM
yKazareseil TaHHBIX | yKa3zaTenel JaHHBIX

CnoXuBIIUICS TOAAMH CTUITB TPOTPaMMHUPOBaHUs, 00Jie€ OPUEHTUPOBAHHBIN
Ha MPOU3BOJUTENHHOCTh MPOrpaMM, 0€3 BBIMIOIHEHUS TOTOTHUTEIBHBIX MPOBEPOK,
Kak Ha 3Tale MPOEKTUPOBAHWUSA, TaK W Ha 3Tare TECTUPOBAHUS, TAKXKE SBISAETCA
MIPUYMHON pacTpOCTpaHEHUs] JaHHOU YA3BUMOCTU. PaccMOTpUM crocoObI 3aIuThI
Ha 3Tare NpOeKTUPOBAHUS:

Hcnonvzosanue neucnoanumolx 6ygepoas.

CyTh MeTOIa 3aKII0YaeTCsl B 3alpelleHHd WCIONHEHHUA KOJa B CETMEHTaX
JaHHBIX W CTCKa, T.C. MapaMeTpbl CCTMEHTOB AJAaHHBIX W CTC€Ka COACPIKAT TOJIBKO
anI/I6yTI)I 3allMC U YTCHHA, HO HC HCIIOJIHCHUA. Haan/IMep, I pean3anuun
HEHUCIIOJIHAEMOro cTeka cyriectByroT "3amiarel” st OC Solaris u Linux. OxHako
OTPAaHNYCHUE HA HCIIOJHCHUC JTaHHBIX MPHUBOJIUT K Hp06neMe HECOBMECTHUMOCTH.
HcnonasgeMsIif cTek HE00X0IUM I pabOTHI MHOTHM IPOTpaMMaM, TaK Kak Ha ero
OCHOBE TCHEPHPYETCS KOJI KOMITHJISTOPAMHU, PEaTU3yIOTCS CHCTEMHBIC (YHKIIAH
OTIEPAIMOHHBIX CUCTEM, PEaTU3yeTCs aBTOMATHYECKash TeHepalusi Kojia. 3aiura ¢
UCIOJIb30BAHMEM HEHCIIOIHUMBIX Oy(pepoB MpeIOTBPATUT TOJBKO aTakh C
BHEJ[PEHHEM KOJa, HO HE MOMOKET MPH APYTHX BUIAX aTak.
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HpuMeHeHue npoeepok 86IX00a 3a cpanuybsl.

B ocHOBe HaHHOTO METO/a JICKUT BBHIIIOJHEHHE TPOBEPOK BEIXOJA 32 TPAHUIIBI
HEePEeMEHHOH IPU KaXXOM OOpaIleH!H K Hell. DTO IpeIoTBpaIlaeT BCe BOSMOXKHBIC
aTakd MO0 TIIepenoNHeHH0 Oydepa, Tak Kak IIOJHOCTHIO HCKIIOYAeT CaMo
nepenonHeHue. I[IpoBepkHM BBIXOZAa 3a TPAHUIBl IEPEMEHHOH ONIHOHAIBHO
peann3oBaHBl B HEKOTOPHIX KomnmisTopax Cu, Hanmpumep, Compaq C, cc B Tru64
Unix, cc B Alpha Linux. Cienyer OTMETUTb, YTO peaJM30BaHHBIC IPOBEPKH
OrpaHMYEHBl TOJILKO TOYHBIMH CCBUIKAMH Ha JJIEMEHTHl MAacCHBOB, HO HE
NIPOM3BOMATCS ISl yKazaTtened. OJHAKo, y TOr0 pElIeHus] €CTh CYIIECTBEHHBIN
HeIoCTaToKk — 3HauutenbHoe (10 30 pa3) CHIDKEHHE IIPOU3BOIUTEIEHOCTH
nporpammel. JIpyrue cucTeMbl OCYIIECTBISIIOT MPOBEPKH IPH JOCTYIE K IaMSTH,
BBITIOJIHSIST BCTABKH JOIOJHUTEIEHOTO OOBEKTHOTO KOJAA MPOBEPOK BO BCE MeCTa
HPOrPaMMBl, TJ€ eCTh OOPAIICHNUS K MaMATH. BCTaBKH MOTYT NPOM3BOIUTCS KaK 10
cOoopkn 00bekTHBIX (aiimoB (Purify) tak m mocme (Pixie). Takme mnpoBepku
CKa3bIBAIOTCS Ha MPOU3BOIMTEIBHOCTH C €€ YMEHBILICHHEM OT 2 10 5 pa3 U cKopee
TOAXOIAT IS OTJIaKH.

HpuMeHeHue npoeePOK YyelocnHocmu.

Pemienne, ocHOBaHHOE Ha J@aHHOM METOJE, IIOJyYeHO OJjaromapst HpPOEKTY
Synthetix [7]. Ilenp Synthetix — crHenmanu3anus Koxa IS yBEIHUYCHHS
MIPOM3BOJIUTEIBHOCTH ONEPAllMOHHBIX cUcTeM. [Ipu 3TOM BBOAWTCS NOHITHE TaK
HA3bIBAEMOT0 KBa3u-MOCTOsSHCTBAa (Quasi-invariant), T.e. COCTOSHHUS CpEbI,
KOTOpOE€ HEW3MEHHO B OIPEJCICHHBIX paMKaxX. Takoe KBa3H-IIOCTOSHCTBO
TI03BOJISIET YCTPAHHUTh Psi/i N30BITOYHOTO KOAA IMPOBEPKH BBHIIOIHEHHS PA3IHIHBIX
ycnoBuil. B paMkax mpoekta peanu3oBaH HaOOp YTWINT, B TOM 4YHCIE
o0ecrieunBaroNIX KOHTPOJIb U 3alUTy KBa3U-TIOCTOSHHBIX COCTOSIHUE cpenpl. K nx
gueny otHocsaTess StackGuard m PointGuard. StackGuard mpemHasHaden ms
3aIIMTHl OT BCEX aTak I10 MepenoyHeHnio Oydepa ¢ n3MEHEHHEM ajpeca Bo3Bpara
u3 QyHKIMU W peanu3oBaH B BUAe "3amiathl" K gcc. JlaHHas 3amiata U3MEHsSET
MIPOJIOT W SMWIOT BCeX (PYHKIMIA C IENbI0 MPOBEPKH IIEJIOCTHOCTH ajpeca Bo3BpaTa
n3 (QYHKIMHU MTPH TIOMOIIIM TaK Ha3biBaeMoro "canary word".

V3MeHeHHbII TPOJIOr KX /I0i (yHKIMH BBINOJIHSET 3aHECEHUE B CTEK "canary
word", a 3muIIor NPoBEpKy COJCPKUMOTO CTeKa, 3aHECEHHOT'O paHee U, B cliydae
HapyIIEHHs], OCTaHABIIMBACT NPOrpaMMy C HpeayNnpexIaronumM cooduienueM. [Ipn
aTake ¢ MCKa)KEHHEM aJipeca BO3BpaTa HEM30€KHO NMPOM30MIET HCKaKeHHe ""canary
word", 4Tto M OyJgeT NpHU3HAKOM HapymeHus LelocTHOCTH. Ilpu wm3BecTHOM
3HaueHun "canary word" arakylomMid MOXXET OpraHH30BaTh IOJMEHY ajapeca
Bo3BpaTa 0Oe3 HapymieHus nenocTHocTH. Ilostomy "canary word" ¢opmupyercs
StackGuard oco6sM 00pa3zom.
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Bmopuunwiii cmex.

Jns mpemoTBpaileHusi MOAMEHBI ajpeca BO3BpaTa B IPOJIOTe KaKIOH
(GYHKIMM  MOXXHO  BBITIOJNHATH COXPAaHEHHWE JTOr0 ajpeca BO BTOPUYHOM
(IOTIOJTHUTEIEHOM) CTEKe, a B SIMJIOTe BOCCTAHABJIMBATh €ro 3HaueHue. B ciyuae
nepenoiaHeHuss Oydepa M HCKaXKEHHUs ajpeca BO3Bpara OH OyAeT BOCCTAHOBIICH
SIHUJIOTOM 663 BblJJa4U OOIIOJIHUTCIIBHBIX COO6IJleHPII>i, YTO BIIOCICACTBHUH MOXKECT
MIPUBECTH K aBapUMHOMY 3aBEpIICHHIO. ATaka ¢ MOIMCHOHN yka3zateiei (QpyHKIui
MpeceKaeTcss MyTeM BCTaBKU CICIMAJIBHOTO KOJa Tepel KaXIOW HHCTPYKIHEH
BBI30Ba MOANMPOrPaMMBI MO yka3aTero. CIelraabHbI KOJ BBIMOIHICT MPOBEPKY
TOrO, B KAKOM CErMEHTE PACIIOJIOKEH ajpec, BhI3bIBAEMOU MOJNporpaMmbl. Eciu
9TO 00JIACTh JAHHBIX WU CTEKa, TO MPOrpaMMa 3aBepIIAeTCs C HEHYJIECBBIM KOJIOM
omrbku. OIHAKO, MPH TAKOH CXeMe 3aIUThI BCTAET MpobiIeMa HECOBMECTHMOCTH C
MPOrpaMMaMu, KOTOPbIE COJePIKAT UCIIOTHAEMBIH KOl B 00IACTH IAHHBIX U CTEKA.

BeiBoabl. PaccMoTpeHHblE  METOABI  NIPOTUBOACHCTBMS — aTakaM  IIO
nepernoyHeHuio Oydepa He BBIMOIHSIOT TOJIHYI0 aBTOMAaTHYECKYIO 3aIlUTY OT BCEX
BO3MOXHBIX aTak. PsJl arak ¢ HCKa)KEHUEM yKas3aTellell JaHHBIX HOCST JIOTMYECKUH
XapakTep M He MOTYT OBbITh BBIABICHBI B aBTOMaTH4YeCKOM pexxume. Camasi meppast
aTaka 1o IepernoyiHeHuto Oydepa B BUpyce-dyepBe Moppuca HOCHIIa UMEHHO TaKoH
xapakrtep. Cnexyer oOpaTUTh BHUMaHUE Ha SI3bIKH, 0OECIIEUMBAIOIINE POBEPKY U
COXpaHEHHE THIIOB, TaKMe Kak Java, HWCKIIOYalolmue mepernogHeHne Oydepa.
OnHako, He ciieyeT 3a0bIBaTh, YTO BUPTyalbHasl MamuHa Java Harmucana Ha Cu u,
TaKuM 00pa3oM, MOXKET UMETh YSI3BUMOCTH [8].
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