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AHOTALIA
Kaccem Xanighe. ITpoekTyBaHHSI MPOTPaMHUX 3aCO0IB KOMITFOTEPHUX CHUCTEM
KPUTUYHOTO 3aCTOCYBaHHsS Juisi 3a0e3nedyeHHs 1HGoOpMaliiiHOoi Oe3neku. -
KBamidikariitHa HaykoBa mpaiisi Ha paBax PyKOIUCY.
Hucepraiiss Ha 3100yTTS HAYKOBOTO CTYINEHS KaHAuJaTa TEXHIYHUX HAyK
(moktopa ¢inocodii) 3a cnemanpHicTio 05. 13. 05 — «Komn'torepHi cuctemu Ta
komroHeHTH» (123 — Komm’rorepHa imkeHepis). - HarioHanbHMI TeXHIYHUN

YHIBEPCUTET «XapKIBCHKUI MOJITEXHIYHUM IHCTUTYT», XapkiB, 2018.

OTprMaHO TEOpPETHYHE Yy3arajJbHEHHS Ta HOBE BHPILICHHS BaXJIUBOI
HAyKOBO-TEXHIYHOI 3aJlayi, 10 CKJIAJA€ThCAd B PO3POOII METOAIB MPOECKTYyBaHHS
IpOrpaMHUX 3aco0iB KOMIT'FOTEPHUX CHUCTEM KPUTHYHOTO 3aCTOCYBaHHS MJis
3a0e3nedeHHs 1HpOopMaIiifHOT Oe3neKu.

OO0'exT JOCHIKEHHST — TMPOIEC TPOEKTYBaHHS TPOTPAMHHUX 3acO0iB
KOMI'FOTEPHUX CUCTEM KPUTHUYHOI'O 3aCTOCYBAHHS.

[IpeameT nOCHIKEHHS — METOIHU NPOEKTYBAHHS MPOTrPaMHUX 3acoOIB IS
3a0e3nedeHHs 1HGOpPMAIHOT Oe3MeKu KOMIT'IOTEPHUX CHCTEM KPUTHYHOTO
3aCTOCYBAHHS.

[IpoBeneHO aHami3 OCHOBHHUX BHUMOI JIO SIKOCTI CUCTEMHOIO MPOrPaMHOIO
3a0e3MeYeHHs] KOMIT'FOTEpHUX CUCTEM KPUTUYHOTO 3aCTOCYBAHHS IOKa3aB, IO B
yMOBaxX MIJBULIECHHS IHTEHCUBHOCTI 3JIOBMUCHHX JIIi B KOMI'IOTEPHUX CHUCTEMax
K1 BUKOPUCTOBYIOThCS B JJaHUI Yac METOAOJOTrI] MpoeKTyBaHHs cuctemHoro I13,
HE JI03BOJISIIOTH 3a0€3MEeYUTH HEOoOXITHUU piBeHb 1H(opMaliiiHOT Oe3nexu.
JlocmmKeHHS OCHOBHHMX ITIAXOAIB MAaTEMAaTHYHOIO MOJCIIOBAHHS TEXHOJOTIT
YyOpaBIiHHSA Ta TECTYBaHHS NPOrpaMHOro 3a0e3leyeHHs [103BOJIMIU 3pOOUTH
apryMEHTOBaHUM BHOIp HaNpsIMKy MaTeMaTH4HOI (popMalizailii Ta oOrpyHTyBaTH
HaIpPsAM JUCEPTALIMHOTO TOCIIKEHHS.

Bnepiie po3po0iieHO KOMIUIEKC MaTEeMaTHMYHHMX MOJeJeld TeXHOJIOTIN
yIOpaBJiHHS Ta TECTyBaHHS MPOrpaMHUX 3aco0iB, sikuil ckianaerbess 3 GERT-

MoOJIeNIeld TECTYBaHHS Ta CUCTEMH YIIPaBJIIHHS TECT-KeicaMmu, IO BPaxOBY€E BCI
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eTanyu >KUTTEBOTO IUKIYy OariB Ta ympaBiiHHSA TecT-Kelicamu. Po3pobienuit
KOMIUJIEKC  JO3BOJIMB  IMIJIBUIIATA TOYHICTh pPE3yJIbTaTiB MaTeMaTHYHOTO
MOJICTIOBaHHSI B YMOBaX TECTYBaHHS Ha YpasJIMBOCTI JO PI3HOTO POy 3arpo3
3IOBMUCHUX XaKEPChKUX BTOPTHEHb Ta MPOBOJUTH TOMEPETHIO OI[IHKY YaCOBHX
BUTpPAT OJIHOTO 3 HAWOUIbII TPYJAOMICTKMX TIPOLECIB JKUTTEBOTO LIUKITY
MPOrPaMHOTO 3a0€3MeUeHHS — PO3POOKH TEXHIYHOT JOKYMEHTAIII1 POEKTY.

OpepkaB MOJAIBIIMKA PO3BUTOK KOMIUIEKC MaTeMaTHYHHX MOJeNen
OCHOBHMX €TamiB pO3pOOKH TMporpaMHUX 3aco0iB, SKUH 3aCHOBAaHUU Ha
KOHIIETITYJIbHUX TOJIOKEHHAX Agile 1 BiAPI3HAETHCS BiJ BIJOMHUX BpaxyBaHHSIM
MOKa3HUKIB O€3MEeYHOT0 MpOTrpaMyBaHHs, IO JO3BOJMIJIO MiJBUIIUTA TOYHICTh
pe3yIbTaTIB MOJICIIFOBAHHS.

OTpuMmaB MOJANbIIMKA  PO3BUTOK CMOCIO MacimTabyBaHHS  1CHYIOUOI
METO/0JI0T1i po3poOKH 3 BpaxyBaHHSIM BUMOT O€3MEeKH MPOrpaMHUX 3aco0iB, 1110
BIIPI3HSAETHCS B BIJIOMHUX, BKJIIOUCHHSAM 1 BHKOPHCTaHHSM B KOMAaH/II
pPO3pOOHUKIB M0AaTKOBUX (haxiBiiB Oe3meku. Lle m03BOMUTh MiABUIIMTH OE3IEKy
IPOEKTY 1 3a0e3MeuyBaTH K LIBHUJKE 3pOCTaHHS (PYyHKLIOHATY, TaK 1 IPUHHATHUN
PIBEHB SKOCTI CEpBICY.

Y KOMIUIEKCI CHHTE3 pPO3pOOJICHHMX MaTEeMaTUYHUX MOJeNed eTamy
GbyHKIIIOHATY, a TAKOXK CIIOCO0Y MaciITa0yBaHHS 1CHYIOUOT METOAOJIOTI pO3pOOKHU
JIO3BOJIMJIM  YAOCKOHAJIUTH METOJ] MaciTaOyBaHHS METOJOJIOTIi MPOEKTYBaHHS
NporpaMHUX 3aco0iB 3 BpaxyBaHHSM BHUMOT O€3MEKH, IO BIIPIZHSIETHCA BIJ
BIJIOMUX MOXJIMBICTIO YMPABIIHHA ICHYIOYMMH B opraxizamii (¢ipmi) cuiaamu
(paxiBusAMHU) K B CKJIaA1 KOMaHAM, TaK 1 B TUIOUIMHI ()axiBLIB CYMI)KHOT'O HaIlpsiMy
(paxiBIiB O€3MEYHOr0 MpOTpaMyBaHHA 1 TECTyBaHHS O€3MEKU MPOTPAMHHUX
3aco0iB).

YnockoHanmeHo Cmoci0 OIIHKA BPAa3IUBOCTI CHCTEMHHX MPOTPAMHHX
3aco6iB. Moro BiMiHHOIO PHCOIO € BPaxyBaHHS MOKIMBOCTI MacIITaGyBaHHS
Mpolecy poO3poOKH MPOTPAMHOr0 3a0€3MEUEeHHS MIJISAXOM BIPOBAKEHHS

daxiBmiB Oe3meku (PersonNon, SecDev). 3a gomoMorowo po3po0ieHOro
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crioco0y OIIHKM YPa3JuBOCTI CHUCTEMHUX MPOTPAMHUX 3ac00iB JIOBEACHO
JOLUIBHICT ~ BUKOPUCTAHHS  PO3pPOOJICHOrO  METOJAYy  MacliTabyBaHHS
METOAOJIOTil pO3pOOKH CHCTEMHHUX MPOTPAaMHUX 3ac00iB 3 ypaxyBaHHSM BHMOT
oesnexu. Lle 7103BONUTH 3HU3UTH MOKA3HUK BIIHOCHOTO 30MTKY Ha BCIX eTamax
KUTTEBOTO ITUKIY CUCTEMHUX MPOTPaMHUX 3ac00iB 10 6 pa3iB, B 3aJI€KHOCTI BiJ
MOYJIUBOI TPUBAJIOCTI aTaKH.

[IpoBeneHo OOIpYHTYBaHHS JOCTOBIPHOCTI pe3yJbTaTiB MaTEeMaTUYHOTO
MOJIeTIOBaHHs. Pe3ynbTaT MpoBEACHUX EKCIEPUMEHTIB MOKa3alu, M0 ISl BCiX
JTOCHIPKYBaHUX BHUJIIB JaHUX JOBIpYa WMMOBIPHICTH TOrO, IO 3HAYEHHS
CTaTUCTUYHOI BEJIMYMHU Yacy TECTYBaHHS «HE BIAXUJISETHCS» BiJl MATEMAaTUYHOTO
OUIKYBaHHS ITi€1 XapaKTepUCTUKH OLbIN HiXK HA | mopiBHIOE: P ~ 0,94.

HaBeneHo psii mpakTHYHUX PEKOMEHAAIIN 3 BUKOPUCTAHHS METOY PO3POOKH
CUCTEMHHMX TMPOrpaMHUX 3aco0iB 1 BHUAUICHI JAesAKl HEAOJIKH (BUKOPUCTAHHS
30BHIIIHIX O10J10T€K Ta IHCTPYMEHTIB, CTBOPEHHS BEJIUKOIO BHUKOHYBAHOIO
o0Opa3y Ha JUCKY Ta B MaM'sTi, JOBIpa HEMEpPEBIPEHUM IHCTpyMeHTaMm 1 T.1.). Lle
JI03BOJIMJIO 3pOOMTH BHCHOBOK TMPO HEOOXITHICTh BIOCKOHAJICHHS ICHYIOUHMX
METO/IB TMPOEKTYBAaHHS MPOTPaMHUX 3ac00iB Ta MOXJIHMBICTh TOJAJBIIHX
JOCTI>KEHb.

[IpakTiyHe 3HAYEHHS OTPUMAHMX PE3YJbTATIB JJII CHUCTEM KPUTHYHOTO
3aCTOCYBaHHS IMOJISITae B aJarTallii mpolecy MpOeKTyBaHHS MPOTPaMHHUX 3acO0iB
70 TIiJIBUIIEHUX BUMOTI O€3MEKH y KOMITIOTEPHUX CHCTeMaX, a TaKoX B
MOJKJIMBOCTI 3aCTOCYBAaHHS 3alpOIIOHOBAHOTO METOMy TMpH peamizallii THy4YKoi
METO/I0JI0T1i pO3POOKH MPOTPAMHOTO 3a0€3MEUCHHS.

[TpakTHyHA 3HAYUMICTh OTPUMAHKMX PE3YJIHTATIB MOJIATAE B HACTYITHOMY.

1. Kommieke MaTeMaTuyHUX MOJIENEeH TEXHOJIOTI] yIpaBIiHHS 1 TECTyBaHHS
IporpaMHUX 3aco0iB B CYKYIMHOCTI 3 KOMIUIEKCOM MATEMAaTHYHUX MOJeNen
OCHOBHUX €TaIliB pO3pOOKH MPOrpaMHUX 3aCO0IB JO3BOIMIN OTPUMATH aHATITUYHI
BUpa3u A PO3paxyHKy dYacy O€3MmeYHOro mporpaMmyBaHHS CHUCTEMHHX
MPOrpaMHUX 3acO0iB i BJIOCKOHAJIMTH aJTOPUTM BHU3HAYCHHS BUMOT JIO YaCOBHX

xapakTepuctuk. lle mano MoXIMBICTh B cepeHboMy Ha 3% MiIBUIUTH TOYHICTh



pE3yJbTaTIB OI[IHKY YaCOBUX XapaKTEPUCTHK.

2. CuHTE3 OCHOBHHUX CKJIQJOBHX METOAY IPOCKTYBaHHS MpPOTrpaMHUX
3ac00IB  KOMIT'FOTEPHHUX CHCTEM KPUTUYHOTO 3aCTOCYBaHHS (poO3poOsieHHX
MaTeMaTUYHUX MoJieJieH 1 crnocoOy MacmTaOyBaHHs) JO3BOJIUB 3HU3UTH TTOKA3HHUK
BiTHOCHOTO 30MTKY Ha BCiX eTanax >KUTTEBOTO IUKITY MPOTPaMHOro 3a0e3NeueHHs
10 6 pasiB, B 3aJIEKHOCTI BiJ MOXKJIMBOT TPUBAJIOCTI aTaKH.

Pesynbratn pobotu BnpoBamkeHi: npu mposeaeHHi SCRUM-3axonis
kommanii Line Up; npu BOockOHaJIeHHI MporpamMHux 3aco0iB y Jlep:kaBHOMY
nianpueMcTBl «IliBaeHHUIN nep:KaBHUN MPOEKTHO-KOHCTPYKTOPCHKUM Ta HAYKOBO-
JOCTIAHUN  1HCTUTYT  aBiallifiHOlT  NIPOMMCIIOBOCTI», TIPU  BJOCKOHAJEHHI
nporpaMHux 3aco0iB y JlepkaBHOMY MIANPUEMCTBI «XapKIBCbKUII HayKOBO-
JOCIITHANA 1HCTUTYT TEXHOJOTIi MalMHOOYIyBaHHS», B HaBYAILHOMY TMpOIIECI
HanionansHoro TexHIYHOro  yHiBepcutery "XapKiBCbKUM  MONITEXHIYHUN
iHCTUTYT".

Knrouoei cnosa. IlpoekTyBaHHA MNpoOrpaMHUX 3aco0iB, YyMOpaBIiHHA Ta
TECTyBaHHs MIPOrpaMHOro 3a0e3neyeHHs, 0e3reKa NporpaMHoOro 3a0e3ne4eHHs.
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SUMMARY
Kassem Khalifa Designing software tools for critical computer applications to
provide information security. - Qualifying scientific work on the rights of
manuscripts.
Dissertation for the degree of a candidate of technical sciences (doctor of
philosophy), specialty 05. 13. 05 - "Computer systems and components" (123 -
Computer engineering). - National Technical University "Kharkiv Polytechnic

Institute", Kharkiv, 2018.

A theoretical synthesis and a new solution of an important scientific and
technical problem, which consists in the development of methods for designing
software tools of computer systems of critical application for providing
information security, is obtained.

The object of research is the process of designing software tools for critical
systems.

Subject of research - methods of designing software to provide information
security of computer systems critical applications.

Analysis of the basic requirements of quality system software computer
systems critical application showed that in terms of increasing the intensity of
misconduct in computer systems that are currently used system software design
methodology, does not allow for the required level of information security.

Research of the basic approaches of mathematical modeling of technology of
management and software testing allowed to make an argumentated choice of the
direction of mathematical formalization and to substantiate the direction of the
dissertation research.

For the first time developed a set of mathematical models of technology
management and testing software, which consists of GERT-model testing and
control system test cases, taking into account all stages of the life cycle

management of bugs and test cases.
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Designed complex allowed to improve the accuracy of the results of
mathematical modeling in terms of testing for vulnerability to various threats and
malicious hacker intrusion conduct a preliminary assessment of time-consuming
one of the most labor-intensive processes of software life cycle - development of
design documentation.

He received further developed complex mathematical models of the main
stages of software development, which is based on the conceptual provisions Agile
differs from known secure coding parameters into account, thus improving the
accuracy of simulation results. There has been further development of a way to
scale up the existing development methodology, taking into account the security
requirements of software, which differs from the known, inclusion and use in the
team of developers of additional security professionals. This will increase the
security of the project and provide both a rapid growth of the functional and an
acceptable level of quality of service.

The complex synthesis developed mathematical models step initialization
process of software development and implementation phase of functionality and
scaling methods existing development methodology allowed to improve the
method of scaling methodology for designing software with regard to safety
requirements, which differs from the known ability to control existing in the
organization (company) forces (specialists) as a part of the team, and in the area of
specialists of the adjacent direction (experts in safe programming and testing
wares of software). Improved method for evaluating vulnerabilities in system
software. Its distinctive feature is taking into account the possibility of scaling the
software development process by introducing security experts (PersonNon,
SecDev).

With the help of the developed method of estimating the vulnerability of
system software, the feasibility of using the developed method of scaling the
methodology of developing system software with the consideration of security
requirements has been proved. This will reduce the relative loss index for all

stages of the life cycle of system software up to 6 times, depending on the possible
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duration of the attack. The validity of the results of mathematical modeling has
been substantiated.

The results of the conducted experiments showed that for all investigated types
of data, the probability that the value of the statistical value of the test time "does
not deviate" from the mathematical expectation of this characteristic is more than 1
is: P=0,94

An number of practical recommendations on the use of method development
system software and dedicated some drawbacks (use of external libraries and tools
to create a large executable image on disk and in memory, trust untested tools,
etc.). This made it possible to conclude that there is a need to improve the existing
methods of designing software and the possibility of further research.The practical
value of the results obtained for critical applications systems is to adapt the design
of software to the increased security requirements in computer systems, as well as
the possibility of using the proposed method in implementing a flexible software
development methodology.

The practical significance of the results obtained is as follows.

1. Complex of mathematical models of technology of control and testing of
software in conjunction with the complex of mathematical models of the main
stages of software development allowed to obtain analytical expressions for
calculating the time of safe programming of system software and to improve the
algorithm for determining requirements for time characteristics. This allowed an
average of 3% to improve the accuracy of the results of the time characteristics.

2. Synthesis of the main components of the method of designing software tools
for critical applications (developed mathematical models and the method of
scaling) allowed to reduce the relative loss index at all stages of the software life
cycle up to 6 times, depending on the possible duration of the attack.

The results of the work are implemented: during the conduct of SCRUM-
measures of the company Line Up; with the improvement of software at the State
Enterprise "Southern State Design and Research Institute of Aviation Industry",

with the improvement of software tools at the State Enterprise "Kharkiv Research
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Institute of Mechanical Engineering", in the educational process of the National
Technical University "Kharkiv Polytechnic Institute".

Keywords. Software design, software management and testing, software
security.
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