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Secure coding involves the practices, methods, and principles software
developers use to create programs that meet the latest security standards. Secure
programming aims to avoid vulnerabilities and attacks that could compromise the
confidentiality, integrity, and availability of the program and its data [1-3].

ISO/IEC 15408 The Common Criteria for Information Technology Security
Evaluation (Common Criteria or CC) is used to evaluate the security properties of
information technology (IT) products and systems. Assessment of Assurance
Levels (EAL) is a framework implemented in Common Criteria used in
information technology security assessment. First, this is related to assessing
security functions and the guarantee of IT products and systems. EAL provides a
structured approach to evaluating the security of a product or system based on a
set of predefined criteria. The EAL structure consists of seven levels, ranging from
EAL1 (lowest) to EAL7 (highest). Each level represents a higher degree of
confidence and rigor in security assessment. The evaluation process includes
examining various aspects, such as the design, implementation, and configuration
of the product or system and its documentation and security testing. Despite its
general acceptance, software certification, according to Common Criteria, does
not mean the product is free of security vulnerabilities. It only meets the security
requirements specified in the protection profile or security goal. Based on the
general practices of secure programming and security assessment, we will form
the main tasks the developer faces during the development of secure software:
analysis of security requirements, design based on the principles of secure
architecture and design (least privilege, defense in depth, fail-safe defaults, etc.);
security testing; code verification and auditing; security training and awareness;
compliance with safety standards and regulations; incident response and
monitoring.

The discussion covers alternative and additional approaches to software
development that impact quality and security, including a risk assessment-based
approach to security [4]. It is demonstrated that, under modern conditions,
comprehensive solutions are required to ensure software security.
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