ResearchGate

See discussions, stats, and author profiles for this publication at: https://www.researchgate.net/publication/362855769
Modeling of security systems for critical infrastructure facilities: Monograph

Book - January 2022

DOI: 10.15587/978-617-7319-57-2

CITATIONS READS
18 244

29 authors, including:

Serhii Yevseiev Ruslan Hryshchuk
National Technical University "Kharkiv Polytechnic Institute" Central Research Institute of the AF of Ukraine, Ukraine
73 PUBLICATIONS 422 CITATIONS 61 PUBLICATIONS 174 CITATIONS

SEE PROFILE SEE PROFILE

Kateryna Molodetska
Polissia National University
46 PUBLICATIONS 162 CITATIONS

SEE PROFILE

All content following this page was uploaded by Serhii Yevseiev on 14 September 2022.

The user has requested enhancement of the downloaded file.


https://www.researchgate.net/publication/362855769_Modeling_of_security_systems_for_critical_infrastructure_facilities_Monograph?enrichId=rgreq-9d8295ab549e0ae71844e0eff907ae4e-XXX&enrichSource=Y292ZXJQYWdlOzM2Mjg1NTc2OTtBUzoxMTQzMTI4MTA4NDQwNTk0N0AxNjYzMTY3MjU1ODEz&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/362855769_Modeling_of_security_systems_for_critical_infrastructure_facilities_Monograph?enrichId=rgreq-9d8295ab549e0ae71844e0eff907ae4e-XXX&enrichSource=Y292ZXJQYWdlOzM2Mjg1NTc2OTtBUzoxMTQzMTI4MTA4NDQwNTk0N0AxNjYzMTY3MjU1ODEz&el=1_x_3&_esc=publicationCoverPdf
https://www.researchgate.net/?enrichId=rgreq-9d8295ab549e0ae71844e0eff907ae4e-XXX&enrichSource=Y292ZXJQYWdlOzM2Mjg1NTc2OTtBUzoxMTQzMTI4MTA4NDQwNTk0N0AxNjYzMTY3MjU1ODEz&el=1_x_1&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Serhii-Yevseiev-2?enrichId=rgreq-9d8295ab549e0ae71844e0eff907ae4e-XXX&enrichSource=Y292ZXJQYWdlOzM2Mjg1NTc2OTtBUzoxMTQzMTI4MTA4NDQwNTk0N0AxNjYzMTY3MjU1ODEz&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Serhii-Yevseiev-2?enrichId=rgreq-9d8295ab549e0ae71844e0eff907ae4e-XXX&enrichSource=Y292ZXJQYWdlOzM2Mjg1NTc2OTtBUzoxMTQzMTI4MTA4NDQwNTk0N0AxNjYzMTY3MjU1ODEz&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/institution/National-Technical-University-Kharkiv-Polytechnic-Institute?enrichId=rgreq-9d8295ab549e0ae71844e0eff907ae4e-XXX&enrichSource=Y292ZXJQYWdlOzM2Mjg1NTc2OTtBUzoxMTQzMTI4MTA4NDQwNTk0N0AxNjYzMTY3MjU1ODEz&el=1_x_6&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Serhii-Yevseiev-2?enrichId=rgreq-9d8295ab549e0ae71844e0eff907ae4e-XXX&enrichSource=Y292ZXJQYWdlOzM2Mjg1NTc2OTtBUzoxMTQzMTI4MTA4NDQwNTk0N0AxNjYzMTY3MjU1ODEz&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Ruslan-Hryshchuk?enrichId=rgreq-9d8295ab549e0ae71844e0eff907ae4e-XXX&enrichSource=Y292ZXJQYWdlOzM2Mjg1NTc2OTtBUzoxMTQzMTI4MTA4NDQwNTk0N0AxNjYzMTY3MjU1ODEz&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Ruslan-Hryshchuk?enrichId=rgreq-9d8295ab549e0ae71844e0eff907ae4e-XXX&enrichSource=Y292ZXJQYWdlOzM2Mjg1NTc2OTtBUzoxMTQzMTI4MTA4NDQwNTk0N0AxNjYzMTY3MjU1ODEz&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Ruslan-Hryshchuk?enrichId=rgreq-9d8295ab549e0ae71844e0eff907ae4e-XXX&enrichSource=Y292ZXJQYWdlOzM2Mjg1NTc2OTtBUzoxMTQzMTI4MTA4NDQwNTk0N0AxNjYzMTY3MjU1ODEz&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Kateryna-Molodetska?enrichId=rgreq-9d8295ab549e0ae71844e0eff907ae4e-XXX&enrichSource=Y292ZXJQYWdlOzM2Mjg1NTc2OTtBUzoxMTQzMTI4MTA4NDQwNTk0N0AxNjYzMTY3MjU1ODEz&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Kateryna-Molodetska?enrichId=rgreq-9d8295ab549e0ae71844e0eff907ae4e-XXX&enrichSource=Y292ZXJQYWdlOzM2Mjg1NTc2OTtBUzoxMTQzMTI4MTA4NDQwNTk0N0AxNjYzMTY3MjU1ODEz&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Kateryna-Molodetska?enrichId=rgreq-9d8295ab549e0ae71844e0eff907ae4e-XXX&enrichSource=Y292ZXJQYWdlOzM2Mjg1NTc2OTtBUzoxMTQzMTI4MTA4NDQwNTk0N0AxNjYzMTY3MjU1ODEz&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Serhii-Yevseiev-2?enrichId=rgreq-9d8295ab549e0ae71844e0eff907ae4e-XXX&enrichSource=Y292ZXJQYWdlOzM2Mjg1NTc2OTtBUzoxMTQzMTI4MTA4NDQwNTk0N0AxNjYzMTY3MjU1ODEz&el=1_x_10&_esc=publicationCoverPdf

Edited by
Serhii Yevseiev, Ruslan Hryshchuk,
Kateryna Molodetska, Mariia Nazarkevych

MODELING OF
SECURITY SYSTEMS
-0OR CRITICAL
NFRASTRUCTURE
-ACILITIES

Monograph

RE G 2022



UDC 004.056
m78

m78

Published in 2022
b¥] PC TECHNOLOGY CENTER
Shatylova dacha str., 4, Kharkiv, Ukraine, 61165

Approved by the Academic Council of National Technical University «Kharkiv Polytechnic Institute»,
Pratocol No. 5 of 01.07.2022

Reviewers:

Dudykeuych Valerii, Doctor of Technical Science, Professor, Head of the Department of Information
Security of Lviv Polytechnic National University; .
Korchenko Alexandr, Doctor of Technical Sciences, Professor, Head of the Department of Information
Technology Security of National Aviation University.

Authors:

Edited by Serhii Yevseieu, Ruslan Hryshchuk, Kateryna Molodetska, Mariia Nazarkevych

Serhii Yevseiev, Ruslan Hryshchuk, Kateryna Molodetska, Mariia Nazarkevych, Volodymyr Hrytsyk,

Oleksandr Milov, Olha Koral, Stanislav Milevskyi, Roman Korolev, Serhii Pohasii, Andrii Tkachov.,

Yevgen Melenti, Oleksandr Lavrut, Alla Havrylova, Serhii Herasymov, Halyna Holotaistrova, Dmytro

Avramenko, Roman Vozniak, Oleksandr Voitko, Kseniia Yerhidzei, Serhii Mykus, Yurii Pribyliev, Olena

Akhiiezer, Mykhailo Shyshkin, Ivan Opirskyy, Oleh Harasymchuk, Olha Mykhaylova, Yuriy Nakonechnyy,

Marta Stakhiv, Bogdan Tomashevsky

Modeling of securitY systems for critical infrastructure facilities: mono r‘ath / S. Yevseiev,

gozHé"ysh%%k, K. Molodetska, M. Nazarkevych and others. — Kharkiv: PC TECHNOLOGY CENTER,
= p.

The monograph discusses the methodology for cooperative conflict interaction modeling of security
system agents. The concept of modeling the structure and functioning of the security system of
critical infrastructure facilities is demonstrated. The method for assessing forecast of social impact
in regional communities is presented. Counteracting the strategic manipulation of public opinion in
decision-making by actors of social networking services based on the conceptual model for managed
self-organization in social networking services are developed. Algorithms for thinning the critical infra-
structure identification system and their software are implemented.

The monagraph is intended for teachers, researchers and engineering staff in the field of cyberse-
curity, information technology, social engineering, communication systems, computer technology,
automated control systems and economic information security, as well as for adjuncts, graduate
students and senior students of relevant specialties.

Figures 99, Tables 24, References 176 items.

All rights reserved. No part of this book may be reprinted or reproduced or utilised in any form or by any
electronic, mechanical, or other means, now known or hereafter invented, including photocopying and re-
cording, or in any information storage or retrieval system, without permission in writing from the authors.
This book contains information obtained from authentic and highly regarded sources. Reasonable efforts
have been made to publish reliable data and information, but the author and publisher cannot assume
responsihility for the validity of all materials or the consequences of their use. The authars and publishers
have attempted to trace the copyright holders of all material reproduced in this Fubllcatlon and apologize
to copyright holders if permission to publish in this form has not been obtained. If any copyright material
has nat been acknowledged please write and let us know so we may rectify in any future reprint.

The publisher, the authors and the editors are safe to assume that the advice and information in this book
are believed to be true and accurate at the date of publication. Neither the publisher nor the authors or
the editors give a warranty, express or implied, with respect to the material contained herein or for any
errors or omissions that may have been made.

Trademark Notice: product or corporate names may be trademarks or registered trademarks, and are
used only for identification and explanation without intent to infringe.

DOI: 10.15587/978-617-7319-57-2
ISBN 978-617-7319-57-2 (on-line)
ISBN 978-617-7319-56-5 (print)

9

786177

Copyright © 2022 S. Yevseiev,
R. Hryshchuk, K. Molodetska, M. Nazarkevych and others authors
This is an open access paper under the Creative Commons CC BY license

319572




AUTHORS

SERHII'YEVSEIEV

Doctor of Technical Science, Professor, Head of Department

Department of Cyber Security

National Technical University «Kharkiv Polytechnic Institute»
ORCID ID: https://orcid.org/0000-0003-1647-6444

RUSLAN HRYSHCHUK
Doctor of Technical Science, Professor, Honored Worker
of Science and Technology of Ukraine, Head of Faculty
Faculty of State Secrets Protection and Information Warfare
Sergei Karolyov Zhytomyr Military Institute

ORCID ID: https://orcid.org/0000-0001-9985-8477

KATERYNA MOLODETSKA
Doctor of Technical Science, Professor
Department of Computer Technology and Systems Modelling
Polissia National University
ORCID ID: https://orcid.org/0000-0001-9864-2463

MARIIA NAZARKEVYCH
Doctor of Technical Science, Professor
Department of Information Systems and Networks
Institute of Computer Sciences and Information Technologies
Lviv Polytechnic National University

ORCID ID: https://orcid.org/0000-0002-6528-9867

VOLODYMYR HRYTSYK
Doctor of Technical Science, Professor
Department of Automated Control Systems
Lviv Polytechnic National University
ORCID ID: https://orcid.org/0000-0002-9696-5805

OLEKSANDR MILOV

Doctor of Technical Science, Professor

Department of Cyber Security

National Technical University «Kharkiv Polytechnic Institute»
ORCID ID: https://orcid.org/0000-0001-6135-2120

OLHA KOROL

PhD, Assaciate Professor

Department of Cyber Security

National Technical University «Kharkiv Polytechnic Institute»
ORCID ID: https://orcid.org/0000-0002-8733-9984

STANISLAV MILEVSKYI

PhD, Assaciate Professor

Department of Cyber Security

National Technical University «Kharkiv Polytechnic Institute»
ORCID ID: https://orcid.org/0000-0001-5087-7036

ROMAN KOROLEV

PhD, Assaciate Professor

Department of Cyber Security

National Technical University «Kharkiv Polytechnic Institute»
ORCID ID: http://orcid.org/0000-0002-7948-5914

SERHII POHASII

PhD, Assaciate Professor

Department of Cyber Security

National Technical University «Kharkiv Polytechnic Institute»
ORCID ID: https://orcid.org/0000-0002-4540-3693

ANDRII TKACHOV

PhD, Associate Professor

Department of Cyber Security

National Technical University «Kharkiv Polytechnic Institute»
ORCID ID: https://orcid.org/0000-0003-1428-0173

YEVGEN MELENTI
PhD, Assaciate Professor
Special Department No. 3 «Tactical-special training,
marksmanship training and special physical training»
Juridical Personnel Training Institute for Security Service
of Ukraine
Yaroslav Mudryi National Law University

ORCID ID: https://orcid.org/0000-0003-2955-2469

OLEKSANDR LAVRUT

Doctor of Engineering Sciences, Professor

Department of Tactics

Hetman Petro Sahaidachnyi National Army Academy
ORCID ID: https://orcid.org/0000-0002-4908-6723

ALLA HAVRYLOVA

Senior Lecturer

Department of Cyber Security

National Technical University «Kharkiv Polytechnic Institute»
ORCID ID: https://orcid.org/0000-0002-2015-8927

SERHII HERASYMOV

Doctor of Technical Science, Professor, Head of Department

Department of Weapons and Military Equipment Operation

National Technical University «Kharkiv Polytechnic Institute»
ORCID ID: https://orcid.org/0000-0003-1810-0387

HALYNA HOLOTAISTROVA

Associate Professor

Department of Computer Mathematics and Data Analysis

National Technical University «Kharkiv Polytechnic Institute»
ORCID ID: https://orcid.org/0000-0001-8343-6571




DMYTRO AVRAMENKO
Senior Researcher
Research Department
Institute of Troops (Forces) Support and Information
Technologies
National Defence University of Ukraine named after Ivan
Chernyakhovskyi
ORCID ID: https://orcid.org/0000-0003-1892-380X

ROMAN VOZNIAK
PhD, Head of Laboratory
Head of the Research Laboratory of Information Technology
Problems Research Department
Institute of Troops (Forces) Support and Information
Technologies
National Defence University of Ukraine named after Ivan
Chernyakhovskyi

ORCID ID: https://orcid.org/0000-0002-3783-2837

OLEKSANDR VOITKO
PhD, Deputy Head of Department
Department of Information Technologies and Information
Security Employment
Institute of the Troops (Forces) Support and Information
Technologies
National Defence University of Ukraine named after Ivan
Chernyakhovskyi

ORCID ID: https://orcid.org/0000-0002-4610-4476

KSENIIA YERHIDZEI
PhD, Head of Laboratory
Research Laboratory
Institute of Troops (Forces) and Information Technologies
National Defence University of Ukraine named after Ivan
Chernyakhovskyi

ORCID ID: https://orcid.org/0000-0003-4634-133X

SERHIIMYKUS
Doctor of Technical Sciences, Professor, Head of Department
Department of Information Technology Application and
Information Security
Institute of Troops (Forces) Support and Information
Technologies
National Defence University of Ukraine named after Ivan
Chernyakhovskyi

ORCID ID: https://orcid.org/0000-0002-7103-4166

YURII PRIBYLIEV
Doctor of Technical Science, Professor
Department of Information Technologies Employment and
Information Security
National Defence University of Ukraine named after Ivan
Chernyakhovskyi

ORCID ID: https://orcid.org/0000-0003-1941-35611

OLENA AKHIIEZER

Doctor of Technical Science, Professor, Head of Department

Department of Computer Mathematics and Data Analysis

National Technical University «Kharkiv Polytechnic Institute»
ORCID ID: http://orcid.org/0000-0002-7087-9749

MYKHAILO SHYSHKIN

PhD, Associate Professor

Department of Industrial and Biomedical Electronics

National Technical University «Kharkiv Polytechnic Institute»
ORCID ID: https://orcid.org/0000-0002-2276-7259

IVAN OPIRSKYY
Doctor of Technical Sciences, Professor
Department of Information Protection
Lviv Polytechnic National University
ORCID ID: https://arcid.org/0000-0002-8461-8996

OLEH HARASYMCHUK
PhD, Assaciate Professor
Department of Information Protection
Lviv Polytechnic National University
ORCID ID: https://orcid.org/0000-0002-8742-8872

OLHA MYKHAYLOVA
PhD, Assaciate Professor
Department of Information Protection
Lviv Polytechnic National University
ORCID ID: https://orcid.org/0000-0002-3086-3160

YURIY NAKONECHNYY
PhD, Assaciate Professor
Department of Information Protection
Lviv Polytechnic National University
ORCID ID: https://orcid.org/0000-0002-6046-6190

MARTA STAKHIV
PhD, Assaciate Professor
Department of Information Protection
Lviv Polytechnic National University
ORCID ID: https://orcid.org/0000-0002-4094-2081

BOGDAN TOMASHEVSKY
PhD, Assaciate Professor
Department of Cyber Security
Ternopil Ivan Puluj National Technical University
ORCID ID: https://orcid.org/0000-0002-1934-4773




RBSTRACT

The development of Industry 4.0 technologies is based on the rapid growth of the comput-
ing capabilities of mobile wireless technologies, which has made it possible to significantly ex-
pand the range of digital services and form a conglomeration of socio-cyber-physical systems and
smart technologies. The First Section discusses the issues of building security systems based on
the proposed Concept of multi-contour security systems, taking into account the hybridity and
synergy of modern targeted cyber-attacks, their integration with social engineering methods. This
approach not only increases the level of security, but also forms an objective approach to the use
of post-quantum security mechanisms based on the proposed Lotka-Volterra models.

The Second Section analyzes the features of the functioning of social Internet services and
establishes their role in ensuring the information security of the state. An approach is proposed to
identify signs of threats in the text content of social Internet services, which will allow to quickly
respond to changing situations and effectively counteract such threats. A classifier of information
security profiles of users of social Internet services has been developed to assess the level of
their danger as potential participants in disinformation campaigns. A method for identifying and
evaluating the information and psychological impact on user communities in services is proposed.
Models of conflict interaction of user groups in social Internet services are considered on the
example of civil movements. To effectively counter threats to information security of the state,
it is proposed to use the concept of synergistic user interaction and self-organization processes
in a virtual community. Particular attention is paid to countering the manipulation of public opinion
in the decision-making process by users of social Internet services.

The Third Section proposes a hiometric security system that works to authenticate users
based on a comparison of their fingerprints and certain templates stored in a biometric database.
A method for determining the contour based on the passage of a curve and the filtering function
of contour lines has been developed. The stage of skeletal identification is analyzed in detail. The
Ateb-Gabor method with wave thinning has been developed. The performance of skeletal algorithms
such as the Zhang-Suen thinning algorithm, the Hilditch algorithm, and the Ateb-Gabor method with
wave decimation is analyzed. The presented results of experiments with biometric fingerprints based
on the NIST Special Database 302 database showed the effectiveness of the proposed method.
The software and firmware were developed using the Arduino Nano.

KEYWORDS

Concept of a multi-loop security system, socio-cyber-physical systems, post-quantum secu-
rity mechanisms.
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[} INTRODUCTION

The development of industry 4.0 technologies makes it possible to create fundamentally new
technologies and systems bhased on the rapid development of computing resources. The formation
of socio-cyber-physical systems is based on the integration of digital mobile, wireless technologies
with classical Internet technologies, social networks and Internet of Things. This approach allows
the formation of smart cities based on the hybridity of smart technologies with mesh netwaorks,
which allows the integration of technologies among themselves and the erasing of the boundaries
of their use, on the one hand. On the other hand, it forms a vector of cyber threats and targeted
attacks based on the hybridity and synergy of modern threats.

The logical and physical structure of socio-cyber-physical systems are discussed in Section 1.
In our opinion, it belongs to critical infrastructure objects. Security systems for critical infrastruc-
ture objects are proposed based on the Lotka-Volterra model, which take into account signs of
synergy and hybridity of targeted attacks, as well as the computational and financial capabilities of
cyber-intruders. The concept of security of socio-cyber-physical systems is proposed, which takes
into account the integration of technologies, security systems of individual components of a smart
city and the complexing of cyber threats into security components. This approach provides an
objective assessment of the current state of infrastructure security both for critical infrastructure
objects and socio-cyber-physical systems, to form security mechanisms based on post-quantum
algorithms — McEliece and Niederreiter crypto-code constructions on various codes, taking into
account the degree of secrecy of information flows.

The features of the social Internet services functioning and establishes their role in ensuring
the information security of the state are analyzed in the Second Section. Based on the identifica-
tion of signs of threats in the text content of social Internet services, a classifier of information
security profiles of users of social Internet services is proposed to assess the level of their danger
as potential participants in disinformation campaigns. Models of conflict interaction of user groups
in social Internet services are proposed on the example of civil movements, which allows timely for-
mation of preventive measures against threats to the information security of the state. Particular
attention is paid to countering the manipulation of public opinion in the decision-making process by
users of social Internet services.

In the Third Section, based on the analysis of new hardware technologies of mobile sensors
and the importance of data protection, a hiometric security system is proposed that provides
an authenticity service. A method is proposed for providing an authenticity service by contour
detection based on passing a curve and a contour line filtering function. To implement the skele-
tonization process, the transformation of a set of pixels of an image object into a corresponding
graph is used, which makes it possible to form a vector image. Fingerprint comparison is performed
by searching for key points on images, searching for corresponding reference points on images,
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determining the values of attributes of key points on images. As a result, the decision is made
that the images are identical if these images have a common set of identical corresponding
singular points. To provide confidentiality and integrity services in socio-cyber-physical systems, it
is proposed to use post-quantum McEliece algorithms based on crypto-code structures on algebro-
geometric, defective and LDPC codes.

The material of the monograph is scientifically new and, in many respects, contains its
own results of scientific research obtained by the authors and published in a number of scienti-
fic articles. The matter is presented at a high scientific and, at the same time, accessible level,
and is properly structured.




METHODOLOGY FOR COOPERATIVE CONFLICT INTERACTION
MODELING OF SECURITY SYSTEM AGENTS

RBSTRACT

This Section is deal with the methodology for Cooperative Conflict Interaction Modeling of
Security System Agents.

The Concept of their integration with social engineering methods, taking into account the
hybridity and synergy of modern targeted cyber-attacks, is proposed. The proposed Concept pro-
vides the basis for the formation of security systems in the post-quantum period and provides
a fundamentally new approach to the objectivity of assessing cyber threats. In addition, not only the
signs of threats such as synergy and hybridity are taken into account, but also the integration and
globalization of technologies, as well as the form of ownership, which can technically and materially
affect the final elements of the socio-cyber-physical systems infrastructure.

As a case the model for the implementation of a terrorist act and the degree of security of the
cyber system of a critical infrastructure object was developed.

This approach not only increases the level of security, but also forms an objective approach to
use of post-quantum security mechanisms hased on the proposed Lotka-Volterra models. A me-
thod for assessing the security of cyber-physical systems based on the Lotka-Volterra model was
developed. As a demonstration of method the security model for cyber-physical systems based
on the «predator-prey» model, taking into account the relationship between «prey species» and
«predator species» was realized. Also development of a method for assessing the security of cy-
ber-physical systems. The set of proposed models allows to design the method of assessing the
level of security of critical infrastructure facilities was developed. The practical implementation of
this method was used as a method for assessing forecast of social impact in regional communities.

KEYWORDS

Multi-loop security systems, targeted cyber-attacks, post-quantum security mechanisms, Lotka-
Volterra model, cyber-physical systems, critical infrastructure, social impact, regional communities.

The development of the social aspect of the world community is closely related to the expan-
sion of the range of digital services in cyberspace, in which social networks occupy a special place.
The leading states of the world conduct information operations in this environment to achieve geo-
political goals. Such processes are reflected in real social and political life. This allows to influence
not only the social groups of society, but also to ensure manipulation in political «games», in the
conduct of hybrid wars. The section proposes a threat model that takes into account possible syner-
gistic/emergent features of complexing modern targeted threats and their hybridity. The concept
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of assessing the level of protection of critical infrastructure objects (CI0) has been developed,
which allows creating a unified database of threats, assessing the signs of their synergy and hy-
bridity, identifying critical points in the CIO infrastructure, determining the level of compliance with
regulators’ requirements, and the state of the protection system. The mathematical apparatus
and many models underlying the concept can be used for all CIOs, which make it possible to unify
preventive measures and increase the level of safety.

Security models of cyber-physical systems based on the Lotka-Volterra «predator-prey» model
are proposed, namely, taking into account the computational capabilities and the direction of tar-
geted cyberattacks, the possible competition of attackers in relation to the «prey», and also the
relationship between «types of prey» and «types of predator». The proposed method for evaluating
the security of cyber-physical systems is based on the developed threat classifier, allows to assess
the current level of security and dynamically generate recommendations regarding the distribution
of limited protection resources based on an expert assessment of known threats. This approach
makes it possible to carry out dynamic modeling in offline mode, which allows, based on threat
analysis, to timely determine the capabilities of intruders and form preventive protection measures.

The formation of socio-cyber-physical systems is based on the integration of digital mobile,
wireless technologies with classical Internet technologies, social networks and Internet things. This
approach allows the formation of smart cities based on the hybridity of smart technologies with
mesh networks, which allows the integration of technologies among themselves and the erasing
of the boundaries of their use, on the one hand. On the other hand, it forms a vector of cyber
threats and targeted attacks based on the hybridity and synergy of modern threats. The concept
of security of socio-cyber-physical systems is proposed, which takes into account the integration
of technologies, security systems of individual components of a smart city and the integration of
cyber threats into security components.

To ensure security in such systems, it is proposed to use post-quantum cryptography algo-
rithms on crypto-code structures to provide security services. The proposed mechanisms provide
a level of stability (23°-2% group operations), the crypto-transformation speed is comparable to
the speed of block-symmetric encryption and reliability (P, 10°~10-"®), while taking into account
the level of secrecy of the information itself, which makes it possible to effectively use various
coding mechanisms.

21 THE CONCEPT OF MODELING THE STRUCTURE AND FUNCTIONING OF THE SECURITY
SYSTEM OF CRITICAL INFRASTRUCTURE FACILITIES

Critical infrastructure (CI) supports the basic services necessary for the functioning of a com-
plex modern society. Serious disruptions in the provision of services such as transport and energy
can leave large populations vulnerable to shortages of food, electricity and fuel, and other ba-
sic necessities. Dependence on timely automated supply chains can also exacerbate the impact.
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Major natural disasters are good examples of how the destruction or degradation of such services
affects populations. Large-scale disruption to these services can be triggered by cyberattacks aimed
at undermining confidence in the state and designed to deplete emergency services, medical and
police services. Cls provide the foundation for the national economy, security, and health care. In [1],
on the basis of intelligence data, the main results in the field of cyber terrorism focused on critical
infrastructure facilities are presented (Table 2.1). However, the limitation of this work is only a de-
scription of the current state of cyber terrorism in the absence of recommendations on adequate
countermeasures and measures to create a security system for critical infrastructure facilities.

@ Table 2.1 Aspects of Critical Infrastructure Cyberterrorism

Key Emerging Trends Indicate Terrorists Expanding Cyberattack Opportunities

resuits The potential for economic damage, the individually initiated and anonymous nature of cyberat-

tacks are well aligned with the ideological beliefs, strategic goals and tactics of many terrorists

The growing reliance of businesses and other businesses on cyber technology, including inter-
connected networks and remote access, creates new and growing vulnerabilities that will be
exploited by tech-savvy terrorists

The proliferation of cyber technology and expertise, and the general availability of online hacking
tools and «hackers for hire» offer terrorists incentives to adopt cyberattack strategies

Future Cyberattacks will become more attractive as companies’ dependence on cyber technology grows,
strategies terrorists improve their cyberattack capabilities by keeping up with new technologies and over-
coming countermeasures

The availahility of cyber technology and expertise such as online hacking tools and hired hackers
provide resources to empower their own cyberattack capabilities

The emerging trend to post hacker-related content on their websites indicates their intention to
develop more robust cyber strategies in the near future

Possible  Potential targets are likely to expand to include a wider range of organizations. and critical infra-
targets structure that terrorists associate with symbols of power

The international nature of cyberattacks means that many more attackers will be able to attack
more remote targets (global communication makes the distance between the cyberattacker and
the target irrelevant)

Possible  An increase in the number of statements calling for the use of cyberattack methods

indicators An increase in the number of messages published on sites about the committed cyberattacks

Suspicious cyberattacks or increased frequency, creativity, or seriousness versus traditional targets

Evidence that terrorists are recruiting or seeking services from persons with cyber capabilities

It can be assumed that systems for managing critical infrastructure facilities are the most
attractive targets for cyberattacks. Therefore, many works are devoted to the description of
the structure, operation and safety of control systems, such as supervisory control and data ac-
quisition (SCADA) systems, distributed control systems (DCS) and other configurations of control
systems, such as programmable logic controllers (PLC) [2-6].
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Based on the analysis [1, 7-14], the following definitions were introduced:

— Critical Infrastructure Facilities Systems (CIFS) — a set of automated control systems (dis-
patching) that ensure the interaction of information and communication networks (ICS) CIF,
destruction/failure to operate significantly affects the level of information and/or cybersecurity
of the state.

— CIF information resources (IR) — information resources circulating in ICS CIF, madification
and/or destruction of which can lead to partial or complete destruction of CIF.

— Confidentiality — protection of CIF IR from passive attacks.

— Confidentiality of the CIF system — a property of the information security system (ISS) of the
CIF, which ensures security during transmission.

— Integrity — protection of the CIF IR during storage and/or madification of the IR CIF only by
an authorized user (process).

— The integrity of the CIF system — a property of the CIF ISS, which ensures safety during
storage, and/or modification of the CIF IR only by an authorized user (process).

— Availability — an access to the CIF IR of an authorized user.

— The accessibility of the CIF system — a property of the information security system that
provides access to the IR without restrictions in accordance with the established security model.

— Authenticity — confirmation of the authenticity of the IR CIF. The authenticity of the CIF
system is a property of the information security system, which ensures the authenticity of the
information source.

— The continuity of the business processes of the CIF system is a property of the information
security system, which ensures the formation of a security loop for the business processes of the
CIF, which makes it possible to resist blocking the main functions or the destruction of the CIF.

— Security of CIF IR — the state of security of the CIF, which provides security services.

— Threats of CIF Rl — a set of technogenic and anthropogenic threats, the integration of which
can lead to a synergistic effect, which significantly increases the risks of the implementation of
threats to the elements of the CIF.

Threats to information are expressed in violation of its availability, integrity, authenticity and
confidentiality.

Fig. 2.1 shows a structural diagram of a synergistic threat model for the elements of the
infrastructure of the CIF.

The presented threat model, using the principles of universality, makes it possible to take
into account not only possible synergetic/emergent features of the integration of modern target
threats into security components, but also their hybridity. This approach makes it possible to form
a single (unified) base for classifying threats on the CIF, taking into account their categorization,
goals and possible damage, which greatly simplifies the understanding of potential terrorist attacks
on the elements of the CIF infrastructure.

For the formation of a general classifier of threats to the elements of the infrastructure
of the OCI it is proposed in Fig. 2.2, 2.3, the procedure for forming a classifier is divided into
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two stages. At the first stage, based on the experts’ assessment of the threats and their impact
on the security services of the information security information system, a single base of threat
vectors is formed, which can be implemented by attackers at various control systems.

At the second stage, on the basis of the proposed expressions, the probabilities of the im-
plementation of threats, the possibility of their synergistic and/or hybrid impact on infrastructure
elements are calculated. In this case, the synergistic effect is understood as the impact of threats
on one of the security components: cybersecurity (CS), information security (IS) or information
security (SI). This approach makes it possible to significantly simplify the classification of threats
and/or terrorist acts, to form dependencies between threats and security services, to define
hybrid threats, by which it is proposed to understand the aggregation of the impact on one of the
security services in all security components. The classifier consists of 6 platforms.

The first platform defines the level of criticality of the implementation of a threat (terrorist at-
tack) as critical, high, medium, low, very low. The second platform is a composite of security: CS, IS, Sl.
The third platform determines the focus of the threat on one of the security services, which allows
assessing the possibility of a synergistic effect of threats on elements of critical infrastructure.
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Fuel & Energy Complex (01), Transport (02), Life Support Networks (03),
Telecommunications and Communication Networks (04), Financial and banking sector (05),
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O Fig. 2.2 The structure of the classifier of threats (expert assessment)

The fourth platform defines the purpose of the terrorist attack — complete destruction of
CIF (01), destruction of individual CIF elements (02), complete blocking of CIF functionality (03),
partial blocking of functionality (04).

The fifth platform allows to determine the level of impact of the threat (terrorist attack) on
the elements of the CIF infrastructure. Offered: technical channel layer (H,), 1ISO/0SI physical
layer (H,), data link layer (H,), network layer (H,), transport layer (H,), application layer (H;),
physical protection level of CPS CIF elements (Hg), level of possible embedded devices (H,).

The sixth platform defines membership in the CIF category. For further research, it is pro-
posed, in accordance with [15], to consider the following categories:

— fuel and energy complex (01);

— transport (02);

— life support networks (03);

— telecommunications and communication networks (04);

— banking and financial sector (05);

— public administration and law enforcement agencies (06);
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— security and defense complex (07);

— chemical industry (08);

— emergency services and civil protection (09);
— food industry and agro-industrial complex (10).
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O Fig. 2.3 The structure of the threat classifier (automatic calculations)

To verify the assessment of experts, let’s use the approach proposed in [1, 2, 91. When con-
ducting an expert assessment for the objectivity of the judgments of experts, let’s use the weight
coefficients of the competence of experts (k) presented in Tahle 2.2.

The total assessment of the j-th threat is determined by the number of experts according
to the expression:

Zxk xk,
X, , 2.1
K
where X, is assessment of the k-th expert in the flow of the i-th threat; k, is the level of the
expert’s competence; K is the number of experts.
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@ Table 2.2 Expertise weighting factor

No. of salary Qualification of experts Weight coefficient value (k,)
1 International expert in the field of IS, CS, Sl 1.0
2 National expert in the field of IS, CS, Sl 0.95
3 Certified international specialist in the field of IS, CS, SI 0.9
4 Full Doctor of Science in IS, CS, SI 09
5 Director of security 0.85
6 Doctor of Philosophy in IS, CS, SI 0.8
7 Security officer 0.7
8 System Administrator 0.6
9 Security Engineer 0.5
10 Postgraduate student in the field of IS, CS, Sl 0.4

A measure of the consistency of expert assessments is the variance, which is determined
by the expression:

, 1 2
o’ :EZkk(xk—x,,). 2.2)

k=

The statistical probability of the obtained results 1 — o, will be: [X,—A, X, + Al, where the
quantity x, is distributed according to the normal law centered at X, and variance 5. Then A
defined by the expression:

A=t /N, (2.3)
where t is the value according to the Student’s distribution for K—1 degrees of freedom.

This approach makes it possible to form an expert assessment of existing threats for security
components (IS, CS, S, to take into account their focus on hacking/terminating the functionality
of security services. The versatility of the approach lies in the objective assessment of experts’
judgments, which makes it possible to use this mathematical apparatus when considering the entire
spectrum of threats, their possibility of integration, synergy and hybridity.

To form metric (weight) coefficients of threats (Fig. 2.3) and their impact on security services,
let’s introduce the following designations and offer the following mathematical apparatus:

1. j—security service for CIF. Basic security services:

— C — confidentiality;

— | —integrity;

— A — availability;

— Au — authenticity;

— Aff — involvement (affiliation).

10
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Thus, a vector of security services is formed in the classifier j = {C,/, A, Au, Aff}.

2. N — the number of threats.

3. K- the number of experts.

4. {i}} - thread number of the i-th threat; {k}\ — the number of the expert.

To assess the hybrid and synergistic components of threats, let’s use the following procedure:
Step 1. Threat Relationship Assessment and Security Services:

CPS OF _ EN: ZW cPs GIFI ! (2.4)

K
/=1 k=1

where ™%, — the value of the coefficient set by the k-th expert for the i-th threat of the
J-th security service.

Step 2. Formation of coefficients of threats (proposed in [1, 21):
o™i [0.067:0.133,0.2,0.267,0.333].

Step 3. Determination of threat realization:

WS oF porser 1PCP g iwf’: sor

j it "_K j
where

P/CPSD/FI € {(XICPSC,F}. (2.5)

For security services and the i-th threat:

CPS CIFC pCPS U/FC CPS CIFC CPS CIFC
wr et p P Z WS oFe

where

PL’IPS CIF C { (XCPS CIFC }

Wf)PS CIFI PCPS CIF I PCPS CIFI 2 WCPS CIF {k ,
where

PCPS C/F{ c {(X/?PS CIF/{} ’

W;JPS CIFA PCPS D/FA K PCF'S CIFA Z WCF’S GIF:;!

1
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where
HCPS (:/F/_A c {(X/_EPS [:/F/A }; (2.6)
1
woPs CIFAu PCPS oFau _ " Pcps C/FAu 2 wos CIFAu‘
1 i K ik

where

CPS CIF Au CPSCIFAUT .
y re{o™

W

j i ik
K k=1

CPS CIF AffPCFS CIFAff __ 1 PCPS C/FAff z WCPS CIF Aff

where

PCPSC/FAff { CPSCIFAff}
j i i i fr

where w7, WSO wITSIA W TSRy TOFAT  weight; coefficients of security services:

IR
C.ILA Au Aff OFPSCFE U EPSOFI - fPSOFA  (qEPSCFA - o CPSBFAT — weight coefficients of the secu-
rity service: C, I, A, Au, Aff manifestations of the attack of the i-th threat.

Step 4. Determination of the implementation of several threats to the security service:

WCFS CIFAu __ 2 WCFS CIF Au CPS CIF Au WCFS CIFC Z WCFS CIF C CPS CIF D
synerg synerg i synerg synerg o

M
CFS CIFI CFS CIF/ CPS UIF/ CFSCIFA __ CFSCIFA_,CPSCIFA.
w ZW W

synerg synerg I synerg synerg i i

-1

CFS CIF Aff CFS CIF Aff CPS CIF Aff
synerg z Wsynerg i ' (2.7)

where M — the number of threats selected by an expert from {i}', M < N.

When forming the metric coefficients, it is considered that the results obtained refer to inde-
pendent threats, in the case of their dependence (coincidence of the threat tuples), it is necessary
to use the expression for determining the total probability of dependent events:

P(4B) = P(A)+P(B)~P(AB). (2.8)

In this case, only tuples of vectors are evaluated that refer to the threats themselves (plat-
forms 1-5). This approach makes it possible, without reference to the categories of critical

12
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infrastructure objects, to form a common unified base of threats for all CIFs that can lead to ter-
rorist attacks, their likelihood of implementation and possible damage.
Step 5. Determination of a synergistic threat by security components:

N M M M M M

1S CFSCIFC CFSCIFI CFSCIFA CFS CIF Au CFS CIF Aff CPS CIF
VVsynerg Z z Wsynerg i n 2 Wsynerg i ﬂ 2 Wsynerg i n Z Wsynerg i n Z Wsynerg i 0Li '
=1 =1 i=1 i=1 i=1 i=1

N M M M M M

WL =3 S NS e NS NS W NS WY Jor
i=1\Ui=1 i=1 i=1 i=1 i=1
N M M M M M

W2, =Y | SwETENY WS N Y WA N Y WIS ENY W |0 (29
i=1\ i=1 i=1 i=1 i=1 i=1

To determine the total synergistic threat:

WSS — WS WS WS (2.10)

synerg synerg synerg synerg*
To determine the total hybrid threat:

Wisinst s sromes = Waang ~ (Wana WGies™ MW MIWGE (2.11)

Step 6. Minimization of financial costs for preventive protection measures (let’s use the pro-
cedure proposed in [1, 21).

Thus, the main difference of the proposed approach is the possibility of forming a single unified
base of threats to critical infrastructure facilities regardless of the CIF category. This makes it
possible not only to simplify the formation of the threat base on the CIF, but also to timely take into
account the vectors of targeted attacks, the possibility of their integration, synergy and hybridity,
as well as identify the critical points of the CIF infrastructure, their relationship with information re-
sources. In addition, the proposed approach minimizes funding for the creation of a security loop for
CIF business processes, as well as timely formulate preventive measures and protection profiles.

Understanding and mitigating risks and threats to critical infrastructures is highly depen-
dent on the ability to create and validate models, often involving physical systems or even hu-
man intervention.

The problem space of modeling includes both critical systems in general, such as industrial
process control systems at critical facilities, and interactions between several sectors of critical
systems. Such a range of objects can be effectively described only by the same wide range of
modeling methods corresponding to the studied aspects of the infrastructure. In many models,
the definition of composite OCl was made on the basis of the impact of events or chains of events
that affect infrastructure elements. This understanding, in particular of risk at different scales,
leads to a classification mechanism originally proposed in [1, 2] in the context of technical risk
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modeling and subsequently refined [10] into an infrastructure scale taxonomy, as shown in Fig. 2.4.
Verifying the applicability of the presented models for safety analysis requires significant effort. This
is true even if the model takes into account all parameters related to safety and reliability analysis.

‘ Abstraction Layer for Critical Infrastructure Models ‘
[ I ‘ I 1
‘ National security ‘ Legal ‘ Technical System
State, Intra-industry Cross-sectoral and Technical and
supranational actors, sectoral technical organizational
organizations external actors systems systems
Macroeconomic Economic ngh;jlevel qualitative | | Qualitative and
models models an %Jgggllgatlve quantitative models
it it it
Gonzalez Pasquallnl Leontiev Himes Von Neumann Heywood
Model Model Model Model Model Model
Sarriegi Bush Crowter Tanaka Brahms Major
Maodel Model Model Model Model Model
Rinaldi || Los Alamos Setola Panzieri ||| Behavioral
Ve || Model | i | system-game models
System-dynamic Economic models
approaches Erdos-Renyi ‘ Rahmani and others ‘
Thomas et al. Panzieri et al. Model Model
Model Model Price Watts and Strogatz
De Porcellis et al. | | Dudenhoeffer et a Modd Mo
‘ ’ OrI\C/Ieorlir:ellSe i ‘ ‘ e ,\ﬂﬁdéﬁre & Liuetal. || Yazdani and Jeffrey
—— Model Model
‘ Casah,\%hdlgft al. ‘ ‘ Lun,t\i/rlagdit al. ‘ Kimi and Motteri| |Barrata and Weigl
Model Model
Flammini et al.||Cerotti et al. | |Goldstein et al. ;
‘ Vodel H Vicdel H Viode! Albert&noddeBlarabam
Agent-oriented models Graph and network models
‘ Zhu et al. ‘ ‘ Drysdale H Ingediuld ‘ Lunden et al. H Tolona ‘
Model Model Model Model Model
Patterson and the Apostolakis of Monte Carlo ‘
Model
Physical and Geospatial Models
O Fig. 2.4 The concept of modeling critical infrastructure objects

For lower levels of abstraction, it may be possible to derive and test such models explicitly
from the underlying principles. At higher levels of abstraction, this leads to uncertainty in the
validity of the model.
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Such uncertainty is already problematic when it is not easy to determine whether the
underlying problem itself is ill-conditioned. Conditionality is defined as a situation where small varia-
tions in parameters lead to disproportionate changes in results. Bad conditioning can be a feature
of the modeling method. This problem also arises in the context of combining several specialized
models or models that address different levels of abstraction [11].

Economic models serve mainly to identify high-level dependencies, and can also reveal quantita-
tive effects, albeit with a relatively low resolution. Most of the models used in the area of critical
infrastructure are input-output models, focusing primarily on aspects driven by demand or supply.
However, such models are necessarily limited to the state of equilibrium.

An application to critical infrastructures was originally proposed in [12], where several in-
terconnected systems are considered, including intra-industry dependencies. The purpose of the
review is to identify inoperability caused by one or more failures. Such failures are both natural and
can be caused artificially. In the proposed model, inoperability is defined as the level of system dys-
function, i.e., as part of its expected level of performance, which is described by the Inoperability
Input-Output model (IIM).

Dynamic IIM allows analysis of parameters such as optimization of buffering in the form of
reserves to mitigate fluctuations in supply levels [13]. The use of explicit probabilistic vectors of
disturbances from the demand side in IIM increases the reliability of the obtained modeling results
and the applicability of the models for cybersecurity purposes [14-16].

Applicability for cybersecurity purposes may require the introduction of its own cost metric for
disparate objects included in the critical infrastructure [17-19].

System-dynamic approaches considered in [20—23]. So, at work [20] considered the relation-
ship between infrastructure objects and information flows, the study of the structural properties
of CIFin [21, 22]. System dynamics provides insight into the types of threats to critical infrastruc-
ture, in particular attacks such as social engineering [23].

Practice shows that it is difficult to avoid internal attacks, including attacks based on social
engineering rather than technical measures. Therefore, when designing control mechanisms, it is
necessary to focus on the ways in which controls and interactions can cause delays for attackers
in realizing their goals.

Behavioral and systemic game models proposed in [24—26]. Such methods are usually based on
a combination of expert judgment and Bayesian statistics [24] or based on explicit causal models.
This approach may be useless when the adaptability of the intellectual adversary is assumed [25].

Behavioral and game-theoretic models assume the presence of two or more agents whose
interactions can be modeled under various constraints [26]. However, these interactions
usually include:

— the ability to cooperate or act against the interests of other agents;

— the ability to interact with different levels of information about each other;

— the possibility of both one-time interaction and interaction over several rounds;

— the attainability of agents’ solutions both simultaneously and sequentially.
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This type of model assumes that agents are rational and act to maximize their utility. This is
done by evaluating the results and choosing the actions that give the most preferable results,
taking into account the actions of other players.

The use of game-theoretic models to protect critical information infrastructures is not well
represented in the literature. Besides [27], examples include the use of stochastic games for two
players [28] to capture the behavior of attackers when the Nash equilibrium is reached. The model
in [29] attempts to explicitly map the perception of attackers in the game-theoretic structure, as
well as parameters, including resource allocation. Many of the problems studied for physical secu-
rity and counter-terrorism require careful analysis, taking into account various assumptions, which
includes modeling of substitutional effects and the amount of mutual information [30]. Existing
models [31] and subsequent developments [32, 331, not only estimate the parameters, but also
assume the simultaneous play of attackers and defenders [34, 35].

Graphics and network models provide rigorous formalization [36] and are easily adaptable to
network infrastructures such as telecommunications, pipelines, and power distribution. By assign-
ing a set of properties to nodes and edges and by defining flows along the edges of a graph, it is
possible to cover many aspects of critical infrastructures and their relationships for both physical
assets and information flows. One of the main goals of such models is usually to capture the
physical and logical dependencies between network components, which themselves may belong to
several different infrastructure sectors.

Critical infrastructures are often long, and individual infrastructures can contain more
than 10° elements. This explains the interest in studying graphical concepts to understand
how graph or interaction structures can be used to characterize the resilience of a net-
work infrastructure.

Particular attention should be paid to the intensive study of random graphs such as the Erdés-
Renyi graphs [36, 37].

Empirical research has shown that many networks, both in nature and created by humans,
are inherently scaleless. To reflect the dynamics of the critical infrastructure, the processes of
graph growth and the mechanism of preferential joining of new edges added to the graph are
considered [38]. This work has resulted in a number of techniques more widely used in statistical
mechanics being applied to complex networks, including critical infrastructures and their dependen-
cies [39, 401. Review [41] provides a broader view of complex networks in general.

Agent models are often used in the analysis of infrastructure interdependencies. Infrastruc-
tures or physical components are modeled as agents, which allows analysis of the performance and
physical condition of the infrastructure, but also provides the ability to capture behavioral aspects,
including irrational behavior [41]. Such agent-based systems have been widely used in other fields,
which has made it possible to use the results obtained to capture aspects such as the interaction
of physical objects [42]. In the model of interacting social agents, descriptions of the interaction
of physical agents were integrated, for example, to track the behavior of agents in the electricity
and natural gas markets [42].
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Physical and Geospatial Models usually designed to solve well-defined problems in a particular
sector or for a specific facility. These models exhibit high computational complexity, while signifi-
cantly varying the level of detail provided [20] from simple vulnerability analysis and intra-industry
dependencies to continuous physical models.

Such models are necessary to describe the internal workings of infrastructures [43], which
allows for quantitative risk analysis [44]. External influences on critical infrastructures, such as
cyberattacks, must be taken into account and even generated in the model. Spatial proximity
is an important parameter in the study of interdependencies and physical effects, which is not
always clear from the analysis of only logical dependencies. Therefore, a number of efforts have
been aimed at creating models of critical infrastructures and their interdependencies based
on geospatial information systems (GIS) [45, 46]. Examples of the use of GIS functions in the
area of critical infrastructure include approaches based on the theory of multi-attribute utility
for forecasting.

2.2 DEVELOPMENT OF A MODEL FOR THE IMPLEMENTATION OF A TERRORIST ACT AND
THE DEGREE OF SECURITY OF THE CYBER SYSTEM OF A CRITICAL INFRASTRUCTURE OBJECT

The formation of a complex (echelon) protection of a critical infrastructure object is formed
on the basis of the hierarchical structure of the synthesis of information security systems
of cyber-physical systems, Internet technologies and computer networks, as well as mobile
technologies. This approach makes it possible to form a synergistic model of threats to CIF, taking
into account the impact of terrorists on its elements (Fig. 2.9).

To form a model for the implementation of a terrorist act and the degree of security of the
cyber system of a critical infrastructure object, a mathematical apparatus has been developed:

— classification allows to enter elements of many categories of intruders e {/*'}:
1% — CIF users; [ — CIF operating personnel; [ — technical support staff of the CIF; L — per-
sons who are nat employees of the CIF; [ — terrorists and perpetrators of terrorist acts: L — cy-
ber terrorists, L — special services, L — hackers, L% — competitors, % — crime, [ — vandals;

— define the model for the implementation of a terrorist act:

GErseF — {Lzyje/’ BCPSCIFG{ CPSCIF}’ Dy o T}, (2.12)

terror ! terror

where [ e {*} — identifier of the terrorist executor; B7°% e {B%F} — the weighting coef-
ficient of the capabilities of the terrorist executing the terrorist attack on the OKI; T — time of
successful implementation of the threat; p, — the probability of realization of at least one threat to
the j-th asset, i — the threat, Vi e n, n — the number of threats; j — information resource (asset);
Vj e m, m — the number of assets; r,,,;, — stimulation of the terrorist executor to carry out a ter-

rorist attack on the CIF; T — the time of the attack Analysis of the categories of attackers allows
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to form an expert assessment and obtain a weighting coefficient for the possibility of implementing
threats (the /-th threat);

— the weighting coefficient of the terrorist-performer’s capabilities is determined by:

N
Yo = %ZB?”S O Xy X Py (2.13)
=

where BT = WS AWIP Y NT — weighting coefficients of the terrorist-performer’s capa-

bilities; W — computing resources of the terrorist-performer use from [1, 2]); W27 — fi-
nancial resources of the terrorist-executor (use from [1, 2]).
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[
| | |
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employees with the ability | | persons who have access persons who are not
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job duties to the operation and/or to access information, but
administration of the have physical access
information infrastructure to the premises
of the CIF
INSIDERS

| 5. TERRORISTS |

1 f 1]
10 s iy EgS
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have access to confidential information on the basis of
contractual relations, legal requirements (for example,
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‘ Special services 4.1 ‘ ‘ Competitors 4.2 ‘
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O Fig. 2.5 Classification of intruders
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The proposed approach makes it possible to unify the procedure for determining the likelihood
of a terrorist attack on the CIF, taking into account the capabilities of the terrorist perpetrator,
both financial and computing resources.

The analysis of the level of the infrastructure of the CIF and the categories of the terrorist-
perpetrator makes it possible to form the set {H}, which forms the levels of impact on the CIF:
the level of technical channels (H,); physical layer ISO/0SI (H,); link layer ISO/0SI (H,); netwark
layer 1S0/0SI (H,); transport layer 1S0/0SI (H,); 1S0/0SI application layer (H); the level of phy-
sical protection of the CIF elements (video surveillance, sensors, grilles, locks, etc.) (Hg); level of
possible embedded devices (ventilation ducts, power lines, etc.) (H,).

The matrix of the relationship between the category of the terrorist-performer and the level
of impact on the CIF is defined.

Thus, the matrix of interaction between the categories of the terrorist-executor and the levels
of impact on the CIF makes it possible to determine the category of the terrorist-executor accord-
ing to the threat classifier according to the proposed method:

— Stage 1. Determination of the level of impact on the CIF from the set {H};

— Stage 2. Definition of the threat according to the CIF threat classifier;

— Stage 3. Determination of the matrix of the relationship between the category of the ter-
rorist-performer and the level of impact on the CIF;

— Stage 4. Determination of a possible terrorist perpetrator from the interconnection matrix.

000O0O0OOTG D1
1717111010
00000011
7171710110
T7171 11111
1 Y R 214)
g 11111111
1717111111
717110110
717111110
170000110
170000100

Thus, on the basis of the proposed methodology, a list of critical threats for each catego-
ry of violators is constructed. Taking into account the modern approaches proposed in [47-52]
for assessing the level of possible embedded devices (H,), the time and financial costs for preven-
tive measures of protection are significantly reduced.
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2.3 DEVELOPMENT OF A CONCEPT FOR ASSESSING THE LEVEL OF SECURITY OF CRITICAL
INFRASTRUCTURE FACILITIES

To determine the current state of security, let’s use the approach proposed in [1, 21, which
takes into account the proposed approach to the formation of a synergistic threat model, the ca-
tegory of attackers, their goals and capabilities. Fig. 2.6 shows the concept of assessing the level
of protection of critical infrastructure facilities.

Advanced Threat Classifier
generalized synergistic threat

W/S‘CS,SI _ W/S U WCS U WS/

synerg "V synerg synerg synerg

given its hybridity

CPS CIF CFS CIFC CFS CIFI CFS CIF A CFS CIF Au CFS CIF Aff
VVhybmd C,1,A,Au,Af synerg = VVsynsrg ﬂ Wsynerg m VVsynerg ﬂ VVsynerg ﬂ VVsynerg
Advanced CIF Infrastructure Synergetic threats model
Model CIF CPS CIF
Ssthmats ’ (X/ ’
G = {{U':/F}, {LCIF}, {1,}} EV,;W = { CFS CIF } { CFSC/F}
A {VVsynerg l}’{Gterrur }’{DS}
Evaluation
of security
of information
in the CPS CIF
Terrorist attack model Improved security assessment model
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O Fig. 2.6 CIF security assessment concept
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To form an assessment of the current state, it is proposed to use the following mathemati-
cal apparatus:
— the formally improved model of the CIF infrastructure is defined:

GoF = {{0°}, {L°F}, {I,}}. (2.15)

where {0} — a set of environment objects that describe the elements of the CIF infrastructure;
{L°F} — a set of links between elements, defined by an adjacency matrix; {/,} — many elements
of information assets.

Each element /, e {/,} described by the vector /, = (Type, AC AL AR A% AR AT, Type — type
of information asset, described by a set of basic values Type={Cl, PD, CD, TS, StR, Publ, Contl, PI},
where C/ — confidential information, PD — payment documents, CD — credit documents, TS — trade
secret, StA — statistical reports, Publ — public information, Cont/ — control information, Pl — per-
sonal data. AC, Al, AA, AAu, AAff, Acont — security services.

Each element 0™ e {0%}, described by the vector 0™ = {I*,TC*}, where L is the level
of the CIF information structure, defined by the set [ = {H H,.H,.Hy.Hy. Hs, Hg.H, }. where the
level of technical channels (H,), physical layer ISO/0SI (H,), data link layer (H,), network layer (H,],
transport layer (H,), application layer (H.), physical pratection level of CPS CIF elements (Hj),
the level of possible embedded devices (H,);

— formally, the relationship between the IR and the elements of the CIF:

0% = "ch/ch " (2.16)

where TC* determines the relationship between the i-th IR and the /-th element of the CIF, while:

0, no connection;

is, includes and stores;
vie{l,}.vie{0”} =10 =

pt, processes and transfers; (2.17)
mf, maintains the functioning;

— the proposed synergistic model of threats to the CIF:

M2ty = ({580 Jfor o L {wieer {622 1. {Ds}}, (2.18)

where SS%F = {{55:}.{AS 1} — many possible threats, in which {SSqr,;} — man-made
threats; 5SSy, = {{S5% },{55% }.{S55 }} — anthropogenic threats. It is proposed to consider

many anthropogenic threats based on a synergetic approach in terms of security components.
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Wherein {SS%} — IS threats, {SSg } — CS threats, {SS5 } — Sl threats; {o.™*} - a set
of threat weights; {W,r."} — many threats to the security service; {Go, } — a lot of damage
from a terrorist attack; {05} — a set of destructive states of CIF elements, which mean complete
destruction of CIF (01), destruction of individual CIF elements (02), complete blocking of CIF func-
tionality (03), partial blocking of functionality (04);

— synergistic effect of modern threats:
585y s = {SSims FU{ASH ..}
where
SSims ={85% tn{ssz }n{sss’}. (2.19)
— each threat to the elements of the CIF is formalized by a tuple:

S S CIF

threats

= ( F/’Dputential’ri‘gk)’ [220]

where p, — the probability of a threat to the j-th asset, /— threat, for all / that belong to n — the number
of threats, j — IR (asset), for all j that belong to m — the number of IR; D,,,,,., — potential damage,
risk — risk expressed in a qualitative form and taking one of the values risk = (et .0t .01, 00, 01, ),
where o, — critical, o, —tall, o, —middle, o, —low, o, —very low;

— destructive states of CIF elements (set {DS}) let’s use from [1, 2. Let’s define the formal

model of the terrorist performer:
MTEE, = ({15, 68G80T D ok}, (2.21)

where L, — categories of intruders; target — the target of the attacker, target e {DS};
T — time of successful implementation of the threat; r_. — the probability of the terrorist
executor’s incentive.

— formally, the links between the categories of violators and the levels of their impact
on the CIF elements are set by the matrix CTSy,, = [a™ |, wherein & =1, if the source of
threats S, can implement a threat against the j-th CIF asset 0" e {0}, otherwise a;" = 0.

— CIF security assessment model:
mrer, = {{1,.}.{0° . {ssin...} {RR™ L. {MPe" }. {aD™ },{sL" 1, (2.22)

where {/,} —alot of IRs; {0} — a lot of elements of the CIF infrastructure; {SS ..} — many
threats; {RR“"} — many requirements of IS regulators; {MP“} — many elements of information

security; {AD®} — result of CIF security assessment; {SL*} — CIF security level;

! mnt/v
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— formally, the relationship between threats and IR:

1 = |gF | vie{l,}. vie{sS,

threatsi

1 (2.23)

where 1 — the threat exists for the IR, 0 — the threat does not exist for the IR;
— the protection mechanism is formed by a tuple:

MP = (T Tty e ) (2.24)

pe? "introducing *

where T, — the type of the Gl tool; T, ,,,,, — the implementation time; C,, — the cost of the Gl tool;

e
— formally, the relationship between threats and information security systems:

LCIF

s =7 (2.25)

ij

where MP® — the threat can be repelled by the ISS; NMP® — the threat is being realized.

If & A;™ = NMP®, it is concluded that the CIF SIS is not able to protect the IR from the
threat, and to increase the level of CIF security, it is necessary to introduce additional means and
protection mechanisms;

— requirements of international and national standards and legislative acts:

{RR} = {Rie U {455}, (2.26)

where {Rps} — requirements of international and national regulators; {A%;} — a lot of assess-
ments of the degree of implementation of information security.

The current state of the CIF IS will be determined on the basis of the following indicators:
— OPZ,, — assessment of the risks of threats and the presence of critical points in the ele-
ments of the CIF;

— OPZ, — assessment of possible attacks on the elements of the infrastructure of the CIF;

— OPZ, - assessment of compliance with regulatory requirements.

k
0PZ°F = ZUPZ,. (2.27)
i=1

The proposed mathematical apparatus of the concept of assessing the level of security of
critical infrastructure facilities allows obtaining a qualitative assessment of their current state
of information security:
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tall, if OPZ%F = 4;

o |average, if 2<0PZ% <3, (2.28)
low, if OPZ%F =1, |

critical, if OPZ%F = 0.

Thus, the proposed approach is understandable to the average person, it allows one to in-
tuitively understand the main critical points of the CIF infrastructure, the possibility of carry-
ing out a terrorist attack on quiet, as well as the necessary preventive measures, in conditions
of minimizing the financial security of the information security system.

2.4 DEVELOPMENT OF A METHOD FOR ASSESSING THE SECURITY OF CYBER-PHYSICAL
SYSTEMS BASED ON THE LOTKA-VOLTERRA MODEL

To assess the security of cyber-physical systems under the influence of modern targeted cyber
threats with signs of hybridity and synergy, their integration with social engineering methods on
infrastructure elements is taken into account. At the same time, the classical Lotka-Volterra model
uses the main approaches based on the following paradigms:

—in the absence of «predators», «prey» multiply exponentially;

—in the absence of «prey», «predators» die out exponentially.

At the same time, as a rule, in works [1, 2, 47-51], within the framework of the «prey»,
IS incidents/attackers are considered, and the «predator» is the protection measures/elements of
the protection system. This looks illogical from the point of view of the ecosystem, which means
cyberspace. Mathematically, the «predator-prey» model can be described as [47]:

% =olN, - BNN,;

(2.29)
dn,
th = =N, +yN,N,,

where N, — the number of prey; N, — the number of predataors; o — the fertility rate of prey;
B — the coefficient of the influence of the predator on the prey (the coefficient of predation);
¢ — the coefficient of mortality of the predator; v — the coefficient of the influence of the prey
on the predator.

Fig. 2.7 shows the relationship of the proposed definitions. The main difference from known
approaches is the ability to take into account not only the aggregation of threats, the formation of
targeted attacks, but also their impact on individual security components. This approach provides
the granularity of today’s threats, and makes it easier to understand their impact on the level
of security in general.
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However, to assess the security of cyber-physical systems, it is proposed to use the follow-
ing concepts:

— «prey» — a system or element of a system/infrastructure of an information and communi-
cation system/cyber-physical system that is subject to targeted threats with signs of synergy
and hybridity;

— «predator» — a target threat or threat to separate components of security (cybersecurity (CS),
information security (IS), security of information (SI)) on a system or element of a system/infrastruc-
ture of an information and communication system/cyberphysical system or Internet of Things system;

— security of information resources (IR) — the state of security of IR, characterized by the
ability of users, technical means and information technologies to ensure confidentiality, integrity,
authenticity and availability when processing them in ICS with loTS;

— cybersecurity of IR (CS IR) — a set of tools, strategies, principles of security, security gua-
rantees, approaches to risk management, actions, training, insurance and technologies that are
used to protect the cybersecurity of ICS from IoTS, resources and users of cyberphysical systems;
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— information security of IR (IS IR) — the state of security of the information environ-
ment of ICS with IoTS, ensuring its formation, use and development in the interests of citizens
and ICS with 1oTS;

— the hybridity of IS, CS, Sl threats — a set of several threats to information resources
by security components: information security, cybersecurity, security of information, aimed at
a separate security service: confidentiality, integrity or authenticity. This allows to get the maxi-
mum effect from their integration;

— synergism of IS, CS, Sl threats — the combined impact of several threats on security
components: information security, cyber security, information security with security services:
confidentiality, integrity, authenticity. It is characterized by the fact that their combined effect
significantly exceeds the effect of each individual threat and their simple sum;

— emergence of ICS/CPS — a set of special properties of ICS/CPS that do not belong to its
subsystems and blocks, as well as the sum of elements that are not connected by special sys-
tem-forming links. Based on the assessment of the synergy and hybridity of threats to security
components, the costs of investing in building a security system are minimized to ensure the effi-
ciency and reliability of information transfer;

— the level of security of information resources — a qualitative (quantitative) indicator of
the ability of the ICS/CPS protection system to resist synergistic and hybrid threats to security
components: information security, cybersecurity, security of information;

— business-processes continuity — a property of the system, which is to ensure the uninter-
rupted operation of internal and external applications, which allows subsystems and services to
work without interruption during planned downtime and unplanned failures. It also ensures that
critical business data is backed up and stored and can be restored within a reasonable period
of time in the event of an unexpected incident or disaster;

— the security loop of business processes — the minimum permissible set of means of pro-
tecting the aggregate of information resources and related business processes. The execution of
business processes in a given sequence leads to the achievement of the goals of the organization.

Development of security models for developing cyber-physical systems, taking into account
the computing capabilities and focus of targeted cyberattacks.

To use the «predator — prey» model for modeling the dynamics of functioning and assessing
cyber-physical systems, it is necessary not only to give a substantive interpretation of the basic
model in terms and concepts of a security system, but also to parameterize the model. In other
words, it is necessary to determine the values of the coefficients included in the model equations,
as well as to set the initial values of the studied variables.

Let’s begin the parametrization of the model with its first equation.

Let’s estimate the number of protection elements of the business continuity security loop
based on the following assumptions:

1. Threats are aimed at the corresponding security services, which are represented by the 3™
platform in the threat classifier [2, 471.
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2. For each of the security services in the security loop, there are facilities that provide those
services. The distribution of these funds over the considered range of services is described by
j
a vector (A7, A, A%, A* A™). In this case, the equality holds Y A’ =1, where j — the security
i=1
services, i — the threat to the elements of the CPS infrastructure.
3. A threat is considered hybrid if it simultaneously targets all security services.
The number of objects representing the targets of attacks, taking into account their hybridity,
can be represented as follows:
- a
Wy = 3 (N AT N AL+ N AT NG AR N AR, (2.30)

i=1

where variable indices correspond to basic security services: C — confidentiality; / — integrity;
A — availability; Au — authenticity; Aff — affiliation; Nf — the number of objects providing security
service, such as confidentiality; for other security services — the same; @ — the total number of
known cyber threats.

Let’s assume that the coefficient of the introduction of new elements of the information secu-
rity system o0 corresponds to the level of security of the elements that provide security services
for the CFS. The security level, according to [1, 2, 471, is assessed in relative units: 1 — corre-
sponds to the maximum-security level provided by the security system, O — the security system
does not protect information resources.

Let’s assume that the cost of carrying out attacks and the cost of measures to protect
against them have a normal distribution. In this case, the probability of the threat being realized
with the maximum capabilities of defense A and attack B will be determined by the difference bet-
ween the probability densities F(B)—F(A), where A are the limiting defense capabilities, B are the
limiting capabilities of the attacking side’s attack. In other words, F(B) determines the proportion
of attacks out of their total number that can be carried out by an attacker based on the resources
they have. Similarly, F(A) determines the proportion of attacks that a security system can protect
against, based on the resources available to it. Under these assumptions, the value S=F(B)—F(A)
determines the proportion of unprotected targets that can be targeted by cyberattacks. Then
the level of security will be defined as the proportion of information resources that are protected
from cyberattacks. This value can be calculated as:

I C R o

§=1-F(B)-F(4)=| et i - | e’ ° dt, (2.31)
s.oVen s.oven

where § — the security level of the system, F(B) and F(A) are the shares of resources of the parties

to the cyber conflict, t — the integration variable that determines the level of available resources of

the «predator» and «prey», 1 and o — the values that determine the mathematical expectation and

variance the statistical distribution of the resources available to the parties.
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The introduction of cost indicators of threats makes it possible to implement an algorithm for con-
structing a rating of potential threats and the importance of information resources to be protected.

When implementing the algorithm, it is assumed that the parties to the conflict determine the
criticality of cyber threats, which are economically feasible to carry out and/or from which it is neces-
sary to protect the IR in the first place. Then let’s define the algorithm:

1¢ step. Definition of cyber threats, the effect of the implementation of which exceeds the
cost of their implementation:

Ty ={1 |(P* -C)>0} vT e, (2.32)

where Try — the set of potential threats, the implementation of which is effective for the attacker;
Tr — threat to the i-th information resource; P* — estimation of the cast of the successful imple-
mentation of an attack on the i-th resource from the side of the attacker; C* — the cost of carrying
out an attack on the i-th resource by the attacker.

2" step. Determination of the direction of protection that provides the effect The assessment
of the limit levels of the capabilities of the parties to a cyber conflict is based on the use of cost
estimates of the costs of implementing and preventing the threat, as well as on the assessment of
the benefits derived from the implementation of the threat and its prevention [2, 47] higher than
the cost of their provision:

Y ={m|(P? -C?)>0} vTr e, (2.33)

where Try — the set of threats against which it is economically expedient to build protection;
P® — estimation of the cost of the loss of the i-th information resource for the defense side;
P =C - the cost of protecting the i-th information resource for the side of the defense.

3" step. Determination of the coefficients of importance for the attackers. They are defined
as the share of the gain from the total amount of gain that can be obtained potentially when the
entire complex of threats for the attackers is realized:

A ph
Ke= =B T e Tt M= [T, (2.34)

' i(P/_A ~c)

i=1

where K* — the rating coefficient (importance) of the implementation of the threat to the
i-th information resource; M — the cardinality of the set of selected potentially effective threats
for the attacking side.

4" step. Determination of the coefficients of importance for the defenders. It is defined as
the share of the gain from the total amount of the gain, which can be obtained potentially during
the implementation of the entire complex of protective measures:
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D _ D
ko= =B em N =T, (2.35)

j N
(7-co)
=1

i

where Kf — the rating coefficient (importance) of building the protection of the j-th informa-
tion resource.

5™ step. Selection of critical threats for which, based on the assessment, the product of the
attacker’s and defender’s importance coefficients is maximal:

T =arg max K -K;" (2.36)

VT elr?

Then the birth rate of «preys» is proposed to be calculated as:
{m)|
==, (2.37)
*= 8

where |{Tr‘,}| — the set of critical cyber threats for which there are no means of protection in
the information security system (ISS) or they are partially available, but the implementation of
the threat can lead to significant and/or critical destruction of the security loop; @ — the total
number of known cyber threats.

The coefficient obtained in this way provides management’s understanding of the need to
install additional means of protection against identified critical attacks.

The equation for the change in the number of modern threats to the CFS with 0TS is presented as
a set of threats to the CFS, taking into account the possibility of their signs of synergy and hybridity:

(2.38)

N, = N, x |{Vvhybr/'d C,I,A,Au,Af}

s
synerg

where |{VVWM.LA‘AU’M}SWQ — the power of the set of hybrid threats (i.e., their number), and
W,

Jrid C14.Au it Ynerg — UNE SEE OF hybrid threats, which, according to the accepted assumption,
are defined as a set of threats simultaneously for all security services. The calculation of individual
components is given in [2, 471.

To assess the impact of modern threats on the means of protection, let’s use the expression
in [2, 471, then the coefficient B is represented as:

M
p= 2 (WCPSIC N WCPSI{ N WUPSIA N WL‘PSIAU N Wnpsfw)XFPSJ (2.39)
i=1

where M — the number of threats that are selected by an expert from a set {i}", that is a subset
of the entire set of threats of the classifier, that is, M < 8. W, Wing, Wi, Wi Wans — the ex-
pert weights of security services: confidentiality, integrity, availability, authenticity and involvement;
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%™ — the weighting factor of security services: confidentiality, integrity, availability, authenticity
and authenticity of the manifestation of the attack of the j-th threat.

To determine the coefficient of the computational capabilities of the attacker o, let’s use the
classification of attackers, as presented in [2, 47], and represent it as:

M

0= ,\LZV X Py X T (2.40)

i=1

where v, =W."° W7 NT — attacker opportunity weights; p, — probability of realization of at
least one threat to the j-th asset, i — a threat, Vi e n, n — the number of threats, j — information
resource (asset), Vj € m, m —the number of assets; r,,,;, — the prabability of the attacker’s motiva-
tion to implement the threat; WCP 5 — the computational resources of the attacker (used from [51]);
WE _ the attacker's financial resources (use from [51]).

cash

Tahle 2.3 shows the initial data of the criteria and indicators of the expert assessment of its finding.

@ Table 2.3 Initial data of the criteria and indicators of the expert assessment of the weight coefficient of
the attacker’s computational capabilities

weighting factor
Category B < {p™}

W)=r g T I X
critical 1 1 1 1 1
high 0.75 0.75 0.75 0.75 0.75
average 0.5 0.5 0.5 0.5 0.5
low 0.25 0.25 0.25 0.25 0.25
very low 0.001 0.001 0.001 0.001 0.001

The coefficient of the possibility of preventive measures is presented as:

( g
d{x (arg max K”xKA)(Z(foAHN{ ><A/.’+N1"‘><Af+N{‘”fo“+fof><Af”)J_

VT el =1

iMS

M ~ ~
_[ (WL’PS?mWCPSr ﬂWCPSr ﬂWCPSI ﬂWCPSI ) ?PSJN [ ; )_Ssz ;
i=1 j=1
1 o . (2.41)
zvl Xpr/ mut:v)[zNgv)+
j=1

i,
d - i=1

M
; [éZZ(M xwz'g))[

Ms

i JM-&NS,

j

30



2METHODOLOGY FOR COOPERATIVE CONFLICT INTERACTION MODELING OF SECURITY SYSTEM AGENTS

where ui — the weighting coefficient of the g-th metric of the j-th security service for the
k-th expert. Normalization of weight coefficients: At ( ) K/l( ) w,, — the value of the as-
sessment of the g-th characteristic of the |nf0rmat|0n secumty tool mechanism by the k-th expert
for the j-th security service in the case when the degree of security of the system and the destruc-
tive actions of attackers are independent. Wherein B={cryptographic resistance (C,), Key data
amount, S,, encryption/decryption of data complexity, 0;}. Thus, there are a set of characteris-
tics of technical means of information security: u/ = |{C’,S’ 0’}| 1,5,.0;}, which corre-
sponds to the level of security of cryptographic means of information securlty. To describe the set
of characteristics, let’s use the index g: u,, where ({g};).

Thus, using the obtained expressions, the Lotka-Voltaire model can be represented in the
following form:

( a
w,_ (arg max K”xKA)(z(foAhN; xA,'+/v;fof+Nf"fo“+N;j”xA,A”))—

dt VT eTrE i=1

M
_(;(WEP& N WEF‘SI n WCPSr anps,“ N chs ) ?Ps) (N X ‘M/hyhndallA.AuvAfsynerg ); (2.42)

e (L TN LY U5 5 M) L

k1g

Thus, the proposed approach to the security model of cyber-physical systems allows, from
a practical point of view, to consider cyberspace as an ecosystem, to take into account the
computing capabilities of attackers and the focus of targeted cyberattacks. In addition, cyber-
attacks are considered taking into account their integration with social engineering methods,
which allows attackers to form targeted attacks. The proposed model takes into account the
possibility of manifestation of targeted attacks in the ecosystem of signs of synergy and hy-
bridity, which significantly affects the quantitative indicators of assessing the current state of
the security level.

Development of a security model for cyber-physical systems hased on the «predator-prey»
model, taking into account the possible competition of attackers in relation to the «prey»

One of the advantages of the Lotka-Volterra model is the ability to use the «biological» aspects
of the «predator-prey» model, taking into account the possible struggle between the «predators»
themselves under the conditions of a decrease in the population of «prey». From the point of view of
the modern development of the world community, certain manifestations of competition are already
manifesting in the environment of cyber intruders/cyber groups. This, on the one hand, can ensure
an increase in the population of «preys», that is, increase the ability of the information protection
system to resist threats, and/or timely prepare preventive measures to counter them. On the
other hand, to reduce the number of «predators», that is, to reduce the variety of threats, which
will allow to respond to them in a timely manner.
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Taking into account the above assumptions, the «predator-prey» model is presented as:

[ a
M _ (arg max KDXKA)(Z(N;?XA[D+N{XA{+N€><A,A+N{‘"><A/AU+N1‘?ff><A/Aff))—

dt VT elrd oy

M
—(;(wcpsfnwcpsf W MWt N ) ] (N OREN...NA )

N,

(2.43)
S (szqu m)(/v;m/vgn...m/v;)+

K B
+(I<1Bkz;;(u‘kg xwﬁg))(N; NN; ﬂ...ﬂN;”)M
where the number of «predators» belongs to the set {Né}, jel...w.

Thus, the proposed model for the security of cyber-physical systems takes into account the
possible competition of attackers in relation to the «prey». This makes it possible to timely deter-
mine not only the direction of threats, but also the computational resources of the attackers, and
their «simultaneous» impact can provide a «reduction» in the risk of cyber threats.

Development of a security model for cyber-physical systems hased on the «predator-prey»
model, taking into account the possibility of grouping attackers/cyber groups in order to
achieve the goals of a cyherattack

The Lotka-Volterra model makes it possible to take into account not only the competitiveness
of «predators», but also their unification. At the same time, as in any ecosystem, the emergent
properties of «predators» can manifest themselves, which from the point of view of security can
lead to a significant decrease in the resistance of the protection system of the business process
loop or to its hacking and destruction of the continuity of business processes. Taking into account
the above assumptions, the «predator-prey» model is presented as:

[ g
% (argvrggrxrg K? xKA)(Z(Nf AT+ Ny XA +N XA N A+ N xA,A”))—
M
_(Z,(chs« N Weag, NWepg,' MWpg; NWps. ) /CPS) [ZNW) (2.44)
d w ~ /l K B ; ; w ~o e
ZV Xpr/ mutlv ZNZ + @ZZ(M’WXW@) z 2 N1
| j=1 k=1 g=1 =1

Thus, the proposed model for the security of cyber-physical systems based on the «predator-prey»
model makes it possible to take into account the possibilities of grouping intruders/cyber groups in
order to achieve the goals of a cyberattack. This approach makes it possible to predict the «worst»
options for the development of a cyberattack, as well as to formulate appropriate preventive measures.
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2.5 DEVELOPMENT OF A SECURITY MODEL FOR CYBER-PHYSICAL SYSTEMS BASED ON
THE «PREDATOR-PREY» MODEL, TAKING INTO ACCOUNT THE RELATIONSHIP BETWEEN
«PREY SPECIES» AND «PREDATOR SPECIES»

In [2, 47, 51], the authors consider the m-dimensional case, which takes into account interac-
tions in the «environment» of «predators», as well as interactions in the «environment» of «prey».
Such a model is interesting, first of all, from the point of view of the interaction of «preys», which are
understood as means/mechanisms of the information security system. At the same time, it is taken
into account one of the principles of the formation of the information security system — the principle
of sufficiency. In addition to this interaction in the «environment» of «predators», various tenden-
cies are taken into account — from simple cooperation to confrontation. In the proposed model:

N =N, -f(N),
where f(N)=r+|4|xN. N,, ..., N, — the sizes of populations of m-different types of «preda-
tors» and «prey» that interact in one environment, N — a vector composed of these unknowns.
The parameters in the vector r are responsible for the success (probability) of «fertility» (the
emergence of new cyber threats, or means of protection, respectively, from species) (r,>0)
or «martality» (r<0).

Matrix |A| describes the relationship between «predators» or «prey» of different species,
while [1, 2, 47, 51 &, describes the influence of species j on species i, a; describes the influ-
ence of species / on species j. Moreover, if both values &, and 4, are positive, then the individuals
benefit from the interaction, if both are negative, then they are at enmity with each other.

If a,>0, a,<0, then species / will be a predator, and species j will be a prey for it. The &, values
describe the effect of a species on itself.

Taking into account the above assumptions, the «predator-prey» model is presented as:

[ a
M, _ (ar‘g max K”xKA)(Z(foA%N{ xA,.'+N;jxA;‘+N;j“xA;‘“+fofo;‘ff)]_

dt VTr,eTrc =

M w
c / A A CPS A2
_(Z(chsl‘ N Wps; n Wips; N Wps; ‘N WEPS ) Xi J (2 ] - ENE’

dN [ ZV Xp X mot/vj[i,vg/)-i—
( S lon,) | S Ji-o

g=1

(2.45)

where the coefficients €, >0, and describe the damage inflicted on themselves by the «prey»
and «predator», respectively.

33



MODELING OF SECURITY SYSTEMS FOR CRITICAL INFRASTRUCTURE FACILITIES

2.6 DEVELOPMENT OF A METHOD FOR ASSESSING THE SECURITY OF CYBER-PHYSICAL
SYSTEMS BASED ON THE LOTKA-VOLTERRA «PREDATOR-PREY» MODEL

One of the features of cyber-physical systems is the absence of information security informa-
tion in the infrastructure elements, the transmission of signals from sensors/sensors over open
channels, and the provision of management and administration based on cloud technologies. This
significantly reduces the possibility of forming a security loop, and leads to an increase in critical
points for the implementation of cyberattacks. In such conditions, the security assessment must
be carried out offline, which makes it possible to take into account the dynamics of both cyber
threats, on the one hand, and the ability of means of protection to resist them.

Fig. 2.8 shows a block diagram of the proposed assessment method.

At the first stage. Formed and/or calculated:

— metric coefficients of threats;

— weighting factors of threat manifestation;

— determination of the implementation of each threat;

— determination of the implementation of threats to the security service;

— determination of the total threats to the composite security;

— determining the economic costs of preventing an attack.

CLASSIFIER OF THREATS TO CYBER-PHYSICAL SYSTEMS }

{ ASSESSMENT OF SYNERGISM HYBRIDITY ASSESSMENT J

ALGORITHM FOR DETERMINING ECONOMIC COSTS

Model taking into account || Model taking into account || Model taking into account

the computational the possible competition the possibility of grouping
capabilities and the focus of cybercriminals in attackers/cyber groups
of cyberattacks relation to the «prey» in order to achieve

the goals of a cyber attack

Model taking into account the relationship between «prey species»
and «predator species»

Ir L L L
Assessment of the CYBER-PHYSICAL SYSTEMS Formation of the
intensity of changes SAFETY ASSESSMENT function of transitions
in the safety level based on state machine HC® of the security level

Iz I IT I
high average low very low critical
§<0.2 0.2<5'<0.4 0.4<5'<0.6 0.6<5'<0.8 0.8<5<1.0

O Fig. 2.8 Block diagram of the method for assessing the security
of cyber-physical systems based on the Lotka-Volterra model «predator-prey»

34



2METHODOLOGY FOR COOPERATIVE CONFLICT INTERACTION MODELING OF SECURITY SYSTEM AGENTS

At the second stage. Based on the analysis of stage 1, the Lotka-Volterra model is selected,
and the corresponding coefficients and components of the expressions are calculated using for-
mulas (2.29)-(2.45).

At the third stage, based on expressions (2.46)-(2.48), the current state of the cyber-
physical system security is determined.

The proposed method is based on assessing the security of cyber-physical systems over
time. A descriptive characteristic of the change in the current state of CPS safety is its intensity
I(t) — the average number of changes that have occurred with the current state of CPS safety
per unit of time. To estimate the time intervals At;_, between changes, the CFS safety level, let's
use the formula:

K
At (t)= 0 (2.46)

(e)
where K — total number of security level changes; /(t) — the intensity of changes in the level
of security; i,q € [’I;n] — serial numbers of changes; i > g.
Let's describe the changes in security levels in the form of an H state machine, the states
of which are described by the formula:

H® = (S value,T1,5)), (2.47)

where §' - the final state of the CFS security level; value — the value of changes in the CFS
security level; TT — the function of transitions of the CFS security level from state k to state j;
S, — the initial state of the CFS security level.

Let’s estimate the function of transitions of the safety level CPS IT from state k to state j
by the formula:

=5, xvalue — §'. (2.48)

To determine the state of safety, let’s use one of the proposed Lotka-Volterra models, taking
into account the possibilities of both «prey» and «predators».

The use of the proposed models for the implementation of the method for assessing the
security of cyber-physical systems based on the Lotka-Volterra model is determined in Fig. 2.9.
For modeling, the values of the parameters included in the expressions for the coefficients of the
Lotka-Volterra equations are determined using the threat classifier, which already partially contains
guantitative indicators. Thus, the values of the weight coefficients of the manifestation of threats
are determined quantitatively. On the other hand, some of the indicators contained in the threat
classifier need to be quantified.

As a conditionally real CFS, let’s consider the automated banking system (ABS) of organizations
in the banking sector, which not only belongs to CFS, but also to critical infrastructure systems.
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To assess the security of the ABS, let’s assume that the information security system has 25 tech-
nical means of information protection that provide security services to bank information resour-

ces (BIR), that is, N,=25, the number of threats @=194 (https:/bdu.fstec.ru/threat).

Their description and expert assessment of the distribution of the impact on security services
are given on the resource (http://skl.hneu.edu.ua/), which makes it possible to use the proposed

models to automate the calculations of the remaining indicators.
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O Fig. 2.9 Relationship between services and ad hoc security mechanisms

Fig. 2.9 shows the relationship between security services and dedicated security mechanisms,
which allows to determine the number of required technical protections (security mechanisms)

’ SECURITY MECHANISMS ‘

to provide the corresponding security services.
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The formation of a dynamic model for assessing the security of cyber-physical systems begins
with the formation of metric coefficients of threats, calculated as:

1 a K
jDF‘SCIF — ?zzwﬁPSEIF’ [249]

i=1 k=1

w

WHETe Wipg, Wing, Wipg, Wisg, Wion are the expert weights of the security services: confiden-
tiality, integrity, availability, authenticity, and affiliation, as previously stated.
It is proposed for experts in [2, 50] to use values:

w % e{0; 0.1; 0.25; 0.33; 0.5; 0.66; 0.75; 0.9; 1}

to form the weighting factors of the cyber threat impact on security services. 27 experts took part
in the formation of an expert assessment.

Then, based on the averaged values of the weight coefficients for the security service, let’s
determine the distribution of technical means of information security as:

N/:Psmf _ ij XW/[,‘PSCIF’ (2.50)

where j — a security service; N; — the number of «prey» objects (technical means of informa-
tion security). A limitation in modeling is the assumption that the technical means of information
security cannot provide several security services.

Tahle 2.4 shows the results of distribution by experts of the weights of the main services:
confidentiality, integrity, availability and authenticity, as well as the average values of the weights
of the distribution of technical means of protection for security services.

To determine the cost indicators of attacks, let’s use the table of the size of possible losses of
the FAIR (Factor Analysis of Information Risk) risk assessment methodology [28, 29].

Let’s estimate the costs of attackers for carrying out attacks on the assumption that they
amount to no more than 10 % of the amount of possible losses of the prey (Tahle 2.5).

Then the coefficients of the model are calculated in accordance with the previously derived
relationships.

Fertility rate of «preys» in accordance with the proposals on the available resources of «preys»
and «predators» (Tahle 2.4) and the total number of threats:

_Hmll_es _

To calculate the coefficient of the influence of the predator on the prey (B), let’s assume
that the number of «predators» (intruders and/or groups of cyber intruders) is N,=35, and
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Wi irio 1.4 4047 ynerg| = 0-08, @t the same time the weighting coefficient of the influence of each
threat let’s choose the maximum 0.33, i.e. each of the 194 threats is implemented by cyber-
criminals every day. The coefficient B of the impact of modern threats on protective equipment,
presented earlier as:

M

c I A A Aff o, CPS

p= Z(WCPSI (Wepg MWgps MWopg) Wy )X, ,
i=1

largely depends on expert assessments. Based on the opinion of experts, let’s get the value of
the coefficient p=0.32.

@ Table 2.4 The results of an expert assessment of the weights of the impact of cyber threats on security
services

Weights for the Impact of Cyber Threats on Security Services

No. threat, i

i L A A A"
1 0.28 0.22 0.2 0.21 0.09
2 0.19 0.22 0.23 0.23 0.13
3 0.22 0.15 0.25 0.28 01
4 0.21 0.19 0.13 0.3 0.17
5 0.15 0.2 0.36 0.22 0.07
190 0.24 0.21 0.15 0.4 0
191 0.15 0.19 0.15 0.5 0.01
192 0.35 0.17 0.12 0.36 0
194 0.32 0.31 0.12 0.18 0.07
averaged values of the weighting factors for the security service
Wf‘PS oF WCPS f WCF’S IA ‘ WCPS rA WCPS : WCPS (Aﬁ
0.26 0.22 0.26 0.25 0.01
@ Tahle 2.5 Potential Loss Rate (PLM) (USD)
No. losses lower limit upper limit
1 Critical 10 000 000 -
2 High 1000 000 918831999
3 Significant 100 000 999999
4 Average 10000 99 999
5 Low 1000 9999
6 Very Low 0 999
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To calculate the mortality rate of a predator (¢), let’s use the data from Tahle 2.5, and also
believe that M = |{Tr‘,}| Based on the estimates givenin [1, 2, 7, 47, 511, as well as expert esti-
mates, let’s obtain the numerical value of the coefficient ¢, which determines the rate of mortality
of «predators» in the Lotka-Volterra model ¢=0.29.

To calculate the coefficient of the prey’s influence on the predator (y), let’s use the indica-
tor B=3 — security services, where cryptographic means of protection (confidentiality, integrity,
authenticity) are used. In this case, let’s assume that the set of characteristics of cryptographic
means of protecting the security information system u/ =|{C[,S£,Ug}|, the weight coefficients
for symmetric systems are equal to 0.75, for asymmetric cryptosystems 0.9. The final value of
the coefficient y, which determines the influence of the «prey» on the «predator», is 0.27.

The initial values of «prey» and «predator» are equal, respectively.

N, =55x0.26+49x0.22+73x0.26+17x0.25 ~ 48,
Ne = N, X VVhybr/'d C.l A A Af synerg | = ax3=4a.

The number of hybrid threats is determined in accordance with the threat classifier.

The performed calculations allow to obtain the numerical values of the coefficients included in
the Lotka-Volterra equations.

Parameterized equations allow modeling the dynamics of the development of a cyber-physical
system in the context of the manifestation of hybridity and synergy of threats. The results of
modeling the behavior of a conditionally real system are shown in Fig. 2.10-2.16.

Fig. 2.10 shows the dynamics of changes in the number of potential targets and threats.

Number of agents
20 —Preys
— Predatars

15

Time
10 20 30 40 50 60 70 80 90

O Fig. 2.10 Dynamics of changes in the number of potential targets
and threats, with a=0.29, $=0.32, y=0.29, ¢=0.29
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With an increase in the number of critical attacks, the interaction between prey and predators
becomes more intense, i.e. the period between growth and decline in the number of both sides of
the cyber conflict is shrinking (Fig. 2.11).

A more visual representation of the simulation results can be obtained by presenting the
results in the form of a phase portrait. A phase portrait (aka phase diagrams) is a graphical rep-
resentation of how the quantities describing the state of the system (dynamic variables) depend
on each other. In our case, this is the number of predators and prey. A typical phase portrait for
dynamic variables of the Lotka-Volterra model is shown in Fig. 2.12 (the coefficients of the model
correspond to the calculated ones of the considered problem).

Number of agents
'y

20 — Preys
— Predators

15

10 ¢ Frevs

5 d Predators j
Time

10 20 30 40 a0 60 70 80 90

O Fig. 2.11 Reduction of the oscillation period in
the «predator-prey» system, .=0.49, $=0.32, y=0.29, ¢=0.29

Predators

° Preys
5 10 15 20 25 30 35 40

O Fig. 2.12 Phase portrait of the CFR dynamics (basic version),
with =0.28, $=0.33, y=0.29, ¢=0.28
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With an increase in the number of critical threats, the total number of threats also increases,
and therefore the coefficient o also changes. For the new values of the number of critical threats
and the birth rate of «preys», the phase portrait will have the form shown in Fig. 2.13.

Predators
A
20
15
10
50
° Preys
5 10 15 20 25 30 35 40

O Fig. 2.13 Phase portrait with a change in the birth rate of preys,
with 0=0.39, B=0.32, y=0.29, ¢=0.27

With an increase in the coefficient B, i.e. more intense influence of predators on prey even with
an increase in the number of potential targets (prey), the number of predators not only does not
grow, but also decreases. This can be explained by the fact that with a more intense impact, the
same amount of compromised resources can be reached by a smaller number of predators (Fig. 2.14).

Predators
y
20
15
10
5 0\
° Preys
5 10 15 20 25 30 35 40

O Fig. 2.14 Phase portrait of the system with an increase in the influence
of predators on prey (more aggressive conduct of cyberattacks),
with 0=0.25, B=0.76, y=0.29, ¢=0.27
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An increase in the mortality rate of predators, as shown by simulation experiments, insigni-
ficantly affects the increase in the number of prey, but leads to more intensive attacks by preda-
tors (Fig. 2.15).

With an increase in the coefficient of the prey’s influence on the predator, the phase portrait
has the form shown in Fig. 2.16. The results obtained can be interpreted as the need to increase
the number of predators in order to achieve targets with the same or even less prey.

Predators
'y
20
15
10
5 q./\
° Preys
5 10 15 20 25 30 35 40

O Fig. 2.15 Phase portrait with an increase in the mortality rate
of predators, with «=0.25, p=0.32, y=0.58, ¢=0.27
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O Fig. 2.16 Phase portrait of the system with an increase in the coefficient
of the prey's influence on the predator, with 0.=0.25, $=0.32, y=0.29, ¢=0.54
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Analysis of the simulation results (Fig. 2.10-2.16) allows to make a fairly general conclusion
that in the context of limited financial resources allocated for the development and implementation
of new tools that provide security services, their distribution should be carried out as follows.
One of the coefficients is determined, the change of which leads to more significant changes in
terms of the level of safety. The most significant factor that leads to changes in the considered
coefficient is found out. The activities that lead to such changes are determined. Tahle 2.6 shows
the comparative results of the analysis of the practical use of the method for assessing the state
of security of cyber-physical systems based on the Lotka-Voltera model.

@ Table 2.6 Results of the study of the practical use of the methad for assessing the state of security
of cyber-physical systems based on the Lotka-Voltera model

Criteria
assessment assess- effec-
guali- quanti- compre- of threat charac- eco- ment of tiveness evalu-
Methods tative tative hensive teristics nomic compliance of pre- ation
assess- assess- assess- optimi- with ventive mode
ment ment ment hybridity synergy zation regulatory mea-
standards sures
NIST + - - - - - - - stat.
FAIR - - + - - - - + stat.
EBIOS + - - - - - - + stat.
MEHARI - - + - - - - - stat.
OCTAVE  + - - - - - - - stat.
[T-GRUND- + - - - - - - + stat.
SHULTZ
IRAM + - - - - - - - stat.
RISK - + - - - - - + stat.
WATCH
FRAP + - - - - - - - stat.
CRAMM - - 1 - - - — He stat.
MAGERIT  + + - - - - - - stat.
Method ~ + + - - - - - +/- dynamic
in [13]
Method  + + - - - - - +/- dynamic
in [23]
Suggested + + + + + + + +/- dynamic
method

Analysis of the Tahle 2.6 shows that almost all practical approaches to safety assessment
operate in a static mode, that is, during working hours, incident detection systems (deviations
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from normal operation) record incidents/threats, and their analysis is carried out outside of work-
ing hours. This approach does not allow timely consideration of the synergy and hybridity of targe-
ted attacks, the need for preventive measures. The proposed method and the methads in [2, 47]
use approaches to assessing security based on the Lotka-Voltaire model, which makes it possible
to conduct an assessment in a dynamic mode (in real time to assess the dynamics of threats,
their capabilities). However, the works [2, 47] do not take into account the synergy and hybridity
of modern threats, their possibility of being integrated with the methods of social engineering. In
the proposed method, on the basis of the proposed classifier, these signs of threats are taken into
account, which makes it possible to obtain the coefficients of the model and, knowing the number
of threats, to determine the number of threats with these signs.

So, in the example under consideration, with the total number of threats @=194, the coeffi-
cient of the influence of the predator on the prey (the coefficient of predation) makes it possible
to determine the number of threats with signs of synergy and hybridity (with 3=0.32, the number
of threats d,,,,=@xB=194x0.32=62.08). In addition, it, in turn, depends on the introduction
of new means of ensuring security services; as an investment, it makes sense to choose those
protection means (confidentiality, integrity, authenticity), the weight of which has the maximum
value. As mentioned earlier, the weighting factor for asymmetric cryptographic protections is 0.9,
as opposed to symmetric (0.75). It is on the development of these means of protection that the
available resources should be directed in the first place.

2.7 DEVELOPMENT OF SOCIO-CYBER-PHYSICAL SYSTEMS SECURITY CONCEPT

The development of industry 4.0 forms the superstructure of the synthesis of social networks
with cloud technologies and various classical networks of global and local systems. Integration is
based on interconnection between rapidly developing technologies of mobile technologies based on
wireless Internet standards — LTE technologies (Long-Term Evolution), IEEEB02.16, IEEEB0D2.16e,
IEEEB02.15.4, IEEEBO2.11, Bluetooth [1-4]. In the context of the formation of a high-tech society,
social networks based on Internet services have become one of the most effective and popular means
of mass communication. Influencing such communities is an effective mechanism of influence in the
context of hybrid wars and color revolutions [1, 2, 47, 52-58]. Such a synthesis of social Internet
services (SIS) with cyber-physical systems makes it possible to form a socio-cyber-physical sys-
tem (cyberphysical sacial system, CPSS) [52—56]. CPSS allows to form the sacial, palitical, economic
«opinion» of the intellectual community (integration of the cybernetic, physical and social worlds),
regulate and manage based on the SIS, provide users with proactive services. The nature of CPSS
data brings new requirements and challenges to the various stages of data processing, including the
identification of data sources, the processing and aggregation of data of various types and scales.

On the one hand, this approach allows to significantly speed up the process of introducing smart
technologies, expand the range of services and switch to mesh and NGN network technologies,
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on the one hand. On the other hand, it creates the need to ensure security in various techno-
logy planes. In addition, the development of quantum algorithms by Grover and Shor calls into ques-
tion the stability of systems of symmetric and asymmetric cryptography, which can lead to «chaos»
in security, and the need to form fundamentally new approaches to assessing threats, creating
security loops for business processes (internal and external) taking into account the integration
and globalization of WAN network technologies, cloud technologies based on wireless channel stan-
dards IEEEB02.16, IEEEBO2.16e, IEEEB02.15.4, IEEEB02.11, Bluetooth, LTE [1, 2, 47, 52-58].

Fig. 2.17 presents a structural and logical diagram of socio-cyber-physical systems, which
allows to consider the integration of social and cyberspace as a combination of the use of individual
components technologies of such platforms as social, cyberspace and cyber-physical networks. This
approach takes into account not only the logical component of the individual elements functionality
of the socio-cyber-physical systems infrastructure, but also creates the need to integrate and
develop a new concept of a multi-level/multi-loop security system, taking into account modern
vectors of cyberattacks.
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O Fig. 2.17 Structural-logical scheme of sacio-cyber-physical systems

The formation of socio-cyber-physical systems allows to consider the integration of the func-
tionality of social networks into cyberspace — the combination of global computer networks with
mobile and cloud technologies, the integration of classical networks with smart technologies make
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it possible to form a transition to NGN networks and significantly integrate one technology into
another (Fig. 2.17). To ensure the formation of the concept, Fig. 2.18 shows a block diagram of
the main technologies that allow the formation of socio-cyber-physical systems.
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O Fig. 2.18 Structural-physical scheme of socio-cyber-physical systems

A variety of devices that can be used in complex information and communication systems (in-
formation and communication systems, ICS) and cyber-physical systems (cyberphysical systems,
CPS) make it possible to form the concept of a socio-cyber-physical system (CPSS) with SIS. CPSS
is a set of subjects and objects of the cybernetic, physical and social worlds that allow the forma-
tion of «smart» communities, on the one hand, and intellectual space, on the other. In CPSS, users
are service consumers, and physical objects in the form of various devices are service providers.

Thus, the formation of socio-cyber-physical systems can be considered as the integration of
various cyber-physical systems and mobile Internet technologies [1, 2, 47, 59-61]. To ensure
security in cyber-physical systems and smart technologies, the KNX standard (ISO/IEC 14543)
is usually used, which provides security services — data confidentiality and integrity [47, 59-61].
However, the formation of security is considered only at the level of the cyber-physical system
separately, and the control system, which is deployed on the basis of cloud technologies, is not
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taken into account. So, the security system provides only security services within the loop
of the cyber-physical system, and intruders have the ability to use control commands both to
and from the cloud. In addition, a significant security problem for cyber-physical systems is the
use of wireless/mobile data transmission channels between sensors and the switching system
of cyber-physical systems, as well as the integration of «additional hacking elements» into the
network infrastructure — the Internet of Things. To ensure security in the post-quantum pe-
riod (the advent of a full-scale quantum computer), the paper [61] proposes the concept of
security of cyber-physical systems based on two security loops (the internal one is the physical
mesh/sensor network itself, and the outer loops is the control system that is deployed on the
basis of cloud technologies). However, this approach does not take into account the integration
of technologies and does not consider the integration of the three main components of the
power of the networks themselves. The proposed Security Concept for socio-cyber-physical
systems not only takes into account the logical and physical structures of the CPSS, but also
ensures the interaction between the power of certain networks and the technologies that are
used to form them. Fig. 2.19 shows a block diagram of the Concept of multi-loop security of
socio-cyber-physical systems.
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O Fig. 2.19 Structural scheme of the Concept of multi-loop security
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One of the aspects of this Concept is taking into account the interconnections of various
cyber-physical systems, taking into account property rights, as well as the synergy and hy-
bridity of modern targeted attacks, based on the integration of cyber threats with social engi-
neering methods.

Fig. 2.20 shows the relationship of such systems, taking into account their forms of ownership
and targeted threats.
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O Fig. 2.20 Structural and logical scheme of threats to sacio-cyber-physical
systems, taking into account the form of power

For a formal description of the Concept, let’s use the approach in [61]: to ensure the security
of the entire protection system, it is necessary to take into account the threats of the internal
and external loops for each of the platforms:

— threats of the internal loop, taking into account the hybridity and synergy of threats for
the 1 platform — sacial networks:

55 15t _
VVhyhridC.I.A,Au.Afsynergwm,m -
_ 5SS ISL Cc 5§ ISL 1 5SS ISL A S8 ISL Au 5SS ISL Inv
- qunergwaﬁmm n M/Syﬂemmaunm ﬂ WSynergwaﬁnm\ ﬂ M/Syﬂe"!hp\amm n M/Synemwp\amm ’ [252]
where W3SB & _ synergy of threats to the confidentiality service; WS ' — synergy of

SYNergipiattorm SYNEG patorm

threats to the integrity service; Wyn,5  * — synergy of threats to the availability service;
st
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55151
SYMErY1gisiform

to the involvement service.
— threats of the internal loop, taking into account the hybridity and synergy of threats for
the 2" platform — cyberspace:

4 _ synergy of threats to the authenticity service; W3S ™ _ synergy of threats

SYNErgspigstorm

cs st _
VVhybmdC.I.A,Au,Afsynerggmamm -
_ CS ISL Cc CSISL ! CS ISL A CS ISL Au CS ISL Inv
- VVsynerggmmm m M/Synerg2ulacfurm m M/SV”W!?zpwacmrm m M/S}/ﬂefgzp\aunrm n M/Synefggp\acfum ’ (2.53)
where WSS ¢ _ synergy of threats to the confidentiality service; W5 ' — synergy

SYNergapiatorm SYNErGoyiatsorm
of threats to the integrity service; W, o, 4 — synergy of threats to the availability service;
cs 5L i e 11/0S 5L
. A — synergy of threats to the authenticity service; Wi .. m _ synergy of threats to
the involvement service.
— threats of the internal loop, taking into account the hybridity and synergy of threats for

the 3" platform — cyber-physical systems:

/PSSt _
hybrid C,/,A, Au, Af synergagatorm
ISL c CPS ISL ! CPS ISL A CPS ISL Au CPS ISL Inv
— WS W W W w (2.54)
SYNErGapiattorm m SYNErGspiattorm m SYNerGapiattorm m SYNErGapiatorm n SYNerGageiorm

CPS ISL c ; iali i CPS ISL |
where Wyro.. . © — synergy of threats to the confidentiality service; Wonerg,.., — SYnergy of

threats to the integrity service; Wsifeg;mA — synergy of threats to the availability service:
sifeg;.m A _ synergy of threats to the authenticity service; Wsifeg;m v _ synergy of threats
to the involvement service.
General assessment of threats of the internal loop, taking into account the technologies of
the socio-cyber-physical system:
M/IgLPSS — WSS ISL U WL’S ISL U WCPS ISL [255]

hybrid C.1,A, Au, Af Synergyyjayiom hybrid C.1,A, Au, Af Synergoqgsonm hybrid C.1,A, Au, Af Synergagessorm *

General assessment of threats of the internal loop, taking into account the form of ownership
of the elements and technologies of the socio-cyber-physical system (Fig. 2.20):

PSS yePss UWcPss UWcPss (2.56)

1SLygnerel 1Sl ISLtare 1SLesporai

where W,gfﬁ — overall assessment of internal loop threats to the personal property system;

Wgr*s — overall assessment of threats of the internal loop for the state property system;
W,gfft — overall assessment of threats of the internal loop for the corporate property system;
— threats of the external loop, taking into account hybridity and synergy of threats for

the 1 platform — sacial networks:
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S5 ESL _

M/hybr\dC,I,A,Au,Afsynergmt,wm -

_ SS ESL Cc S5 ESL ! SS ESL A SS ESL Au SCPSESL  Inv

- M/synslgmamm n M/Synerg’\p\atmrw m M/Synerg’lp\atfnrm m M/synslgmamm ﬂ Ws'vnerg‘\placiurma ’ [257]
where W3SE ¢ _ synergy of threats to the confidentiality service; W55 ' — synergy of

SYnergplatform
threats to the integrity service; Wy,
SSESL A _ qynergy of threats to the authenticity service; WSS
SYNergipiatorm ’ SYNerGapietsorm

to the involvement service.
— threats of the external loop, taking into account hybridity and synergy of threats for

the 2" platform — cyberspace:

SYNErgiplatform

4 — synergy of threats to the availability service;
™ _ synergy of threats

WSS ESL

€S ESL _
VVhyhr\dC.I.A,Au,Afsynerggmamm -
_ CS ESL C CS ESL ! CS ESL A CS ESL Au CS ESL Inv
- M/'a'V”e’“gzmactnm n VVSV”E”gzplamrm ﬂ V'/"W””G’emamn ﬂ M/Syﬂe'gemacfum m M/SVNEsz\amrm ’ (2.58)
where WESEL € _ synergy of threats to the confidentiality service; W5 ' — synergy of

SYnergoyiatform s EL SYNErGoistiorm
threats to the integrity service; Wsyneryzmm — synergy of threats to the availability service;

CS ESL ) F—. CS ESL
ey A — synergy of threats to the authenticity service; Weynergy . v — synergy of threats
to the involvement service.
— threats of the external loop, taking into account hybridity and synergy of threats for

the 3" platform — cyber-physical systems:

CPSESL _

VVhyhr\dC.I.A,Au,Afsynergamamm -

_ CPS ESL Cc CPS ESL ! CPS ESL A CPS ESL Au CPS ESL Inv

- M/'a'V”e’“gamactnm n M/Syne%plamrm ﬂ V'/5V”3r§ap\amnn ﬂ M/Syﬂe%macfum m M/Syﬂe%pxamrm ’ (2.59)
where WESEL € _ synergy of threats to the confidentiality service; W55 1 — synergy of

SYNErgsplatform
threats to the integrity service;
CSESL
SYNErgaatiorm

to the involvement service.
General assessment of threats of the internal loop, taking into account the technologies of
the socio-cyber-physical system:

SYNErg g atsorm
CSESL A - .
Woners,.. " — synergy of threats to the availability service;

A _ synergy of threats to the authenticity service; WE v _ synergy of threats

SYNErgayistsorm

WE[::;‘FL,SS — WSS ESL U WCS ESL U WCPS ESL [260]

hybrid C,/,A, Au, Af Synergsy;qsom hybrid C.1,A, Au, Af Synergoegsonm hybrid C.1,A, Au, Af Synergagessorm *

General assessment of threats of the internal loop, taking into account the form of owner-
ship of the elements and technologies of the socio-cyber-physical system (Fig. 2.20):
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W =Wt UWg® UWg® (2.61)
where Wéﬁfm — overall assessment of internal loop threats to the personal property system;
WS — overall assessment of threats of the internal loop for the state property system;

e ., — overall assessment of threats of the internal loop for the corporate proper-
ty system.

Based on expressions (2.52), (2.60), an assessment of threats in socio-cyber-physical
systems in the internal and external security loops of the CPSS is formed, and on the basis of
expressions (2.53), (2.61) — taking into account the forms of ownership (separately). To provide
a generalized assessment of a multiloop security system, let’s use the formula:

VPSS — |4/CP8S | ) /cPss (2.62)

final 1SLgeneral ESlyenera *

Each element of information resources /, e {1,} can be described by a vector:

1, = (Type, AT AN A% A" B,).
Type, — information asset type, described by a set of basic values: Type,={Cl, PD, CD,
TS, StR, Publ, Contl, Pl}, where CI, — confidential information, PD, — payment documents,
CD.—loan documents, TS, — commercial secret, StR,— statistical reparts, Publ,— public information,
Contl, — contral information, PI,— personal data; A, A'/A%, A%, A™ — security services (A° — con-
fidentiality, A' — integrity, A* — availability, A* — authenticity, A™ — involvement); B,— a metric
of the ratio of time and information confidentiality degree for an asset (critical — 1.0; high — 0.75;
medium — 0.5; low — 0.25; very low — 0.01).

Then the general (current) level of socio-cyber-physical systems security based on wireless
mobile technologies is described by the expression:

— for additive convolution:

12

(IAV XB;)"'LESLi (IA” XB,‘/); (2.63)
=

i=1

byesy =L

3 12
j=1

i=1

— for multiplicative convolution:

2

(/AV XBV):|><|:1_['ESL ‘3 Z(IA” XB,,):|- (2.64)

3 12
=1 j=1i=1

by, =1 ‘[1 ~las

j=1i=1

Thus, this approach provides an objective assessment of cyber threats to socio-cyber-physical
systems, taking into account their hybridity and synergy, as well as possible integration and globa-
lization of technologies and forms of ownership.
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2.8 DEVELOPMENT OF A METHOD FOR ASSESSING FORECAST OF SOCIAL IMPACT IN REGIONAL
COMMUNITIES

Achievements in the field of information technology were a prerequisite for the creation of
a new form of social groups, called «virtual communities», the influence on which can allow achiev-
ing the necessary target states or the reactions of such communities. The virtual community is
a reflection of the connections, relationships and interactions of people taking place in social life,
but every day they are more and more regularly transferred to free and boundless cyberspace.

The identification of such communities and groups in the network and the identification of the
most influential agents will determine the degree and direction of the necessary social influences
to achieve the goals set.

The integration of CPSS with «virtual communities» greatly influences the tasks of forming both
political, social and economic worldviews. The latter can be formed on the basis of the influence of
both state subjects of government, political parties, and informal leaders of the regional community.
The block diagram of the CPSS is shown in Fig. 2.21.

CyberWord

Cyber-Social World

TUT e TOUT

(
L2 &

Internet of Things

ﬂ@@ action @ﬂ@
' L RCREs O

T A o

PhysicalWord . l({l(ﬁ( I:’l’ ﬁ

O Fig. 2.21 Block diagram of the interaction of CPSS elements
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A variety of devices that can be used in integrated information and communication sys-
tems (ICS) and cyberphysical systems (CPS) make it possible to form the concept of a socio-
cyberphysical system (CPSS) with the SIS. CPSS is a set of subjects and objects of the cybernetic,
physical and social worlds, which make it possible to form «smart» communities, on the one hand,
and intellectual space, on the other. In CPSS, users are service consumers, and physical entities
in the form of various devices are service providers [2, 471.

Thus, the integration of the cybernetic, physical and social worlds allows the creation of smart
communities, that is, those capable of behaving rationally. From a social point of view, smart
communities can promote social awareness among members using certain social sensors [2, 47].

To study the features of the creation and development of virtual (smart) communities, specia-
lized research organizations have been created. Among them are such as «Communication Institute
for Online Scholarship», «The UCLA Center for the Study of Online Community», «Association of
Internet Researchers», «International Society for Mental Health Online», «The Society for Compu-
ters in Psychology» [62]. The results of the work of such organizations are of particular importance
for structures seeking to establish their presence in the electronic environment, as well as for
scientists trying to understand the behavior of Internet users. However, despite the fact that such
studies have been carried out for quite a long time, at the moment the mechanisms and methods
of purposeful influence on social communities have not been sufficiently developed, which makes
it possible to judge the prospects of the stated research topic.

Thus, CPSS allow nat only to form and develop the functions of a smart community and intellec-
tual space, but also to influence the behavior of communities through the SIS, ensuring the formation
of a predictable worldview. Assessment of the impact on social groups in the regional community in
this aspect affects the national security of the state as a whole, which confirms the relevance of
this area of research. One of the main points in determining the impact on a community and a social
group is the very selection of this community within the entire social network or society as a whole.

A community is defined as a group of nodes with tighter internal connections than with the rest
of the network [B63]. This intuitive definition has been formalized in several competing ways, usually
as a quality function that quantifies the quality of a given division of the network into communities.
The main approaches to isolating a community from a network are shown in Fig. 2.22.

METHODS
for defining (highlighting) communities in social networks
I
\ I I \
. ' Kernighan-Lin Spectral Multilevel graph
Quality functions algorithm algorithms splitting

Agglomerative/partitioning

Markov clustering algorithms

O Fig. 2.22 The main approaches to isolating the community from the network
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The features of each of the methods are discussed below.

Quality functions. In the literature [63, B4], many functions or quality indicators have been
proposed to reflect the quality of dividing a graph into clusters. Hereinafter, A denotes the adja-
cency matrix of a network or graph, where A(i,/) represents the edge weight or affinity between
nodes j and j, and V/ denotes a vertex or a set of nodes of the graph or network.

Normalized section of a vertex group ScV defined as:

X AG) X Al)

_ ieS,jeS i€§,jeS
N (5) = Y degree(i) " Y degree(j)’ (2.65)
ie§ ie§

where the normalized cut of a group of nodes S — the sum of the weights of the edges that con-
nect 5 to the rest of the graph, normalized to the total weight of the edges S and the rest of
the graph S. It is intuitively clear that groups with a low normalized cut are good communities be-
cause they are well connected with each other, but weakly connected with the rest of the graph.

Kernighan-Lin algorithm (KL). A vertex is not considered re-moved if it has already been moved
in the current iteration. After a vertex has been moved, the increment for its adjacent vertices
will be updated to reflect the new assignment of vertices to partitions. Although each iteration in
the original KL algorithm [63] had the complexity O(|E|log|E|]), further improved to O(|E|) per
iteration using the appropriate data structures. This algorithm can be extended to multiple separate
sections, enhancing each pair of sections in a multi-user section in the manner described above.

Agglomerative/dividing algorithms [63] start at each node of a social network in its own
community, and at each stage combine communities that are considered to be reasonably similar.
This continues until either the desired number of communities is obtained, or the remaining com-
munities are not too dissimilar to further merge. Partitioning algorithms work in reverse; they
start with the whole network as one community and at each stage they choose a specific com-
munity and split it into two parts. Both types of hierarchical clustering algorithms often output
a dendrogram, which is a hinary tree where the leaves are the nodes of the network and each inner
node is a community. In the case of dividing algorithms, the parent-child relationship indicates that
the community represented by the parent node has been split to get the communities represented
by the child nodes. In the case of agglomerative algorithms, the parent-child relationship in the
dendrogram indicates that the communities represented by the child nodes have been agglomera-
ted (or merged) to get the community represented by the parent node.

Spectral algorithms belong to the classical methods of clustering and community detection.
Spectral techniques generally refer to algorithms that assign nodes to communities based
on eigenvectors of matrices, such as the adjacency matrix of the network itself or other related
matrices. The upper k eigenvectors define the nesting of the hosts as points in k-dimensional space,
and then classical data clustering techniques such as K-means clustering can be used to get the
final assignment of the nodes to the clusters [63]. The main idea behind spectral clustering is
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that the low-dimensional representation induced by the upper eigenvectors reveals the structure
of the cluster in the original graph with greater clarity.

Multilevel methods provide a powerful framework for fast and high-quality graph partitioning,
and in fact they have also been used to solve many other problems [63]. The main idea is to se-
quentially shrink or enlarge the input graph to get a small graph. Then split this small graph and
sequentially project this split back onto the original graph, refining the split at each step.

Steen van Dongen’s Markov Clustering Algorithm (MCL) clusters graphs by manipulating the
stochastic matrix or transition probability matrix corresponding to the graph [63]. In what follows,
the probability of a transition between two nodes is also called stochastic flow. The MCL process
consists of two operations on stochastic matrices: Expand v Inflate. Expand (M) — it’s just MM,
and Inflate (M, r) increases each entry in the matrix M to the inflation parameter r (>1 and is
usually installed as 2) and then re-normalizing the columns to sum to 1. These two operators are ap-
plied alternately iteratively until convergence, starting with the original transition probability matrix.

The considered methods of identifying communities in a social network are quite effective.
However, they can only be used with a relatively small number of members and networks and
communities. Scaling these methods to a real social network extremely complicates the processes
of calculations and identification of communities. In addition to defining the boundaries and par-
ticipants of social communities, it is also necessary to determine the type and nature of social
influence on the behavior of such communities. The central issue of social influence is understanding
the relationship between similarities and social connections [65]. Many studies have attempted to
measure social media influence and correlation from a wide variety of perspectives. Such aspects are
social similarity and influence; social impact marketing, impact maximization; the model and practice
of social influence through conformity, compliance and obedience, as well as social influence in vir-
tual worlds. The presence of social influence can be determined using traditional methods.

Homaphilia [65] is one of the most fundamental characteristics of social networks. This sug-
gests that the actor on the social network tends to resemble their connected neighbors or «friends».
This is a natural result, because a given actor’s friends or neighbors on a social network are not
a random sample from the general population.

Existential Social Impact Test. In [66], the authors try to separate social influence from in-
ternal or interfering variables by proposing a shuffle test and a back edge test. The idea behind
the random test is that if social influence is not important, the timing of such activation should
not depend on the duration of the action of other agents. Even though the likelihood of an agent
activating may depend on his/her friends. Therefore, the data distribution and characteristics will
not change even if the exact time of occurrence is changed. The idea behind the edge-shifting test
is that other forms of social correlation (besides social influence) are based only on the following.
Two friends often share common characteristics or are influenced by the same external variables.
Thus, changing the margins will not significantly change the score for social correlation. On the
other hand, social influence extends in the direction indicated by the edges of the graph, and there-
fore changing the direction of the edges should intuitively change the correlation score.
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Tests models using tag data from Flickr and confirms social influence as a source of correlation
between the actions of socially connected people [67].

Influence and action. Influence is usually reflected in changing patterns of social action (user
behavior) on a social network. In the works [67, 681, the problem of studying the degree of influ-
ence on the basis of the user’s historical actions was studied. Other works [69, 70] explore how
social actions develop in the context of a network and how they are influenced by social influence.

Influence and interaction. In addition to the attribute and user actions, influence can also be
reflected in the interactions between users [68]. Usually, online communities contain additional
information about interaction with users. For example, a Facebook user has a wall page where his/
her friends can post. According to the messages posted on the Wall, it can be concluded which
friends are close, and which are only acquaintances. Likewise, it is possible to use Twitter followers
and followers to infer the strength of a relationship.

Maximum impact in viral marketing. Social impact analysis has many practical applications.
Impact maximization in viral marketing is an example of such an important application [68]. The
problem is often motivated by identifying leads for marketing purposes. The goal is to minimize
marketing costs and more generally to maximize profits. For example, a company may want to
sell a new product through the natural word-of-mouth effect that result from interactions on
a social network. The goal is to attract a small number of influential users to product adoption and
subsequently trigger a large cascade of further adoption. To achieve this goal, a measure is needed
to quantify the intrinsic characteristics of the user (for example, the expected profit from the user)
and the network value of the user (for example, the expected profit from the users).

Thus, social influence analysis aims to qualitatively and quantitatively measure the influence
of one person on others. As social media becomes more prevalent in the daily activities of millions
of people, both research and practical applications on social impact will continue to grow. In addi-
tion, the size of the networks in which the underlying applications are to be used also continues
to grow over time. Therefore, effective methods of social impact are in demand.

The proposed method for assessing social influence in regional communities is based on matrix
models of interaction between network agents, taking into account the exposure to the influence
of various government institutions and organizations, while taking into account the political activity
of the participants in the process. This approach allows to get a dynamic change in the level of ex-
posure to social influence in a timely manner. And also, to form not only a forecast of the influence
of agents, but also the interaction of various agents, taking into account their formal and informal
influences, the use of administrative resources, political moods of the regional society. Thus, the
final sequence of steps makes it possible to significantly simplify the obtaining of integrated results
of the political and social situation at the regional level.

Development of models for assessing the impact of formal and informal leaders on
regional communities

Mathematical models for assessing the susceptibility to social influence of regional communi-
ties from the point of view of attitudes towards political parties can be formally set in matrix form.
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The influence of elements of state institutions, media and informal leaders, and the regional society
on the formation of the rating of political forces is set in a similar way.

Let’s introduce into consideration the following sets of elements and their characteristics:

—A={AA,, AA,, ..., AA} — set of state institutions of power (formal leaders). For the
convenience of subsequent calculations, let’s represent the set in the form of a one-dimensional
vector A=(AA,, AA,, ..., AA)). For each of the elements, the level of the organizational and state
hierarchy is determined, which this element occupies. For each of the levels, let’s define the weight
coefficient /, which takes into account the «power weight» (political weight) of the hierarchical level
of the elements of state institutions. So, with a four-level model of state structure, the values
of the weighting coefficient of the level are defined as A, e{1, 0.75, 0.5, 0.25}. Thus, the higher
the level of the state hierarchy occupied by this or that element, the more significant its political
influence on the regional society is supposed to be (begin the numbering of levels from the highest);

—PP={PP,, PP,, ..., PP} — set of political forces (parties, blocs, movements, political par-
ties), presented as a one-dimensional vector P=(PP,, PP,, ..., PP,). Each political force can be
assigned a weight coefficient reflecting its rating — 6 [0, 11;

—IL={IL,, IL,, ..., I} —set of informal leaders of the regional community, which include: heads
of enterprises, organizations, companies, criminals, cyber intruders, etc., presented as a one-
dimensional vector;

—MM={M,, M,, ..., M,} —set of elements of the media (media), which include: mass media
(media, newspapers and magazines of the central and local level). Internet (social networks, media
resources), television, radio, presented as a one-dimensional vector M=(M,, M,, ..., M,);

- 55={55,, 55,, §5;, §5,} — regional community (saciety), represented by the set of its
age groups (segments of society). The division into age groups is standard for sociology and is
determined by the following age ranges (in years) (17-30), (31-60), (61-75), (76-90). Each age
category of a regional society must be matched with two coefficients. The coefficient of political
activity, which can be considered as involvement in social processes and, therefore, susceptibility
to sacial manipulation —y,{0.75, 1, 0.5, 0.25}. And the share of the corresponding age categary
in the total number of persons making up the regional saciety W= (w,, w,, w,, w,).

The influence of relevant individuals and organizations (sets AA, PP, IL, MM) on various ca-
tegories of regional society (set SS) can be formally represented by the matrix INIP. Matrix
size (k+/+m+n)x4, where m — the cardinality of the set MM, | — the cardinality of the set IL,
k — the cardinality of the set AA, n — the cardinality of the set PP.

As matrix elements are used values p,e{1, 0.75, 0.5, 0.23}, which are considered as weights
reflecting the strength of the social influence of elements of state institutions, media and informal
leaders on the attitude of regional communities towards political parties. Wherein i, can be both
positive and negative (negative value denotes the negative influence of elements of state institu-
tions, media and informal leaders on the attitude of regional communities towards political parties).

The structural diagram of the interaction between the subjects of the regional society and
formal and informal leaders is shown in Fig. 2.23.
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of regional society and formal and informal leaders

Let’s form influence matrices for various sets that form the basis of the developed models.
Step 1. Let’s form a matrix of distribution of state institutions (formal leaders) by levels of the
organizational-state hierarchy:
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H=|.. .. .| (2.66)

The number of matrix rows corresponds to the number of state institutions (formal leaders),
and the number of columns corresponds to the number of levels of the public administration sys-
tem (in this case, it is assumed to be 4). Element h, is equal to 1 if the state institution / is at the
level j, and O — otherwise. Since it is possible for each institution to be at only one level, then for
the formed matrix, a system of restrictions can be written:

he{01}i=1k j=14
4

Sh=1.

j=1

It is assumed that for state institutions their political weight (that is, the importance of the
expressed opinion, point of view) is the greater, the higher the level of the organizational-state
hierarchy (as a reflection of political weight). Consequently, the previously obtained values of the
coefficients a,, based on the distribution over the levels of the hierarchy, should be adjusted, and
will be calculated as follows:

(2.67)

b =hxA,i=1kj=141¢€{10.75050.25}. (2.68)
The political weight of the respective institution is determined as follows:

4
v=3n. (2.69)

Formation of the vector of weight coefficients of influence on the regional society of state
institutions, taking into account their hierarchical level:

n; =V, XK. (2.70)

Step 2. After the formation of the value of the political weight of formal leaders, it is possible
to form a matrix of the influence of the elements of state institutions of power, depending on the
levels of the hierarchical model of the state:

h?=h; xm;. (2.71)

Similar adjustments to the coefficients of influence of informal leaders and mass media can be

made for the corresponding sets. However, at this stage of building the model of influence, these
adjustments will not be performed and can be postponed to later stages of adjusting the model.
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Step 3. Formation of the vector of weight coefficients of political activity of age groups of
the regional society, taking into account the share of the corresponding age category in the total
size of the regional society:

o, =w xy,i=14 (2.72)

where w,= N, /N,, N — total size of the territorial community; N, — the number of the corre-
sponding age category of the territorial community.

Step 4. Formation of matrices of influence of formal and informal leaders, mass media, me-
dia, political parties on the regional society, taking into account its age structure, will be rep-
resented by the matrix IMP. Matrix dimension (k+/4+m-n)0x4, where k, |, m, n were previ-
ously defined as the cardinalities of sets AA, IL, MM, PP. As elements of matrix are used sets
w,e{1,0.73, 0.5, 0.25}. They are considered as the weighting coefficients of the social influence
of the i-th element of the set of state institutions, media and informal leaders on the attitude of
the j-th age group of regional communities to political parties. Wherein u, can be both positive
and negative (negative value denotes the negative influence of elements of state institutions, media
and informal leaders on the attitude of regional communities towards political parties). Influence
of elements of the corresponding sets AA, MM, IL and PP on different age groups of the regional
community are reflected in the corresponding matrices that form a generalized matrix of influence:

— for formal leaders:

My o Thy
A= ... ... .| (2.73)
M s
— for informal leaders:
Mo o Mg
L= ... .. .| (2.74)
Mg Hyg
— for the media:
Pra o Pra
MM=( .. .. .| (2.75)
pm.1 pm.4
— for political parties:
61.1 e1,4
PP=| .. ... .| (2.76)
ekﬁl ek,4
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A mathematical model for assessing the susceptibility to social influence of elements of state
institutions, media and informal leaders on regional communities from the point of view of attitudes
towards political parties is formally set and presented in Fig. 2.24:

IMP =RAAUILUMMUPP, (2.77)

where the matrix IMP — generalized matrix of the influence of various institutions on the corre-
sponding age groups of the regional community.

Initial data

AA={AA,, A4, ..., AA} — set of government institutions;

2, € {1,0.75, 0.5, 0.25} — government level weighting factor;

PP={PP,, PP,, ..., PP} — set of political forces;

a weighting factor reflecting its rating -0, € [0, 11;

IL={IL,, IL,, ..., IL} — set of informal leaders of the regional society;

MM = {M,, M,, ..., M_} — set of media elements;

55 = {85,, 585,, 55,, 55,} — regional community (society), with age ranges (in years)
(17-30), (31-60), (61-75), (76-90);

v, € {0.73, 1, 0.5, 0.25} — coefficient of political activity;

w, € {1,0.75, 0.5, 0.25} — weight coefficients reflecting the strength of the social
influence of elements of state institutions, media and informal leaders on the attitude
of regional communities towards political parties

=~ S~ =~ S~

IMP = AAUILU MM U PP,

~~- - ~> <~

Determination of the total intensity of the Determination of the total intensity of
influence of the institutional structure: influence on age groups:

additive convolution: additive convolution:

4
o, :Zpg, T =
j=1

k+l+m+n

multiplicative convolution: multiplicative convolution:

k+l+m+n
; (1 -0

where N, 11in the range from k+1 to k+/ — informal,

p; =W, X0, 0 =W, Xy, i=14,w =—L,

N, — total size of the territorial community; °
N,U— the number of the corresponding age
category of the territorial community

ranging from k+/+ 1 to k+/+m — media,
and ranging from k+/+m to k+I/+m+n —
political forces

O Fig. 2.24 Mathematical model for assessing exposure to social influence
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Matrix IMP is formed by appending the rows of the next matrix to the existing one. As a re-
sult, will be formed a matrix with the dimension (k+/+m+n)x4. In it, lines in the range from 1 to
k correspond to formal leaders.

In the range from k+1 to k+/— informal, ranging from k+/+1 to k+/+m — media, and rang-
ing from k+/+m to k+/+m+n — political forces:

My, - Oy o Mg~ Oy
N1 * Oy o Myg Oy
Hysa1- Oy e My 0y

AR

i i1 04 o My 0y

IMP = = o . (2.78)

MM Prsrs1a o Prrisra

PP
pk+/+m‘4 pk+l+m,4
BO4iremern O O4srimera O4
ek+/+rn-¢-n.1 : 01 ek-*-l-*—m+n/1 : 64

Thus, the developed mathematical models make it possible, on the basis of an expert assess-
ment, to obtain an objective reflection of the influence of individual CPSS groups, their relation-
ship and influence on the regional society. For the correct assessment of experts, let’s use the
mathematical apparatus proposed in [71].

Development of a method for assessing the total intensity of the influence of a parti-
cular institutional structure

The method for assessing the total intensity of influence is formed on the basis of a mathemati-
cal model for assessing the susceptibility to social influence of elements of state institutions, media
and informal leaders on regional communities and the corresponding convolution. The elements of
the resulting matrix are calculated taking into account the political activity of different age groups:

p; =M, XG,. (2.79)

Step 5. The calculation of the total intensity of the influence of a particular institutional struc-
ture (formal or informal leader, political party, mass media) can be presented as a convolution by
row (for all age categories): .

— for additive convolution — @, =" p;;

j=1
— for multiplicative convolution — @, =1- 2(1 - py).

4
j=1
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Step 6. Similarly to the 5% step, the calculation of the intensity of social influence on a parti-
cular age group can be performed:

k+l+m+n

— for additive convolution — ©; = 21‘ Py
<
k+I+m+n

— for multiplicative convolution — t, =1— Z‘ (’I - py).
p
The structural diagram of the method for assessing the total intensity of the influence of
a particular institutional structure is shown in Fig. 2.25.

Influence of elements of the corresponding sets AA, MM, IL and PP
T o Tha Mg Mg Pia e Prag 0 - Oy

M= .. .. = . . L MM= .. .. . [PP=].
Mea = Miea Hige Mg Pma - Pma O o By

=~ S~ =~ <~

Mathematical model for assessing the exposure
to social influence of elements of state institutions

IMP = AAUILU MM U PP,

~ - S~ =~ <~

total intensity of institutional total intensity of influence
structure influence by age group
additive multiplicative additive multiplicative
convolution convolution convolution convolution

4 k+l+m+n k+l+m+n

G)/:ipy u)/.=1—2(’|—p1/) Ti= 2 Pj u=1- )y (1_9//)
=

j=1 i=1 i=1

O Fig. 2.25 Block diagram of the method for assessing the total
intensity of the influence of a particular institutional structure

This method allows, on the basis of the proposed mathematical apparatus, to objectively deter-
mine the «formal» and «informal» influence of the respective leaders on the subjects of the regional
society. The basis for this is the subjective judgments of both the subjects themselves and the
results of expert assessments, opinion polls, etc.

Development of a method for assessing and predicting the rating of political forces
hased on the mechanism of social influence

Step 7. To build a rating of political parties in the region, based on the attitude of formal and
informal leaders towards them, as well as the image formed by the media, it is necessary to form
a matrix for assessing political forces by the listed structures.

A mathematical model of the influence of a regional society on the formation of the rating of
political forces is shown in Fig. 2.26 and is formally set:
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PR=|..

Ty e Ty
g e Ty
Tperr o g
T v g
Tererr o Tgina
nk+/+m,’| Tck+/+m,4

(2.80)

The presented model in Fig. 2.26 allows predicting the rating of political parties in accordance
with age ranges. This approach, in contrast to the mathematical model for assessing exposure
to social influence, provides a «feedback» of age groups on the attitude towards party forces.

Initial data
AA={AA,, AA,, ..., AA} — set of government institutions;
2, € {1,0.75,0.5, 0.25} — government level weighting factor;
PP={PP,, PP, ..., PP} — set of political forces;
a weighting factor reflecting its rating —0,€ [0, 11;
IL= {/Lw, IL,, ..., IL} — set of informal leaders of the regional society;
={M,,M,, ..., M} - set of media elements;
SS = {55, SS S5, SS .} — regional community (society), with age ranges (in years)
(17-30), (31 BU] [B’I 75) (76-90);
v, € {0.75, 1, 0.5, 0.25} — coefficient of political activity;
I E {1, 0.75, 0.5, 0.25} — weight coefficients reflecting the strength of the social
influence of elements of state institutions, media and informal leaders on the attitude
of regional communities towards political parties

NP N= N= NP

. . Determination of the total intensity of the
11 v T :> influence of the institutional structure:

additive convolution:
T, ... T k+l+m

1.4 k.4

§> 0,= 2 T
14 v g =]
PR=]... : multiplicative convolution:
T ... T k+l+m
k+1,1 k+1.4

* : 0,=1-T1("-m,)

Trrs11 o Tharina i=1

a ﬁarticular structure to each of the political
forces

E> T . — expert assessments of the attitude of

Ttemt = Mhatsma

O Fig. 2.26 Mathematical model, the influence of the regional saciety
on the formation of the rating of political forces
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The matrix is formed on the basis of estimates collected in the form of a table, the number
of rows of which corresponds to the total number of formal and informal leaders, as well as the
media (objects influencing the rating), and the number of columns corresponds to the number
of political forces. Each cell of the table should contain expert assessments of the relationship of
a particular structure to each of the political forces (IT, ).

The method for assessing and predicting the rating of political forces based on the mechanism
of social influence is formed on the basis of the model of the influence of the regional society on the
formation of the rating of political forces, as well as the corresponding convolutions.

The total score that forms the rating of a political force is obtained as a convolution of all
private estimates and, depending on the selected type of convolution, has the form:

k+1+m

— for additive convolution — 6, = Z‘ T,
= k+1+m
— for multiplicative convolution — 6, =1~ H (1 - n,/.).
i=1
Structural diagram of the method and forecasting the rating of political forces is shown
in Fig. 2.27.

Influence of elements of the corresponding sets AA, MM, IL and PP
Ma - Tha Hig e Hag Pia o Pig 0 o 0y,
M= ... .. .. | L= .. .. . [MM= .. .. .. [[PP=|.
Mer o Mea Mg Mg Pm1 = Pma 01 By

N~ S~ N~ X~

Mathematical model of the influence of a regional society
on the formation of the political forces rating

T e Ty

T, e Ty,

T o Mg

PR=]..

Tyip1 o Mg

T o Tgrina

7.l:l<+l+m,’| nk+l+m,4

=~ =~ =~ =~

total intensity forming the rating of a political force

additive multiplicative
convolution convolution
k+l+m k+l+m

e/zznl/ 9/=/|—H(’|—TE”)

i=1 i=1

O Fig. 2.27 Block diagram of the method and forecasting the rating of political force
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Thus, the presented approach allows one to take into account the following components:

— the hierarchical structure of state institutions and their influence on the political outlook
of certain social age groups;

— electorate and influence of political parties (blocs, movements), taking into account the
political worldview of certain social age groups;

— influence of informal leaders not only on political parties, but also on certain social age groups;

— the possibility of changing the rating of political parties by influencing certain elements of
regional / state institutions, informal leaders and/or media.

As an example, that allows to check the performance of the proposed models and methods,
as well as to discuss the results obtained, let’s consider a conditionally real example. Such an
example will reflect the order of interaction of the presented structures and their influence on the
formation of the rating of political parties and the assessment of the strength of political influence
on the regional society.

Let’s compose the PR matrix. Since all estimates are dimensionless, it makes no sense to apply
coefficients leading to a dimensionless unit. Also, normalizing factors are not used at this level,
since they must be taken into account in the impact assessments.

Let’s assume, for definiteness, there are 4 main political forces, 4 formal leaders, reflecting
different levels of the administrative and state structure, 5 most influential mass media and 3 in-
formal leaders, whose opinion is taken into account by the regional society.

09 05 07 04
08 04 06 07
06 05 04 07
06 07 05 08
0.7 04 03 06
05 08 08 07
04 08 05 07f
06 07 06 08
09 08 05 06
0.7 0.3 04 08
08 0.7 04 09
05 08 06 07

PR =

When using additive convolution, let’s obtain estimates for each of the 4 political forces:
P,-8.0;P,-7.5;P,—6.3; P,—8.7. Thus, the rating of political forces is as follows: P,—P,—P,—P,.
If multiplicative convolution is applied, the rating will be as follows: P,—~P,—P,—P,. As can
be seen, the rating did not change when switching from using additive convolution to multiplicative.
A promising area of further research for constructing a rating of political forces is the use of
the hierarchy analysis method. This approach will allow, in contrast to the classical method, to use
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the values obtained within the method to assess the spread of opinions of influencing structures,
to take into account the weight of various influences on the formation of the rating. In addition, the
use of the method of analyzing hierarchies will make it possible to get away from the criteria-based
assessment of each of the political forces. The experts will be asked to give a comparative assess-
ment of the attractiveness of a particular political force in the language of binary relations (i.e., in the
form of pairwise comparison).

Let there be given a model of the influence of formal and informal leaders, as well as the media
on the formation of the rating of political parties. On the one hand, it will be interested in the
contribution of the influence of this or that subject to the general system of forming the rating of
political forces. On the other hand, there is the proximity (similarity) of the influence of pairs,
triples, fours, etc. of subjects on the formation of the rating.

To solve these problems, let’s use the method of differentiating models. It should be noted
that the method was presented to be used as a starting point for a matrix of incidents, contain-
ing as values the elements of zeros and ones, reflecting the existence of a relationship between
a pair of vertices. Further, it is proposed to use this method in the case when the connections
between the vertices are weighted, and the weight reflects the corresponding force of influence or
the assessment of the corresponding object.

As a starting point, let’s use the PR matrix presented earlier.

The intensity of participation of a particular structure in the general system of social influence
(as an example, the formation of a rating of political forces), let’s use the concept of a frequency
matrix of relations. The frequency matrix of relations is called a square matrix, where each row
(column) corresponds to one or another agent influencing the processes under consideration, and
the values of the elements are determined as follows:

i

{r‘educed sum of the joint influence of i-th and j-th subjects if i # j;

total assessments of j-th subject if i = j.

The frequency relationship matrix can be calculated as PR"™<PR—F (where the superscript T
indicates that the transpose matrix PR is being used).

The constructed frequency matrix of ratios based on the initial data of the experiment is
presented in Table 2.7.

The frequency matrix of relations is an intermediate result used to derive a derivative of the
model under consideration by a predicate defined as a set of subjects of influence. The elements of
the specified matrix are calculated by the formula:

(=) +(h=f) _f-2-f+f
" h f

The matrix of derivatives constructed for example based on the model of the influence of

the regional society on the formation of the rating of political forces is given in Tahle 2.8.

(2.81)
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@ Tahle 2.7 Frequency relationship matrix , for the model of the influence of the regional society on the
formation of the rating of political forces

subjects j-subject

i-subject 171 162 135 160 128 174 139 167 180 142 171 1.55
162 165 141 169 132 173 143 175 176 155 179 1.57
135 141 126 154 116 156 133 158 156 1.36 1.62 1.43
160 169 154 191 139 196 168 196 1.83 1.64 1.98 1.79
128 132 116 139 110 1.37 117 142 146 127 150 1.27
174 173 156 196 137 219 181 204 199 157 198 1.94
139 143 133 168 117 181 154 173 167 135 171 1.63
167 175 158 196 142 204 173 202 194 168 2.02 1.85
180 176 156 189 146 199 167 194 206 161 202 1.81
142 155 136 164 127 157 135 168 161 155 174 1.46
171 179 162 198 150 1988 171 202 202 174 210 1.83
155 157 143 179 127 194 163 185 181 146 1.83 1.74

® Tahle 2.8 Derivative matrix d, for the model of the influence of the regional society on the formation
of the rating of political forces

subjects j-subject

i-subject 0.000 0.074 0.200 0.263 0.195 0.241 0.338 0.234 0.094 0.296 0.228 0.226
0.074 0.000 0.064 0.107 0.083 0.220 0.231 0.087 0.108 0.065 0.085 0.159
0.200 0.064 0.000 0.058 0.034 0.212 0.105 0.076 0.128 0.066 0.074 0.098
0.263 0.107 0.058 0.000 0.165 0.092 0.054 0.005 0.101 0.110 0.025 0.039
0.195 0.083 0.034 0.165 0.000 0.401 0.256 0.197 0.164 0.087 0.133 0.236
0.241 0.220 0.212 0.092 0.401 0.000 0.061 0.064 0.136 0.382 0.167 0.026
0.338 0.231 0.105 0.054 0.256 0.061 0.000 0.058 0.156 0.289 0.129 0.012
0.234 0.087 0.076 0.005 0.197 0.064 0.058 0.000 0.103 0.125 0.040 0.032
0.094 0.108 0.128 0.101 0.164 0.136 0.156 0.103 0.000 0.242 0.059 0.099
0.296 0.065 0.066 0.110 0.087 0.382 0.289 0.125 0.242 0.000 0.098 0.253
0.228 0.085 0.074 0.025 0.133 0.167 0.129 0.040 0.059 0.098 0.000 0.098
0.226 0.159 0.098 0.039 0.236 0.026 0.012 0.032 0.099 0.253 0.088 0.000

Diagonal in Table 2.8 is zero, which indicates a zero proximity of the influence of each of the
subjects with oneself. Non-diagonal elements should be interpreted as follows: the greater the
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value for a pair of subjects, the greater the discrepancy in the degree of influence of the subjects
determining this value (d, = d;). The indicated interpretation of the matrix elements makes it pos-
sible to find subjects that have a similar influence on the processes under consideration.

Let’s find the element with the minimum value. This is the element d, ;=0.005. This means
that the 4™ and 8" subjects of influence have a similar nature of influence on the processes un-
der consideration. The next most important element will be d; ,,=0.012. The found pairs can be
considered as the closest in terms of the nature of the influence and, when building an aggregated
model of less complexity, can be replaced by one element with the total intensity of the influence.

Thus, the proposed approach makes it possible, when analyzing the influence and formation
of initial data (weight coefficients), to form an assessment of the influence of a regional society
on the formation of a rating of political forces. The results obtained can be used to assess the
influence of both formal and informal leaders in a particular regional society, taking into account
their weighting coefficients of influence.

The main limitations of the proposed method is the subjectivity of the expert assessment of
the weight coefficients, the corresponding communication lines (impact) on the corresponding
elements of the proposed models for predicting the rating of political forces and the influence of
a regional society on the formation of the rating of political forces. A further direction of research
development is the formation of a software package that will automate the process of constructing
a structural diagram of a regional society, the interaction of both formal and informal connections
between the elements of the structure, as well as the possibility of analyzing the results offline.
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METHODOLOGICAL ASPECTS OF PROVIDING INFORMATION
SECURITY OF AN INDIVIDUAL, SOCIETY AND STATE IN SOCIAL
NETWORKING SERVICES

RBSTRACT

The study performed a theoretical summary and proposed a new solution to the urgent scien-
tific and applied problem: creating methodological foundations to build a system of information
security in social networking services. It uses new methods to identify, assess and counteract
threats to the information security of the state in the information space.

The features of the functioning of social Internet services and establishes their role in ensuring
the information security of the state are analyzed. An approach is proposed to identify signs of
threats in the text content of social Internet services, which will allow to quickly respond to chang-
ing situations and effectively counteract such threats.

A classifier of information security profiles of users of social Internet services has been deve-
loped to assess the level of their danger as potential participants in disinformation campaigns.
A method for identifying and evaluating the information and psychological impact on user com-
munities in services is proposed. Models of conflict interaction of user groups in social Internet
services are considered on the example of civil movements. To effectively counter threats to infor-
mation security of the state, it is proposed to use the concept of synergistic user interaction and
self-organization processes in a virtual community. Particular attention is paid to countering the
manipulation of public opinion in the decision-making process by users of social Internet services.

The obtained scientific results have a fundamental theoretical and applied practical importance
for ensuring information security of the state in the social networking services and contribute to
the further development of modern information technologies that implement security functions.

KEYWORDS

Social networking services, information security, signs of threats, text content, classifier of
information security, disinformation campaign, information and psychological impact.

The digitalization of most human activities and the diversification of social communication chan-
nels became possible due to information technology development and the deepening of informatiza-
tion processes. As a result, a separate class of internet platforms for communication by internet
users has now emerged, formed using social structures based on the profiles of individual users or
their communities. They are known as social networking services, and their users are called actors.
Social networking services differ in terms of the openness to newcomers, functional characteris-
tics, type of disseminated content, availability of additional tools for commerce, self-organization of
society, management tools, and others.
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The transformation of social communication processes using internet services has led to
a blurring of boundaries in the virtual world between individual countries and the emergence
of new threats to the information security of individuals, society, and the state. Consequently,
it has become possible for perpetrators to carry out information operations aimed at a target
audience to induce them to take managerial decisions and/or perform actions beneficial to the
subject of information influence. Moreover, information leverage to individuals in the virtual
world can become an impulse to set up or strengthen social movements and increase social
tension and interethnic or inter-religious discord. Therefore, the problem of early identification,
assessment, and counteraction to threats to information security of the state in social network-
ing services is actual task.

On the one hand, in the context of new types of threats to information security emergence and
the information space globalization, the practice’s requirement to improve its information security
when its citizens use social networking services acquires particular importance. On the other hand,
there are no practical approaches to ensuring the information security of individuals, society and
the state that will guarantee consistency and comprehensiveness in decision-making to counter
threats in the information space. Therefore, this problem has theoretical and applied significance
and needs to be solved.

31 SOCIAL NETWORKING SERVICES AS A COMPONENT OF THE NATIONAL INFORMATION SPACE
OF THE STATE

The current state of development of the global information space characterizes by the im-
plementation of information technology in all spheres of public activity, which creates the basis
for the functioning and sustainable development of the information society [71]. However, such
phenomena give rise to many systemic problems, in particular control over the information space
of the state, deepening of informatization of public administration authorities and provision of public
services, protection of state information resources from destructive influence, consolidation of the
legal aspects of information sphere regulation. The essential place in solving the above problems is
the information security of the state. Therefore, it studies the processes of ensuring the security
of state interests of the country, methods of protecting individuals, society, and the state in the
information sphere from external and internal threats and improving the efficiency of state infor-
mation systems functioning [72, 731.

The need to protect the vital interests of individuals, society and the state is due to a close
connection between the high level of intelligence and information development of society and the
growing number of threats to the information security of the state. Moreover, the consequences
of information influence from anywhere in the world on the citizens of a state can be the imposition
of foreign interests, morals, and lifestyles to undermine the physical, material, or ideological state.
In this regard, ensuring the information security of the state is an integral part of the formation of
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competitive national economy functioning and sustainable development of the state in the current
context of globalization and internationalization.

Information security of the state is considered with the national information space. Information
space is an organized set of structures for creating, storing, and using information through a net-
work of mass communication media to satisfy citizens’ information interests and needs. An essential
role in transforming national information space under independent information exchange conditions
belongs to social networking services [74]. Thus, sacial networking services define services on the
internet for creating user profiles, linking them with other users and virtual communities and provid-
ing tools for communication, creation, and distribution of different types of content. A user who has
a profile created by a social networking service and uses it to meet information needs is an actor.

The primary reasons for the growing popularity of social networking services with their subse-
quent integration into the state information space were [73-751:

1) equality of participants in virtual communities in cooperative social communication processes;

2] satisfaction of information needs based on one’s interests and matives instead of those
dictated by belonging to society;

3) lack of state influence on social networking services to form public opinion.

However, the significant limitation of state control over social communication processes in
social networking services has led to their widespread use for destructive information-psycho-
logical impact on society. The vulnerability of social networking services is related primarily to the
inconsistency of the level of the regulatory framework with the current level of threats to the
information security of the state. Furthermore, the lack of modelling tools for the functioning of
social networking services to analyze and predict their development and the insufficiency of existing
measures to counteract threats increase this vulnerability level.

Global and domestic experience has shown that social networking services are associated
with the emergence of new challenges to information security of the state. The first references to
social networking services to influence the authorities are related to youth protests against parlia-
mentary elections in Moldova in April 2009. Substantial discrepancies between social polling data
and officially announced election results brought thousands of people to the streets of Chisinau.
Facebook and Twitter were used to spread calls for participation in the protests, especially under
the hash-tag #pman (Piazza Marii Aduneri Nacionale — the main square in Chisinau). This hash-tag
appeared with posted news on Twitter about the developments of the situation [78, 771. Thus, par-
ticipants used social networking services to coordinate the protesters’ actions. To this end, calls
to unite the opposition, information on the actions of law enforcement agencies, the condition and
number of people injured in clashes with the police, data on the locations of the actions, and others,
were published. In addition, after the authorities blocked cellular communications, protesters used
the mobile internet to interact and publish content on sacial networking services. Some messages
were published in English for extensive coverage in foreign media. At the same time, videos of the
events were distributed on YouTube [77]. As a result, these events were named the «Twitter
Revolution» for the leading role of microblogging in organizing the protests.
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Similar events occurred in Iran in June 2009 and involved protests against the presidential
election results. In response to pogroms and protesters attacking government buildings in Tehran,
the authorities imposed a harsh information blockade and conducted police raids. For this pur-
pose, the state has blocked cellular communications, most social networking services, and foreign
radio stations. At the same time, the state media only covered the unrest in the streets. There-
fore, the protesters used the mobile internet and Twitter to communicate, exchanging photos and
videos, information on new actions, lists of those arrested, data on the movement of police officers
and others. In order to counter this, Iranian authorities, disguised as opposition activists, posted
inaccurate content on Twitter. The protesters disseminated recommendations on identifying such
authorities” agents and hiding their data on social networking services. They also distributed a link
to an application for launching DDoS attacks against state information resources on Twitter.

In December 2010, revolutionary events unfolded in Tunisia due to citizens’ dissatisfaction
with the president’s policies. A feature of these revolutionary events was their active coverage on
the social networking services Facehook and Twitter [74, 76, 771. The protesters effectively used
the communication advantages of social networking services to coordinate their actions, share
information about the protests in different cities and safe travel routes, and publish photos and
videos of the events. As a result, social media outlets have become independent media for news and
coverage of incidents in Tunisia. It should note that informing the global community while ignoring
the events by the state media also took place through social networking services. The wave of
national protests resulted in the president’s resignation and a change of government.

The reported events in Tunisia were the start of a series of mass protests by citizens, revo-
lutions and internal military conflicts in the countries of Central Africa and the Middle East.
As a result, it became known as the Arab Spring. The protests in Lebanon, Jordan, Oman, Egypt,
Yemen, Bahrain, Libya, Kuwait, Morocco, and Syria resulted in the collapse of governments or their
changes and protracted civil unrest. Having summarized the chronology of the events of the Arab
Spring, it is possible to present it in the form of a timeline in Fig. 3.1.

A common feature of the civil protests against the authorities was using social networking ser-
vices to coordinate protests, activate society, spread protest sentiments, provide rapid coverage
and inform the international media. In addition, it is notable that the communication of the protests
took place using several social networking services simultaneously to reach a broader target audi-
ence through the dissemination of different types of multimedia content.

Social networking services became actively used in the civil protests in New York City called
the «Occupy Wall Street» (September 2011) [76]. Demonstrators aimed to take over Wall Street,
which houses the city’s financial centre, to highlight the growing influence of corporations on the
US government and call for structural changes in the economy. Protest marches also took place in
other US cities and lasted for several months. The protesters’ slogans appeared first on Tumblr,
Twitter, and other popular social media has been used to attract new participants [74, 78].

Today, to counter threats to national security, some countries restrict citizens’ access
to social networking services. Since 2003, the Golden Shield Project has established the
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so-called «Great Chinese Firewall» to filter PRC internet content. Access to Google, Flickr,
Dropbox, Facebook, Twitter, YouTube, and partly Wikipedia has been restricted within the PRC,
S0 citizens use their Chinese counterparts. However, attempts to organize citizen protests against
the backdrop of the Arab Spring have shown that it is difficult to fully control the flow of information
at the state level due to the ever-increasing number of internet users. As a result, social network-
ing services’ permanent or temporary blocking also exists in North Korea, Iran, Pakistan, Vietnam,
Saudi Arabia, Egypt, Turkey, and other countries.

Analysis of the revolutionary movement in the CIS states, aimed at the non-violent overthrow
of the government with a change of political regime and dubbed «coloured revolutions», links its
emergence to globalization processes, development of progressive information technologies,
achievement by the society of a given level of science, economy, mass media and others. The
peculiarity of coloured revolutions is the peaceful nature of protests, which can later develop into
bloody clashes. Thus, according to A. Hromava, the «colour revolutions» are characterized by com-
munication, creating information pressure on the authorities. A time chart of «colour revolutions»
in the post-Soviet states shows that they have occurred since 2000 (Fig. 3.2). The assessment
of the Orange Revolution in Ukraine in 2004 points to the critical role of mobile phones in commu-
nication during the events. The rapidity of information dissemination relied on the internet, with
the planning of protests conducted online in a live conversation between participants. In addition,
individual ISPs provided users with free internet access, particularly opposition media websites.

Foreign experts were engaged in organizing the Orange Revolution to develop an infor-
mation strategy, brands and support websites with content dedicated to the revolutionary
events. Campaigning materials posted on the internet were printed and distributed to citizens in
the regions. The authorities took measures to block information resources, but their owners
changed their addresses or created mirror copies. Social networking services provided a leading
role in the organization and conduct of the 2013—-2017 Dignity Revolution in Ukraine. Primarily,
social networking services helped to mobilize society to participate in mass protests and co-
ordinate the actions of citizens, public leaders, and politicians. Thus, on November 21, 2013,
according to Watcher [79], the number of visits of actors from social networking services to
the website of the Ukrainian Pravda newspaper increased by six times compared to the average
number of visits in that month (Fig. 3.3).

At the same time, there was a change in the content structure of social networking services.
Actors not only disseminated statements by Ukrainian and foreign politicians related to civil pro-
tests but also became involved in its creation. Consequently, the actors were not ordinary obser-
vers of the revolutionary events but became civil activists. At the same time, the actors of virtual
communities in social networking services participated in volunteer activities, charity, organization
of self-defense and counteracting power structures during mass protests [79, 80]. The main con-
sequences of the Revolution of Dignity include significant political and societal changes in Ukraine,
the gradual withdrawal from the zone of political and economic influence of the russian federation
and the use of armed force in response.
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Q Fig. 3.3 Dynamics of visits to the Ukrainian Pravda newspaper website
by actors of social networking services at the beginning of the Dignity Revolution [17]

The events of the annexation of Crimea and the armed aggression of the russian federation
in eastern Ukraine have shown that social networking services were actively used in the prepa-
ratory stages immediately during their conduct. For instance, studies [80, 81] of the informa-
tion support for the annexation of Crimea in March 2014 demonstrated the use of social net-
working services in the russian federation’s propaganda activities. According to American analyst
M. Galloway, published for the US military publisher Realcleardefense [81], the russian federa-
tion government spent $19 million to fund the activities of 600 specially recruited actors from
Facebook, Vkontakte, Odnoklassniki.

The activities of these actors consisted of publishing articles and comments on them to
create an opinion in Ukrainian and international society that the local population supported the
annexation, discrediting the local opposition and spreading rumours, feelings of fear and hate
among the population. The first publications of russian information operations appeared on
Facebook, but Vkontakte was the most popular, with content spreading at 5,000 reposts
per day. Such content held techniques to manipulate public opinion to increase the audience
of influence from older generations to young people, polarizing society. In addition, social network-
ing services helped to legitimize the results of the pseudo-referendum on the status of Crimea.
Also, in Crimea, russian information operations forces created an information vacuum by blocking
government websites and conducting cyber-attacks on media websites. The result of such ac-
tions was to gain a significant advantage in the information space to facilitate actions to annex
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the peninsula. Thus, the annexation of Crimea served as a test case for information operations
against the information security of the state and demonstrated that social networking services
are an effective tool for managing society.

In April 2014, pro-russian activists began seizing administrative buildings in Donbas. At the
same time, the activity of specially created virtual communities in social networking services, pri-
marily Vkontakte, intensified. The topic of such virtual communities as Antimaidan, Novorossiya,
Russkaya Vesna and many others were dedicated to the ideas of Antimaidan and consisted of devel-
oping an alternative to the civil protests of the Dignity Revolution. However, these virtual commu-
nities disseminated inaccurate information and widely used techniques to manipulate public opinion,
and their activities were purposefully imposed on actors of social networking services. One of the
tasks was to disseminate propaganda materials and symbols of quasi-state formation to legitimize
it in society and regional discord, aiming to create a new artificial national identity different from
the Ukrainian one [81]. The purpose of information operations against the information security of
an individual, society, and the state in social networking services during the armed aggression of
the russian federation in Eastern Ukraine was destructive information influence on the conscious-
ness of actors, dissemination of set ideological and social settings, development of set stereotypes
of behaviour, desired transformation of public moods, feelings, will [811.The paper by B. Perry [82]
analyzed the tools used by Russia during the hybrid war with Ukraine and determined that the most
effective of them was information operations. Control over the escalation of the situation became
achieved through active prolonged pro-russian propaganda among the population of the south-east-
ern regions of Ukraine. The consequences of such actions were the population’s perception of the
relevant narrative and the formation of a pro-russian initiative majority, which became the basis for
the consolidation of separatists and support for the intervention of armed formations. Statistical
data on the use of social networking services in Ukraine and the world as of July 2016, according
to the company Adpro [83], are presented in Fig. 3.4.

Analysis of Fig. 3.4 shows that russian services have a significant share of the social net-
working services market in Ukraine, unlike the rest of the world. On 15 May 2017, the President
of Ukraine signed a decree enacting the decision of the National Security and Defense Council of
Ukraine «On the application of personal special economic and other restrictive measures (sanc-
tions)» [85]. This regulatory document prohibits Internet service providers from accessing
Odnoklassniki, Vkontakte social networking services, and other russian resources. This document
has led to a significant redistribution of users among other social networking services; in par-
ticular, according to Watcher, the audience of Facebook grew to 9 million users in August 2017
and Instagram to 6 million users.

It is helpful to summarize the processes of russian information operations in Ukraine in terms
of patterns (Fig. 3.8). One of the results of information operations in Ukraine has been the crea-
tion of significant obstacles to managerial decision-making at the regional and state levels [77].
Therefore, social networking services played a leading role in organizing the annexation of the
Crimea and fomenting public hostility and escalating violence in eastern Ukraine.
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O Fig. 3.4 Statistics on the use of services: a — worldwide; b — in Ukraine (excluding
the temporarily occupied territories of Luhansk and Donetsk regions and Crimea)

Consequently, from the scientific and technical analysis of the importance of social networking

services in the process of ensuring information security of the state, it follows that:

— at the present stage of implementing progressive information technologies in public activi-
ties, social networking services represent one of the most popular means of mass communication.
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Social networking services combine a broad class of tools for information interaction, which pro-
vides not only to meet the information needs of actors but also for their self-expression, educa-
tion, self-development, implementation of business start-ups, so they are an integral part of the
information space;

— social networking services are objects of information security of the state. Due to their com-
munication advantages, they have become an effective tool to influence political and social processes
in the state. As a result of the dissemination of inaccurate or distorted content in social network-
ing services, together with information and psychological impact on actors in society, tensions,
ethnic and religious hatred, and dissatisfaction with the political situation in the state can arise.

The advocacy Distribution The annexation
activities of of propaganda of the Crimea
the public materials and and the war
authorities of quasi-state in Eastern
the russian symbols Ukraine
federation
Spreading ideas The creation
of regional enmity of an artificial
national identity
O Fig. 3.5 Patterns of information operations by the russian federation

in the initial stages of hybrid warfare in Ukraine

Therefore, ensuring the information security of the state in social networking services in the
context of globalization of the information space and hybridization of military conflicts remains one
of the urgent problems that need to figure out in Ukraine and the world.

3.2 IDENTIFICATION OF THREATS TO THE INFORMATION SECURITY OF THE STATE IN THE TEXT
CONTENT OF SOCIAL NETWORKING SERVICES

Today, social networking services provide users, commonly referred to as actors, with tools to
create and distribute multimedia content, organize actors in a virtual community, and coordinate
their interaction in real life. Therefore, social networking services effectively influence the state
governance processes directly related to the information security of an individual, society, and
state [73]. However, in light of recent events in Ukraine and worldwide, social media is a tool for
information operations due to the purposeful dissemination of misleading or distorted content and
negative propaganda. Such actions are incitement of public discord, aggravation of social conflicts,
growth of protest sentiments, and interethnic and inter-ethnic discord. Therefore, one of the
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essential tasks of the information security of the state system is timely identification of content in
social networking services, which includes destructive information influence on actors and poses
a threat to the information security of the state. Therefore, the problem of detection of threats to
the information security of the state in the text content of social networking services is related to
the existence of an objective contradiction between the practice and the theory. This contradiction
is associated with the development of modern technologies of information influence on actors and
the scientific basis of their detection based on the content analysis of natural language text. At
the same time, this problem is not limited to linguistic analysis of textual content and applies, in
particular, to information retrieval tasks. Thus, the complexity of procedures for early detection of
threats to the information security of the state in the textual content of virtual communities is due
to the lack of a comprehensive approach to their search and detection. Therefore, the development
of practical approaches to the detection of information impact on actors in social networking ser-
vices hased on the analysis of the content of textual content is an urgent scientific and applied task.

Based on the analysis results, it is necessary to develop an approach to identify threats to
the information security of the state in the textual content of social networking services for timely
detection of destructive information impact on actors of virtual communities. Such an approach
should increase relevance to the studied textual content of social networking services, revealing
known semantic templates of threats to information security. Also, it should fill ontological know-
ledge bases with unknown templates of threats and feasibility in the conditions of limited resources
of the security system.

Critical analysis of publications on the direction of the study showed that the processing of
natural texts used statistical or linguistic analysis [84-86]. The essence of statistical methods is
to analyze the content of textual content based on the frequency of use of individual words or Bag
of Words. However, this approach does not allow to consider the coherence of textual content,
which is one of the critical requirements for the effectiveness of detection of threats in the content
textual content having a hidden nature. Therefore, to solve the task at hand, it is necessary to use
linguistic analysis techniques to identify the structural and semantic coherence of textual content,
communicative focus and interpretation to establish meaning. The linguistic analysis consists of se-
veral main stages, among which semantic analysis is the most interesting for research. The semantic
analysis procedure relies on knowledge bases and thesauri and shows the relationship between
individual words and phrases in the textual content. It also establishes that the problem of identify-
ing threats to information security of the state in the textual content of social networking services
relates to the use of information retrieval methods [87]. Therefore, applying semantic search and
analysis methods to consider the content of the textual content of virtual communities is promising.

A peculiarity of the social networking services functioning is the use of such architecture of con-
tent dissemination, which influences the emational sphere of actors. Thus, the publications of actors
or virtual communities are publicly available and cause other users of social networking services to
show emotional appreciation of such content in the form of comments, likes, and reposts. The use
of covert information influence on actors combined with manipulative influence techniques leads to
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manipulation of public opinion. Based on the results of the report Information disorder: toward an
interdisciplinary framework for research and policymaking [88], it establishes that the exercise of
information influence in social networking services bases on the following constitutive concepts:

1) three types of information influence — misinformation, incomplete content, malicious content;

2) three stages of information impact — creation, production, consumption;

3) three components of information impact — actor, content, interpretation.

The considered components of information impact form a conceptual model consisting of
a set of relevant concepts. Each of the concepts defines the corresponding variable describing the
state of the corresponding concept. At the same time, individual concepts represent objects of
information space of social networking services, affecting the information security of an individual,
society and state.

Fig. 3.6 shows the interconnection of the considered compaonents of information influence
in social networking services.

* establishing
* production
* consumption

* actor
components * content

* interpretation

* misinformation
* incomplete content
 harmful content

O Fig. 3.6 The interconnection of the information influence components

The conceptual model is summarized in Tahle 3.1.

Thus, the information influence on actors of social networking services described by the pro-
posed conceptual model allows the development of a systematic model for identifying threats to
the information security of the state in the textual content.

Using a systematic approach to identifying information influence on actors of virtual communi-
ties in the textual content allowed to implement a comprehensive approach to finding and identify-
ing threats to information security of the state in the social networking services.

For this purpose, a systematic model of detection of threats to information security of the
state in the textual content of social networking services is proposed, presented in Fig. 3.7.
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@ Table 3.1 Characteristics of the conceptual model

Multiple concepts \Variable states Note

X0 — { the} yoee Types of informational influences in social networking services:
! ! disinformation — deliberately created artificial content intending to have
a destructive impact on actors, a group of actors, society, and the state;
incomplete content — content insufficient for informed decisions on
the completeness, with no destructive impact on actors;
malicious content — content based on facts aimed at causing harm to
an actor, a group of actors, society, and the state

Xrhese — { Xpnase} y phase Stages of information impact:

' ! creation — this boils down to the development of a narrative for fur-
ther informational impact on a particular target audience;
production — consists of creating content that contains informational
impact on actors, either explicitly or implicitly;
consumption consists of distributing and publishing content contain-
ing information that influences sacial networking services

xeom _ { Xcamp} y comp The components of information impact:

' ' actor — a user who satisfies information and communication needs
using social networking services;
content — information content of virtual communities of social network-
ing services for the interest of actors, expression of a point of view on
current events, dissemination of prompt and helpful information;
interpretation — the actors’ interpretation of the consumed content,
their reaction to it, and actions in virtual or real space due to the
information impact

2 Destructive 3 Social

content media

A

Social

1 Threat 4 Socia
networking

sgunce services

A

c*

v

5 - 6 Threats
Information detection
security expert module
, /

Ontology

O Fig. 3.7 Systematic model for identifying threats to information security
of the state in the textual content of social networking services

The source of threats to information security of the state is characterized directly by
threats D, j =1k, formalized using a cortege:
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D =(R.S.C.T.Sph,M.F,5r,Pos,1),

where R is the relation of the threat to actors on social networking services; S is the type of threat
actor; C is the nature of the threat with social networking services; T is the purpose of the threat
realization; Sph is the sphere of social activity affected by the threat; M is the way the threat acts;
Fis the frequency of recurrence; Sris the covert manifestation; Pos is the possibility of the threat rea-
lization on social networking services; /is the level of influence on actors in social networking services.

The development of informational influences on actors in virtual communities, taking into ac-
count the relevance, level of discussion and public-criticality of informational issues in the media,
results in the formation of appropriate textual content:

1C=1{1C}i=1n.

The content is then disseminated in the media and social networking services to influence
public opinion. An information security of the state expert forms a semantic kernel based on an
analysis of the information space of social networking services:

W={w,} m=1],

to search for textual content on a given information issue related to the need to protect natio-
nal interests. The selected textual content:

e ={1c;}. b=1d,

goes to the threat detection module of the information security system of the state in social
networking services.

The study of TC" textual content for informational impact on actors in virtual communities
takes place using an ontology for semantic analysis. Semantic patterns of known threats to infor-
mation security of the state identified as:

Pr= {Pattern;}, z=1r.

If the selected TC™ textual content is highly relevant and contains no known semantic
threat patterns P*, it goes forward for further investigation by an information security of the
state expert. If new unknown threat patterns are detected:

p= {Pattern;}, q= W

they complement the universal set of semantic threat patterns P*.
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The proposed approach to identifying threats uses a method for detecting information impact
on social networking services based on the content characteristics presented in [15]. As a result
of the research, it found that a promising area of improvement is the use of weighted semantic ker-
nel components to increase the relevance of selected content and its further analysis for threats
to the information security of the state. Thus, the essence of the proposed approach is as follows.

Step 1. Search for textual content in social networking services based on weighted se-
mantic query components. At this stage, an information security expert defines a semantic
kernel W = {w,,}, m ="/, to search for textual content in social networking services according
to the criterion of relevance, criticality and the level of public discussion of its subject matter.
Furthermore, due to the peculiarities of publishing textual content, a latent semantic indexing
method (LS [87] has been used, which provides content search in social networking services
based on its content rather than keyword density and finding hidden semantic links. The essence of
the first step is to perform the following steps:

1.1) pre-preparing the learned content of social networking services TC™ by removing stop
words, steaming or lemmatizing words. Stop words create «information noise» and are represen-
ted in natural text by conjunctions, particles, prepositions, etc. Stemming is highlighting the base
of a word, excluding endings and suffixes, and is not necessarily on large sets of social media con-
tent publications. Lemmatization is the reduction of a word to a lexical form;

1.2) eliminating words used only once from the textual content of social networking services;

1.3) forming an indexed frequency matrix of M keywords W. The rows of this matrix i are the
keywords W of the semantic kernel followed by monitoring the textual content of social networking
services, and the columns j are the publications of actors of virtual communities. The matrix ele-
ments m, represent the frequency of use of some keyword w; in the j-th publication;

1.4) consists of a singular decomposition of the initial matrix M into three components:

M=UxSxV,

where U and V" are orthogonal matrices of dimension i xk and k x j; S is a diagonal matrix of
dimension k x k, where k is the number of singular values of the matrix (hidden content topics)
and its elements have descending order,

1.5) those matrix rows U and columns V", which correspond to the largest singular num-
bers k, and their magnitudes are the degree of occurrence of keywords in the collection of publica-
tions. In order to improve the efficiency of content detection with disruptive information influence,
the relevance criterion of selected publications is introduced [881:

m

RP = ;W”oc,,
where w;, is the coefficient of the importance of the latent topic detected based on the frequency
of keywords; o, is an expert evaluation of importance.
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The coefficient w; calculated according to the Zipf law based on the expression [89]:
.
"D/

where D is the total number of publications under study; f is the number of publications where the
keyword w; appears. The expert evaluation o, determined as the results of the conducted survey:

where @, is the rank assigned by the /-th expert to the j-th publication.

After that, the investigated publications in social networking services are sorted based on the
relevance criterion of the documents under analysis.

Step 2. Identification of signs of threats to information security of the state in social network-
ing services based on signature method and anomaly detection method, as follows:

2.1) an ontology of virtual community functioning in social networking services is drafted:

Uﬂt = <Pn’Hn>’

where Ont is an ontology; P, is a finite set of concepts; R, is a finite set of relations between concepts.

The following subsets become distinguished in Ont ontology [86]: ( pn) € P, is a subset of the set
of concepts P, adjacent to some concept p,; P, (p, ) € P, is a subset of the set of concepts P, incident
to relation r,; R, (p,) € P, is a subset of the set of relations R, that are incident to some concept p,;
R,(p,)€R, is a subset of the set of relations R, whose use indicates danger to the concept p,;

2.2) construction of a semantic description of the textual content found in the first stage:
Semr = <Pr'Hr>;

2.3) detection of threat indicators in the pre-indexed textual content of social network-
ing services. Formally, the rules for detecting threats to information security of the state are
summarized as follows [86]:

a) signature-based detection and semantic features:

3, (p,): p.e P, AreR,(p,).

where r, () is some relation from the analyzed social networking textual content; p, € P, is the
Ont ontology concept of the virtual community under study; r, Rz(p") is the set of relations
indicating a threat to some concept p,;
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b) anomaly identification bases on anomaly detection by comparing the semantic description
of the indexed textual content and the semantic threat template. In doing so, a factual inconsis-
tency in the content of social networking services is established, which manifests itself as:

— conceptual inconsistency in the content of virtual communities — the use of the concept in
a particular relationship is not provided by the ontology:

r(p,): p.eP areR Ap, eh,(r):

— content relation contradiction — the used relation between concepts is not defined by
the ontology:

Vp,eP—=3r eR r=r;

2.4) extensive review by information security of the state experts of indexed TC™ textual
content for threats. This step is necessary if the content of social networking services has
a high degree of relevance to the semantic core of the search query in step 1. However, in step 2
no correspondence between fragments of such content and the ontology is found. Then the new
semantic threat constructs {Pattern’} identified by the experts supplement the universal threat
set {Pati:erni}, which contains known threat patterns {Pattern*}, ie.

{Pattern’} = { pattern;

pattern; e Pattern;, pattern;  Pattern* }

In line with the described approach, let’s give an example of searching textual content in the
social networking service Facebook without using weighted components of the semantic query
kernel to prove the need for improving search efficiency. A full description of the experiment per-
formed can be found in [86].

In the beginning, let’s set the semantic kernel:

W= <Maidan; bandits; authority; police; corruption; dictatorship; war;

poverty; Poroshenko, oligarchs> .

For its search in the collection of publications D,, i = 1,10 of actor Nikolai Haiduk in the social
network Facebook. The results appear in Table 3.2.

To visualize the results of the calculations, let’s show them on a graph (Fig. 3.8).

From Fig. 3.8 it is possible to see that the indexed documents D,,0,,0, and D,,, despite
the presence of words from a given semantic kernel W, are not relevant to the search query. The
documents D,,0,,0, form an unobvious connection with the terms related to the «establishment
of the dictatorship of the Poroshenko oligarchate». The terms «bandits», «war», «corruption» and
«Maidan» are also close to the content of the documents D, and D,, which bring them tagether
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in a separate group. The document D, content is closely related to the low standard of living of
the population and does not contain hidden dependencies from other words of the semantic core.

@ Tahle 3.2 Indexed word frequency matrix

Publications
Keywords
1 b, b, b, b, b, b, by b, b,
Maidan 1 0 1 0 1 0 0 1 0 0
bandits 0 1 1 1 1 0 1 1 0 0
authority 1 1 0 0 1 1 1 0 0 0
police 1 1 1 0 1 1 0 0 1 1
corruption 0 0 1 1 0 0 1 1 0 0
dictatorship 1 1 0 0 0 0 1 0 1 0
war 0 0 1 0 1 0 1 1 0 0
poverty 0 0 0 0 0 0 0 0 0 1
Poroshenko 1 0 0 1 0 0 0 1 1 1
oligarchs 1 1 0 0 1 1 0 1 0 0
Semantic space
0.8
06 .ps
o police 0.4
Dge authorities '
.° .niP6s dictatorship D10
oIigarchsgDzi 0.2 .
. boverty
» Poroshenko 0 °D9 .03 X
-05 -04 -03 -02 -01 0 01 02 03 04 05
» Maidan
-0.2
*D7 o1
N _ D2
?:riminals‘Wal } 04 T
» corruption
-08
Y

O Fig. 3.8 Distribution of the publications collection in the semantic space

Consequently, documents D,, D,, Dy, D,, Dy are relevant to the semantic kernel W and require
further semantic analysis. By using weighted components of the semantic query kernel, the number
of selected documents decreases by focusing on the topics chosen by the experts. The proposed
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approach for identifying threats is discussed in more detail in [86, 89]. Thus, the total number of
documents for further investigation by the content monitoring module of the information security sys-
tem in social networking services decreases, and the efficiency and speed of its functioning increase.

The advantage of the proposed approach is that a combination of semantic and latent semantic
analysis provides mutual compensation for their shortcomings. For example, it helps avoid poly-
semy, homonymy, and other linguistic ambiguities for LSI. Also, the proposed approach identifies
latent dependencies between concepts for semantic analysis.

Ensuring a given state of information security of the state in the social networking services
relates to detecting threats in the content of virtual communities. The proposed conceptual frame-
work for the study of threats to information security of the state in the textual content of social
networking services determines that the implementation of information impact on actors in social
networking services based on such components of the type of impact, stages and components. The
conceptual basis is the basis of the system model for detection of threats to information security
of the state, used in developing an approach to the detection of threats in the content of textual
content. The developed approach relies on the modern methods of content research — latent-se-
mantic indexing and semantic analysis using ontologies, the combination of which provides mutual
compensation of flaws and identification of hidden dependencies between language units. The pro-
posed approach differs from the known ones by using weighted components of the semantic core
of a search query to increase the relevance of the selected textual content. Ranking a collection of
selected textual publications increased the efficiency of detecting threats to information security
of the state. Completing a universal set of threat patterns is made with the involvement of experts
on the information security of the state. In this case, research of the textual content with high
relevance index in the absence of known threats provides the addition of new unknown semantic
templates to the ontological knowledge base. Thus, the proposed approach to identifying threats
in the textual content of virtual communities allows for improving the efficiency of the system of
information security of the state in the social networking services.

3.3 INFORMATION SECURITY PROFILES OF ACTORS IN SOCIAL NETWORKING SERVICES
AND THEIR CLASSIFICATION

In creating actor profiles of social networking services, users fulfill personal information in the
guestionnaire. Therefore, using aggregated data of an actor’s profile, his/her publications in virtual
communities, and the specifics of interaction with other actors is a promising area of scientific re-
search for the construction of their information security profiles. Let’s understand the information
security profile of an actor in social networking services as a set of aggregated characteristics of
an actor’s profile in the service. The information security profile of an actor allows determining the
level of his threat as a possible participant of information actions directed against the information
security of an individual, society, and state [85]. However, the problem of deciding on the threat
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level of actors is related to the insufficient number of profile attributes and their low informative-
ness, the complexity of the procedures of automated analysis of the content of social networking
services. Also, actors often provide incomplete or unreliable information about themselves for the
anonymity of interaction with other subjects of social networking services, which further compli-
cates building an information security profile. Therefore, the development of methods for auto-
mated construction of actors’ information security profiles and decision-making models for their
involvement in information actions is an urgent theoretical and applied problem to solve the problem
of developing an effective system of information security of the state in social networking services.

Analysis of recent studies and publications [85, 90] has shown that the attributes of actor
profiles in social networking services divide into a few categories. They are numerical (age, level),
categorical (marital status, profession, life values and others), and a set of specific attribute values
that forms its overall characteristic. Furthermore, it has been found that machine learning methods
are applied for this purpose. In particular, binary classification based on the attribute profiles of
actors of social networking services is used. In addition, the gender classification tasks also apply
structural attributes based on the intellectual analysis of the content published by the actor.

The team of authors in [90, 91] shows that in the general case, establishing the hidden attributes
of actor profiles refers to the classical tasks of sociolinguistics — to determine the characteristic
features of the language of different social groups. For this purpose, machine learning techniques
with a teacher classify linguistic and other attribute actors into predefined classes corresponding to
given values of attribute sets. Most of the publications on detecting latent actor attribute focus on
gender detection. Scientific studies [91, 92] aim to determine the age of actors in social networking
services as a continuous and discrete value. The textual content generated by an actor and stylistic
attributes of this content using to establish an actor’s age. Paper [90] suggests determining the po-
litical affiliation, relationship to the Starbucks fast-food chain and ethnicity of actors based on profile
attributes in social networking services, behavioural traits, message content and connections with
other actors. To determine the geolocation of actors in social networking services, [93] uses thema-
tic modelling of textual content and word distribution based on the geographical location of the actor.

Hence, in general, an actor’s profile on social media contains explicit or implicit information
that is sufficient to decide whether to engage him or her in information actions. Thus, there is
an objective contradiction between the level of development of information technology and the
scientific basis for automated threat detection in social networking services. The lack of effective
methods for analyzing actor profiles for early warning of informational influences further updates is
the promised field of research.

At the present stage, among the forms of information confrontation in social networking ser-
vices, the following are distinguished [76]: reconnaissance, aimed at secretly extracting data and
information about control in the systems of the opposing party; offensive, aimed at distorting,
blocking, destroying information; defensive, carried out by the state to protect its interests. To im-
plement such forms of confrontation in social networking services, actors use appropriate patterns
of behaviour and interaction in virtual communities.
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The experience of hybrid warfare with the russian federation has shown that specialized soft-
ware is involved in social media operations, using social bots to distribute targeted content to
disrupt actors. Trolls are the most aggressive type of social bots. The primary function of trolls
is to post offensive and hostile comments, create arguments between actors, and maintain an
information backdrop to spread a given content. However, trolls can be real people influenced by
manipulative techniques or individuals who comment and distribute given content publications on
social networking services on a paid basis — the so-called Olgino trolls. As a result of previous re-
search, the author has developed a technology for detecting social bots proposed in [94]. In turn,
the automation of actor profile analysis procedures in terms of threat to information security of
the state reduced to the construction of actor information security profile. The method of building
an actor’s information security profile of social networking services by analyzing its attributes due
to the research of M. Pennacchiotti and A. M. Popescu goes as follows.

Step 1. Analysis of actor profile attributes. An actor’s profile attributes are an indirect source
of information about his or her personality and interests. Thus, actors often indicate incomplete
or unreliable information for different purposes — to create a positive image, conceal data about
the personality, etc. The following attributes are essential for the task of building an actor’s infor-
mation security profile:

1) the name of the actor. Studies show that the names of artificially created accounts fre-
quently repeat themselves. Also important is information about actors who have already been
identified as contributors to information actions on social networking services;

2) an actor’s place of hirth and residence is used to establish his or her affiliation to
a geographical area and to identify further patterns of behaviour and interaction in social network-
ing services;

3) the educational institution and place of work are sources of information about the actor’s
qualifications and contain information about his or her geolocation.

Step 2. /dentify the characteristics of content-publishing activity. Two categories of actors have
been identified, depending on the characteristics of publishing content on their profiles. The first one
usually includes actors who post content infrequently, have many friends, and are prone to seeking
information, commenting on other actors’ publications, and engaging in dialogue with them — so-called
content consumers. The second category of actors often publishes their content or hyperlinks to
third-party information resources on social media services and is referred to as content providers.
Thus, establishing indicators of the frequency of publishing content of different origins, hashtags, hy-
perlinks, etc., and analyzing and summarizing them allows their assessment of the defined categories.
Therefore, let’s use the following to evaluate the indicators of activity in social networking services:

1) the total number of the actor’s profile publications on social networking services;

2) the total number and share of publications that are reposts of the content of other ac-
tors’ profiles;

3) the total number and proportion of comments or replies to the publications;

4) average number of hashtags and hyperlinks per publication;
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9) average time between content postings and standard deviation;

6) average number of publications per day and standard deviation;

7) share of content publications by an actor in the last 24 hours.

Step 3. Identify the attributes inherent in the content of the actor’s profile. The peculiarities
of an actor’s language, life values and sphere of manifested interest using relevant linguistic units
in textual publications. Identifying such characteristic features of the content published by an actor
in social networking services is a source of data for the construction of an actor’s information
security profile. In doing so, the textual content appears as an unrelated set of words or Bag of
Words and the following actor profile attributes are identified:

1) characteristic words that the actor uses in his/her publications. Such words are lexical
units for identifying the actor’s unique attributes and assigning him/her to a given threat class.
In order to detect feature words, a probabilistic model of their automated extraction based on the
data of several essential actars B, for each of the given classes ¢, was used [94, 95] and consis-
ted of the following:

— estimation of belonging of a characteristic word to a given actor class:

.5
§|W,B,|

where w is the word used at least once by the base actors of class c; |w,B | is the number of uses
of the word w by all actors of class c;; n is the number of classes.

For each class, f characteristic words of more than three characters in length are chosen with
a high score;

— calculation of the coefficient linking each characteristic word chw with actor a:

char(w.c,) =

_ |achw]

chw(a) — 2

where |a,chW| is the number of times the actor a uses the characteristic word chw; W, is the total
number of words used by the actor a;
— calculation for each class a coefficient, putting the actor’s function:

score (3.2)

aw|’

2 o] (3.3)
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where ChW is the set of characteristic words for class c;

2) identification of common interests of basic actors of the same class hased on latent to-
pics of the published content. For extracting hidden information in the actor profile content, it is
reasonable to use probabilistic thematic modelling techniques and probabilistic latent semantic

score,, =

91



MODELING OF SECURITY SYSTEMS FOR CRITICAL INFRASTRUCTURE FACILITIES

indexing (PLS/). This method asserts that the occurrence of words ¢ in publications d results from
variables z representing the content’s latent (hidden) subject matter. In our case, the latent con-
tent topics of the actors represent their interests, and the probabilistic model of the occurrence
of the pair (d, t) takes the form:

|

P(dm,tm)z;P(zk)P(dm|zk)P(tn|zk), (3.4)
where P(z)) is the distribution of tapics over the collection of publications; P(dm|zk) is the proba-
bility that publication d,, belongs to the group of publications of tapic z,; P(tn |zk) is the probability
that word £, belongs to the ward group of topic z,;

3) characteristic hashtags used by the actor. Hashtags are used in social networking services
to group actors’ publications into groups, simplify the search for content on a given topic and consist
of one or more words and are denoted by the symbol #. Actors of social networking services with
common interests use similar hashtags, so it is reasonable to form a set of characteristic hashtags
for basic actors similar to characteristic words. To do this, expressions (3.1) to (3.3) apply;

4) tone of the content published by the actor. In some cases, an indicator of an actor’s
membership in a particular threat class is the tone of the content according to a given set of words.
Among such words are those related to national security issues, such as political structure, territorial
integrity, etc. The tone of the content profile of an actor takes the meaning of «positive», «negative»
and «neutral». For tone analysis, it is advisable to use supervised machine learning methods [96, 971,
whose advantages are high accuracy and speed, the efficiency of automation of content analysis pro-
cedures, assignment of content to predefined tone classes, and availability of accuracy assessment
tools. After analyzing the tone of the content, the following indicators are calculated:

— positive, negative and neutral tone content particles;

— mean value and standard deviation of tonality for the whole given set of words;

—the number of given words about which the actor has a negative, positive or absent point of view.

Step 4. Analyze the actor’s connections. Informative attributes of an actor’s profile in social
media are his/her connections with other actors and virtual communities, his/her mentions in mes-
sages or content distribution. Therefore, to analyze an actor’s connections in social networking
services, let’s consider the following attributes of his/her profile:

1) the total number of friends, followers and virtual communities of the actor. These indi-
cators allow to conclude the purpose of using social networking services in terms of information
exchange. If the actor has many friends and is a member of many virtual communities, he/she is
a content consumer. If the actor has a large number of followers and frequently publishes content,
then he/she is a content provider;

2) a feature of the actor’s friends’ profiles and virtual communities. The actor’s interests
appear in the choice of friends in the social networking services and virtual communities in which
he/she participates. Such mechanisms in services are known to organize interaction between ac-
tors with shared interests and opportunities for self-organization in real life. To analyze the features
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of actor’s connections, let’s use the principle of character word detection of stage 2 of this me-
thod and equations (3.1)-(3.3). To do this, let’s select profiles of popular actors who are opinion
leaders, famous figures, etc. and use them as the base;

3) content distribution of friends and virtual communities. Similarly, to analyze the specifics
of the actor’s connections in the previous paragraph, let’s investigate the sources which content
he/she cites. Depending on his/her interests, the actor disseminates content corresponding to
his/her interests. Therefore, it is helpful to identify the base actors and virtual communities for
each threat class and use equations (3.1)—(3.3) to assign the actor to one of these groups.

Step 5. Determine the threat class. After assessing all the characteristics of the social In-
ternet actor profile, it is necessary to assign it to one of the threat classes Y= {very high; high;
significant; tolerable; low}.

For this purpose, teacher-assisted machine learning techniques perform classification into
predefined classes. Effective for classifying actors by threat level are methods that rely on binary
classifier boosting procedures. The essence of boosting is to build a composition of machine learning
algorithms, where each successive algorithm compensates for the shortcomings of the composi-
tion of all previous algorithms. In the case of multiclass gradient hinary classification on decision
trees on @ classes, let’s set the loss function as [98]:

L= —i y,logp, (x), (3.5
g=1

where y, represents the object belonging to class g; p, is the prabability of the abject belonging
to class g as a result of logistic regression.
Then the final classifier takes such form:

K
q(x)= argmin, > c(0.G) (%), (3.6)
=1

where p,, is the probability of an actor belonging to threat class d after running M boosting cycles;
c(q,d) is the cost of mistakenly assigning an actor to threat class g when it belongs to class 4.

Thus, the advantage of the proposed method of information security profile construction in
social networking services is the automation of profile data processing procedures and the assign-
ment of an actor to a given threat class. The advantage of the proposed classification approach
is that it considers the cost of classification errors, which allows effective content monitoring
of social networking services.

The method of building information profiles of actors proposed in the article allows to automate
the procedures of early detection of threats to the information security of the state. On data of
built profile by the information security system of the state is taken to attract actors to informa-
tion operations in social networking services. The developed method differs from the known ones by
applying modern methods of data mining, particularly methods of supervised machine learning and
its generalization for use in various types of social networking services. Thus, building information
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security profiles of actors increase the efficiency and speed of the information security system of
the state in social networking services. However, in practice, this method requires verification and
adaptation for a particular type of service depending on its actor profile attributes.

The input data for the experiment is a database of Twitter actors’ accounts obtained within
TheFakePraject [99], performed by a research team from the Institute of Informatics and Telema-
tics of the Italian National Research Council (Italy) Structurally, the database consists of real
user accounts and a set of fake accounts [100]. The set of real actors’ profiles is created by
aggregating the results of academic research projects TheFakeProject and #elezioni2013 (Uni-
versity of Perugia and Sapienza University of Rome). In addition, many fake accounts were ge-
nerated and purchased on the online microblogging network Twitter (http://fastfollowerz.com,
http://intertwitter.com, http://twittertechnology.com). Three thousand fake accounts are stored
in the respective database.

Given the fundamental differences in the concept of functioning of the microblogging network
Twitter from other social networking services, the approach to the construction of actor information
security profiles came to be adapted to take into account the following assumptions and limitations:

— TheFakeProject’s database of Twitter microblogging user accounts is not representative
and can only can solely from the initial stage of designing the information security profiles module
of the state’s information security system;

—the database does not synchronize actors’ content publishing activity across time and topics,
making it impossible to assign an actor to one of the threat classes based on content analysis
of messages;

— the results of pre-processing the data do not introduce significant errors in the classifica-
tion results.

A more detailed description of the experiment results and the limitations and assumptions adopted
can be found in [101]. Finally, this paper will present the main results obtained and their description.

In order to evaluate the classification results, let’s introduce the following metrics — accu-
racy, precision, recall, F-measure, and MCC (Matthew Correlation Coefficient). Then, based on
the introduced metrics, the assumption of representativeness of the generated test set was
verified, and the corresponding errors were estimated (Tahle 3.3). For this purpose, classification
models were constructed using Random Forest, J48, and Bayesian Network machine learning algo-
rithms, and classification results were evaluated using the metrics introduced in step 3.

Given the order of formation of the test set and the obtained errors of the introduced metrics,
which at worst do not exceed 0.022, let’s assume that the formed set is representative of the
general population — the TheFakeProject database.

In order to select effective algorithms for hinary classification, classification models are con-
structed based on the following algorithms: OneR, NaiveBayes, BayesNet, J48, RandomForest,
DecisionTable, JRip, AdaBoost M1 (OneR), AdaBoost M1 (Naive Bayes). The selection results are
unified by using the Weka data analysis system developed by the University of Waikato and the cor-
responding machine learning algorithms implemented in its libraries. The generalization ability of the
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algorithms was evaluated using a cross-validation procedure with a partitioning parameter of 10.
The structural diagram of the classification model construction sequence appears in Fig. 3.9.

@ Table 3.3 Inaccuracy of machine learning algorithms

Algorithm Actor’s roles set Wetrics
accuracy  precision recall F-measure MCC

Random Forest ThefakeProject ~ 0.994 0.997 0.990 0.994 0.987
Test set 0.994 0.994 0.994 0.994 0.987
Inaccuracy 0.000 0.003 -0.004 0 0

J48 TheFakeProject ~ 0.992 0.991 0.992 0.992 0.983
Test set 0.987 0.987 0.987 0.987 0974
Inaccuracy 0.005 0.004 0.005 0.005 0.009

Bayesian Network TheFakeProject ~ 0.960 0.965 0.954 0.960 0.921
Test set 0.97 0.972 0.971 0.971 0.943
Inaccuracy -0.011 -0.007 -0.017 -0.011 -0.022
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O Fig. 3.9 Flowchart of the construction of classification models in the Weka data analysis system

The test set was divided into the following classes: real active_real actor, passive_real actor,
active_fake actor, and passive_fake actor. The division into such classes assumes that Metcalfe’s
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law is universal and can be applied not only to telecommunication networks but also to social
networking services as networks of actors’ social interactions. Based on this assumption, the
usefulness of an actor as the subject of an information transaction is proportional to the square
of the number of his/her friends. This effect is explained by the increase in the speed of content
dissemination by an actor with the increase in the number of his/her friends and, consequently, the
interest of the organizers of information operations in attracting him/her. Such actors are classi-
fied as active_real, otherwise as passive_real. A similar division is made for fake actor accounts.

For a more detailed analysis of the results of actor profile classification, three classification
algorithms were selected from those that provided the highest values of the introduced evaluation
metrics — J48, RandomForest, and JRip. The values of evaluation metrics for the selected machine
learning algorithms obtained as a result of classification model building are presented in Tahle 3.4.

@ Tahle 3.4 Algorithm evaluation metrics by class

True class Algorithm accuracy precision recall F-measure  MCC
PASSIVE FAKE J48 0.972 0.972 0.972 0.972 0.958
RandomForest  0.991 0.982 0.991 0.986 0.979
JRip 0.963 0.963 0.963 0.963 0.944
ACTIVE FAKE ~ J48 1 0.957 1 0.978 0.975
RandomForest 1 0.978 1 0.989 0.987
JRip 0.956 0.956 0.956 0.956 0.948
PASSIVE REAL  J48 0.976 0.984 0.976 0.980 0.967
RandomForest 0.984 1 0.984 0.992 0.987
JRip 0.976 0.969 0.976 0.973 0.954
ACTIVE REAL  J48 0.968 1 0.968 0.984 0.982
RandomForest 1 1 1 1 1
JRip 0.935 0.967 0.935 0.951 0.946

Tahle 3.4 shows that the selected algorithms classify the active_real class as the best and
the passive_fake class as the worst. The class active_fake is more precisely defined by J48 and
JRip algorithms, while the class passive_real is defined by RandomFaorest and JRip algorithms.
The RandomForest algorithm has an overall high accuracy in class allocation. The obtained results
are similar to the results of academic research [31] and satisfy the performance requirements for
threat detection subsystems in social networking services. The choice of a specific classification
method to build actor information security profiles is appropriate depending on the specifics of the
information operation in social networking services and the requirements for the accuracy and
speed of the threat detection subsystem.

Thus, the effectiveness of the proposed approach to the construction of information security
profiles of actors of social networking services to solve the problem of early detection of signs
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of threats to information security of the state was proved experimentally. It established that the
choice of the classification method is carried out the accuracy and speed requirements of
the individual components of the information security system in the social networking services.
The developed approach can be adapted for application in various types of social networking
services, taking into account the peculiarities of their functioning. The use of the approach for
the construction of information security profiles in social networking services will increase the
overall efficiency of the system of information security of the state in social networking services.

3.4 INFORMATION-PSYCHOLOGICAL INFLUENCE ON ACTORS AND APPROACHES
T0 ITS EVALUATION

Social networking services create conditions for effective information operations using manipu-
lative technologies in current conditions. For example, there is the low cost of content distribution
in virtual communities and mobility of actor interaction processes; means for hiding sources of
information actions; integrated use of various services and virtual communities; and hyperlinks to
provide access to manipulative content directly from the service.

In this paper, manipulative features of information operations in social networking services
are the presence of covert influence on actors in the content of virtual communities to alter their
behaviour, goals, intentions or other psychological characteristics in the interest of the subject
of power. Research [32] shows that the number of modern techniques for manipulating actors
is growing due to new advances in psychology, linguistics, journalism, communication strategies,
manipulative influence theory and other sciences. Let’s summarize the following among the most
effective technologies used in virtual communities in information operations.

The «spiral of silence» is a communication model proposed by E. Noel-Neumann, effective in
social networking services and describes the specifics of the processes of expression and dissemi-
nation of public opinion. The essence of the model lies in actors’ concealment of their civic position
if it does not coincide with the majority point of view. In some cases, actors tend to agree with
previously unacceptable statements.

The herd instinct of actors on social networking services is related to the collective behaviour
of individuals and consists of a greater focus on publishing content or virtual communities with many
comments, «likes», reposts, and participants. By such actions, attackers socialize a given content or
virtual community, creating an illusion of active discussion, their importance and criticality for par-
ticipants of the virtual community. Social bots are applied to implement this manipulation technique.

Opinion leaders in social networking services are actors or virtual communities of actors
knowledgeable in a specific industry. They publish content with their evaluation, explanation and
argumentation of events, and less active actors perceive it as an explanation of phenomena
and facts. Paul Felix Lazarsfeld, the author of the Opinion Leader theory, argues that the percep-
tion of content occurs through two levels. First, the facts evaluate by opinion leaders through
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the prism of their knowledge and skills. Then by applying interpersonal communication, they offer
other groups of actors their vision of the situation, opinions, and conclusions. Thus, opinion leaders
in social networking services indirectly influence the perception of facts by most participants in
virtual communities. Using such manipulation technology, the subject of an information operation
can disseminate specific ideas, imposing a desired point of view on events in the state and society.

Reference to an anonymous authority is limited to citing authoritative individuals such as politi-
cians, academics, and clerics as a source of content. In addition, expert assessments, testimonies
of participants in events, and documents are cited to increase the persuasiveness of the content.
However, in such cases, the source of the facts is not identified, and no one is responsible for
disseminating such content.

Emotional resonance in social networking services uses an emotional state for actors in virtual
communities while simultaneously communicating content. This approach ensures the content is
perceived at the level of emation and disables logic and critical thinking mechanisms. It bases on the
phenomenon of social induction, in which the emational state of individual actors extends to other
participants in virtual communities through empathy.

The distraction of the actors’ attention aims at refocusing them from the primary content
to the secondary content as a sensation. In this way, information noise is created in social network-
ing services, hiding important events.

Myths or fakes are a technique for disseminating content on social media that contains distor-
ted, disfigured facts about reality. This manipulation technique aims to ensure that actors perceive
content as true without critically examining and verifying the facts. The dissemination of fakes is of-
ten combined with other techniques to achieve the desired effect by subjects of mind manipulation.

Neuralinguistic programming is used in social networking services to control actors’ minds
using specific linguistic constructs of content, images, pictures, and videos. The founders of neu-
rolinguistic programming theory, R. Bendler and J. Grinder, investigated methods of influencing
the personality to change its behavioural programs sustainably easily and quickly.

Thus, common signs of the use of manipulation in social networking services are:

— dubiousness of the facts presented, determined by the concealment of the sources and
authors of information, insufficient argumentation, references to the opinion of the masses, and
the presence of rhetorical questions;

— emational colouring of content used to reflect the emational state of its author and manifes-
ted in the oversaturation of content with figurative means, adjectives, and comparisons;

— tonality of content concerning some object or event, reflecting the value judgments of the
actor and can be manifested in the use of images and ematicons;

— sensationalism of the content, which aims to attract the attention of actors through refe-
rence to the statements of scandalous persons, the use of words that increase anxiety;

— hidden (implicit) content is related to its underlying content, obtained as a result of mental
activity based on the correlation of the actor’s system of knowledge and values with linguistic
units and constructions.
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Identifying the signs of manipulative techniques used to conduct information operations in social
networking services is a complex scientific task. Therefore, expert, programmatic, and combined
approaches are used for their detection. The essence of expert detection is the involvement of ex-
perts or employees of special departments in the monitoring process to decide on the presence of
manipulative technigues in content. The disadvantages of this approach are the subjectivity of expert
assessments and the complexity of procedures for detecting hidden manipulations in content based on
expert experience. On the other hand, it is reasonable to use software methods to detect threats in
social networking services to manipulate public opinion. This approach helps to increase the speed of
operation of the information security system of the state, which is based on modern content analysis
technologies, intelligent content analysis and machine learning methods. The disadvantages of content
analysis, produced using specialized software are the complexity of processes to clarify the purpose
of the published content. It leads to uncertainty in the resulting estimate, mapping the judgments
of a particular developer in the information software systems, namely, dictionaries databases and
semantic search kernels, hidden nature of the linguistic structures of manipulation in the text content.

Furthermore, the application of content mining is limited by the complexity of extracting data
from large data sets and the high cost in resource-limited environments. Combined methods are
a combination of expert and software methods to compensate for their disadvantages. The advantage
of using this group of methods is the reduction of subjectivity in assessing the content of social net-
working services, increasing the speed of decision-making in manipulative technologies, and improving
the overall effectiveness of the virtual communities’ information environment monitoring subsystem.

A methodology of identifying actors’ manipulation of public opinion has been developed
through textual content analysis and is based on modern data processing methods. The developed
methodology uses content analysis and machine learning, does not contradict the research of
V. Panchenko [102] and consists of the following.

Step 1. Identify indications that the content is questionable. The first step is to identify signs of the
unreliability of the content of virtual communities of social networking services, reduced to the following:

— reference to a subjective point of view F, — a relative indicatar of the application in the con-
tent of assessments of the facts by experts, scientists, and authoritative sources:

F- % , (3.7
where R, is the number of references detected; I/ is the total number of words;

— no argumentation F, — a relative indicator of using the linguistic constructions. Such con-
structions exclude the need to confirm and prove the truth of the content (e.g. obvious, indis-
putable fact, etc.):

- % ‘ (3.8)

where G, is the number of linguistic constructions with denial of content verification;

99



MODELING OF SECURITY SYSTEMS FOR CRITICAL INFRASTRUCTURE FACILITIES

— fraction of query sentences F, is the ratio of the number of query sentences S, to the
total number of sentences S, in the text content:

5
=" (39)

z

numerical data F, — relative use of numerical data in the publication:

FoB (3.10)

where B, is the total number of numbers cited in the publication;
— F, is a relative indicator of the use of linguistic canstructions that allow for different ap-
proaches to interpretation (e.q., possible, probable, always):

F=-t (3.11)

where F, —the number of ambiguous statements.

Step 2. Determining the emotional colouring of the content. This step aims to determine
the actor’s moods or feelings about the studied objects or events in the textual content. The
essence of the step is to detect the following features [104]:

— exclamation sentences F, — relative number of exclamation sentences S, in the text cantent:

S
F= S—fz’ (3.12)
yelling F, indicates the presence of exclamations in textual content (e.g. hey, aha, well-well etc.):
E
F = Wd (3.13)

where E, is the number of detected exclamations in the publication;
— adverbs F; — relative number of adverhs A, in the textual content used to compare and
refocus the publication’s reader on their emotions (e.g. as if more, forever, etc.):

PoA (3.14)

where A, is the total number of adverhs in the publication;
— emotional vocabulary F, — an indicator of the use of emotional lexemes in the publication (e.g.
unpunished, blockade, shameful, etc.):

ol (3.15)

where V, is the number of emational lexemes.
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Step 3. Assessing the tone of the content. The goal is to determine the actor’s position
on the studied objects or events. The task of assessing the tone of the content of virtual commu-
nities solves by machine learning and information retrieval. -

This step reduces to assigning the publication’s tone d, j="n to a pre-defined category
c,i= 1,m — negative, positive, neutral, etc.:

(dl.,cf) eDxC,

(3.16)

where D is a collection of publications; C is a set of publication tonality classes.

Analysis of modern approaches to content tonality classification of social networking ser-
vices showed that for the task of content tonality analysis, it is appropriate to use groups of
methods given in Tahle 3.5.

@ Table 3.5 Groups of methods for detecting content tone of services

Essence of the method

Advantages

Disadvantages

Arules-
based
approach

A super-
vised
learning
approach

A super-
vised
learning
approach

An unsu-
pervised
learning

approach

the tone of the content is

determined by comparison with

pre-defined rules

approach is based on the use

of tone dictionaries containing

words with their tone values.

The overall tonality of the con-
tent calculates by the selected
method (e.g. arithmetic mean,

learner classifier)

training a machine classifier

on a collection of pre-selected
content, which uses to analyze

the tone of the content

approach is reduced to the task

of determining the tone of the

content without the intervention

of the researcher making the

connection between the objects

— high method accuracy with
a complete rule base;

— simple software implemen-
tation

— ease of use in a given subject

area;
— ability to automate tone
estimation procedures

— high accuracy and speed;

— ahility to automate procedures

for assessing content tone;
— availahility of accuracy
assessment tools;

— and splitting content tone into

a given number of classes

— easy to automate procedures
for assessing the tone of content;
—no training sample required;
—no need for a priori information

— tone rules are created
for a specific subject
area;

— low speed of evaluation

approach is used within
a specific subject area

— approach is based on

a training sample;

— requires to develop of

a classification model;

— the criticality of the prin-
ciple of training and valida-
tion sampling and test data

— low accuracy;

— high resource and cost;
— low speed;

— the undetermined num-
ber of classes in advance

Step 3 results in a defined textual content class @, of the publication and a normalized nume-
rical value according to the scale in Tahle 3.6.
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@ Table 3.6 Example of a normalized pitch assessment scale

Tone class Interval of the normalized
negative positive grading scale

strongly negative strongly positive 1.00-0.70

moderately negative moderately positive 0.71-0.50

neutral neutral 0.51-0.40

moderately positive moderately negative 0.41-0.20

strongly positive strongly negative 0.21-0.00

Note 1. In the initial stages of the study, it is necessary to prioritize the tone class of the con-
tent, which is analyzed. The tone class depends on the object of the semantic core of the content.

Step 4. Content sensationalism. This step evaluates the textual content’s ability to interest,
impress, and attract the attention of the service actors. This step boils down to identifying the
following attributes:

— attention-raising F,, — the relative use of words that attract the actor’s attention, increas-
ing anxiety (e.g., murder, shock, separatism):

] (3.17)

where U, — the number of attention-intensifying words identified;
— responsiveness F,, — an indicator of the use of words to create an atmaosphere of the tran-
sience of events or phenomena, their urgency (e.g. instantly, quickly, unexpectedly):

o= % , (3.18)
where 0, — the number of identified words to indicate responsiveness.

Step 5. /dentifying the hidden content theme. This step aims to identify the hidden theme of
the message as a result of thematic modelling. In this paper, the topic of the content of social
networking services means its main content that the author communicates to the reader.

Probabilistic topic modelling techniques are the most effective for automating the proce-
dures for identifying the hidden subject of textual content. These techniques analyze a collection
of documents and extract themes, connections between them, and their changes over time. The
documents under study are considered as a set of unrelated words or Bags of words. For each
publication in the social networking services d, the probabilities P(t|d) of its belonging to the
set of topics t e T calculates for each publication.

Tahle 3.7 presents state-of-the-art methods appropriate for identifying the hidden themes
of social networking content.
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@ Table 3.7 Methods for identifying hidden content topics

Name Essence of the method  Advantages Disadvantages
Probabilis-  functions based on an — each publication relates — the number of model parame-
tic latent  aspect model linking the  to some topic with a given ters depends on the number of
semantic  latent parameters of the  probability; publications in the collection;
indexing topic in the publication to  — the method has statistical — possible retraining of the model;
each variable observed by  validity; — adding a new publication to
the word or theme — easy to implement the collection requires restruc-
turing the model;
— slow convergence on exten-
sive collections of publications
Latent refers to generative — adequate for describing — lack of linguistic justification
Dirichlet ~ models, which allow the cluster structures; for the method;
allocation  construction of sentences — simplifies the derivation of — possible retraining of the model
according to the rules of  posterior probabilities of publica-
a given language. A publi-  tions and their topics
cation is considered a set
of different topics a priori
distributed by Dirichlet
Robust bases on the assertion that — removing background and the necessity to retain a con-
topic the use of a term in a do- noise from the publication that  siderable amount of additional
model cument is explained by the does not affect the topic of the  model parameters

topic, specific to the docu-
ment (noise) or a common-
ly used term (background)

publication;
— better word appearance predic-
tion criterion (perplexity) scores

Note 2. For further estimation, the maximum probability value of the document belonging to one
of the sets of content topics of interest of the social networking services for the research is used.

Step 6. Calculate public opinion manipulation’s information entropy in social networking
services. The relationship between particular attributes of public opinion manipulation in social
networking services is discussed in steps 1-5 depicted as a hierarchy (Fig. 3.10).

Integral index

Particular signs of
the first level

F,FOFF

F,F R R F

10

F,, Particular signs of
the second level

O Fig. 3.10 Decision tree

Let the manipulation of public opinion in the textual content manifest itself in k particu-
lar attributes. Denote the probability of occurrence of each of these attributes as P, v ="1k.
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Suppose N experiments are carried out to detect the signs of manipulation in the information
flow of textual content. The number of signs of manipulation N,, N, ..., N, is set, and their sum
equals N. Then, the total amount of identified information after all the experiments estimates
by the expression:

I=—(N,log, P, + N, log, P, +...+ N, log, P,) = ZN log, P. (3.19)

If the left and right-hand sides of equation (3.19) are divided by N, let’s obtain the average
amount of information about the presence of manipulation features in the textual content under
study obtained over the experiment:

I &N,
hy == —gwmg2 P. (3.20)

The ratio N, /N represents the frequency of occurrence f, of the corresponding sign of
public opinion manipulation in the information flow of the textual content of virtual communities.
When investigating many actors’ publications, i.e. when N increases indefinitely, the frequencies
of accurrence of features f, will approach the corresponding probabilities P,. Consider the prob-
lem of searching for a minimum amount of information whose limited value will determine the
criterion of the presence of manipulative techniques for managing public opinion in the textual
content of social networking services. Such a problem belongs to typical extreme problems with
a condition because there is a function with k variables. The solution to this problem by the
Lagrange method takes the form:

fi=Pif,=Pi..f =P, (3.21)

i.e., the least amount of average information about the presence of public opinion manipulation
in the content of social networking services when the probability of occurrence of the v-th attri-
bute P, caincides with the marginal values of the correspanding frequencies f,:

k

Lo ==Y Flog,f. (3.22)

avgmin v
v=1

The criterion for detecting manipulation in the textual content is then written as an inequality:

k g
= —220, log, @’ (3.23)
v=1 I=1
where H — the boundary value of information entropy (uncertainty); @/ is the numerical value of
the sign of manipulation of public opinion; /=19 are the indices of second-level private signs
of manipulation; v =1,k are the indices of first level particular signs of manipulation.
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For ease of interpretation of the calculated values, let’s introduce a normalized entrapy value H,:

- Hmax - H

H, = Ho (3.24)
where H_ is the maximum value of entropy.

Thus, the content of the criterion of detecting manipulation of public opinion reduces to the
evaluation of informational entropy of textual content of virtual communities. Informational en-
tropy (3.24) decreases when the frequency of signs of manipulation of public opinion of actors
in social networking services grows. Conversely, when the frequency of the signs of manipulation
in the textual content of social networking services is low, information uncertainty grows. The
gualitative scale for the threat assessment of actor manipulation of public opinion formed from
the computational experiment, generalization and adaptation of approaches to information security
threat assessment (Tahle 3.8).

@ Table 3.8 Adapted interval scale

Threat class Interval values of the normalized entropy H,
very high 0.00-0.20
high 0.21-0.49
significant 0.50-0.74
low 0.75-0.90
very low 0.91-1.00

Let’s examine public opinion manipulation techniques in social networking services using
the 2016 US presidential election campaign as an example. First, let’s analyze the change
in the pre-election ratings of US presidential candidates H. Clinton and D. Trump, obtained by
HuffPost Pollster by targeting Internet users from January 1 to November 7, 2016.

Monitoring of Twitter microblogging showed that on June 10, 2016, there was a verbal alter-
cation between the US presidential candidates. Following President Obama’s support of H. Clinton,
her rival once again published allegations of work-related correspondence from her home computer,
violating federal law. The publications contained signs of manipulation — emotionality, negative tone,
sensationalism. As a result of the incident, candidate support among social media actors changed,
as shown in Fig. 3.11, a. On September 16, 2016, as a result of years of controversy and conspi-
racy theories about the birthplace of incumbent US President B. Obama, D. Trump admitted that he
was horn in Hawaii. The debunking of the myth, which was actively supported by D. Trump’s team
and discussed by actors in social networking services, led to a negative impact on the candidate’s
rating (Fig. 3.11, h). Also, on October 7, 2016, posts with disparaging remarks about women
by D. Trump were distributed in the information space of social networking services. The analysis
showed that the Facebook social network actively used opinion leaders to evaluate the event.
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The posts were emotional with a strongly negative tone and aimed to discredit the candidate
for President of the United States. After distributing such content, D. Trump’s rating continued to
fall, while that of his rival H. Clinton continued to rise (Fig. 3.11, ¢).

o9

—=-| Clinton 48.3%
% |Trump  38.9%

10 Jun 2016
1.021.03 1.041.05 1.06

29

99

Clinton 48.3%
Trump 38.9%

16 Sept 2016

25

99

* 4 | clinton 48.3%

s =% ITrump 38.9%

7 Oct 2016

1.021.031.041.051.061.07 1.08 1.08 1.10
c

O Fig. 3.11 Ranking of US presidential candidates:

a — the candidates support among social networking services actors

on June 10, 2016; b — the candidates support among social networking services
actors on September 16, 2016; ¢ — the candidates support among social
networking services actors on October 7, 2016
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A comprehensive analysis of the presidential election campaign in the USA showed active using
the «spiral of silence» technique. As a result, the ratings of the candidates from different analytical
agencies differed significantly from each other, and their teams announced their leaders as future
winners in advance. It allowed voters to spread the idea of uncertainty and public uncertainty,
and the absence of a predictable winner. Consequently, the analysis confirms the effectiveness of
manipulative technology mechanisms used in social networking services to influence public opinion.

An experimental study of the proposed methodology for detecting manipulation of public opinion
in social networking services has also been conducted. The textual content of the social network
VKontakte and interaction methods with VK AP/ service and MS Visual Studio integrated develop-
ment environment served as a basis for the analysis. Textual content tone detection was imple-
mented using the multinomial naive Bayesian method and latent topic detection using probabilistic
latent semantic indexing. As a result, the following numerical values were obtained to calculate
the entropy of particular attributes of public opinion manipulation in first-level social networking
services, as shown in Tahle 3.9.

The visualization of the calculated data appears as a radar chart in Fig. 3.12.

@ Table 3.9 Calculated entropy values
H

2}

Value 0.30 0.40 0.34 0.52 0.50

O Fig. 3.12 Entropy of private signs of manipulation

According to expressions (3.23), (3.24), the normalized entropy value for the data in
Tahle 3.9 is H,=0.67. Thus, the textual content revealed significant manifestations of hidden
themes and sensationalism, the presence of emotional vocabulary and the tone of the content.
Consequently, the content under study contains a threat to information security of a significant
level and therefore requires the adoption of measures to protect the information environment.
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The considered methodology of detecting manipulation of public opinion based on intelligent analysis
and accounting for information uncertainty in text content relies on total entropy, an integral indicator
of the threat to information security of the state in the information space. However, the effectiveness
of solving this problem would be improved by using conditional entropy «IF condition TO event», which
is a promising direction for further scientific research. The model proposed in the publication considers
the destructive information-psychological impact from content sources in social networking services
and the increase of destructive influence due to processing and further dissemination by other actors
of virtual communities. This approach makes it possible to increase the efficiency of detection of
threats to the information security of the state in the information space of social networking services.

3.5 THE MODEL OF CONFLICTUAL INTERACTION OF CIVIC MOVEMENTS IN SOCIAL NETWORKING
SERVICES

An example of the usage of social networking services for conducting information confrontation
between the russian federation and the United States is the spread of disinformation containing
a strategic anti-vaccination narrative. The research [35], which aim was to evaluate 2 million
Twitter posts in 2014-2017, showed that russian trolls were more likely to write about vaccina-
tion than other social networking services actors. russian bots have been found to use anti-vaccine
narratives as a problem issue to strengthen social discontent, undermine confidence in health
care institutions and spread fear and split US citizens.

The consequence of such systematic information operations in the social networking services
is the spread of the public movement that denies the effectiveness, safety, and legitimacy of
vaccination, in particular, the mass one. The sceptical attitude towards vaccination includes both
a complete denial of vaccinations and particular vaccines, which causes a change in the timing
and of immunization schedules of the recommended by medical establishments. As a result of the
increased anti-vaccine movement in Ukraine and the world in general, the number of patients and
fatal cases has increased significantly. On the other hand, this has led to the formation of virtual
communities that are opposed to the anti-vaccine movement. The latter is aimed at counteracting
the movement of anti-vaccines and is in conflict with its supporters.

A promising area of research is the study of peculiarities of information confrontation of virtual
communities aiming to reduce the level of threat to the national security of the state by counter-
acting destructive content in social networking services. Therefore, there is an objective contradic-
tion between ensuring the sustainable development of the social networking services information
space in the context of globalization and the free circulation of information and lack of effective
methodological tools for the investigation of the conflict interaction of virtual communities in order
to ensure the information security of the state.

To identify the signs of conflict of virtual community actors in the social networking services,
let’s determine the interests of the conflicting parties. The essence of the narrative spread
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by pro-vaccination virtual communities in the social networking services information can be the
following: a significant reduction of the risk of catching the disease due to conducting the ap-
propriate vaccinations. According to the World Health Organization, immunization prevents from
2 to 3 million deaths each year. It is one of the most effective types of investments in health care
in terms of their value [105-107].

The interests of the virtual communities that are adherents of the anti-vaccine movement are
manifested in the social networking services by spreading content with the following narratives:

1) denying the role of vaccination as the factor that reduces the sickness rate;

2) the denial of the necessity of vaccination at present. It is claimed that mass vaccination
against all or most of the diseases is inappropriate, since modern treatments for the diseases,
which vaccination is carried out from, are effective enough, and the frequency of these diseases
themselves is pretty low.

Thus, the essence of the conflict lies in the fact that in real life, social networking services’
actors who oppose vaccination as a result of refusing vaccinations become vulnerable to the disease
and also become a threat to those who have been vaccinated. At the same time, the conflict that
takes place in the social networking services information space influences public opinion in real life
and encourages citizens to take certain actions and creates the background for the emergence of
threats to the information security and national security of the state as a whole. Moreover, the con-
sidered conflict interaction of virtual communities can be characterized as antagonistic — features
intransigence and hostility between groups of actors and manifests in conflict on an ideological basis.

The choice of the type of differential equation of the dynamics of information confrontation of
virtual communities is an important issue from the point of view of the study of conflict interaction
in the social networking services information space. Let’s choose the function of limited growth to
formalize the conflict interaction of virtual community actors, which combines accelerated growth
in the initial phase and accelerated deceleration in the final phase of antagonistic conflict. Such
kind of differential equation includes control parameters [108]. Therefore, let’s choose the general
equation of limited growth in the form of a second-order nonlinear differential equation as the
equations of conflict dynamics:

dw(t)
dt?

+(1+ aﬂw(t))d"v—(t)Jr (aw(£)—B*)ow’ (£)=0, (3.25)

dt

where w(t) is the studied indicator of conflict interaction; a,, a,, a, are parameters that represent
vectors of latent control; ¥, © are parameters of multiplication of variables.

There is some characteristic value W for solving the differential growth equation w(t), for
which all components of expression (3.25) become zero at:

dw(t) _ dw(t)

=0
dt? dt

~0; aw(t)-p =0, (3.26)
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The value W = B*/a, is called the threshold of the function of limited growth, to which the
values of the state variables at large values of the time interval direct asymptotically. Thus W is
a characteristic parameter of the function of limited growth that physically determines some limit
value that studied value can reach. From general equation (3.25) it is possible to obtain partial
cases, among which let’s emphasize those that have a threshold character (Tahle 3.10).

@ Table 3.10 Partial cases of the general equation of limited growth
No Name of the equation

The form of the equation

of limited growth Conditions of limited growth

1 the second order constrained growth - aww” +(1+aw)w’ + (aﬂw - B*)W =0
equation

2 first order restricted growth equation a,=0 (1+aw)w’ + (anw —B* )W =0

3 first order constrained growth equa-  a,=0, w’ +(an —B*)w =0
tion (Verhulst logistic equation) a,=0

All growth equations are characterized by a common element (a,w—f*) used to determine
the threshold. Since the logistic equation is a particular case of the differential growth equa-
tion (3.25), the equilibrium region of the growth equation is valid for it. Although for the imple-
mentation of component models any equations in Tahle 3.10 can be used, the most constructive
approach is the application of the first order constrained growth equation:

(1+aw(t)) dn(t) +(agw (£) - B )w(t) =0.

dt

The threshold of the function of limited growth W is considered as a parametrically dependent
value. The solution of this differential equation is the function of growth of the investigated value,
which is a description of the conflict of virtual communities in the social networking services.

Let’s present separate layers of the equation of the model of conflict dynamics based on the
limited growth of the first order [94, 108]. The first layer of the model describes the dynamics of
the number of two virtual communities — supporters x(t) and y(t) opponents of vaccination who
are in antagonistic conflict:

(1 + ax(t))w(d—(tt) + \V[X)((t) - 1])((&) =0;
(3.27)

(1+ bx(t))dy—(t) + q{y(t) - ’IJy(t) =0,

dt Y

where a, b are the parameters that prevent the increase in the number of actors of the cor-
responding virtual communities in the social networking services; y, ¢ are exponential growth
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indicators contributing to the growth of the number of actors; X, Y are limit values of the number
of actors of opposing virtual communities.

For curves that describe limited growth, characteristic parameters X =y/a and Y = ¢/b
that limit the growth in the number of actors in the respective virtual communities are
important. The conflict of actors is manifested in the fact that their total number is consi-
dered to be constant x(t)+ y(t)=N(t)=Const, and each virtual community tries to increase
its number.

The second layer of the model formalizes the growth of resources r(t) and s(t) — correspond-
ing benefits of virtual communities:
dr(t)

(1+ cr(t))F + O{rl(qt) - ’I]r(t) =0
(3.28)
ds(

(1+ ds(t))Tt)+ B[Sg) - ’I)s(t) =0,

where ¢, d are parameters that adversely affect the level of winnings resulting from information
confrontation in the sacial networking services; o, B are exponential growth rates of gain; A, S are
thresholds for the winnings of virtual communities.

For curves, the characteristic parameter that limits the gain growth R =a/c, S=p/d is
important. In this case, the limit values of the resources r(t) and s(t) depend on the threshold
values of the number of actors of virtual communities in social networking services x(t) and y(t).
At the same time the amount of winnings is not constant, which is connected with the non-deter-
ministic behaviour of the actors in the social networking services information space.

The third layer of the model characterizes the dynamics of resource expenditures for informa-
tion confrontation in social networking services:

(1 + gp(t))dp—(t) + C(pl(;) - 1Jp(t) =0

dt

(3.29)

S

(1+ hq(t))mzj(:)+§(q(t)—1jq(t) =0,

where g, h are the parameters that negatively affect the cost level; , & is intensity of expen-
ditures for conducting operations (exponential growth rates); P, @ is the maximum amount of
resources allocated for conducting the conflict P ={/g, @ = £/h. The amount of resources spent
on information warfare is also variable.

Resource limits r(t) and s(t) depend on the thresholds of the number of actors x(t) and y(t).
In simple cases, let’s restrict ourselves to a linear dependence in the form A=AX, S=uY. At the
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same time, resource limit values depend on the threshold’s values of the number of virtual com-
munities” actors involved in the conflict S=f(Y), R=fX), P=f(X], @=f(Y).

The nature of communication depends on the investigated aspect of the subject area. In simple
cases, it is possible to limit ourselves to a linear dependence of the form S=pY, R=M\X that sets
the scale of the output function. For linear dependence, there may occur difficulties connected with
the decrease of the value of the function y=f(t, u, v) in time. Let’s assume that as the number of
actors of the virtual community in a state of conflict decreases, then the winnings and resources
of this community in the management of information warfare also decreases. Suppose that these
guantities will vary in a complex way, which is related to the inverted S-shaped nature of the
function y=f(t, u, v) and the requirement to fulfill the condition x+y=2z. However, a non-inverted
S-function must be used to describe the benefits and expenditure of resources. To resolve this
discrepancy, let’s use the following technique.

As a function of movement of gained resources and expense of resources let’s use the functions
of the limited growth with a variable value of a threshold, where the current values of the function
of the original are used as the threshold, i.e. S=fly), R=f(x), P=f(x), @=f(y). Such dependence
of threshold values is algorithmic and can be considered as a way of parametric control of move-
ment of resources. Such functions can be convex in nature, which distinguishes them from the classic
S-shaped features that have a monotonous growth pattern. Thereby, the constrained growth functions
with a variable threshold value describe the relationship with the inverse S-function more adequately.

Let’s write the layers (3.27), (3.28) in the form of recurrent formulas similarly to the ex-
pression (3.29). The results of a study [109] showed that a rigid stance against vaccinations is
supported only by a small number of parents, whereas various forms of «vaccine scepticism» and
uncertainty about the need for vaccination are more widely spread. Less than 2 % of parents fully
reject vaccination, while selective or late vaccination is practiced by 2 % to 27 % of parents.
«Vlaccine hesitant» is from 20 % to 30 % of parents [109]. To conduct computational experiment,
let’s consider the situation where the number of actors who oppose vaccination has reached the
critical mark of 30 % — the value that precedes the start of the epidemic. To reduce the threat
of the epidemic, let’s consider the following scenario: as a result of preventive work, in particular
in the social networking services information space, the number of vaccine opponents is reduced
to 5 %, and the number of vaccination supporters is increased to 95 % (Fig. 3.13).

The speed of change depends on the values of the control parameters a and b which are
determined by the level of unacceptance by the actors of the relevant virtual communities of the
narrative concerning the importance of early vaccination in order to prevent epidemics. It is pos-
sible to reduce the value of these parameters by transferring information to the virtual anti-vaccine
community in an accessible form in order to influence their public opinion. The resulting values
of the number of actors who are supporters and opponents of vaccination will be used as the
current value of the conflict interaction function.

Fig. 3.14 shows the curves that describe the change in the normalized values of the informa-
tion resource in the social networking services and the costs of maintaining information warfare
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campaigns of the virtual community of vaccination supporters as a result of the redistribution
of actors between the virtual communities (Fig. 3.14).
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O Fig. 3.13 Change in the number of supporters x(t) and opponents y(t) of vaccination
to prevent epidemics at the following parameter values: 1 —a=0 and b=0; 2 — a=0.01
and b=0.01; 3 —a=0.02 and h=0.02

Fig. 3.14 shows that the value of the normalized benefit of the virtual community compared
to the normalized value of the cost is 2 times higher. So, every 1 conventional unit the resource
spent on information confrontation gives 2 conventional units gain in the context of the information
resource in 20 days.

Fig. 3.15 shows the dynamics of the normalized values of the information resource in the social
networking services and the costs of information warfare of the virtual community of the opponents
of vaccination after the redistribution of actors between virtual communities in a state of conflict.

Dependencies are described by convex curves, which are explained by the use of variable growth
functions with variable thresholds. Also Fig. 3.15 shows that after 20 days each conventional unit
of the resources spent on information warfare will give 0.5 of conventional units of gain in the virtual
community information space, that is, resource expenditures are more than double the winning value.
The extended results of the research are presented in article [110]. Such information confrontation
between virtual communities is ineffective and will eventually lead to a further reduction in the number
of opponents of the vaccination and significant losses of resources available for conflict interaction.
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3.6 THE CONCEPTUAL MODEL FOR MANAGED SELF-ORGANIZATION IN SOCIAL NETWORKING
SERVICES

Modern synergetic control theory of nonlinear multidimensional and multi-connected dyna-
mic systems for controllability of self-organization processes in various systems, such as tech-
nical, social, economic and others, rely on the analytical construction of nonlinear aggregated
regulators [111].

Synthesis of control laws for targeted self-organization of interaction in social networking
services hased on the method of analytical construction of nonlinear aggregated regulators, reveals
the essence of the developed concept. Let’s present the developed concept of synergetic manage-
ment of interaction in social networking services in the form of an appropriate conceptual model.

This model allows to take into account the peculiarities of social networking services, social
communication processes in virtual communities and the requirements of the feasibility of hidden
control action [112]. The conceptual model components are formalized as a set of concepts —
a set of meanings of concepts (Tahle 3.11).

The concepts mentioned in Tahle 3.11 have been used to build a systemic triad model of
interaction management processes in social networking services, consisting of two hierarchi-
cal levels (Fig. 3.16).

@ Table 3.11 Characteristics of the conceptual model

The set of  The variahles

concepts of concepts The essence of concepts

p={p,} {0.} Threats to information security of the state targeting actors of virtual
communities in social networking services

K= {Kﬁ} {X; (t).y, (t)} Functions of actor interaction processes in sacial networking services

z={z,} {7} Parameters of the external information space of social networking
services

1={1} {1} The parameters of the internal information space of social networking
services

Y= {\un} {wn (t)} The preferred evolutionary trajectory of the virtual community of actors

U= {Uy} {U, (t)} Synergetic management of actors’ interaction in social networking
services

Sey = {S{} {x,“yf’} The current state of information security of the state in which social

networking services operates

M {S‘P} {Xm' y/.u} The expected state of information security of the state, which is reached
with the given values of the actor interaction function in the social
networking services

{F } Information influences on actors to manage the processes of interaction
in sacial networking services
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v

accept

O Fig. 3.16 Systemic triad model of the actor’s interaction management
process in social netwarking services

Each hierarchy level appears as a triad — a graph with three vertices. Each triad is a set of
objects (vertices) equivalent to each other and connected by relations (edges). Thus, the triads
formed due to the study results in Tahle 3.12.

Thus, the proposed concept of synergetic management of actors’ interaction in social net-
working services forms the basis for creating a multi-agent system model. In this case, objects
and subsystems, which take part in opportunistic management of the actors’ behaviour in virtual
communities of social networking services, are considered agents. Using a systematic approach
allowed to identify components of the multi-agent system model presented in Fig. 3.17: sources
of threats to information security of the state; mass information tools; actors; social networking
services; module for monitoring the information space of social networking services; synergetic
management synthesis module; information security expert; module for combating threats to in-
formation security of the state in social networking services.

The first component of the developed model is the sources of threats to information security
of the state, which form a multitude and negatively influence the following components — mass
media, actors and social networking services. The result of such threats to mass media and so-
cial networking services is changing both in the external and internal information space of social
networking services.

As a result, the parameters of interaction between actors change, leading to chaotic dyna-
mics in social networking services and the transition of virtual community to unmanageable state
in virtual space and real life.

The fifth component of the system model is an information space monitoring module, which
detects threats to the information security of the state based on an analysis of the internal
information space of social networking services and peculiarities of actor interaction processes.
After that, an information security expert of the state selects an order parameter, and the sy-
nergetic control synthesis module produces the appropriate controlling influence on actors in social
networking services. The eighth component of the model is the module for counteracting threats
in social networking services. It provides practical recommendations for implementing synergetic
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management as information influences and starts the processes of actors’ self-organization and
transition of the service to a given steady-state of information security of the state.

@ Tahle 3.12 Requirements for system model triads

Relationship hetween

the vertices Essence of the triad

Triad number

g" a D8 - describes the current state of information security
D & aﬂ: D _)Z.’“" of the state in social networking services. The set of
aﬂ .7 —>S’W threats D is reflected in the set of possible current
2 real levels of information security of the state in social net-
working services and simultaneously affects the exter-
nal information space Z of the set of services
2o By: 8", = K: depending on the current level of information security of
el o BiSY s the state S5, established in the social networking ser-
b1 | /’e_"’; K ' vices, the parameters of actors’ interaction K processes
b, b 0 change. The set of parameters / characterizing the internal
2 information space of social networking services is formed
l as a consequence of mapping S, and, in its turn, influen-
ces the set of parameters K
¢ K->, transmits the set K to the set of functions of the order
¢, K> M, parameter P. Using the set K, the choice of the ma-
Mo nageable aspect of actor interaction and the type of the
expected attractor based on the results of information
monitoring, formulated set of requirements M to the in-
formation security of the state is carried out
b d U d: ¥ = U, allows synthesizing synergetic control U based on a set
d: W —W, of order parameters V. The set \P' forms a set of con-
d, / d: WU straints W on the set U, the fulfillment of which ensures
2 the stability of the achieved given state of information
W security of the state in social networking services
U g F e U—F; implements the mapping of pre-produced synergetic con-
e U—R trol U to the set of information impacts on actors F. The
e 6 e, A>F implementation of the synthesised control U set taking
2 into account the set of available system resources of the
information security system of the state A
FFsg - realizes the transition from a set of information influen-
0 accept* . . .
FrFoL: ces F to an expected state of information security of
f1 8 the state in social networking services 5, ,,,,, through the
2 acoept emergence of an expected synergy effect from a set of L
u ! h-§ & - transits virtual communities of actors in social network-
el Ny oo hD. 5 ? BN N‘:’m’”' ing services from the set of current states of informa-
e tion security S, to the set of given steady states of
h, h By N = S information security S, through the set of actors’
2 actions in the virtual communities N
N
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Anti-threat
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PR 6 Synergistic control
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O Fig. 3.17 Multi-agent system model for synergistic management
of actor interaction in social networking services

Publications [112, 113] synthesized models of synergetic management of actor interaction
in the social networking services, and publication [113] developed a model of decision support
system to identify signs of national information security threats in social networking services and
assess their level. However, there are no practical recommendations for choosing a specific sys-
tem of nonlinear differential equations and the model of synergetic management; therefore, the
decision is entrusted to experts who work with the decision support system. Involving experts in
the work of the decision support system at the stage of countering threats in terms of choosing
a model of synergetic management has a number of disadvantages, in particular: increasing the
level of subjectivity; inertia of the decision-making process; high level of requirements for expert
knowledge, etc. Reducing the negative impact of such factors is achieved through the use of
decision-making methods without expert involvement.

Due to controversial requirements when choosing a model of synergetic management, ambi-
guity in assessing the level of national information security threats in social networking services,
the difficulty of determining priorities, lack of generally accepted rules for choosing a model for for-
malizing the interaction of actors in virtual communities and synergetic management, decision-mak-
ing procedures become more complex. Therefore, an effective way to eliminate them is to use the
mathematical apparatus of fuzzy sets [114]. It is promising to develop a model of a decision support
system based on a fuzzy inference. Such systems combine the basic statements of the theory
of fuzzy sets and allow solving issues related to decision-making on weakly structured and com-
plexly formalized study objects. Thus, the development of the decision support system model for
managing the actors’ interaction in social networking services will ensure the effective transition
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of the virtual community to a given state of national information security, which will additionally
update the chosen direction of current research.

To counter national information security threats in social networking services effectively, at
first it is necessary to define a mathematical model for formalizing the interaction of actors, and
then directly choose a model of synergetic management, which will make an artificially controlled
transition to a given state of interaction parameters in the information space of services. The
choice should be made in accordance with the characteristics of the information space of social
networking services, which describe the features of threat activities related to information secu-
rity of the state. Therefore, the procedure of selecting models of synergetic management by
experts is described by the decision tree, which is presented in Fig. 3.18.

Q Fig. 3.18 Decision tree of cases for managing the interaction of actors

The indicators that determine the approach to the formalization of the actors’ interaction in
the form of a system of nonlinear differential equations and directly synergetic management models
are the following: x, — the confrontation level of actors in virtual communities; x, — the engage-
ment of external information resources for threat activities in social networking services; x, — the
influence level of the narrative spread by intruders on the formation of public opinion on certain
issues among actors; y, —recommended model of actors’ interaction in social netwarking services;
y, — the level of actors’ demand for destructive content; y, — the supply level of destructive con-
tent in the information space of sacial networking services; y, — the duration of the information
campaign in services information space; y. — the intensity of changes in the operational situation
in the information space of social networking services.

The initial variable of the system is D — the decision on the choice of the synergetic ma-
nagement model, the models of which are developed in publications [83, 85, 86]. Let’s present
the interdependence of the chosen indicators for the qualitative characteristic of actors’ interac-
tion as a system of relations:
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Vo =F (X X0, X); (3.30)

sz(ymygvyavymys)- (3.31)

The input and output variables of the fuzzy inference system acquire values defined by their
universal sets and are estimated by fuzzy terms according to Tahle 3.13.

@ Table 3.13 Linguistic terms of variable systems of fuzzy inference

Fuzzy Universal L )
variable set.uf fuzzy Linguistic variahle
variables
X Low (L); Medium (M); High Medium (HM); High (H)
% Low (L); Medium (M); High Medium (HM); High (H)
X3 Low (L); Medium (M); High Medium (HM); High (H)
I Predator — prey interaction model (/M,); Mono madel (IM,)
IA (0:1] Low (L); Medium (M); High Medium (HM); High (H)
Vs Low (L); Medium (M); High Medium (HM); High (H)
A Small (S); Medium (M); Large (L); XLarge (XL)
Vs Low (L); Medium (M); High Medium (HM); High (H)
D Model of synergetic demand management (V,); model of synergetic maintenance

of a given level of demand (M,); model of forming a stable virtual community (M)

Fuzzy production rules presented in publication [115]. In turn, the Sugeno algorithm is cha-
racterized by adaptation to solving identification problems. Therefore, to implement a fuzzy in-
ference system to select a model of synergistic management of actors’ interaction in the social
networking services, let’s use the Mamdani algorithm. The essence of Mamdani algorithm for the
decision-making problem on the choice of synergetic management model follows such steps [114]:

Step 1. Fuzzyfication of the input variables of the system where i = 1,3 and the output variable
isY= {y,}. To do this, let’s use an S-shaped increasing function p, (xﬂ), two models of a U-shaped
function w, (, ). us(x;) and an S-shaped descending one p, (x,) [81. Fuzzyfication of the remain-
ing input and output linguistic variables of the decision support system are performed similarly.

Step 2. The aggregation of subconditions in fuzzy production rules [115] is reduced to finding
the truth degree for the conditions in each rule of the pre-formed rule base through logical ope-
rations. In this case, operations AND or OR are replaced to the conjunction (/\) or disjunction (v)
respectively through maximization operations or minimization ones.

Step 3. The activation of the subconclusion in the knowledge base rules, which is performed
using the min-activation method according to which:
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w,(x,)=min{n, .u(x)} (3.32)

where n,, determines the truth of a particular rule of the knowledge base. However, inactive
knowledge base rules are not taken into account in order to reduce data processing time.

Step 4. Accumulation of the conclusions of fuzzy production rules is carried out for asso-
ciation of those fuzzy sets which correspond to terms of subconclusions concerning the same
initial variables:

n(r)={n, (o)} (3.33)

Step 5. Defuzzification of the output variable y, is performed according to the plane center
method for which:

u

()= [, ). (3.34)

The above algorithm describes the fuzzy inference procedure for the functional depen-
dence (3.31). To implement the functional relationship in the decision support system (3.30), it
is necessary to perform similar steps 1-5 for the input variables Y = {yk}, k=15 and the out-
put variable D ={d}.

Let’s study the developed model of the decision support system for managing the interaction
of actors in the social networking services using the Fuzzy Logic environment of the MatLab appli-
cation package. To this, consider the example of an information operation in the social networking
services, aimed at forming a negative public opinion in society about Ukraine’s accession to NATO.
The input data for the decision support system for managing the interaction of actors in the so-
cial networking services are expert assessments of the Information Protection and Cybersecurity
Department of Korolov Zhytomyr Military Institute (Tahle 3.14), obtained on the basis of public
opinion data in Ukraine on Euro-Atlantic integration in 2019 and summarized information about the
information campaigns in the social networking services, aimed at the freedom of choice of citizens.

The expected forms of the first step results of the Mamdani algorithm for the linguistic va-
riable x, are given in Fig. 3.19.

The results of defuzzification of the initial variable d of the decision support system are
shown in Fig. 3.20.

To visualize the dependence of the output variable d on the values of the input y, and y, con-
structed a three-dimensional surface (Fig. 3.21).

@ Table 3.14 Set of input data for the decision support system
Ky X, LE Y, A V, Vs

Meaning 0.6 0.8 0.6 0.2 0.7 0.3 0.5
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The given surface in Fig. 3.21 can be used to further improve the decision-making process
in order to increase their adequacy for different values of the threat level to national information
security in the social networking services.

Therefore, to counteract the considered threat to information security in the social networking
services, it is necessary to apply the M, madel of synergistic support of a given demand level for
certain content [112, 113]. To do this, it is necessary to publish the number of posts specified
in accordance with this model in the social networking services information space.

As a result of the research, for the first time the model of a decision support system for ma-
naging the actors’ interaction in the social networking services was introduced, which is based on
a fuzzy logic conclusion. This approach provided an increase in the degree of decision validity on the
model choice for formalizing the actors’ interaction in virtual communities and the corresponding
model of synergistic counteraction to information security threats in the social networking
services. Mamdani algorithm was chosen to reduce the degree of uncertainty in decision-mak-
ing by a national information security expert on the functioning of the decision support system.

The structure of the system was developed, input and output linguistic variables were defined,
to reflect the relationship between which a hierarchical tree of decisions was built, a knowledge base
in the form of rules of fuzzy production rules was formed. The model of the decision support system
based on the fuzzy derivation of the MatLab Fuzzy Logic environment was also built and an example of
its application using the data on the impact of destructive information on social networking services’
actors to form a negative public opinion about Ukraine’s Euro-Atlantic integration was used. The
advantage of the developed model of the system is the ability to scale and further supplement with
new models of actors’ interaction and synergetic management of interaction in virtual communities.

3.7 COUNTERACTING THE STRATEGIC MANIPULATION OF PUBLIC OPINION IN DECISION-
MAKING BY ACTORS OF SOCIAL NETWORKING SERVICES

Social networking services provide many opportunities to hide the identity of users and there-
fore facilitate manipulation of public opinion [116-118]. Of particular importance is the impact
of the social networking service on the decision-making processes of service users, for instance,
during election races. For example, research by Internews-Ukraine analysts in cooperation with
Singularex on the impact of social media on palitics in Ukraine [119] has shown that the chance of
achieving success through the use of social networking services by political forces has been given
in elections is significantly increasing.

This fact was confirmed in studies [120] on information operations’ impact during the presi-
dential election in the USA in 2016. Political agitation, presented as information about the simple
lifestyle and activities of candidates and political forces, has a significant impact on voters. Despite
the growing number of social networking services’ users, their demand to demonstrate their own
political will, the existence of conflict between representatives of different political movements,
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hiding their intentions from the enemy, and decision-making by actors is carried out in conditions of
uncertainty. As a result, game theory models of democracy can be used to describe the influence
of social networking services content on actors’ decision-making processes. In decision-making
processes, some conflicts may arise due to indistinct subjective choices. Research on this problem
has led to the formulation of Arrow’s theorem. This theorem is about the impossibility of democracy
as a collective choice (the theorem of impossibility) [121-123]. Arrow’s theorem proves that
democratic elections cannot be called fair. However, their results adequately turn the votes of
individual voters into the will of the entire nation. As a result of this approach, fair elections involve
voters expressing their independent judgment about candidates. However, the independence of
such actors’ suggestions in the social networking services cast doubt on because of systematically
disseminating targeted content to influence the public consciousness. Therefore, a promising field
of research is to analyze the specifics of strategic manipulation of decision-making by actors in
social networking services. The research aims to improve the security of the social networking ser-
vices information space for social communications by developing effective measures to counteract
strategic manipulations in decision-making by actors.

Social networking services act as a platform for actors to express their own opinions and fulfill
the right to free speech. Such services provide the means to conduct user surveys. Surveys are
one of the most effective types of content to establish a strong connection with the actor’s audi-
ence and get their opinion on the activities of the virtual community. In the future, using the results
of actor surveys on social networks will help to improve the quality of content or services provided.
Furthermore, the survey provides actual data that can be applied to make optimal decisions by the
actors and the administrators of social networking services’ pages. Tasks for which it is expedient
to use actor surveys in social networking services [124]:

— they help to get the actors’ reactions to information or event. There is no need to conduct
other types of surveys, and obtaining a generalized opinion of the actors on a given question does
not require additional costs;

— displaying the needs of the audience of social networking services’ actors. Conducting such sur-
veys is efficient in determining audience expectations and requests. The results can be applied not only
to create content but also, for example, to create an image of a new political force and its slogans and
to improve business processes. In this way, knowing the actors’ needs makes it possible to meet them;

— self-development of the community. Surveys increase the actors’ involvement and encourage
participation in discussions. At the same time, the actor feels like an essential part of the virtual
community. The actor recognizes his/her ability to influence the processes that occur not only in
the information space of social networking services but also in real life.

These surveys are of particular interest to citizens because they signal that there are some
pressing problems in society. Therefore, social networking services serve as the leading tool for
interaction between the public, the state, and public organizations. In such cases, the most trusted
survey platforms are those with a broad audience. Social surveys in social networking services are
indispensable for analyzing public opinion.
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However, the intruder uses technologies to influence actors during the preparation, conduct-
ing, and publishing of such surveys on social networking services. In particular, among the most
common ones, it is possible to highlight the following [1251:

— the use of language in questions that guides the respondent to a predetermined answer;

— covering up the inadequacy of the sample of respondents and the unreliability of the re-
sults obtained;

— covering up the specifics of the research methodology. The consequence is distorted sur-
vey results;

— manipulations when visualizing survey data to distort the actor’s view of the phenomena or
processes under study;

— distorted use of survey data in the headlines of social networking services publications.

These manipulations are also effectively combined with technologies for information and psy-
chological impact on actors. For this purpose, the technologies of information and psychological
influence and impact technologies are used to conduct sociological research.

In the case of strategic manipulation of actors in the social networking services, the function F
does not reflect a wright ordered list of alternatives chosen by the survey participants. As a result,
the final decisions on the survey data do not adequately reflect the opinion of social networking
services users. In other words, the profile Q turns into a profile €, moreover Q = Q. Then
the function F turns into £, and F = F [126-128].

As a result of strategic manipulations in the social networking services, not only the genuine pro-
file of the actors’ preferences of the existing alternatives Q becomes unknown, but also the func-
tion F that has used to make objective and unbiased decisions AR. Under such conditions, conducting
an actors survey in the social networking services to monitor users’ opinions makes no sense.

The primary purpose of the actors’ participation in the social networking services surveys is
their interest in the voting procedure and their influence on the voting results — decision-making.
The summary of research results by S. Vasilyev [128] allows to state that if the actor in the social
networking services is considering the collective ranking of alternatives as a result of the survey,
this goal includes two components:

— implementation by the actor of his/her preferences among the many alternatives given;

— one way for an actor to demonstrate his or her choice from the alternatives in an social
networking services provided that he or she has no other way to show it.

The purpose of an actor’s participation in the social networking services survey has defined
under the following conditions [128]:

— the actor’s participation in the survey using social networking services means has carried
out to implement his/her preferences regarding the chosen alternative in the future, due to making
appropriate decisions based on the survey results;

— as a result of social networking services actors’ &, choice alternatives o, and o,, the
survey results do not change — the relevant lists Q'(Q, ,Q, ....,Q ] and Q"(Q Q QBWJ
are ordered and, provided that the actor a,,,, is |nd|fferent to o, and Oy,
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—as a result of the survey of actors a,, supporting alternatives o, and o, the lists
Q' [Q Qe ) and Q”[Q Q, QEMM) are ordered and do not change if an actor a,,, ,
did not take part in the survey.

The second and third conditions are similar and mean that actors’ indifference to alternatives
when conducting interviews in the social networking services is no different from ignoring them.
Based on the research results [125, 1281, we've formulated practical recommendations to coun-
teract strategic manipulation in the social networking services for different types of surveys [129].

The results are presented in Tahle 3.15.

@ Table 3.15 Recommendations for conducting surveys on social networking services

Number of sur-  Number of

Survey type vey participants alternatives Recommendations
Choosingan M>2 N>2 ensure that no reliable information on the results of the
alternative actor’ survey has been published in the social networking
SEervices;
the use of precise alter native wording in the survey,
which will be certainly recognizable by the participants
Rating M=>3 N>2 ensure that no reliable information on the results of the
survey on a actor’ survey has heen published in the social networking
continuous SEervices;
scale ensure that the social networking services do not provide

any information on possible survey results

Thus, to counteract strategic manipulations in conducting interviews with actors, it is
necessary to ensure that the social networking services don’t contain information about the
survey results. Once the results have been published, the requirement is to specify the survey
methodology and sample data.

One of the most popular ways to monitor public opinion on selected essential issues is con-
ducting social networking services surveys. The results of the surveys are used for further deci-
sion-making by actors in real life. Therefore, intruders use survey procedures and their results to
manipulate public opinion. For the first time Arrow’s paradox is used for formalizing the impact of
strategic manipulation on the results of selecting alternatives when conducting social networking
services surveys. It can counteract strategic manipulations by preventing possible poll results from
being announced in advance. This approach helps to prevent the informational and psychological
impact on the opinion of social networking services actors with «spiral of silence», «<herd instinct»,
and «opinion leader» profiles.
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INTRODUCTION PROBLEMS OF PHYSICAL ACCESS TO CRITICAL
INFRASTRUCTURE AND PRE-PROCESSING OF DATA

RBSTRACT

The hiometric security system that works to authenticate users based on a comparison of
their fingerprints and certain templates stored in a biometric database are proposed. A method
for determining the contour based on the passage of a curve and the filtering function of contour
lines has been developed. The stage of skeletal identification is analyzed in detail. The Ateb-Gabor
method with wave thinning has been developed. The performance of skeletal algorithms such as
the Zhang-Suen thinning algorithm, the Hilditch algorithm, and the Ateb-Gabor method with wave
decimation is analyzed. The presented results of experiments with biometric fingerprints based
on the NIST Special Database 302 database showed the effectiveness of the proposed method.
The software and firmware were developed using the Arduino Nano.

Problems of physical access to critical infrastructure for biometric information protection sys-
tems have been developed. The theory of pre-processing of data on filtering of biometric images is
developed. A system of biometric protection has been built, which works on the basis of comparison
of hiometric prints and reveals similarities with a certain template, which is stored in a biometric
database. The stage of skeletonization is developed and the wave algorithm of thinning which is rea-
lized after Ateb-filtration is offered. The propagation of the wave on the curve is considered in detail.
Software for skeletonization based on Ateb-Gabor filtration has been developed. A two-dimensional
Ateb-Gabor filter is used for image filtering. It is a harmonic function multiplied by the Gaussian
function. The intellectual analysis of data of comparison of the scanned fingerprint with a tem-
plate by the k-means method is carried out. Good puncturing characteristics are reached. Experi-
ments of hiometric prints based on NIST-14 showed the effectiveness of the proposed method.

KEYWORDS

Physical access, critical infrastructure, fingerprints, biometric protection, identification sys-
tem, Ateb-Gabor algorithm.

Fingerprints are detailed, almost unique, difficult to change and stable during a person’s life,
which makes them suitable for the role of long-term markers of human identification.

Skeletonization algorithms for binary images are often called refinement algorithms, and dis-
crete skeletons are also called skeletons.

The skeleton can be mathematically defined as follows. If a point PP has more than one nearest
neighbor, PP is called the spanning point of the set RR [130]. The union of all spanning points
is called a spanning bridge. It follows that spanning points are the centers of circles completely
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covered by the set, and there are no circles with the same center and large radius covered by
the set. It can be ascertained that the ostriches are extremely sensitive to noise, as any small
disturbance of the boundary not only disturbs one of the ribs but also creates new ribs. If the
original object is thin (narrow), the spanner contains substantial information about its shape.
In the case of thick (broad) objects, this is not the case.

The transfer to the discrete plane of the notion of the middle axis is not only not obvious, but
may not be possible due to complications that arise when determining the equality of distances
between pixels on a discrete grid [131]. Therefore, much depends on the intuition of the algo-
rithm’s developer. One possibility is to generalize the definition into a discrete plane. It is possible
to define any discrete variant of a circle and find «circles» completely covered by the set under
consideration and possessing the property that there are no large «circles» with the same center,
which would be covered by the given set.

41 GENETIC BASIS OF FINGERPRINTS

Genes control three basic schemes of human finger prints — arcs, curls and loops. Approxi-
mately 43 genetic sites are involved in the formation of a papillary pattern at the ends of our
fingers. These genes are responsible not for the structure of the skin, but for the development of
the limb. Therefore, the papillary pattern is closely connected with the proportions of the hand.

Finger print is unique for many reasons. After all, the West and the tracks of the epidermis at
the tips of fingers occur mainly in primates and unique in each. There are basic types of patterns —
arcs, curls, and loops, but in each they are shown in different ways. In particular, because of this
in the criminalistics fingerprints used for identification.

But what is the reason for the uniqueness of the papillary pattern? It is known that it is formed
already in the material side. About the third month of pregnancy is already clear whether the
furrows on the fingers of the origin will move into arcs, curls or loops.

Looking for genes that define our finger prints, the team of scientists conducted a generic
comparative study for a total of 23,000 people from different population groups. At the same
time, scientists were looking for areas of the genome that can be correlated with each of the three
basic patterns of papillary patterns. Results: in the Chinese genome, scientists identified a total of
43 places closely related to the papillary pattern of people of different origins. 12 of these genetic
variants could be immersed in the so-called patterns — very similar usually prints of three middle
fingers. Such a large number of genes involved also confirm that human finger prints are based
on the complex interaction of many genetic factors. Each individual gene has a slight influence —
only in combination there is an individual pattern.

Three basic schemes — curls, loops and arcs — form certain genes. For the EVI1 gene, scien-
tists could even demonstrate this experimentally: If the mouse has changed this gene, the scheme
of epidermis lifting on their skin has also changed. In humans, the EVI1 gene at early stages of
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embryonic development affects the skin at the ends of the fingers and legs, as well as the cushion
of the connective tissue, which marks a later form of papillary pattern.

Earlier, it was assumed that the formation of fingerprints control primarily skin genes. That is, be-
fore the formation of the skin is laid the basic scheme of our imprint on the fingers of hands and legs.

However, finger prints and growth are not only genetically related — there are also adjust-
ments in the proportions of fingers, scientists have found out. So, people with a pattern of curl
at the tips of fingers have longer ending phalanches on the average and impersonal fingers. At the
sites, this correlation is even more naticeable.

Genes that control growth and proportions of hands and fingers, also determine the pattern
of fingerprints. How these genes work and why at the tips of fingers form curls, loops or arcs,
remains undeveloped [132].

4.2 ANALYSIS OF AUTHENTICATION SYSTEMS

Object transformations based on contour information are limited by black transformations: Zoom,
move, rotate, display. However, the device of affine transformations is not always sufficient to perform
complex transformations, for example, to reduce (enlarge) the individual fragments of the object [133].

Therefore, it is more appropriate to use skeletons for complex transformations, because they
allow to transform individual branches of a skeleton, which are responsible for different fragments
of an object, without breaking its integrity. The error of conversion is minimal. Modern biometric
authentication systems with prints have one drawback — they do not see a full finger scan. They
only need a small fragment, which they compare with the fragment that is in the database. There-
fore, the print should match one parameter instead of ten or hundreds.

Another nuance is that some elements of the pattern are more common than others. This
allows to make false prints from the most common fragments.

In the work [134] consideration is given to the removal of certain characteristics at biometric
authentication and recognition. This paper presents an algorithm based on CNN for autotting fin-
gerprints. It is used to separate fingerprints that have previously been gray and perform different
patterns of removing images with noise, as well as to study the characteristics of the data to
overcome background ambiguities. In the proposed method the speed of detection of fingerprints
will be 0.45 s. This speed is due to the application of effective threading algorithms, saving infor-
mation about the spine from hidden fingerprints. The DeepMasterprints [135] creates images that
sensors see as fragments of fingerprints of real people. Working with the lowest level of protection
and digital prints, the program showed results in almost 77 % of successful trials. However, as
the publication notes, much more often now use the average level of protection (for example, in
smartphones). There the successful result was about 23 % [136]. Such artificial prints are the
most effective for the bypass of the system, in which many fingerprints are stored. The successful
work of the DeepMasterprints neuronetwork is conditioned by the fact that systems of biometric

129



MODELING OF SECURITY SYSTEMS FOR CRITICAL INFRASTRUCTURE FACILITIES

authentication only partially scan the human finger. It is enough to have only a part of the print,
because everywhere there is the default repeating elements [137]. In the work [138] presented
a new approach to recognition of fingerprints. Individual, special, to which the cores and deltas be-
long are used for the classification of fingerprints. Such an approach allows to provide the stability
of recognition from singular point regions at different levels of resolution. The procedure is similar
to scaling, moving, and small turns. The procedure of classification of fingerprints was built on
the basis of the proposed method of detecting singular points.

Since the automatic analysis of images largely depends on the segmentation of the image, an al-
gorithm for tracking the lines of the spine of the image of the prints is proposed. The method of frame
lines of the edge, based on point categorization. The main point of the fingerprint image is detected
using the adaptive method [139] proposed in this paper. The core is based on cutting the rib lines
into four groups, representing four possible directions (i.e., vertical, horizontal and two diagonals).

A set of 34-dimensional features is available for fingerprint recognition and identification. The
paper [140] is devoted to the issue of fingerprint segmentation. The paper proposes an online method
of fingerprint segmentation based on frame difference. Segmentation is performed in the online image
capture process, without using orientation information or grayscale. The background is extracted from
consecutive images taken by the fingerprint sensor, and the background is removed using the frame dif-
ference. Background with fingerprints and stains can be effectively removed by the developed method.

Fingerprint image segmentation is one of the key steps in the Automatic Fingerprint Identifi-
cation (AFIS) system, and how to do it faster, more accurately and more efficiently is important
for AFIS. In [141] the method of Markov chain Monte Carlo (MCMC) and genetic algorithm (GA)
in the segmentation of fingerprint images and proposed the method of segmentation of fingerprint
images based on the Markov chain Monte Carlo and genetic algorithm (MCMC & GA). This ap-
proach has generated a random sequence of closed curves, which is considered as the boundary
between the fingerprint image area and the background image area, such as the Markov chain,
which uses the probability curve density (BCPDF) function as an indicator of convergence. It is
then modeled by the Monte Carlo method with BCPDF as the most convergent parameter. Finally,
a genetic algorithm is introduced to accelerate the convergence rate. Finally, the closed curve
with the maximum BCPDF value is the ideal boundary curve. The results of experiments show that
the method is reliable for poor quality images of the fingers.

The approach to the organization of control systems is described in [142, 143]. From these
studies were taken data on the construction of systems, parallelization of processes in the bio-
metric fingerprint identification system.

4.3 REVIEW AND ANALYSIS OF BIOMETRIC PROTECTION SYSTEMS

The digital form of the image is obtained by scanning with a finger sensor. Next is the pre-
processing stage, which reduces the effect of noise. To determine if the correct information was
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stored, a new fresh sample from the user is used to compare the saved sample for each match.
Human fingerprint samples at different times are never completely similar because the user in-
teracts with the biometric system under different circumstances, has different humidity, grease,
dust, varying degrees of finger pressure, and changes in fingerprints due to injuries and age.
The threshold determines whether the two patterns match. If the data obtained by comparing the
digital image and the image from the template is higher than the threshold, the threshold is called
a match. Take the threshold of 0.40 [144], which is the standard for the recognition system.
A detailed study of the correspondence between the class and between the class helps to deter-
mine the frequency of erroneous deviation and the rate of erroneous acceptance.

The block diagram (Fig. 4.1) illustrates two main modes of critical infrastructure for pre-
processing biometric protection data [145]. First, in authentication mode, the system compares
with each other and identifies similarities with a specific template stored in the biometric database
to verify that the person is the one who is eligible to log in.

Sensor
A 4
Preprocessing Enroliment Stored templates
' ' ' ' ' ' / ' Test |
A\ 4 v
Feature extraction |—»| Template generator »| Matcher

Test

Biometric system

v

Application device

O Fig. 4.1 Block diagram of the critical infrastructure
for pre-processing hiometric protection data

The identity check takes place in three stages. At the first stage, reference models for all
users are formed and stored in the database of models. In the second stage, some samples are
agreed with the reference models to generate a real security assessment and calculate the entry
threshold. The third stage is testing. This process can use a smart card, username, or ID, such
as a PIN, to specify which template to use for comparison. Let’s introduce the so-called «positive
recognition» and «negative recognition». «Positive recognition» is the usual use of the test mode,
when it is necessary to prevent the use of multiple people as one template.

Next, in the identification mode, the system compares «one to many» [146] with a biomet-
ric database, trying to establish the identity of an unknown person. The system will be able to
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identify a person if the comparison of the biometric sample with the template in the database
is within the previously set threshold. The identification mode can be used either for «positive
recognition». The user does not need to provide any information about the template to be used
or for «negative recognition» of the person when the system determines whether the person is
who he/she claims to be.

The first time a person uses a biometric system, it is called enrollment or recording. During
enrollment, biometric information from an individual is recorded and stored. With further use, bio-
metric information is detected and compared with the information stored at the time of enrollment.
To preserve a biometric system, it is important that the storage and retrieval of such systems
be safe. The first unit, the sensor, is the interface between the real world and the system; it must
accept all the necessary data. In most cases, this is an image acquisition system, but it can vary ac-
cording to the desired characteristics. The second unit performs all the necessary pre-treatment:
it must remove noise from the sensor. In the third block the necessary functions are extracted.
This step is an important step, because the right functions need to be extracted optimally. A vector
of numbers or images with certain properties is used to create a template. Elements of biometric
measurement that are not used in the comparison algorithm are discarded in the template to
reduce file size and protect the identity of the participant [147].

The template is saved during recording. During the comparison phase, the template is passed
to a comparison function, which compares it with other existing templates, estimating the distance
between the ridges using the PSNR algorithm [148]. The comparison program analyzes the tem-
plate with the input image. The choice of biometric data depends on the specific measurements
and user requirements.

One of the stages of fingerprint authentication is the thinning stage, and then, based on
thinning, skeletonization. Let’s describe three methods of thinning: Zhang-Suen Algorithm,
Hildich Algorithm and our proposed Ateb-Gabor algorithm, which is performed together with the
wave algorithm.

4.4 PRE-PROCESSING OF DATA IN CRITICAL INFRASTRUCTURE SYSTEMS

The functional diagram of the critical infrastructure identification system is shown in Fig. 4.2.

The image of an object through a scanner or camera is transmitted to a light-signal converter.,
and then to the information system to the original image processing unit. The Image Analysis Unit is
used to identify and recognize the object, determine its coordinates and position.

This unit implements contour and skeletal tracking, affine transformations, and normalization.
On the basis of the information received, the comparison is carried out by the means of similarity
or the identification is carried out by the correlation methods on the basis of the established
bank of standards. The result of the identification is to define the parameters of the Ateb-functions,
assess the document authenticity and save the processed data.
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O Fig. 4.2 Functional diagram of the critical infrastructure identification system

Today there are widespread systems of automated information input through different types
of scanners, as well as digital cameras. The digital camera matrix provides a resolution of up to
3 megapixels per frame, and today’s PCs are available in real-time mode, such as spatial flat-parallel
correlation [149]. However, the ability to intelligently analyze images with computers should be
much better [150]. Expert systems based on image-enabled databases require fast and reliable
analysis of digitized video information in specialized image archives or in Internet databases [151].
Image processing in order to recognize them is one of the central and practically important tasks.
The problem includes a number of main stages: perception of the field of view, segmentation, norma-
lization of selected objects, recognition [152]. The main element of any image recognition problem is
the answer to the question: whether these input images belong to the image class that represents
this standard [153]. The answer can be obtained by directly comparing the image with the stan-
dards (or their features). However, there are a number of difficulties and specific problems [154]:

1. Images are placed on a complex background.

2. Reference images and input images differ in location in the field of view.

3. Input images do not match the standards due to random interference.

4. Differences between input and reference images arise due to changes in illumination, illumi-
nation, local interference.

5. Standards and images can distinguish geometric transformations, including affine and projective.

Different methods of segmentation, normalization and recognition are used to solve the problem
as a whole and at its individual stages. The development of the identification method [155] is to
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separate a single graphic element from the scanned image, normalize it and compare it with a spe-
cific reference image. Let’s build reference images. In addition, the scanned image must be specially
processed to select the image for comparison with the reference. This requires the use of special al-
gorithms in the theory of image recognition, namely segmentation, skeletonization and normalization.

To identify the printed print [156] requires:

1. Each form must be presented in the format of an uncompressed tif file.

2. Documents with a resolution of about 300 dpi must be scanned for identification.

3. The document should be scanned with 256 gradations of brightness.

In the database let’s store graphic primitives in the form of two graphs, which improves the
quality of recognition. Graphs differ by a shift of several pixels. We do not change the scale, be-
cause the recognition is carried out with the operation of normalization, i.e., reduction to one scale.

The technology of comparing two prints consists of six stages. The first step is to improve
the quality of the input scanned image. At this stage, the sharpness of the borders for background
grids increases. In the second stage, the choice of orientation of the background grid, bringing to
a single scale, rotation. The image is divided into square blocks. The third stage is the hinarization
of the print and its conversion into a black and white image (1-bit).

During hinarization, the image is converted to monochrome, often to black and white. This
process is called 50 % conversion. Transformation can be done by means of color separation,
but in this case the final image will not be binary (black and white), but will contain 8 pure colors,
representing a combination of red, green and blue, i.e. will be binary in color. If the image is in color,
it may be in an RGB color separation system. It is possible to perform grayscale transformation,
which consists in obtaining the brightness of each point according to the formula [1471:

Y=0.3R+0.596+0.11B.

The next step is to bring the background grid lines to a thinner look and to a thickness of one
pixel of the curves. This is the selection of the contour, which is highlighted in Fig. 4.3 darker color
and plotting curves. Let’s call the contour of the image a set of its pixels, around which there
is an abrupt change in the brightness function. The contours of the image will be represented
by lines one pixel wide.

If the original image, in addition to areas with constant brightness, contains areas with bright-
ness that changes smoothly, then setting the contour boundary does not guarantee the continuity
of contour lines: there will be gaps where the change in brightness is not sharp enough. On the
other hand, there is noise in the piecewise constant image, and extra contours may be recog-
nized, which are not desirable when creating area boundaries. Contour selection algorithms are
developed and the behavior of contour lines is taken into account. Special additional algorithms can
eliminate gaps and eliminate unnecessary contour lines. To highlight the boundaries, i.e., bright-
ness differences, there are known methods: gradient method, which consists in differentiating the
brightness function; wave method. Consider a fragment of an image that is scanned by the wave
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method and covers several pixels at once. The window contains a small fragment. When to move
the window, the fragment changes. Image processing by the wave method is shown in Fig. 4.3.

In the fifth stage, the image is divided into certain fixed blocks. On the curve let’s find the
points of maximum or minimum. Based on this, a coordinate system is built, as shown in Fig. 4.4.
And the last stage of identification is a comparison with the reference model. The result of the
identification is the establishment of the type of Ateb function and its parameters m, n [148].

O Fig. 4.3 Wave pixel image processing

0 >
X
-1

O Fig. 4.4 Bringing the curve to the period and to the amplitude 1

At the final stage, it is necessary to assess the reliability of the input image by comparison with
the standard. For comparison with the standard, factor spaces built on the basis of different equi-
valence relations are considered. The equivalence relation is determined by the choice of metric in
a given metric space. The result of the classification of recognized objects is significantly influ-
enced by the types of classes. The core class or condensation class is most often distinguished in
our case. In this case, all distances between objects within a factor class are less than their dis-
tances to any object that is not in that class. There are also classes such as clusters, or thickening
on average. In this case, the average distance between objects within the class is less than the
average distance to all other objects.

Depending on the purpose of the study, the task of classifying recognized objects can be
formulated as dividing the analyzed objects into a number of groups within which they are located
at a relatively short distance from each other, or as identifying the natural stratification of the
population under study into separate clusters.
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Distance similarity measures are used to form clusters. When used, objects are considered to
be mare similar to each other, the smaller the distance between them. The results of classification
by different methods, as a rule, do not differ fundamentally. The choice of metrics, on the contrary,
can significantly affect the results of the analysis. Therefore, for each identification let’s consider
different types of distances, and implement a comparison of the results. Let’s consider Euclidean
distances, Manhattan distances, supreme norm.

Image optimization for implementation of vector representation of information in the
system of identification of critical infrastructure

To solve the problem of identifying documents protected by function-based grids, it is ne-
cessary to perform image recognition and highlight security features in the recognized image.
It is known that the theory of image recognition is based on the methods of graph theory, the
theory of algorithms. To solve this problem, consider the necessary mathematical apparatus.
Let’s consider some definitions. Consider a raster black and white image of size pxq pixels (dots).
For certainty, without reducing the generality of reasoning, let’s assume p<g. Let’s match
it to the matrix.

Definition 4.1. A raster black-and-white image R is a matrix of size pxg, the elements of
which can be zeros and ones. Let’s assume that the zeros correspond to the white dots of the
background, and the ones to the black dots of the raster image:

H:r,l.|r,l. ={01}i="...pmj=1q.

Definition 4.2. The object in the image is the set RO of those elements R, corresponding to
the black dots of the raster:

Definitions 4.3. The background in the image is considered to be the set of RF elements R,
corresponding to the white dots of the raster:

RF={n="i=1..pj=1...q

The following properties of the entered sets for black-and-white images are obvious:
Property 4.1. The sets of the object and the background do not intersect:

ROURF =@. 4.1
Property 4.2. Combining an object and a background creates an image:

ROURF =R. (4.2
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Let’s introduce the XOY coordinate system, which corresponds to the numbering of matrix
elements. Let’s consider the upper left point 0(0,0) of the raster image plane to be the starting
point of the coordinate system. Let’s consider the horizontal column number of the matrix, and the
vertical row number of the matrix.

For example, the coordinate (3, 5) corresponds to the matrix element at the intersection of
the third row and the fifth column and is at the same time the image pixel image.

Definition 4.4. The distance between the points of the image will be calculated by the formula:

p(x, = x,) = (k=) +(1-j)". (4.3)

Theorem 4.1. The distance p(xv - xk,) given by formula (4.3) satisfies the axioms of distance.
Definitions 4.5. Around a certain point of the image let’s consider the set of those elements of
the image that satisfy the following condition:

Hg(x”)z{xk,|p(xy,xk,)<£, e=01...p. (4.4)

An example of the circumference is shown in Fig. 4.5.

Q Fig. 4.5 An example around a paint in a discrete space

Definition 4.6. The end point x; of an object will be considered to be its end point in any
neighborhood which contains points from the object and the background. Points x,=1 at which
by definition let’s consider extreme:

x, ={¥e.3R,x, € AFNR, A x,,€RONA,}. (4.5)

Definition 4.7. The set of all extreme points of the object is denoted by K (Fig. 4.6). The set of
points of an object without extreme points will be called internal points and denote RV:

AV ={x |y, eRO/k}.
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O Fig. 4.6 Example of the set of extreme points of the image

Definition 4.8. A segment on an object is a subset of points AV which distance from the ex-
treme points of the object is not greater than a predetermined value of d:

V={x.

l

p(xy —xk,) <d, X, € K}.

As can be seen in Fig. 4.7 segment has two ends A, B, which belong to the inner points.
Let's mark a segment with its ends. The length of the segment will be considered the distance
between its ends.

O Fig. 4.7 Display a segment on the object

Definition 4.9. The intersection of segments will be considered to be the representation of
segments in the form of segments of shorter length that have a common end (Fig. 4.8):

AB=A0UOB, CD=C0UOD, 0 (ABNRV),0e(CONRY).

Consider a set of connected segments V =V, UV, U...UV,,. Denote the set of ends of
these segments E. Let's consider a couple G ={V,E}.
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O Fig. 4.8 Intersection of segments in the image

Definition 4.10. The set will be called a graph. In this case, let’s call the set of edges of the
graph — the set of vertices of the graph.

Consider the edge of two vertices S and a vertex T. In the general case, {5.7} = {T.5},
where {5,7},{T.5} eV In this case, the graph G is called an oriented graph. To solve the problem
of image recognition, which can be attributed to the class of geometric problems, it is sufficient
to consider undirected graphs. In the future let’s believe that {S,7} ={T.5}. An undirected graph
is said to be finite if the set of its vertices is finite. Since the image recognition prablem is contained
in the exchange area, the constructed graphs will have a finite number of nodes. A graph G is called
flat if it can be represented on a plane so that the edges have no points of intersection other than
the vertices. Graphs that meet image recognition problems are always placed in a two-dimensional
plane and are so-called planar or flat graphs. Therefore, in the future let’s consider only undirected
finite flat graphs and will omit the adjectives «undirected» «finite» «flat». In [29] it was noted that
image recognition problems are naturally described by undirected finite flat graphs.

Definition 4.11. The route of a graph is a sequence of edges V,,1;....,V, in which every two
consecutive edges V,,V,,, are different and have a single common vertex. The same edge can occur
in the route several times. The vertex V; of the edge that does not belong to V, is called the begin-
ning of the route. The top of the edge V,, that does not belong to V,, , is called the end of the route.
Two vertices S, T are said to be connected if there is a route beginning with S and ending with T.
If the vertices S and T are connected and S=T, then the route is called cyclic.

Definition 4.12. A graph G is said to be connected if all its vertices are connected.

The problem of establishing the connectivity of a graph [157] is extremely important for image
recognition tasks.

The main characteristics of each graph are the number of its vertices N and the number of
its edges K. If V, eV it looks like V, = {S,T} an edge is called incident to the vertex S, and each
of the vertices S, T is called incident to the edge V,. Vertices S, T that belong to some edge are
called adjacent. The degree of the vertex S of a graph is called the number of edges incident to
it, and this value is denoted by degree (S). The degree of the vertex determines the importance
of the corresponding node in recognition problems. A vertex S is called finite if its degree is 1,
i.e., degree (§)=1.
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Let’s denote the sum of the powers of the vertices of the graph by r. The following state-
ments are made.

Property 4.3. The sum of the powers of the vertices of a finite graph is twice the number
of edges r=2xK.

Each edge connects two vertices and is therefore counted in the sum of the powers of
the vertices twice. So, the sum of the powers of the vertices is twice the number of edges.
Property 4.3 is proven.

Property 4.4. The number of vertices of an odd degree of an arbitrary graph is an even number.
Divide the sum of the powers of the vertices of the graph into two terms r=r, +r,, where r, is
the sum of the powers of the even power, and r, is the sum of the powers of the odd power. Even
number. If the number of vertices r; of odd degree would be odd, then the sum r would be odd.
This contradicts property 4.3. Property 4.4 brought.

Denate the maximum number of edges in the graph by Z,,. Then the following statement is true.

Property 4.5. A graph G with N nodes contains no more N(N—’I)/2 edges, or a fair inequa-
lity 2., < N(N - 1)/2.

The tatal number of possible pairs of vertices is V,. This takes into account the N connections with
oneself and all pairs of connections are taken into account twice. Therefore, the maximum possible
number of connections is equal (N2 - N)/E = N(N - ’I)/E, which proves the validity of property 4.5.

The concept of graph saturation is important for image recognition problems.

Definition 4.13. Let’s consider the value 1 — the saturation of the graph by the formula:

n= N

Let’s assume that the graph is saturated if the inequality m >N holds and sparse, or unsa-
turated if < N. In image recognition problems, graphs are usually sparse [161]. This feature of
graphs c is extremely important when choosing algorithms for solving image recognition problems,
because it is known that some algorithms coincide much faster on sparse graphs [162].

Definitions 4.14. The thickness of the rib will be considered the distance between the nearest
extreme points of the rib.

A graph G will be called edge-weighted if each of its edges V corresponds to a positive real
number w(V), or in other words a mapping from a set w of edges to a set of real numbers is
given w: V—R. The number is called the weight of the rib. The sum of the weights of all edges will
be called the weight of the edges of the graph and denote w(G).

When considering a graph of image recognition problems, it is advisable to enter into con-
sideration the weights that correspond to each vertex of the graph. A graph G will be called
vertex-weighted if each of its vertices corresponds to a real number, or in other words a map-
ping w from a set of vertices to a set £ of real numbers is given w: E—R. The number w(S) is
called the weight of the vertex S. The sum of the weights of all vertices will be called the weight of
the vertices of the graph and denote w(G).
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In image recognition problems, let’s usually use weighted graphs.
Let’s consider the following mappings.
Display that takes into account the length of the rib V=5xT:

w(V)=p(ST). (4.8)

Mapping that takes into account the thickness of the edge VV = ST of the distance between
the nearest extreme points of the edge (Fig. 4.9).

w(V)=s(V). 4.7

A

O Fig. 4.9 Display that takes into account the distance between
the nearest extreme points of the edge

Let’s consider the mappings of the weights corresponding to each vertex of the graph. Display
that takes into account the coordinates of the vertex S:

w(5)=0(5)=(xy). (4.8)

Representation of the graph in the form of an incidence matrix.

For the computer representation of graphs and the implementation of calculations on graphs,
let’s use the representation of the graph in the form of an incidence matrix. Let’s suppose
a graph G with vertices N. Let's renumber the set of vertices £ ={5,....,5, }. Incidence matrix.
graph will be called a square matrix A= [g;], N-th order.

Vertices 5,5, are called adjacent if there is an edge 55, €V < E x E. For oriented graphs,
the adjacency relation on the set of its vertices is symmetric. Therefore, the incidence matrix
of the oriented graph is symmetric.

In the case of an edge-weighted graph with a given reflection by formulas (4.8)-(4.10) the
incidence matrix A=[a,].

Let’s use the introduced tools to solve identification problems.
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4.5 ALGORITHMS FOR THINNING THE CRITICAL INFRASTRUCTURE IDENTIFICATION SYSTEM

Thinning algorithms implement a bit image with maximum shape adherence and image conver-
sion to the skeleton relative to the structure of the full image [163].

The stage of construction of the skeleton of the figure is usually preceded by several auxilia-
ry stages. This is a pre-treatment — removal of fine noise and binarization of the image. Binarization
is the process of converting color and halftone images into two colors. For binarization threshold
processing, methods of point transformations, convolutions, strengthening of edges, allocation of
low-frequency and high-frequency components of the image are used.

Zhang-Suen algorithm

One of the best known is the Zhang-Suen thinning algorithm [164]. It is one of the most widely
used thinning algorithms.

The algorithm is a 2-pass algorithm, so it performs two sets of checks for each iteration. These
checks remove pixels from the image. The essence of the method is as follows: The checks are
designed so that the first check starts from the lower right corner of the image, and the second
check starts from the upper left corner. Zhang-suen’s algorithm works in the area of black pixels
with eight neighbors. This means that pixels found at the edges of the image are not analyzed.
For those pixels that are analyzed, the order is shown below (Fig. 4.10). P, is the black pixel
being analyzed.

O Fig. 4.10 Pixel block diagram

Ali, /) is the number of transitions from white to black in a sequence of eight neighbors around
the central pixel, where the sequence begins and ends on the same neighbor (forming a complete
circle P,>P,>P,>P.>P,>P,>P;>Py>P,). From Fig. 4.10 it can be seen that moving clockwise
around P,, and as a result P, should appear twice (P,>P, and P,>P, transitions).

B(i, ) =number of black pixels among the eight neighbors around the central pixel.

Select a pixel to delete if it meets all of the following conditions:

Passage 1:

1) the pixel is black and has eight neighbors;

2) 2<Bli, )<6;

3V AG, p=1;

4) at least one of the northern, eastern and southern neighbors is white;

9) at least one of the eastern, southern and western neighbors is white.
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Passage 2:

1) the pixel is black and has eight neighbors;

2) 2<Bli, )<6;

3) Al, )=1;

4) at least one of the northern, eastern and western neighbors is white;

9) at least one of the northern, southern and western neighbors is white.

Only steps 4 and 5 change between passes. If a pixel is selected for deletion via Pass 1 or
Pass 2, it is deleted. These passes are both repeated until a pixel to delete is selected.

Hilditch skeleton

Consider a group of 3x3 pixels (Fig. 4.11). Denote the central pixel by p,, and all its neigh-
bors by p,—p,, respectively.

O Fig. 4.11 3x3 pixel group

During scanning, the decision to change the color is made relative to the pixel p, [150].
To answer the question of whether to leave the dark color pixel p, in the skeleton, or change its
color to white, it is necessary to calculate two functions:

B(p,) =number of non-zero neighbars for p,.

Alp,)=number of pairs {0,1} in the sequence p,, ps, P4, Ps. Pg. Pys Pgs Pgs Po-

Examples of different configurations of pixel p, neighbors and functions for it are shown in Fig. 4.12.

[ 1
2 21
| I I T
O Fig. 4.12 Pixel neighbor configurztions: ’
a—Blp)=2,Alp)=1; b—-Blp)=2, Alp,)=2

Hildich’s algorithm uses a 3x3 pixel block.

Hildich’s algorithm consists of performing several passes on a template and on each pass,
the algorithm checks all pixels and decides whether to change the pixel from black to white, if it
satisfies the following four conditions:

2<Blp,)<6;
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Alp)=1;

poxp,xpe=0 or Alp,)!=1;

poxp,xpg=0or Alp,)!="1.

Stop when nothing changes (mare pixels cannot be deleted).

Consider each of the above conditions separately.

Condition 1: 2<B(p,) <6.

This condition comhines two subconditions, first, that the number of nonzero neighbars p, is
greater than or equal to 2, and second, that it is less than or equal to 6. The first condition ensures
that no pixel endpoint and isolated point will be deleted, i.e., any a pixel with 1 black neighbor is an
endpoint pixel. The second condition ensures that the pixel is a limit pixel (Fig. 4.13).

o o
CFC CEC) OFEC]
o

O Fig. 4.13 Pixel neighbor configurations: a — Blp,)=1; b — (p,)=0; ¢ - Blp,)=7 ——

In Fig. 4.13 shows that if B(p,)="1, then p, is the endpaint of the skeleton and should not
be removed. If B(p,)=0, then p, is an isolated paint, and it should also be stored, if it is noise,
removing the pixel is nat a task of skeletonization. If B(p,)=7, p, is na longer on the edge of the
figure, and therefore it should not be a candidate for removal.

This is a connectivity test. In fact, if to consider the following images, where Alp,)>1, it is
possible to see that changing p, to O, the pattern will be separated (Fig. 4.14).

Condition 2: Alp,)="1 (Fig. 4.14).

e o
2 2 B 1
o o

O Fig. 4.14 Fulfillment of the second condition:
a—Alp)=2,b-Alp,)=2;c—-Alp,)=3

Condition 3: p,.p,.pg=0 or Alp,)!=1 (Fig. 4.15).

This condition ensures that 2-pixel wide vertical lines will not be completely blurred by the
algorithm (Fig. 4.16).
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0]
o]
ORI
I

O Fig. 4.15 Fulfillment of the third condition:
a—Alp,) is not equal to 1; b — p,xp,xpg=0; ¢ — pxp,xpg#0 and Alp,) =1

N I
N | |
N O
NN

Q Fig. 4.16 Pixel wide vertical lines

Condition 4: p,xp,xp;=0or Alp,)!=1 (Fig. 4.17).

LIE ]

2

]
a c

Q Fig. 4.17 Fulfilment of the fourth condition:
a—Alp)'=1; b — pxp,xps=0; ¢ — pxp,xps' =0 and Alp,) =1

This condition ensures that 2-pixel horizontal lines are not completely blurred by the algo-
rithm (Fig. 4.18).

This is a parallel-serial algorithm. This is in parallel, because in one pass all pixels are checked
at the same time and a decision is made whether to delete each of the checked pixels. It is
consistent because the step just mentioned is repeated several times until there are no more
pixels to replace.

However, Hildich’s algorithm was not an ideal skeletonization algorithm, as it does not work on
all templates. In fact, there are patterns that are completely erased by the algorithm (Fig. 4.19).
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N
N
N
N
N
N [

O Fig. 4.18 Pixel wide horizontal lines

N I o
N I
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N I
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I e e

O Fig. 4.19 Images in which the algorithm does not work

Implementation of the algorithm of Zhang-Sun and Hildich

The block diagram of the Zhang-Sun algorithm is shown in Fig. 4.20.

It is necessary to first import the scanned image and convert it to a two-dimensional bina-
ry array. The software is implemented in Python, so let’s use OpenCV and NumPy libraries [162].

Let’s first import images in grayscale. After that, binarize the threshold value to convert the
image to bitmap mode; any pixel with a value greater than O will be changed to 255.

Currently, the image can be represented as a two-dimensional array containing O for black
pixels and 255 for white pixels. To build a program to thin this array, convert the array to black=0
and white=255. Any 0 in the original threshold array will be converted to 1 (True), and non-zero
values — O (False).

After creating the conditions of the algorithm, it is already possible to sort the pixels of the
image, checking each pixel for conditions and sorting it until convergence is achieved.

The scheme of the algorithm is shown in Fig. 4.21.
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C Start )
v

*>{ n-pixel scanning ‘
v

‘ n-pixel removing ‘

v
‘ n=n+1 }47

Are there any
pixels to remove?

Yes

Skeleton
v
C End )

O Fig. 4.20 Block diagram of the Zhang-Sun algorithm

Binary
image
Y
Contour Final
Analysis skeleton

A

Thinning
process

O Fig. 4.21 Scheme of Hildich’s algorithm
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Implementation of the Ateh-Gahor algorithm

In this study, skeletonization based on Ateb-Gabor filtration [165] and thinning by the wave al-
gorithm were implemented. The most common means of assessing image quality is the ratio of peak
signal to noise (PSNR). A distinctive feature of this method, from PSNR, is that it takes into account
the «perception of error» by taking into account the structural changes in information. The idea is
that pixels have a strong relationship, especially when they are close in space. These dependencies
carry important information about the structure of objects and the scene as a whole [148, 166].

Analysis of binary fingerprints that are omitted in the biometric identification system and re-
cognized by it are shown in Fig. 4.22 without filtering and with tracing developed by the method
of Ateb-Gabor. As it is possible to see from Fig. 4.23 show skeletonized images from the
NIST 24 database by Zhang-sung algorithm [167]. This way the images are more noise free.
Fig. 4.24 show skeletonized images from the NIST 24 database by Hildich’s algorithm.

The result of the considered algorithms is the skeletons of fingerprint images. Their compa-
risons are presented in Fig. 4.28.

O Fig. 4.23 Skeletonized images from the NIST 24 database
by Zhang-sung algorithm

O Fig. 4.24 Skeletonized images from the NIST 24 database by Hildich’s algorithm ——
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O Fig. 4.25 Skeletalized images from the NIST 24 database
by the Ateb-Gabor filter and the wave thinning method

The schedule of Ateb-Gabor functions is a schedule of modulated sine wave fragments. The
length of the fragments for all frequencies is constant, which gives a different number of os-
cillations for different harmonics. It follows that the Gabor function, which is well localized in t
and k space, cannot be the basis of the wavelet transform, since the basis constructed on its
basis does not have the property of self-similarity [162].

The execution time of Hilditch’s algorithm, Zhang-Sun Algorithm, Ateb-Gabor with wave algo-
rithm is calculated. It is shown that the execution time of Ateb-Gabor with the wave algorithm,
although longer (Tahle 4.1), but the quality is much better (Fig. 4.25).

@ Table 4.1 The succession algorithm execution

Time of operation  Time of operation Time of operation

The name of the algorithm when implemented when implemented when implemented
once twice three times

Hilditch algorithm 2.03 ms 1.76 ms 1.74 ms

Zhang-Sun Algorithm 3.42 ms 2.56 ms 2.95 ms

Ateb-Gabor with wave algorithm 4.5ms 4.01 ms 3.97 ms

4.6 ATEB-GABOR ALGORITHM AND WAVE THINNING METHOD

We have proposed Ateb-Gabor filtering, and based on filtering, thinning by the wave al-
gorithm. Biometric images can be filtered based on the Ateb-Gabor filter. Such filtering will
provide better characteristics than the known Gabor filter [168]. The one-dimensional Gabor
filter based on Ateb functions allows to get more flat shapes, so it is possible to implement
filtering with a wider range of curves and a larger set of control parameters. In particular, four
parameters for the Ateb-Gabor filter are m, n, ¢, 6 as opposed to two for the previously known
Gabor filter — o, 6.
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Filtration of two-dimensional Ateb-Gabor is performed by the formula:

2 2 oT T x'
_%Am_w[ M1 +g]

ATEB-G(x,y L0 w,68)=e ,
X"= xcos(8)+ ysin(8);
y’=—xsin(6)+ ycos(),

(4.9

where A is the wavelength of the cosine multiplier; 0 is the normal orientation of the parallel bands;
& is the phase shift; y is the compression ratio.

It is possible to see that if the parameters m, n are less than one, the filter will have a shape
with many «strokes». When m, n is more than one, there are usually two black strokes. The filter is
made with the parameter o=1, the standard deviation of the Gaussian nucleus.

This avoids noise in the low and mid frequencies. Next, let’s use the wave algorithm filtered
by Ateb-Gabor [168].

The wave algorithm can be divided into two stages: the stage of construction of the prima-
ry graph. It includes the start of the wave, tracking the distance traveled, places of separation and
attenuation of the wave. The next stage of graph optimization is the result of which it is rejected.

In the first stage, a spherical wave is launched inside the object. Points belonging to individual
wave generations are tracked by the central pixels of each odd generation and placed in the prima-
ry graph. The primary graph usually contains a large amount of redundant information, so at the
stage of graph optimization, extra points are removed.

In the second stage, the construction of the primary graph is performed. It is carried out by
tracking the path of the spherical wave in the image.

A spherical wave is triggered from any pixel inside an object. To obtain the generation
of a spherical wave, alternate 4 and 8 connected propagation is used. Connection capabilities
are characterized by the number of adjacent pixels for the current pixel. For the 4 connected
wave propagations, the upper, lower, right, and left pixels of the current pixel are considered
adjacent (Fig. 4.26, a). For 8 bound propagations, respectively, all 8 pixels around the current
one are considered adjacent (Fig. 4.26, b). In Fig. 4.26 the letter P indicates the current pixel, and
its neighbors are numbered for 4 and 8 connected views, respectively.

(@] EoE
G EE
=0

Q Fig. 4.26 Neighboring pixels and the order
of their traversal for: a — 4 linked views; b — 8 linked views
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The spherical wave is characterized by some features:

— no more than 2N steps of wave propagation becomes stable, regardless of the initial point
of wave propagation, where N is the line width in pixels;

— such a wave well surrounds various obstacles. Small interference of 1-2 pixels has little
effect on wave propagation. However, it is better to remove such obstacles at the stage of obtain-
ing a hinary image for wave stability.

Zero generation consists of one initial pixel. It affects the image first. The first generation of the
wave consists of unnoticed neighbors of the initial pixel with 4 coherent propagation. First genera-
tion pixels are marked in red on the image. In Fig. 4.27 they have numbers 1, 2, 3, 4. The second
generation are unnoticed neighbors of the first-generation pixels with 8 connected propagation.

N O
N T | |
L sl7ifalfsls]]
N T R [ I
szl 7 s ]
N
N o

O Fig. 4.27 Numbering of first- and second-generation pixels

For each point with coordinates (i, j) it is checked whether its neighboring pixels are marked,
it happens in a fixed order — always starting from the right middle pixel clockwise. Then at 4 con-
nected distribution check takes place in the order shown in Fig. 4.26, a, and at 8 connected
distribution — as in Fig. 4.26, b. In Fig. 4.27 it can be seen that the order of the second gene-
ration pixels bypass in the example does not correspond to the order of the pixels in the image.

This is due to the fixed order of designation of neighboring pixels, but this simplifies the
algorithm [170].

47 SOFTWARE FOR SKELETONIZATION
Quality improvement software for skeletonization based on Ateb-Gabor filtration is shown

in Fig. 4.28. The software consists of the following modules frequest, ridge-freq, ridge-segment,
ridge-orient, ridge-filter, image-enhance, main-enhancement.
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The scheme of interaction of modules is shown in Fig. 4.28.

‘Freguest }—»{ Ridge-freq F—{ Ridge-segment ‘
‘ 'Y

Ridge-filter

Ridge-orient

le
Image-enchance [

Main-enchancement ‘

O Fig. 4.28 Scheme of interaction of software modules for thinning

Improving image quality with orientation filters

The ridge_filter module enhances fingerprint images with targeted filters.

The arguments of the function are: im — image block to be processed; orientim — peak orien-
tation image obtained from ridge_orient; freqim — peak frequency image obtained from ridge_freq;
kx, ky — scale factors that determine the sigma of the filter relative to the wavelength of the filter.
This is done so that the filter shapes are scale-invariant. kx controls the sigma in the x direction
along the filter, and therefore controls the bandwidth of the filter. ky controls the sigma through
the filter and therefore controls the orientational selectivity of the filter. A value of 0.5 for both
kx and ky is the optimal starting point; showfilter — optional pointer 0/1. When it is specified, the
image with the largest filter is displayed for verification.

The function returns: newim — improved image. Rounding the frequency array to the nearest
0.01, to reduce the number of different frequencies you have to deal with.

To establish the reliability of the results, experimental studies were performed on a subset
consisting of 955 images of fingerprints NIST-14. The special NIST 24 database [155] is a stan-
dard and fully accessible database containing fingerprint images. In a set of turns, the prints are
placed at different angles. The set includes the fingers of 10 people, 300 images (from zero to
512x512 pixels) on each finger.

A data set for filtering has been developed in the biometric security system. For this purpose the
bank of frequency characteristics of the Ateb-Gabor filter is formed. The classic Gabor filter has 10 fre-
quency characteristics. The study consisted of comparing the results of existing methods of skeletaliza-
tion with the algorithm developed by the authors of the publication. To study the comparison of results,
the Zhang-sung algorithm and the Hilditch’s algorithm were used and our own method was developed.

Method of information identification based on Ateh-functions

Basic for graphic information processing systems are two main formats of image representa-
tion — raster and vector. Let’s consider in comparison raster and vector formats of representation
of images and features at recognition.
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Digital images in bitmap formats are ordered sequences of strings, which in turn are ordered
sequences of pixels. Thus, each pixel is characterized by its value and two coordinates: the line
number and the pixel number in this line. Any physical object in a raster image of natural origin is
displayed as a set of points of this raster. Because pixels do not contain information about their
belonging to a particular object, a certain amount of raster data has to be processed during re-
cognition. This leads to a large increase in processing time. The complexity of raster recognition
is also due to the fact that to construct the characteristics of objects that would be resistant
to affine transformations of the image, it is extremely difficult.

Vector images are the basis of vector images. Each vector object is characterized by its own
numerical, specific geometric, metric, topological and other properties. These are, for example, con-
figuration, structure, location in the image, orientation, and so on. Objects must have metric charac-
teristics, which is achieved by establishing a certain coordinate system and defining metrics [143].
Since all objects are interconnected by one image to which they belong, the coordinate system
becomes a common characteristic of this image. In addition to the mentioned properties, vector
objects can be associated with data of any nature — numerical, textual, etc. This property of vector
objects determines the possibility of created tables and databases for objects that form images. Image
recognition in a vector representation has a number of other advantages over bitmap images [1711:

— the ability to group, sort, display, analyze objects by layers;

— gain in the speed of recognition algorithms, which is associated with the possibility of recog-
nition for a small proportion of objects;

— gain in the speed and reliability of recognition due to the grouping of objects by types, which
apply to the specific group-specific processing methods, criteria, prototype database, etc.

Solving the prohlem of information identification on the hasis of similarity measures

For the effective functioning of image processing systems requires constant replenishment of
the arsenal of methods and tools for pre-processing, image compression and construction of classi-
fiers, which determines the relevance of the development of new tools. Creating effective technolo-
gies requires the development of methods and algorithms that must meet a number of requirements
for speed and accuracy. The solution of information identification problems is determined by the de-
velopment of new technologies for processing, analysis and recognition of different types of images.

As arule, each algorithm, having certain characteristics, «specializes» in its type of image. Rec-
ognition of secure documents that contain images in the form of security grids with Ateb functions
requires the development of new identification methods that take into account the characteristics
of these functions.

The method of skeletonization of the scanned image

To build a skeleton to improve image quality, the image was previously filtered [172]. The
filtering process avoids accidental noise in the scanned image.

According to the stages of identification, let’s consider in detail the process of skeletonization.

A vector representation of a raster object is a weighted graph with a given mapping. according
to the formula (Fig. 4.10). For the vertices of the graph let’s consider the points of connection
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of lines in the raster image. The thickness of the line will be considered the distance between the
nearest extreme points of the edge. The graph also shows the display, which takes into account that
the image may consist of segments of straight lines. Or, or from arcs of a certain radius (Fig. 4.10).

To implement the skeletonization process, it is necessary to convert many pixels of the image
object into the appropriate graph. The method is as follows. Based on the image matrix, a graph
incidence matrix is constructed using a wave algorithm. Thus, the conversion of a raster image into
a vector is realized.

The method of passing a spherical wave in the image

Wave techniques are widely used in computer graphics to determine the minimum distance
from one object to another in a limited discrete space. To do this, choose the starting point for the
generation of a spherical wave, which propagates according to a certain law in the image. Since
space is discrete, the propagation of a spherical wave occurs discrete with the fixation of informa-
tion at each step. In the current step, the image points reached by the wave are marked. The pro-
cess ends in a step, provided that the wave reaches a predetermined fixed target point. The step
number that marks the target point is the spherical distance from the starting point to the target.

When propagating a wave in a raster image, there are the following limitations: discreteness
of space and discreteness of the directions of propagation of a spherical wave (90 degrees for
4 linked rasters, 45 % for 8 linked rasters).

Given these constraints, the wave propagation laws will be different for 4 connected ras-
ters (Fig. 4.29) and 8 connected rasters (Fig. 4.30). More complex distribution laws are also
permissible. At 4-connected raster distribution extends in the form of a diamond, at 8-connected —
in the form of a square.

To generate a spherical wave, it is necessary to combine the 4" and 8" connected wave pro-
pagation (Fig. 4.31). This is achieved by alternately using the 4*" and 8™ connected propagation.
As a result, let’s obtain a distribution in the form of an octagon perfectly enveloping the obstacle.

The wave method is to analyze the path of a spherical wave in the image. At each step, the
displacement of the center of mass of the points forming the new step of the wave relative to the
previous position of the center of mass is analyzed.

O Fig. 4.29 Spherical wave propagation for 4 connected rasters
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O Fig. 4.30 Spherical wave propagation for 8 connected
diamond-shaped rasters

O Fig. 4.31 Spherical wave propagation for 8 connected
rasters in the shape of a square

The method consists of the following steps:

1. Building a skeleton of an object using a spherical wave.
2. Optimization of the obtained skeleton.

3. Building the skeleton of an object.

Let’s describe in detail the first stage.

Let’s consider ways to pass a spherical wave in the image.

4.8 THE METHOD OF PASSING A SPHERICAL WAVE IN THE IMAGE

When propagating a spherical wave on a segment of a straight line no more than in steps, the
propagation of the wave will be stable regardless of the starting point, where is the thickness of
the straight line in pixels (Fig. 4.32).
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a b c
O Fig. 4.32 Propagation of a spherical wave for a line segment: a — with the starting point
in the center of the segment; b, ¢ — with a starting point at the beginning of the segment

Wave propagation on a curve
The passage of a wave in an arc is well realized by the wave method, because the spherical

wave has good enveloping properties (Fig. 4.33).

a b c
O Fig. 4.33 Propagation of a spherical wave along the curve: a — skeletonization of the arc;
b — skeletonization of the broken; ¢ — skeletonization of the arc of a more complex shape

Passage of ohstacles by a spherical wave
If there are obstacles in the path of a spherical wave, the behavior of the wave depends en-

tirely on the shape and size of the obstacle. An interference of 1-2 pixels has little effect on the
propagation of a spherical wave, forming a slight perturbation. Larger obstacles cause significant
distortions in the behavior of wave propagation (Fig. 4.34).

O Fig. 4.34 Propagation of a spherical wave with interference in:
a—1-2 pixels; b — more pixels creates significant interference
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Separation of a spherical wave at the intersection of segments
When the spherical wave reaches the point of intersection of the segments, the wave is divided
into several daughter waves, which preserve the behavior of the parent wave (Fig. 4.35).

a ' b o c
O Fig. 4.35 Examples of intersection of segments where the wave is divided
into several daughter waves

The division is easy to trace by analyzing the wavelength, i.e. the number of wave points that
form the next generation. Before separation, there is an increase in wavelength, followed by divi-
sion into two or more daughter waves.

The analysis of the image line is realized by analyzing the movement of the center of the seg-
ment formed by the extreme points of wave generation. After the analysis, it is possible to smooth
the segment in order to reduce the number of nodal points (Fig. 4.36).

O Fig. 4.36 Examples of image line analysis and segment smoathing to reduce
the number of nodal points: a — segment analysis; b — segment optimization

Appointment date

The revealed function of increasing the «width» of the wind and the length of the wind on the
daughter allows to set the point of transfer of the two windings. Moreover, to take into account
two extreme points A, B, which are to be passed. After subdivision of wind on two winds, let’s take
two pairs of points C, D and E, F. There are only 6 ways to go through the cold weather in the wild
season (Fig. 4.37-4.39). For whatever possible options, the point of entry of the segments lies
in the middle of the six-piece ABCDEF. Let’s put the place on the back as the center of the mass
of the polygon. At the stage of optimizing the skeleton of the image, correction is implemented.
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O Fig. 4.37 Optimization of the path of the wave

passage at an angle of 90°

O Fig. 4.39 Optimization of the path of wave passage

in the case of an obstacle with a sharp angle
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Skeleton optimization

Removing the skeleton of the image is not optimal (Fig. 4.40).

It is necessary to optimize the skeleton taken at the first stage by analyzing the path of sphe-
rical hair on the image of the object. In a limited skeleton, it is possible to represent one in a row
with a succession of edges.

T

T
I
T

O Fig. 4.40 Unoptimized image skeleton

Windage optimization

Contemplations, like calls to the low division of the image building (Fig. 4.41) are seen as a path
to the analysis of the sequence of ribs. From the given value, lay down the level of optimization: the
more allowable input, the less number of points will be included in the resulting graph (Fig. 4.42).

O Fig. 4.41 Non-optimized skeletons

O Fig. 4.42 Optimized skeletons
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Rirdrop point optimization

For optimizing the skeleton, about the points of connection are analyzed, so that such points
are destined to split the wind into two winds.

Most often, there are attempts (Fig. 4.43, a) to correct for additional analysis of adja-
cent paints (A) to AB,, B,C,, AB,, B,C,, AB,, B,C,. The analysis is based on the search for
point A" (point of remembrance), such as A’A, AB,; A’'B,, B,C,; and A’B,, B,C, correlate as much
as possible to a straight line. The graph edges B,A, B.A, B,C,, B,C, are replaced by the edges A’C,,
A'C,, A'B, (Fig. 4.43, b).

Anather variant of distortion is the case of connection of three segments at one point (Fig. 4.43, ¢).
In this case, it is impossible to find a pair of edges that correlate with the line. Then let’s construct
the point A” as the center of the triangle formed by the lines B,C,, B,C, and B,C,. The edges of the
graph AB,, AB,, AB,, B,C,, B.C., B,C, are replaced by the edges A’C,, A’'C,, A’C, (Fig. 4.43, d).

C, G,
BS
A, A
%,
2 02 03 C?
a d
O Fig. 4.43 Optimization of the point of entry: a — the unoptimized skeleton of the image,
the distortion that occurs when the wave is divided into two half-waves; b — the optimized curve

of the image; ¢ — the distorted connection of segments due to the implementation
of the wave method; d — the optimized version

Algorithm for inducing the skeleton of the image for the help of a spherical hair

The construction of the skeleton is reduced to the selection of segments and their junctions
with the entry of the found data in the resulting graph. Selection is performed by analyzing the
path of the wave, with the mark of the path traveled (to prevent double passage of the wave in
the image). In the resulting graph of the skeleton of the image, the midpaints for skin wrinkle
generation are entered. As a result of reducing the number of points in the process of spinning, an
analysis of the movement of the middle point of the remaining generation of spins is carried out,
and only a few points are entered in the graph, in which a change is made directly to the move of
the middle point (Fig. 4.44, a).

To see the edges, points de are assigned:

1) there is a division of the wave into two waves, i.e. the connection or intersection of seg-
ments (Fig. 4.44, b);

2) there is a sign of sickness, so that the wind blows (Fig. 4.44).
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a b

O Fig. 4.44 Skeleton search algorithm: a — the scheme of finding
a skeleton along a curve; b — an enlarged version of creating a skeleton

In case of extinction, there are two options:

1. The wave reached the end of the rib (Fig. 4.44).

2. The wave has reached the point of closing of the ribs (Fig. 4.44).

The skeleton search algorithm is recursive. The algorithm will terminate if there is no room for
further expansion of the wind.

4.9 METHODS OF SEEING PARTICULAR POINTS ON THE FINGERTIPS

Among the main approaches for recognizing fingers, it is possible to see the sprat, the
most common:

— alignment at particular points;

— correlation comparison;

— setting according to the template;

— alignment on the basis of graphs.

On the scanned image of the card, there are also special points, which are aligned with
the templates. The main advantage of this algorithm is the speed of its work and ease of imple-
mentation. Up to a short distance between the algorithms, according to special points, one could
see the high places until the clarity of the image and the vision of the day [173].

The essence of the method of correlational matching lies in the fact that the removal of the
number of fingers is superimposed on the skin standard from the data base on the basis, after
which the distribution of the differences between them is determined by the pixels. The process of
alignment can include impersonal iterations, on the skin of which images are rotated under a small
hood, the trochs are shifting. Therefore, this method is the most important and requires a high
calculation of pressure.

In the algorithm of setting according to the template, not only just taken points are taken
to the point of respect, but also the general characteristics of the finger’s stroke, such as
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the thickness of smog, its curvature or its sharpness. The advantages of this method are those
that can be used with higher quality. But this method is not attached to anonymous searches
in the database.

In the method of matching according to the vicarious pattern, the peculiarities of the appea-
rance of the papillary pattern are observed. Obtained image, divided into impersonal other mid-
points, in the dermal layer, the lines are described by the parameters of sinusoidal wheezing.
The deletion for the equalization of the vouchers is changed and brought to the same mind as the
template. The main advantages of the considered algorithm are to reach the high speed and low
visibility to the clarity of the image.

In the alignment algorithm based on graphs, the image is transformed into an image of the
papillary line orientation field, on which the area is shown with the same orientation of the lines.
Then the centers of the regions are appointed and the graph comes out. The next steps are similar
to the method of alignment at singular points.

Exploring the method of matching the fingertips

Pairing of finger marks is based on the search for specific points on images, search for specific
reference points on images, the assigned value of attributes of specific points on images. At the
result, let’s accept the decision that the images are identical, as if the images could have a single
multiple M of the same distinct singular points.

The rule may be applied to new data, which will be entered into the system, and the number of
different pairs of dots is smaller than the two higher numbers of special dots on the images. That
is why to mark the summation of special points of the first image with the most significant points
of the other image. Subsequently, by matching their reference points and correspondingly rotating
the special points of one of the images around the reference point in this image, calculate the total
number of special points of the two compared images in the overlap of these images and decide
that the two compared images are identical, based on the number of found corresponding points,
as well as large numbers of singular points in the region of overlap between the two images [174].

There is a way that two images, as if they are aligned, with the help of one finger, counting the
world of the proximity of these images for the formula:

sim=identical/N(k_1-k_2), (4.10)

where identical k_1, k_2 — the number of known points and the highest number of singular points
of two images in the region of their overlap, that comparise calculated the world of proximity
to the previously given boundary values.

It can be said that the images are identical, as if their reference points on two identical images
are from the number of special points, as if they correspond to the points or to the lines of the
papillary lines.

Searching for singular points can also be searched for by searching for multiples of M pairs
of distinct points along the path of a continuous bipartite graph, the left and right vertices of
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which indicate the singularities of the points of the first and the other paired images, and the arcs
of the graph — the sum of the names of the differences, the arc of the attribute This is the impor-
tance of the optimal marking of the vertices of the i-th bipartite graph [175].

It is also possible to designate a plot of overlapping two images, as if they were equal, as such,
that overlapping swollen shells of many special points on these images.

O Fig. 4.45 The butt of the identification of special points of the finger

From taking a point at the forward stages, an array of objects is formed with the following
parameters: point coordinates; line type; satisfactions with them. Set parameters for specific
points, subtracting from the scanned finger, compare with the set of reference parameters for
user registrations RU. At the next stage, the values of these parameters are determined. The
great threshold of improvement is to improve the ability to change the biometric characteristics of
two users — FAR (False Acceptance Rate). On the other hand, a small value of allowable resignation
is the reason for the increase in the ability to move and the legal user RU — FRR (False Rejection
Rate). The problem of choosing the tolerance threshold is due to the deformation of that misplaced
finger during scanning, which leads to the elimination of different parameters of the selected
points. As a result of the research, it was established that it was possible to collect additional
information about the combination of three special points. Such a structure, called a triplet, is
shown in Fig. 4.46.

O Fig. 4.46 Development triplet

Far the skin central point n,(xn,, yn,) and two suicidal points n,(xn,, yn,) and n,(xn,, yn,)
a vector of parameters is formed.
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Q Fig. 4.47 Molding to the parameter vector

The algorithm shows the procedure for training the mask for the skin pair of the browser. Let’s
accept a rude joke: which one is the most effective, but the most effective and the most effective.
Through a small expansion of the initial data, it is possible to see that brute force is possible and gives
the best result. So, first of all, redistribute the skin pair of the browser (row 1), and then it is possible
to use masks (row 4). For a skin mask, let’s review the description (row 7) and reconsider which mask
was chosen to improve stability across browsers, multiplying uniqueness (row 8-11 and 14-17).

Let’s generate a finger bitcoin on the server side based on hashes on the client side of the date.
As it was already guessed, the finger hit is a hash, which is calculated from the «i» operation of the
hash list of all tasks and a mask. Mask — just for one browser fingerprinting, and counted for two
submasks for cross browser fingerprints.

Generation of a mask for two skin browsers is the training course. In particular, let’s use a small
subset to obtain a mask that optimizes both stability between browsers and creates uniqueness.

Comparison of selected special points with the help of machine learning

There is a finite number of data — a training sample. Each element is described by a set of
features x («feature vector»). For each vector of parameters x the answer y is known.

Answer

Machine learning Trained
Data :> algorithm :> machine

i

Question

O Fig. 4.48 Scheme of machine learning to identify a person by biometric data

The problem of machine learning is that it is necessary to construct a function y=£(x) from the
vector of signs x, which gives the answer y for any possible observation x.

Ateh-Gahor filtration and selection of special points

The Ateb-Gabor filter is a product of the Gaussian and periodic Ateb function, which im-
proves the monotonic areas of periodic images. In the case of fingerprints, it is assumed that the
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periodicity of the lines and the standard deviation are consistent mainly with the local charac-
teristics of the image. Ateb-Gabor filters give a strong reaction at those points of the image where
there is a component with local features of frequency in space and orientation [176].

Ateb-Gabor two-dimensional filter is used for image filtering. It is a harmonic function multiplied
by the Gaussian function. The two-dimensional Ateb-Gabor filter has the form shown in (4.9).

In this equation A is the wavelength of the cosine multiplier, © is in degrees,  is the phase
shift in degrees, and ¢ is the compression ratio, m, n are the parameters of the Ateb function,
2 is the period of the Ateb-function [146].

An experiment was performed with Ateb-Gabor and Gabor filtering of fingerprints based on the
freely available NIST Special Database 302. The results of experiments showed that as a result of
correlation, images change significantly, the higher the values of m, n, o are laid [162].

Physical access to the identification system

The computer is connected directly from the Arduino Nano via a USB adapter (Fig. 4.50).

An important point is to connect the fingerprint scanner to the Arduino Nano. Fig. 4.50 makes
it difficult to understand how cables are connected to their ports, so Fig. 4.51 shows a schematic
diagram of a scanner connection.

The DY50/ASB08 fingerprint sensor has 6 wires. If to look at the back of the sensor from
left to right, they are marked as follows: T-3V3 — leave unconnected; T-OUT — leave unconnected,;
3V3 — to the Arduino 3V3 port; TX — to the Arduino port D2; RX — to the Arduino port D3;
GND - to the Arduino GND port.

Sample 1 _

Atebm1n15|gmap\’| 3 Atebm1n gmap\U 25 Atebmﬂnwgmapl(] 5

Sample 3

n S S
5 Atebm1n1swgmap| 4

O Fig. 4.49 The results of experiments
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O Fig. 4.50 Image of the fingerprint scanning and analysis system

Q Fig. 4.51 Fingerprint scanner connection diagram

To demonstrate the operation of the fingerprint verification system using intelligent analysis,
two firmwares have been created for the system.

1. Custom firmware — which searches the fingerprint database and searches for the cor-
responding user fingerprint.

The firmware itself is quite simple. It has made it much easier to write code with the Finger-
print Library. «Confidence» is the number of points (from 0 to 255), which indicates how well the
fingerprint matches, the more the better. It is possible to notice that if it matches at all, it means
that the sensor is quite reliable, so do not need to pay attention to the trust number, if it does not
make sense for programs with a high level of security. Of course, it is necessary to register a fin-
gerprint first. It is necessary to download the administrator firmware to register your fingerprints.

2. Firmware with administrator rights — allows to work with the database and perform
a search. Enroll allows to add fingerprints to a database under one of the indexes, the number
of indexes is limited by the maximum amount of scanner memory (127 templates). The program
allows to choose under which ID let’s save your fingerprint (Fig. 4.51), then run the script to read
the fingerprint.
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This subroutine is responsible for the function getFingerprintEnroll (more in the appendix) to
add fingerprints, schematically it is written as follows, it is described as follows:

—the detector works similarly to custom firmware, the reason for integrating into the adminis-
trator’s firmware is the ability to test in real time changes in code and bugs, also to check whether
the fingerprint will be read;

— the algorithm check performs the same function as adding a fingerprint. The only difference
is that the fingerprint template recorded in the database has already been processed and saved in
the image format of the fingerprint skeleton. That is, the read fingerprint is first pre-processed,
and only then compared with those present in the database.

167



CONCLUSIONS

1. The development of computing resources, quantum computers and the rapid growth in the
use of wireless and mobile technologies allow the formation and development of smart technolo-
gies, new network formats based on their synthesis with classical networks. However, in pursuit
of super speeds and digitalization, developers do not pay due attention to the security of such sys-
tems. The formation of socio-cyber-physical systems based on the integration of cyberspace with
smart technologies forms unprotected hybrid systems. In a full-scale quantum computer, this ap-
proach exacerbates the ability to provide the required level of security. In addition, the use of cloud
technologies requires a reassessment of approaches to the formation of a security system. The
proposed Concept provides the basis for the formation of security systems in the post-quantum
period and provides a fundamentally new approach to the objectivity of assessing cyber threats. In
addition, not only the signs of threats such as synergy and hybridity are taken into account, but also
the integration and globalization of technologies, as well as the form of ownership, which can tech-
nically and materially affect the final elements of the socio-cyber-physical systems infrastructure.

2. The study performed a theoretical summary and proposed a new solution to the urgent sci-
entific and applied problem: creating methodological foundations to build a system of information se-
curity in social networking services. It uses new methods to identify, assess and counteract threats
to the information security of the state in the information space. As a result of the performed
research, the approaches to the formation of the system of information security in the conditions of
globalization and free circulation of information acquired further development in the sphere of infor-
mation security of the state. The lack of similar solutions makes the results of research a priority.
The obtained scientific results have a fundamental theoretical and applied practical importance
for ensuring information security of the state in the social networking services and contribute to
the further development of modern information technologies that implement security functions.

3. Problems of physical access to critical infrastructure for biometric information protection
systems have been developed. The theory of pre-processing of data on filtering of biometric images is
developed. A system of hiometric protection has been built, which works on the basis of comparison
of hiometric prints and reveals similarities with a certain template, which is stored in a biometric
database. The stage of skeletonization is developed and the wave algorithm of thinning which is rea-
lized after Ateb-filtration is offered. The propagation of the wave on the curve is considered in detail.
Software for skeletonization based on Ateb-Gabor filtration has been developed. A two-dimensional
Ateb-Gabor filter is used for image filtering. It is a harmanic function multiplied by the Gaussian function.
The intellectual analysis of data of comparison of the scanned fingerprint with a template by the
k-means method is carried out. Good puncturing characteristics are reached. Experiments of biomet-
ric prints based on NIST-14 showed the effectiveness of the proposed method. An experimental stand
was implemented, where the connection to the computer is made directly from the Arduino Nano.
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