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MODELLING THE SECURITY OF BUSINESS PROCESSES WHEN CREATING  
AND TRANSFERRING VALUES FOR STAKEHOLDERS 

Abstract. The purposeof the recent study is to substantiate the directions and develop 
a methodological approach to modelling the security of business processes by their main types, 
considering the interests of stakeholders who receive value from interaction with the 
business.Business as an economic system is based on the significant number of transactions that can 
lead to different financial, material, informational losses, as well as reputational risks due to the lack 
of stakeholders’ trust. To prevent these losses when creating and transferring values for stakeholders 
we suggested the approach to modelling the security of business processes which takes into account 
their main types (main, auxiliary, managerial business processes and business development 
processes), the results (value created) that key stakeholders get at the output of these processes, and 
the indicators that reflect the criteria for modelling the security of business processes — efficiency, 
effectiveness, and quality (customer satisfaction with the result of the process — the recipient 
of value). Using the fuzzy set method, a map of identification of the security status of basic, auxiliary, 
managerial business processes and business development processes was developed, which allows to 
use a wide range of characteristics of business processes and linguistic variables to describe them 
(from «catastrophic» state to «very good») and allows you to model options for changing the strategy 
of the enterprise in order to avoid the risk of imbalance of economic, social and environmental 
interests of its stakeholders. 

The proposed approach was applied to retail chains in Ukraine and provided decision-
makers with useful information for a better contribution of internal control systems to creating 
stakeholders’ value. 
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stakeholders, interests, values. 

JEL Classification D46, G32, L81 
Formulas: 3; fig.: 2; tabl.: 5; bibl.: 20. 

 . 
  ,  

    , 
   «   », ; 

e-mail: krasnokutskaya.natalia@gmail.com; ORCID ID:0000-0001-8184-3816 
 . 

  ,  
    , 

   «   », ; 
e-mail: fadeyeva.kpi@gmail.com; ORCID ID:0000-0002-3082-2094 

 
  -    

        
.   -     

    ,     , , 
 ,         , 



ФІНАНСОВО-КРЕДИТНА ДІЯЛЬНІСТЬ: ПРОБЛЕМИ ТЕОРІЇ І ПРАКТИКИ   2021 № 4 (39)

252 ISSN 2306-4994 (print); ISSN 2310-8770 (online)

   .       
         

-           
,       . ’   

 , ,  -   -  ,   
 (  ),        . 

    ,      
-  ,     ,    

(     —  ).    
  -  ( , ,   )   

           
( , , , , , ).  

     (       
 )        , 

    .     
      , , 

 -   -  ,     
   -        

(  « »   «  »)      
        , 

     . 
 : - , ,  - ,  

, , , . 
: 3; .: 2; .: 5; .: 20. 

 
Introduction. In terms of the institutional theory, the modern business is a certain pool of 

interactions that occur both with its internal and external contractors. Generally, these relationships 
arise during the implementation of business processes and are supported by the meeting social, 
economic or environmental interests of its stakeholders. Due to the fact that the satisfaction of some 
interests in a certain group of stakeholders can lead to a violation of the balance of other interests in 
other groups, there is a conflict of interest, and its opposite effect is the increase in vulnerability or 
decrease in the security of business processes.  

The fact of the matter is that the conflict of interest gives rise to the dissatisfaction of 
stakeholders and they tend to reconsider their contributions to the business (for example, to work with 
less return, to withdraw invested capital, to terminate the contract, etc.).The consequences of reducing 
contributions are the decrease in the quality, effectiveness and efficiency of business processes, which 
together determine the state of their security. Under such conditions, modeling the security of business 
processes acquires special significance in the context of creating and transferring value for the 
stakeholders, that is defining such a state of business processes in which, on the one hand, the value, 
obtained by stakeholders, increases, and on the other — the conditions of business processes meet the 
minimum necessary criteria and ensure the creation of value for the business itself. 

The issues of modelling and evaluation of business processes were developed in the 
publications of [1—3], where the authors developed methodological principles for ranking business 
processes taking into account their compliance with key success factors (KSF). These developments 
involve step-by-step calculations of business processes evaluation in accordance with the established 
criteria (indicators) of efficiency, comparison of business processes with key success factors and 
ranking of business processes according to the importance and problem character of their 
implementation using methods of functional and cost analysis, expert evaluations, additive folding 
[2], matrix, analysis of hierarchies [1]. A similar approach is given in the research paper [3], where 
the authors use the method of questionnaires to evaluate business processes and propose a mechanism 
for developing their priority on the basis of quality criteria and their impact on business development. 

Within the organization of information protection of business processes,the research paper 
[4] gives the sequence of determining their security using a complex security indicator, the 
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calculation of which is based on simulation modelling taking into account the tuple of significance 
of partial indicators. Recommendations for business process evaluation, given in the work of  [5], 
include stages of selection of risk assessment methods based on the comparative evaluation of 
existing approaches by criteria of identification, consequences, level of probability and risk 
evaluation, followed by grouping, taking into account the tasks of analysis by type, consequences 
and critical failures, the prime cause, the evaluation of the operator reliability, and the safety of 
maintenance aimed at ensuring reliability [5]. 

P. Hermann and G. Hermann have developed graphical concepts for analysis and definition 
of security requirements and mechanisms to ensure the performanceof these requirements, as well 
as a collection of reference models and topical researchthat modifies business processes [6]. 

Modelling of goals in business process security has been developed in this research paper 
[7]. The author’s model of security goals is based on six components (confidentiality, honesty, 
accessibility, authentication, authorization and traceability) and describes their attributes at the 
organizational level, business processes level and integration level. 

The evaluation of processes security using a modern method of model checking in a 
dynamic environment has become the subject of research [8], in which the authors propose 
accessible interfaces and comprehensive feedback for business analysts for its use in industry. 

From the point of view of confidentiality and data protection, the security of business 
processes has beendeveloped by J. Mülle and others [9]. Researchers M. Leitner, S. Schefer-Wenzl, 
S. Rinderle-Ma and M. Strembeck confirm experimentally the significance of semantic 
transparency of visual symbols when modelling the security of business processes [10]. 

So, the interest inmodelling and evaluating the security of business processes in the 
academic world is quite large and concerns both certain attributes (criteria) of security and 
approaches to modellingitself made at different levels and for different business processes. 
Considering the pluralism of opinions and the absence of any systematic view on modelling the 
security of business processes when creating and transferring values for stakeholders, we are going 
to formulate the theoretical basis and main hypotheses of this research. 

The aim of the recent study is to substantiate the directions and develop a methodological 
approach to modelling the security of business processes by their main types, considering the 
interests of stakeholders who receive value from interaction with the business. 

To achieve this goal, the following tasks were set: 
– to determine the principles of modelling the security of business processes considering the 

interests of key stakeholders; 
– to develop a system of indicators to identify the state of business processes, taking into 

account the implamentation of stakeholders’ interests; 
– to develop a criteria-based approach to modelling the security of business processes taking 

into consideration the interests of key stakeholders. 
Materials and methodology for evaluating the security of business processes.The 

information background of the study was the scientific papers, which reviewed the issues of 
business processes security, related to the development of its theoretical basis, graphical concepts, 
evaluation indicators, development of requirements and regulations of business processes. 

To identify the state of business processes, considering the interests of stakeholders, it was 
proposed to use a set of data by a list of indicators that will fully characterize the security of 
business processes with the allocation of maximum and minimum values for a certain period of 
time, and also the description of economically, socially, and environmentally oriented projects in 
order to meet the interests of main groups of stakeholders. 

To model the security of business processes during the creation and transferring the value 
for stakeholders there were used the methods of observation, calculation of average indicators, 
coefficient method, method of dynamic analysis, scoring, method of fuzzy logic, additive folding, 
considering the significance of components, which all together allowed the creation of author’s 
criterion approach to business processes modelling. 

The results of the research on modelling the security of business processes considering 
the interests of stakeholders. 
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Defining the principles of modelling the security of business processes considering the 
interests of its key stakeholders. 

The analysis of existing practices allowed to define principles for the development of the 
author's approach to modelling the security of business processes which is based on criterion 
evaluationsconsidering the interests of key stakeholders. 

Thus, taking into account the composition of the evaluation subjects, universality is 
considered to be the main principle of developing a methodological approach, sinceit reflects the 
possibility of using the author's development for self-assessment and external evaluation of business 
processes security. It distinguishes the author's development from the existing ones, which are 
based on a set of specific indicators and characteristics, that are used by developers in accordance 
with a certain model in the process of questioning employees. Objectivity is another principle, 
which involves the use of information from open sources, along with the possibility of applying the 
developed method under conditions of incomplete information; it results from the low level of 
business transparency in regard to the organization and results of business activity in general [11], 
particularly the implementation of a process approach. 

Developing a system of indicators to identify the state of business processes taking into 
consideration the interests of stakeholders. 

Since the key criteria for modelling the security of business processes are effectiveness, 
efficiency, and quality (satisfaction of stakeholders), the indicators that reflect them are formed 
taking into consideration the content of specified criteria. 

In the matter of effectiveness, duringits substantiation by types of business processes,we 
have taken into account the definition of these indicators as reflecting the process output, bearing in 
mind that the indicator reflects the result of a particular process. In this meaning, the content of 
business processes effectiveness differs from the perception of effectiveness as a characteristic for 
the degree of achievement in target (planned, regulatory) value, as it was noted in the following 
research papers [12; 13]. 

Efficiency indicators are formed in accordance with the resource-based approaches to the 
interpretation of efficiency; they are based on the ratio of the main results of the business activity 
(income, profit) to the costs (resources) incurred (involved) to obtain these results. 

Business processes quality indicators, as well as effectiveness indicators, are specific to each 
business process and are determined in accordance with the composition of consumers (customers) 
by them. At the same time, it should be noted that in the author's interpretation, consumers of 
business processes are determined without considering their location in regard to the business 
(external, internal), but based on groups of stakeholders (Table 1). So, the set of indicators that 
reflect the author's view of metrics by types of business processes is given in Table 1. 

Table 1 
Indicators for identifying the state of business processes, considering the interests of stakeholders 

Business process Stakeholder Process modelling 
criterion Indicator 

Business 
processes of main 
activity 

Staff (top 
management) 

Effectiveness Financial capacity 

Efficiency Profitability 
Turnover of inventories 

Consumer 
(buyer) 

Quality (satisfaction 
of stakeholders) Net income growth rate 

Supporting 
business processes 

Staff (top 
management) 

Effectiveness Asset turnover 
Efficiency Cost recovery 

Staff (employees) Quality (satisfaction 
of stakeholders) Reimbursement of labor expenses 

Management 
business processes 

Staff (top 
management) 

Effectiveness Return on investment 
Profitability of inventories 

Efficiency Return on management costs 
Owners 
(investors) 

Quality (satisfaction 
of stakeholders) 
 
 
 

Return on investment 
Dividends  

Staff (employees) 
The ratio of staff costs in current expenses 
Activity in implementation of social responsibility 
measures in the field of social and labor relations 
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Table 1 (continued) 

Business process Stakeholder Process modelling 
criterion Indicator 

 
Suppliers, 
subcontractors, 
contractors 

 

Current solvency ratio 
Activity in implementation of partnership 
relations (with suppliers and contractors) based 
on social responsibility 

 Community 
Activity in implementation of relations 
with external organizations based on social 
responsibility 

 Consumer 
(buyer) 

Activity in implementation of relations 
with customers based on social responsibility 

Development 
business processes  

Staff (top 
management) 

Effectiveness EBITDA margin 
Efficiency Return on assets 

Staff (employees) Quality (satisfaction 
of stakeholders) 

Profit per 1 unit of labor costs  
Owners The growth of market value 

 
The proposed system of indicators has been formed on the basis of criteria established for 

modelling processes (effectiveness, efficiency, quality (customers’ satisfaction)) considering the 
data of financial statements. It includes the most important indicators that reflect the result of 
business process. 

The list of indicators can be reduced or extended — it is dependent on the research 
objectives. At the same time, regardless of quantity, forming them due to the criteria of 
effectiveness, efficiency, and quality will make it possible to establish the security level of business 
processes from the viewpoint of stakeholders and their interests. It will afford us the opportunity to 
use a wide range of qualitative characteristics to derive a state of business processes and linguistic 
variables to describe and compare within this framework the results of research on business of 
different formats and scales of activity, as well as modelling options for changing strategy and 
choosing effective managerial decisions. 

Development of the author's approach to modelling the security of business processes based 
on criterion evaluations considering the interests of key stakeholders. 

The methodical approach has been substantiated for the general description of the sequence 
when modelling the security of business processes. This approach is based on theoretical 
foundations on the essence of economic security, components of business processes and features of 
their implementation, as well as informative characteristics of security obtained by the results of 
critical analysis and generalization of their meanings and the composition given in the scientific 
works [13—15], as well as in our own research papers [16]. 

To identify the security of business processes we also considered: 
1) the basic foundations of the process approach, particularly its interpretation as obtaining 

the desired result through the management of activity and relevant resources as a process [17]; 
2) the target orientation of business processes, compliance with which allowed us to identify 

the main parties concerned with the results of business processes (stakeholders) and to complete this 
list with consumers (customers), owners and investors, staff (top management and employees), 
suppliers, society (local communities) [11; 19]; 

3) criteria of efficiency, effectiveness, and quality (customer satisfaction), which to the 
greatest extent (among the existing characteristics of business processes) will contribute to 
achieving the aim of the research that is to develop a methodological approach to modelling the 
security of business processes. 

Modelling the state under which the business processes are secured taking into account the 
interests of stakeholders is carried out using the methods of observation, calculation of average 
indicators, coefficient method, method of dynamic analysis, scoring, fuzzy logic, additive folding 
considering the significance of components. The general logic of such modelling is shown in Fig. 1 
and requires the evaluation of business processes by the criteria of effectiveness, efficiency, and 
quality in the following sequence: 

1. Establishing a set of dataaccording to the aim of the research. 



ФІНАНСОВО-КРЕДИТНА ДІЯЛЬНІСТЬ: ПРОБЛЕМИ ТЕОРІЇ І ПРАКТИКИ   2021 № 4 (39)

256 ISSN 2306-4994 (print); ISSN 2310-8770 (online)

Fi
g.

 1
. M

et
ho

di
ca

l a
pp

ro
ac

h 
to

 m
od

el
lin

g 
th

e 
se

cu
ri

ty
 o

f b
us

in
es

s p
ro

ce
ss

es
 c

on
si

de
ri

ng
 

th
e 

m
ee

tin
g 

st
ak

eh
ol

de
rs

’ i
nt

er
es

ts
ba

se
d 

on
cr

ite
ri

on
 e

va
lu

at
io

ns
 



 FINANCIAL AND CREDIT ACTIVITIES: PROBLEMS OF THEORY AND PRACTICE  2021 № 4 (39)

  257ISSN 2306-4994 (print); ISSN 2310-8770 (online)

To identify the state of business processes considering themeeting stakeholders’ interests, 
we propose to establish a set of data on effectiveness, efficiency, and quality of processes for the t-
th period of time accordingly to the list of indicators see (Table 1), with the allocationof their 
maximum and minimum values for acertain period, as well asa description of projects of economic, 
social, and ecological orientation when creation and transferring value for the main groups of 
stakeholders (Table 2). 

Table 2 
Scale for evaluating the business activity dutingcreation and transferring values 

for stakeholders 
Indicator 
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0 The data are not publicly available The data are not 
publicly available 

The data are 
not publicly 

available 

The data are not 
publicly 
available 

ve
ry

 b
ad

 

1  

The business 
implements 
a minimum 

social package 
(compulsory 

social 
insurance) 

The system 
of catering, health, 

and cultural 
development of staff 

is not provided.  
The business does 
not have a career 

development policy; 
measures aimed 

at the career 
development 
of employees 

are not implemented 

Directions 
and programs 

of work 
with suppliers 
are not defined 

Taxes 
and payments 

are paid 
in accordance 
with the law, 

social projects 
and community 

development 
programs 

are not 
implemented 

The business 
adheres 

to the minimum 
requirements 
for the sale 
of goods 

and services.  
Social projects 
and programs 
for customers 

are not 
implemented 

ba
d 2  

The bisiness 
implements 
a minimum 

social package 
(compulsory 

social 
insurance) 

The projects 
that meet 

the minimum needs 
of employees 

(catering, corporate 
employee 

transportation) 
are implemented. 
The business does 
not have a career 

development policy; 
measures aimed 

at career 
development 
of employees 

are not implemented 

Directions 
and programs 
of work with 

suppliers 
are not clearly 

determined 

Taxes 
and payments 

are paid 
in accordance 
with the law. 
The business 
implements 

isolated 
measures aimed 
at community 
development 

The business 
adheres 

to the minimum 
requirements 
for the sale 
of goods 

and services. 
Social projects 
and programs 
for customers 
are reducing 
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Table 2 (continued) 
Indicator 
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3  

The business implements 
isolated measures aimed at 
ensuring safety, improving 

working conditions, and staff 
development 

Directions 
and programs 

of work 
with suppliers 
are determined 

Taxes 
and payments 

are paid 
in accordance with 

the law. 
The business 

implements social 
programs 

in a specific area 

The business 
implements 

individual social 
activities 

go
od

 

4  

Measures aimed at ensuring 
safety, improvement of working 

conditions, and staff 
development are implemented 

on a systematic basis 

The main suppliers 
are specified.  

Long-term 
relationships have 
been established 
with suppliers. 

Programs 
with suppliers 
are extensive 

Taxes and payments 
are paid 

in accordance 
with the law, 
community 

development 
measures 

are implemented on 
a systematic basis at 

the local level 

Measures aimed at 
establishing 
relationships 

with customers 
through social 
responsibility 

are implemented on 
a systematic basis 

ve
ry
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d 

5  

Measures aimed at ensuring 
safety, improving working 

conditions, staff development 
are carried out on a systematic 
basis. Implementation of the 

CSR concept 

Long-term 
relationships 

have been 
established 

with suppliers. 
Programs 

with suppliers 
are extensive. 

Implementation 
of the CSR concept 

Taxes 
and payments 

are paid 
in accordance with 
the law, community 

development 
measures 

are implemented on 
a systematic basis 

at the national level. 
Implementation 

of the CSR concept 

Measures aimed  
at establishing 
relationships 

with customers 
through social 
responsibility 

are carried out on  
a systematic basis.
Implementation of 
the CSR concept 

 
2. Calculation of effectiveness, efficiency, and quality indicators of business processes of 

main activity, supporting activity, business processes of management and development. 
3. Considering the indicators for belonging to the term set of values. 
The linguistic variable «Level of the indicator» (Z) has the following term sets of values: 
Z1 — unknown level of the indicator; 
Z2 — very low level of the indicator; 
Z3 — low level of the indicator; 
Z4 —the average level of the indicator; 
Z5 — high level of the indicator; 
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Z6 — a very high level of the indicator. To determine the belonging of the set of indicators 
to subsets Z let’s define the interval R: 

,                                       (1) 

where R is the value of the interval; 

max min,  Z Z — the largest and smallest values of the indicator. 
The authors propose the following rules for ranking the actual indicators of effectiveness, 

efficiency, and quality of business processes on subsets (Table 3). 
Table 3 

Classification of indicators values 
Indicator value Symbol Characteristics 

0  Z1 unknown 
[ minZ ; minZ R+ ] Z2 very low level of the indicator 

[ minZ R+ ; min 2Z R+ ] Z3 low level of the indicator 

[ min 2Z R+ ; min 3Z R+ ] Z4 average level of the indicator 

[ min 3Z R+ ; min 4Z R+ ] Z5 high level of the indicator 

[ min 4Z R+ ; maxZ ] Z6 very high level of the indicator 
 
The results obtained after considering the actual values of effectiveness, efficiency, and 

quality indicators of business processes for belonging to the subsets «very low level», «low level», 
«average level», «high level», «very high level» should be described in a table (Table 4). 

Table 4 
The results obtained after considering the actual values of effectiveness, efficiency, 

and quality indicators of business processes 

Indicator Coefficient 
of significance 

Subset «The level of the indicator», j 
unknown, 

j=1 
very low, 

j=2 
low, 
j=3 

average, 
j=4 

high, 
j=5 

very high, 
j=6 

Z1 1r  1.1λ  1.2λ 1.3λ 1.4λ 1.5λ  1.6λ
… …  … …. … … … 
Zj ir  1iλ

 2iλ 3iλ 4iλ 5iλ  6iλ
The level of business 
processes security 0,0 0,1 0,3 0,5 0,7 0,9 

 
4. Calculation of the coefficient and identification of the security rate of the business 

process, considering the interests of stakeholders. 
During the calculations, we consider the value of the linguistic variable «The level of 

business processes security» (G), and to identify the rate of business processes securitywe use the 
formula [20]: 

6

1 1

n

j i ij
j i

G g rλ
= =

= ,                                           (2)
 

1
ir N

= ,                                                                   (3)
 

where G is the security of the business process, the coefficient; 
jg — the indicator of the probability of the business process security on thej-th subset, the 

coefficient; 

ir — coefficient of the significance of thei-thindicator; 
N — number of indicators; 
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ijλ — index of belonging of thei-th indicator to the j-th subset. 
Conditions for identifying the state of business processes security, considering the interests 

of stakeholders are given in Table 5. 
Table 5 

Conditions for identifying the state of business processes security,  
consideringmeeting the stakeholders’ interests 

Values of G Name of the subset 
0,0 G1 — the security of business processes, considering meeting the stakeholders’ interests 

is catastrophic 
[0,0…0,2] G2 — the security of business processes, considering meeting the stakeholders’ interests is very bad 
[0,21 … 0,40] G3 — the security of business processes, considering meeting the stakeholders’ interests is bad 
[0,41…0,60] G4 — the security of business processes, considering meeting the stakeholders’ interests is not bad 
[0,61 … 0,80] G5 — the security of business processes, considering meeting the stakeholders’ interests is good 
[0,81 … 1,0] G6 — the security of business processes, considering meeting the stakeholders’ interests is very good 

 
The proposed methodological approach to modelling the security of business processes was 

tested according to the data of 20 retail chains operating in Ukraine. The selective setconsists of 
15 companies at the national and 5 at the regional level, which are recognized as the largest 
companies in Central and Eastern Europe and Ukraine. In addition to the fact that the retail chainsof 
the selective set are homogeneous in the main type of economic activity, they are also similar in the 
nature of development. It is confirmed by the coefficients of the dynamics variation of net income 
and assets, the absolute values of which during 2014—2019 were low and amounted to 
12.3…25.5% in the dynamics of income and 12.2…45.3% in the dynamics of assets. 

The results of the study have revealed that in terms of considering the interests of 
stakeholders, most of the researched companies had an average level of business processes security. 
Thus, for 16 objects (80.0%) we have noted the 2nd and the 3rd levels of security, namely: for 
6 eobjects (30.0%) we diagnosed the 2nd level of security (its linguistic characteristic is«bad»), for 
10 objects— the 3rd level (its linguistic characteristic is «not bad»). Generally, the total security 
coefficient for the set of retail chains is 0.44 (its linguistic characteristic is«not bad»). 

The results of diagnosing the security of business processes in terms of their main types are 
not so single-valued (Fig. 2). Development processes are generally the most secure for retail chains. 
According to this group of business processes, for 50.0% of the researched objects, we have noted 
the 4th and the 5th levels of security (their linguistic characteristics are «good» and «very good», 
respectively). 

 

 
Fig. 2. The state of business processes security, considering meeting the stakeholders’ interests 
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High levels of security are also noted for operational processes, which constitute the main 
business. It is confirmed by the establishment of the 4th and 5th levels of security of main business 
processes for 20.0% of the researched objects. 

As for supporting business processes and management business processes, linguistic 
characteristics such as «bad» and «not bad» prevail in the general list of characteristics completed 
according to the given business processes. The results of the analysis showed that security levels of 
supporting and management business processes are 2 («bad») and 3 («not bad») for 11 (55.0%) and 
16 (80.0%) companies, respectively. 

The realization of these interests has led to the fact that about half of the researched objects 
provided high and medium levels of security of primary, supporting, management, and development 
business processes. 

Conclusions. To model the security of business processes we have substantiated the criteria 
of effectiveness, efficiency, and quality, for all of themwe developed a system of indicators that 
reflect the satisfaction of stakeholders’ interests when creating and transferring value (result). 
Dissatisfaction or incomplete satisfaction of stakeholders’ interests due to deterioration of 
effectiveness, efficiency or quality indicators is a sign of danger to processes, and it,therefore, 
requires modelling of their state in order to minimize the risk of financial, material, informational, 
and reputational losses. To evaluate the business activity in creating and transferring value for key 
stakeholders we used the method of points and developed a scale for evaluating projects of 
economic, social, and environmental orientation in the process of implementation of relations with 
stakeholders based on social responsibility. The developed system ofeffectiveness, efficiency, and 
quality indicators of business processes (including evaluation of business activity in creating and 
transferring value for key stakeholders) was the basis of the proposed criterion approach to 
modelling the security of business processes, based on fuzzy sets and considering a wide range of 
qualitative characteristics of the state of business processes and linguistic variables to describe 
them. We used the author's criterion approach to modelling the security of business processes 
considering the interests of key stakeholders, and it allowed us to identify critical areas in the 
security of main, supporting, management, and development business processes, and the trends for 
strengthening interaction with key stakeholders. 

 
 

1.  .    -   .    
-  . 2012.  2. . 46 58. 

2.  .- . .    -   . 2013. URL : 
https://cyberleninka.ru/article/n/otsenka-kriteriev-ranzhirovaniya-biznes-protsessov-predpriyatiy-promyshlennosti/viewer. 

3. -  . .,  . . -       
   : .  :  , 2011. 288 . 

4.  . .    - .  . 2006.  
 2. C. 42 57. 

5.  . .   -         
   . 2013. URL : https://cyberleninka.ru/article/n/organizatsiya-

otsenki-riskov-biznes-protsessov-predpriyatiy-malogo-i-srednego-predprinimatelstva/viewe. 
6. Herrmann P., Herrmann G. Security requirement analysis ofbusiness processes. Electronic Commerce Research. 2006.  6 (3). 

. 305 335. 
7. Wolter C., Menzel M., Meinel C. Modelling Security Goals in Business Processes. Kühne T., Reisig W., Steimann F. (Eds.). 

Modellierung. Bonn : Gesellschaft für Informatike, 2008. P. 197–212. 
8. Arsac W., Compagna L., Pellegrino G., Ponta S. E. Security Validation of Business Processes via ModelChecking. Erlingsson 

Ú.,Wieringa R., Zannone N. (Eds.) Engineering Secure Software and Systems. Lecture Notes in Computer Science. ESSoS. 
Vol. 6542. Springer, Berlin, Heidelberg, 2011. 

9. Mülle J., von Stackelberg S., Böhm K. Modelling and transforming security constraints in privacy-aware business processes. 
IEEE International Conference on Service-Oriented Computing and Applications (SOCA). 2011. URL : 
https://www.researchgate.net/profile/Silvia-Stackelberg/publication/254019465_Modelling_and_transforming_security_ 
constraints_in_privacy-aware_business_processes/links/546f42120cf216f8cfa9ce58/Modelling-and-transforming-security-
constraints-in-privacy-aware-business-processes.pdf. 

10. Leitner M., Schefer-Wenzl S., Rinderle-Ma S., Strembeck M. An Experimental Study on the Design and Modeling of Security 
Concepts in Business Processes. Grabis J., Kirikova M., Zdravkovic  J., Stirna J. (Eds.). The Practice of Enterprise Modeling. 
Lecture Notes in Business Information Processing. PoEM. Vol. 165. Springer, Berlin, Heidelberg, 2013.  

11. Krasnokutska N., Kruhlova O., Kozub V., Martíšková P. Transparency of the enterprise: theoretical based and evaluation 
practice. Economic Annals-XXI. 2019.  175 (1 2). P. 58 62.  



ФІНАНСОВО-КРЕДИТНА ДІЯЛЬНІСТЬ: ПРОБЛЕМИ ТЕОРІЇ І ПРАКТИКИ   2021 № 4 (39)

262 ISSN 2306-4994 (print); ISSN 2310-8770 (online)

12.  . .  -  : . .  : , 2014. 158 . 
13. Bruin T., Kulkarni U., Rosemann M., Freeze D. R. Understanding the Main Phases of Developing a Maturity Assessment 

Model. 16th Australasian Conference on Information Systems Sydney. 2005. URL : 
https://pdfs.semanticscholar.org/c00f/91faf37a75823a5baca7415a5123ac4010f8.pdf. 

14. Garousi V., Felderer M., Hacaloglu T. Software test maturity assessment and test process improvement: A multivocal literature 
revier. Information and Software Technology. 2017. 

15. Paulk M. C., Chrissis M. B., Weber C. Capability MaturityModel for Software (Version 1.1). Technical report. 1993.  
URL : https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=11955. 

16.  . .    -    : . … -  .  : 
08.00.04. , 2020. 497 . 

17. ISO 9000:2015. Quality management systems — Fundamentals and vocabulary. URL : 
https://www.iso.org/ru/standard/45481.html. 

18.  . .   :     : .  : , 2016. 416 . 
19.  . .,  . .      . European 

Cooperation. 2019.  2 (42). . 80 95.  
20.  . .        -

  : . … -  .  : 08.00.13. - , 2003. 280 . URL : 
http://www.mirkin.ru/_docs/doctor005.pdf. 

    15.06.2021                                                                              ©  .,  . 
 

 
References 

1. Yesipova, K. (2012). Metodyka otsinky efektyvnosti biznes-protsesiv turystychnykh pidpryiemstv [Methods for assessing the 
effectiveness of business processes of tourism enterprises]. Visnyk Kyivskoho natsionalnoho torhovelno-ekonomichnoho 
universytetu — Bulletin of Kyiv National University of Trade and Economics, 2, 46 58 [in Ukrainian]. 

2. Mahmetova, A.-Z. E. (2013). Otsenka kriteriev ranzhirovaniia biznes-protsessov predpriiatii promyshlennosti [Evaluation of 
criteria for ranking business processes of industrial enterprises]. Retrieved from https://cyberleninka.ru/article/n/otsenka-
kriteriev-ranzhirovaniya-biznes-protsessov-predpriyatiy-promyshlennosti/viewer [in Russian]. 

3. Shimanovskaya-Dianich, L. M., & Karpenko, E. A. (2011). Protsesno-oriientovane upravlinnia ta vnutrishnii kontrol na 
pidpryiemstvakh rozdribnoi torhivli [Process-oriented management and internal control at retail enterprises]. Poltava: RVV 
PUET [in Ukrainian]. 

4. Stelmashonok, E. V. (2006). Organizatsiia informatsionnoi zashchity biznes-protsessov [Organization of information 
protection of business processes]. Prikladnaya informatika  Applied computer science, 2, 42 57 [in Russian]. 

5. Chaldaeva, L. A. (2013). Otsenka riskov biznes-protsessov predpriiatii malogo i srednego predprinimatelstva na osnove 
sravnitelnogo analiza i algoritmicheskogo modelirovaniia [Risk assessment of business processes of small and medium 
enterprises based on comparative analysis and algorithmic modeling]. Retrieved from 
https://cyberleninka.ru/article/n/organizatsiya-otsenki-riskov-biznes-protsessov-predpriyatiy-malogo-i-srednego-
predprinimatelstva/viewe [in Russian]. 

6. Herrmann, P., & Herrmann, G. (2006). Security requirement analysis of business processes. Electronic Commerce Research, 6 
(3), 305 335. https://doi.org/10.1007/s10660-006-8677-7. 

7. Wolter, C., Menzel, M., & Meinel, C. (2008). Modelling Security Goals in Business Processes. Kühne T., Reisig W.,  
Steimann F. (Eds.). Modellierung. Bonn: Gesellschaft für Informatike. 

8. Arsac, W., Compagna, L., Pellegrino, G., & Ponta, S. E. (2011). Security Validation of Business Processes via Model-
Checking. Erlingsson Ú., Wieringa R., Zannone N. (Eds.). Engineering Secure Software and Systems. ESSoS. Lecture Notes in 
Computer Science, Vol. 6542. Springer, Berlin, Heidelberg. https://doi.org/10.1007/978-3-642-19125-1_3. 

9. Mülle, J., von Stackelberg, S., & Böhm, K. (2011). Modelling and transforming security constraints in privacy-aware business 
processes. IEEE International Conferenceon Service-Oriented Computing and Applications (SOCA). Retrieved from 
https://www.researchgate.net/profile/Silvia-Stackelberg/publication/254019465_Modelling_and_transforming_security_ 
constraints_in_privacy-aware_business_processes/links/546f42120cf216f8cfa9ce58/Modelling-and-transforming-security-
constraints-in-privacy-aware-business-processes.pdf. 

10. Leitner, M., Schefer-Wenzl, S., Rinderle-Ma, S., & Strembeck, M. (2013). An Experimental Study on the Design and 
Modeling of Security Concepts in Business Processes. Grabis J., Kirikova M., Zdravkovic J., Stirna J. (Eds.). The Practice of 
Enterprise Modeling. PoEM. Lecture Notes in Business Information Processing, Vol. 165. Springer, Berlin, Heidelberg. 
https://doi.org/10.1007/978-3-642-41641-5_17. 

11. Krasnokutska, N., Kruhlova, O., Kozub, V., & Martíšková, P. (2019). Transparency of the enterprise: theoretical based and 
evaluation practice. Economic Annals-XXI, 175 (1 2), 58 62. https://doi.org/10.21003/ea.V175-10.  

12. Netepchuk, V. V. (2014). Upravlinnia biznes-protsesamy [Business Process Management]. Rivne: NUVGP [in Ukrainian]. 
13. Bruin, T., Kulkarni, U., Rosemann, M., & Freeze, D. R. (2005). Understanding the Main Phases of Developing a Maturity 

Assessment Model. 16th Australasian Conference on Information Systems, Sydney. Retrieved from 
https://pdfs.semanticscholar.org/c00f/91faf37a75823a5baca7415a5123ac4010f8.pdf. 

14. Garousi, V., Felderer, M., Hacaloglu, T. (2017). Software test maturity assessment and test process improvement: A multivocal 
literature revier. Information and Software Technology. 

15. Paulk, M. C., Chrissis, M. B., & Weber, C. (1993). Capability Maturity Model for Software (Version 1.1). Technical report. 
Retrieved from https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=11955. 

16. Koptieva, H. M. (2020). Zabezpechennia ekonomichnoi bezpeky biznes-protsesiv pidpryiemstva torhivli [Ensuring economic 
security of business processes of the trade enterprise]. Doctor’s thesis. Kharkiv [in Ukrainian]. 

17. ISO 9000:2015. Quality management systems  Fundamentals and vocabulary. Retrieved from 
https://www.iso.org/ru/standard/45481.html. 



 FINANCIAL AND CREDIT ACTIVITIES: PROBLEMS OF THEORY AND PRACTICE  2021 № 4 (39)

  263ISSN 2306-4994 (print); ISSN 2310-8770 (online)

18. Korol, S. Ya. (2016). Sotsialna vidpovidalnist biznesu: teoriia ta metodolohiia obliku [Social responsibility of business: theory 
and methodology of accounting]. Kyiv: KNTEU [in Ukrainian]. 

19. Krasnokutskaya, N. S., & Gosn, S. K. (2019). Otsinka zahalnoi zadovolenosti vzaiemovidnosynamy zi steikkholderamy 
[Assessment of overall satisfaction with the relationship with stakeholders]. European Cooperation, 2 (42), 80 95. 
https://doi.org/10.32070/ec.v3i43.55 [in Ukrainian]. 

20. Nedosekin, A. O. (2003). Metodologicheskie osnovy modelirovaniia finansovoi deiatelnosti s ispolzovaniem nechetko-
mnozhestvennykh opisanii [Methodological foundations for modeling financial activities using fuzzy-multiple descriptions]. 
Doctor’s thesis. Saint Petersburg. Retrieved from http://www.mirkin.ru/_docs/doctor005.pdf [in Russian]. 

The article is recommended for printing 15.06.2021                                                                              © Krasnokutska N., Koptieva H. 
 


