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MODELLING THE SECURITY OF BUSINESS PROCESSES WHEN CREATING
AND TRANSFERRING VALUES FOR STAKEHOLDERS

Abstract. The purposeof the recent study is to substantiate the directions and develop
a methodological approach to modelling the security of business processes by their main types,
considering the interests of stakeholders who receive value from interaction with the
business.Business as an economic system is based on the significant number of transactions that can
lead to different financial, material, informational losses, as well as reputational risks due to the lack
of stakeholders’ trust. To prevent these losses when creating and transferring values for stakeholders
we suggested the approach to modelling the security of business processes which takes into account
their main types (main, auxiliary, managerial business processes and business development
processes), the results (value created) that key stakeholders get at the output of these processes, and
the indicators that reflect the criteria for modelling the security of business processes — efficiency,
effectiveness, and quality (customer satisfaction with the result of the process — the recipient
of value). Using the fuzzy set method, a map of identification of the security status of basic, auxiliary,
managerial business processes and business development processes was developed, which allows to
use a wide range of characteristics of business processes and linguistic variables to describe them
(from «catastrophicy state to «very good») and allows you to model options for changing the strategy
of the enterprise in order to avoid the risk of imbalance of economic, social and environmental
interests of its stakeholders.

The proposed approach was applied to retail chains in Ukraine and provided decision-
makers with useful information for a better contribution of internal control systems to creating
stakeholders’ value.
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MOAEJIOBAHHS BAXUIIEHOCTI BIBHEC-ITPOLHECIB NIAITPUEMCTBA

ML YAC CTBOPEHHS I TPAHC®EPY HIHHOCTI JIJISI CTEHKXO.JIIEPIB
AHoTaniss. MojenoBaHHs 3aXHIIEHOCTI 013HEC-TIPOIIECIB MINPUEMCTBA HA0YBA€ BayKITMBOCTI
4yepe3 3HAuHy KUIBKICTh HOTO TPaHCAKIlH, y pe3ysbTaTi SKUX MOXKJIWBI (hIHAHCOBI, MaTepialibHi,
1H(pOpMaliiiHI BTpaTH, a TAKOX PEIyTAIIiHI PU3UKH Yepe3 BTPATY JOBIPU KIIFOUOBUX CTEHKXOJIIEPIB,
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IHTEpEeCH SKHUX 3aJMIIAIOTHCS HE33J0BOJICHUMU. 3a TaKMX YMOB METOIO JOCHIPKEHHS CTajo
OOIpyHTYBaHHSI HAmpsMiB 1 pO3pOOJICHHS METOAMYHOrO MIAXOAY A0 MOIETIOBAHHS 3aXHUIIEHOCTI
013Hec-TIpoIIeCiB MiAMPUEMCTBA 3a IXHIMM OCHOBHHMH THUIIAMHU 3 ypaxXyBaHHSM peai3alii iHTepeciB
CTEHKXOJIJIEepiB, SIKI OTPUMYIOTh IIHHICTb B B3aeMOJIi 3 miAnprueMcTBOM. OO0’ €KTOM IOCIIIKEHHS
BU3HAYEHO OCHOBHI, IOTIOMIXKHI, YIPaBIiHCHKI Oi3HEC-poLecH 1 O13HEC-MPOLECH PO3BUTKY, a TAKOXK
pe3ynbTaTd (CTBOpPEHA LIHHICTH), SIKI OTPUMYIOTh KJIFOUOBI CTEHKXOJJEpH HA BUXOl LIUX MPOLECIB.
3a pe3yabTaTaMu JOCHIIPKEHHS BH3HAYEHO KpUTEpil, 3a SKUMHU MOJEIIOETHCS CTaH 3aXHILEHOCTI
0i3Hec-TpoIIeCiB MIAMPUEMCTBA, 10 CKIaTy SKUX BKIIOUEHO €(EKTUBHICTh, pE3yIbTATUBHICTH 1 AKICTh
(3a10BOJICHICTH CIIOJKMBAyua Pe3yJIbTaTy MPOLecy — OTPUMYBaya LIHHOCTI). [ KOXKHOT0 KpUTepito
1 Tumy Oi3Hec-TpoleciB (OCHOBHI, JOTOMIXHI, YHPaBIIHCHKI Ta PO3BUTKY) PO3POOJIEHO CHCTEMY
MOKa3HUKIB OLIHKH IXHBOT 3aXHUILEHOCTI M/l Yac CTBOPEHHAI TpaHchepy IHHOCTI I CTEUKXONIAepiB
(coxuBaviB, MEHEUKMEHTY, BIJIACHUKIB, IIE€pCOHANly, 1HBECTOpiB, Tpomanu). [lepeBaroro
3alIPOINIOHOBAHOI CHCTEMHU € JOCTYMHICTh iHGopmarii (yci BXifHI AaHi (OPMYIOTbCS Ha OCHOBI
3BITHOCTI MiANPUEMCTB) 1 PEJICBAHTHICTh OTPUMAHOTO HA BUXO/Il POLIECY PE3YJIbTaTy eKOHOMIUHUM,
colialbHUM a00 EeKOJIOTIYHMM 1HTepecaM CTEUKXOJepiB. 3 BHUKOPUCTAHHSIM METOLY HEUITKUX
MHOKMH ~pO3poOJIEHO KapTy ifeHTH(]IKalii CTaHy 3aXMIIEHOCTI OCHOBHMX, JOHOMDKHHX,
yIpaBIiHCBKUX O13HEC-NMPOLECIB 1 O13HEC-TIPOLIECIB PO3BUTKY, KA 1A€ MOKJIMBICTh BUKOPHUCTOBYBATH
HIMPOKHUH Jiana30H XapaKTepUCTHK Oi3HEC-NPOIECiB 1 JIHIBICTUYHUX 3MIHHHUX Ul IXHBOTO OIHUCY
(Bil «kxaTacTpo(iYHOTO» CTaHy [0 «HyXke J00poro») i M03BOJSE MOAETIOBATH BapiaHTH 3MiHU
cTparterii MiANPUEMCTBA 3 METOI YHHKHEHHS pU3MKY NOpYIIeHHs OallaHCy eKOHOMIYHHX,
COIIAJILHUX Ta €KOJIOTTYHUX 1IHTEPECIB HOTO CTEHKXOJI/IEPiB.

Knwuosi cnosa: GizHec-mpoliec, MOJCIIOBAHHS, 3aXHUILEHICTh Oi3HEC-NPOIECiB, KPUTEPIi
3aXHUIIEHOCT1, CTEUKXOJEPH, IHTEPECH, IIIHHICTb.

®opmya: 3; puc.: 2; Tabmn.: 5; 6161.: 20.

Introduction. In terms of the institutional theory, the modern business is a certain pool of
interactions that occur both with its internal and external contractors. Generally, these relationships
arise during the implementation of business processes and are supported by the meeting social,
economic or environmental interests of its stakeholders. Due to the fact that the satisfaction of some
interests in a certain group of stakeholders can lead to a violation of the balance of other interests in
other groups, there is a conflict of interest, and its opposite effect is the increase in vulnerability or
decrease in the security of business processes.

The fact of the matter is that the conflict of interest gives rise to the dissatisfaction of
stakeholders and they tend to reconsider their contributions to the business (for example, to work with
less return, to withdraw invested capital, to terminate the contract, etc.).The consequences of reducing
contributions are the decrease in the quality, effectiveness and efficiency of business processes, which
together determine the state of their security. Under such conditions, modeling the security of business
processes acquires special significance in the context of creating and transferring value for the
stakeholders, that is defining such a state of business processes in which, on the one hand, the value,
obtained by stakeholders, increases, and on the other — the conditions of business processes meet the
minimum necessary criteria and ensure the creation of value for the business itself.

The issues of modelling and evaluation of business processes were developed in the
publications of [1—3], where the authors developed methodological principles for ranking business
processes taking into account their compliance with key success factors (KSF). These developments
involve step-by-step calculations of business processes evaluation in accordance with the established
criteria (indicators) of efficiency, comparison of business processes with key success factors and
ranking of business processes according to the importance and problem character of their
implementation using methods of functional and cost analysis, expert evaluations, additive folding
[2], matrix, analysis of hierarchies [1]. A similar approach is given in the research paper [3], where
the authors use the method of questionnaires to evaluate business processes and propose a mechanism
for developing their priority on the basis of quality criteria and their impact on business development.

Within the organization of information protection of business processes,the research paper
[4] gives the sequence of determining their security using a complex security indicator, the

2 5 2 ISSN 2306-4994 (print); ISSN 2310-8770 (online)



FINANCIAL AND CREDIT ACTIVITIES: PROBLEMS OF THEORY AND PRACTICE 2021 N2 4 (39)

calculation of which is based on simulation modelling taking into account the tuple of significance
of partial indicators. Recommendations for business process evaluation, given in the work of [5],
include stages of selection of risk assessment methods based on the comparative evaluation of
existing approaches by criteria of identification, consequences, level of probability and risk
evaluation, followed by grouping, taking into account the tasks of analysis by type, consequences
and critical failures, the prime cause, the evaluation of the operator reliability, and the safety of
maintenance aimed at ensuring reliability [5].

P. Hermann and G. Hermann have developed graphical concepts for analysis and definition
of security requirements and mechanisms to ensure the performanceof these requirements, as well
as a collection of reference models and topical researchthat modifies business processes [6].

Modelling of goals in business process security has been developed in this research paper
[7]. The author’s model of security goals is based on six components (confidentiality, honesty,
accessibility, authentication, authorization and traceability) and describes their attributes at the
organizational level, business processes level and integration level.

The evaluation of processes security using a modern method of model checking in a
dynamic environment has become the subject of research [8], in which the authors propose
accessible interfaces and comprehensive feedback for business analysts for its use in industry.

From the point of view of confidentiality and data protection, the security of business
processes has beendeveloped by J. Miille and others [9]. Researchers M. Leitner, S. Schefer-Wenzl,
S. Rinderle-Ma and M. Strembeck confirm experimentally the significance of semantic
transparency of visual symbols when modelling the security of business processes [10].

So, the interest inmodelling and evaluating the security of business processes in the
academic world is quite large and concerns both certain attributes (criteria) of security and
approaches to modellingitself made at different levels and for different business processes.
Considering the pluralism of opinions and the absence of any systematic view on modelling the
security of business processes when creating and transferring values for stakeholders, we are going
to formulate the theoretical basis and main hypotheses of this research.

The aim of the recent study is to substantiate the directions and develop a methodological
approach to modelling the security of business processes by their main types, considering the
interests of stakeholders who receive value from interaction with the business.

To achieve this goal, the following tasks were set:

— to determine the principles of modelling the security of business processes considering the
interests of key stakeholders;

— to develop a system of indicators to identify the state of business processes, taking into
account the implamentation of stakeholders’ interests;

— to develop a criteria-based approach to modelling the security of business processes taking
into consideration the interests of key stakeholders.

Materials and methodology for evaluating the security of business processes.The
information background of the study was the scientific papers, which reviewed the issues of
business processes security, related to the development of its theoretical basis, graphical concepts,
evaluation indicators, development of requirements and regulations of business processes.

To identify the state of business processes, considering the interests of stakeholders, it was
proposed to use a set of data by a list of indicators that will fully characterize the security of
business processes with the allocation of maximum and minimum values for a certain period of
time, and also the description of economically, socially, and environmentally oriented projects in
order to meet the interests of main groups of stakeholders.

To model the security of business processes during the creation and transferring the value
for stakeholders there were used the methods of observation, calculation of average indicators,
coefficient method, method of dynamic analysis, scoring, method of fuzzy logic, additive folding,
considering the significance of components, which all together allowed the creation of author’s
criterion approach to business processes modelling.

The results of the research on modelling the security of business processes considering
the interests of stakeholders.
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Defining the principles of modelling the security of business processes considering the
interests of its key stakeholders.

The analysis of existing practices allowed to define principles for the development of the
author's approach to modelling the security of business processes which is based on criterion
evaluationsconsidering the interests of key stakeholders.

Thus, taking into account the composition of the evaluation subjects, universality is
considered to be the main principle of developing a methodological approach, sinceit reflects the
possibility of using the author's development for self-assessment and external evaluation of business
processes security. It distinguishes the author's development from the existing ones, which are
based on a set of specific indicators and characteristics, that are used by developers in accordance
with a certain model in the process of questioning employees. Objectivity is another principle,
which involves the use of information from open sources, along with the possibility of applying the
developed method under conditions of incomplete information; it results from the low level of
business transparency in regard to the organization and results of business activity in general [11],
particularly the implementation of a process approach.

Developing a system of indicators to identify the state of business processes taking into
consideration the interests of stakeholders.

Since the key criteria for modelling the security of business processes are effectiveness,
efficiency, and quality (satisfaction of stakeholders), the indicators that reflect them are formed
taking into consideration the content of specified criteria.

In the matter of effectiveness, duringits substantiation by types of business processes,we
have taken into account the definition of these indicators as reflecting the process output, bearing in
mind that the indicator reflects the result of a particular process. In this meaning, the content of
business processes effectiveness differs from the perception of effectiveness as a characteristic for
the degree of achievement in target (planned, regulatory) value, as it was noted in the following
research papers [12; 13].

Efficiency indicators are formed in accordance with the resource-based approaches to the
interpretation of efficiency; they are based on the ratio of the main results of the business activity
(income, profit) to the costs (resources) incurred (involved) to obtain these results.

Business processes quality indicators, as well as effectiveness indicators, are specific to each
business process and are determined in accordance with the composition of consumers (customers)
by them. At the same time, it should be noted that in the author's interpretation, consumers of
business processes are determined without considering their location in regard to the business
(external, internal), but based on groups of stakeholders (7able I). So, the set of indicators that
reflect the author's view of metrics by types of business processes is given in Table 1.

Table 1
Indicators for identifying the state of business processes, considering the interests of stakeholders
Business process Stakeholder Proces§ m?delllng Indicator
criterion
. Staff (top Effectiveness Flnan01gl ‘capa01ty
Business . Profitability
. management) Efficiency - -
processes of main Turnover of inventories
activity Consumer Quality (satisfaction .
(buyer) of stakeholders) Net income growth rate
Staff (top Effectiveness Asset turnover
Supporting management) Efficiency Cost recovery
business processes Quality (satisfaction .
Staff (employees) of stakeholders) Reimbursement of labor expenses
Staff (top Effectiveness Return o 1nves.tment -
Profitability of inventories
management) -
Efficiency Return on management costs
Management Owners Quality (satisfaction Return on investment
business processes | (investors) of stakeholders) Dividends
The ratio of staff costs in current expenses
Staff (employees) Activity in implementation of social responsibility
measures in the field of social and labor relations

254
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Table 1 (continued)

. P 1li .
Business process Stakeholder rocess m?de ng Indicator
criterion
. Current solvency ratio
Suppliers, — - -
Activity in implementation of partnership
subcontractors, . . .
relations (with suppliers and contractors) based
contractors . i
on social responsibility
Activity in implementation of relations
Community with external organizations based on social
responsibility
Consumer Activity in implementation of relations
(buyer) with customers based on social responsibility
Staff (top Effectiveness EBITDA margin
Development management) Efficiency Return on assets
business processes | Staff (employees) | Quality (satisfaction Profit per 1 unit of labor costs
Owners of stakeholders) The growth of market value

The proposed system of indicators has been formed on the basis of criteria established for
modelling processes (effectiveness, efficiency, quality (customers’ satisfaction)) considering the
data of financial statements. It includes the most important indicators that reflect the result of
business process.

The list of indicators can be reduced or extended — it is dependent on the research
objectives. At the same time, regardless of quantity, forming them due to the criteria of
effectiveness, efficiency, and quality will make it possible to establish the security level of business
processes from the viewpoint of stakeholders and their interests. It will afford us the opportunity to
use a wide range of qualitative characteristics to derive a state of business processes and linguistic
variables to describe and compare within this framework the results of research on business of
different formats and scales of activity, as well as modelling options for changing strategy and
choosing effective managerial decisions.

Development of the author's approach to modelling the security of business processes based
on criterion evaluations considering the interests of key stakeholders.

The methodical approach has been substantiated for the general description of the sequence
when modelling the security of business processes. This approach is based on theoretical
foundations on the essence of economic security, components of business processes and features of
their implementation, as well as informative characteristics of security obtained by the results of
critical analysis and generalization of their meanings and the composition given in the scientific
works [13—15], as well as in our own research papers [16].

To identify the security of business processes we also considered:

1) the basic foundations of the process approach, particularly its interpretation as obtaining
the desired result through the management of activity and relevant resources as a process [17];

2) the target orientation of business processes, compliance with which allowed us to identify
the main parties concerned with the results of business processes (stakeholders) and to complete this
list with consumers (customers), owners and investors, staff (top management and employees),
suppliers, society (local communities) [11; 19];

3) criteria of efficiency, effectiveness, and quality (customer satisfaction), which to the
greatest extent (among the existing characteristics of business processes) will contribute to
achieving the aim of the research that is to develop a methodological approach to modelling the
security of business processes.

Modelling the state under which the business processes are secured taking into account the
interests of stakeholders is carried out using the methods of observation, calculation of average
indicators, coefficient method, method of dynamic analysis, scoring, fuzzy logic, additive folding
considering the significance of components. The general logic of such modelling is shown in Fig. /
and requires the evaluation of business processes by the criteria of effectiveness, efficiency, and
quality in the following sequence:

1. Establishing a set of dataaccording to the aim of the research.
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To identify the state of business processes considering themeeting stakeholders’ interests,
we propose to establish a set of data on effectiveness, efficiency, and quality of processes for the ¢-
th period of time accordingly to the list of indicators see (7able I), with the allocationof their
maximum and minimum values for acertain period, as well asa description of projects of economic,
social, and ecological orientation when creation and transferring value for the main groups of

stakeholders (7able 2).

Table 2

Scale for evaluating the business activity dutingcreation and transferring values
for stakeholders

Indicat — 2
ndicator = 2T g =& S g o
o D = e Q = - = )
S5 E2 2= Ec e £EE =
FZze SEpiZ sz i s -2
-‘:“53'55 EEQA‘G Eﬁgn EZE=
ESg88 Ty == 25 >E = e B =2 2 3%
Eg 2 = .*:::g&og_ =5, L =& =
EEETT £522%% | 2858 | 2555 &
= 8 = o v 2@ = O = @ =S 7
252355 <83s57 | fSE%E| 28238
o 9 7 = S o = = = S © S N = 8 —_—
£ = S L =238¢ Rl 28 s
< G} = S <= s .= =g 8.8
o 2 8~ s 8 =R R~ -t L0
= =< £ = = =9 & o ="
Number i3 — S = Es e £ &
g 2= > < © — S =
. E & 5 = =
of points 5
=
= The data are The data are not
3 . . The data are not . .
£ 0 The data are not publicly available . . not publicly publicly
publicly available ) .
g available available
>
£
z
2 The system .
5 Sy The business
a of catering, health, Taxes
7 adheres
e and cultural and payments .
—_ . . to the minimum
= The business development of staff are paid .
5 . X . L . requirements
o} implements is not provided. Directions in accordance
2R - .. . . for the sale
s | £ a minimum The business does and programs with the law, of woods
= > 1 social package not have a career of work social projects and sge vices
] . . . . .
2 S (compulsory development policy; with suppliers and community . .
g7 . : ’ Social projects
p social measures aimed are not defined development
5 insurance at the career rograms and programs
S ) prog
= development are not for customers
© p . are not
= of employees implemented .
= . implemented
e are not implemented
o
g=]
<
s
=
=
[ .
= The projects
£ that meet
° -
the minimum needs .
f of emplovees Taxes The business
S employ and payments adheres
E . (catering, corporate i he mini
= The bisiness emplovee Directions are pai to the minimum
5 implements ploye in accordance requirements
o .. transportation) and programs .
= a minimum . . with the law. for the sale
w | T . are implemented. of work with .
8 s | 2 social package . . The business of goods
2| ©° The business does suppliers . .
e (compulsory implements and services.
o) . not have a career are not clearly . . .
5 social . . isolated Social projects
S . development policy; determined .
5 insurance) . measures aimed | and programs
= measures aimed .
@) at community for customers
at career .
development are reducing
development
of employees
are not implemented
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Table 2 (continued)

. wn
Indicator R g =& N s
o = - D = - £ o ~
e = oL , &= Sco= = S o =
o 2 %= 2 gL EF 2= CeR=E
£55E5% ZE3257% 5232 E2E3
= = T == = = 7 = o 9 =
=g E 3% £2 2858 g2E2 2 JCI
M o N w) B
zEE£5? ZEE5%S 3 2ZEE8 ££%z 8
— _— - @ »n — - = R 7} = @
5 e = = () @ - — 1> |- o =
£523 8 <®2E 3 <8537 kE <823 =
o 22 = & o E% £2 oSN = P @ =
<E: < ‘:}-BQQ ,.:""E,S _:.ENN
Sge- s 22 S 39 =523
5] =]
Number 58‘; =25 £ £ ESPa £3 &
. L= = Y= O 1=
of points = © s
Taxes
and payments
The business implements Directions are paid .
- . . . . The business
g isolated measures aimed at and programs in accordance with .
S ) . . implements
= | 3 ensuring safety, improving of work the law. L .
S . % . . . individual social
= working conditions, and staff with suppliers The business activities
development are determined implements social
programs
in a specific area
. . Taxes and payments
The main suppliers bay .
. are paid Measures aimed at
are specified. . .
. . in accordance establishing
Measures aimed at ensuring Long-term . . .
. - . . with the law, relationships
o safety, improvement of working | relationships have . .
3 i . community with customers
3 4 conditions, and staff been established .
) . . . development through social
development are implemented with suppliers. oy
. . measures responsibility
on a systematic basis Programs . .
. . are implemented on | are implemented on
with suppliers . . . .
. a systematic basis at | a systematic basis
are extensive
the local level
Taxes
Long-term and payments Measures aimed
relationships are paid at establishing
Measures aimed at ensuring have been in accordance with relationships
. safety, improving working established the law, community with customers
S s conditions, staff development with suppliers. development through social
) are carried out on a systematic Programs measures responsibility
] R . . . . .
> basis. Implementation of the with suppliers are implemented on | are carried out on
CSR concept are extensive. a systematic basis a systematic basis.
Implementation at the national level. | Implementation of
of the CSR concept Implementation the CSR concept
of the CSR concept

2. Calculation of effectiveness, efficiency, and quality indicators of business processes of
main activity, supporting activity, business processes of management and development.
3. Considering the indicators for belonging to the term set of values.
The linguistic variable «Level of the indicator» (Z) has the following term sets of values:
71 — unknown level of the indicator;
72 — very low level of the indicator;
73 — low level of the indicator;
Z4 —the average level of the indicator;
75 — high level of the indicator;
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76 — a very high level of the indicator. To determine the belonging of the set of indicators
to subsets Z let’s define the interval R:
_ Zmax — Zmin
R=—""7T"" (1
where R is the value of the interval;
Z > 2. — the largest and smallest values of the indicator.

The authors propose the following rules for ranking the actual indicators of effectiveness,
efficiency, and quality of business processes on subsets (7able 3).

Table 3
Classification of indicators values
Indicator value Symbol Characteristics
0 Z1 unknown
[Z.: 2. +R] 72 very low level of the indicator
[Z,, TR;Z . +2R] 73 low level of the indicator
[Z, +2R;Z . +3R] Z4 average level of the indicator
[Z, +3R;Z ; +4R] 75 high level of the indicator
[Z. +4R;Z .. ] 76 very high level of the indicator

The results obtained after considering the actual values of effectiveness, efficiency, and
quality indicators of business processes for belonging to the subsets «very low level», «low level»,
«average level», «high level», «very high level» should be described in a table (7able 4).

Table 4

The results obtained after considering the actual values of effectiveness, efficiency,

and quality indicators of business processes

Subset «The level of the indicatory, j
Indicator C(.)efficlent unknown, very low, low, average, high, very high,
of significance . L . . .= .

J=1 J=2 J=3 j=4 J=5 Jj=6

Z r A Ay /11_3 A As A

Z K ﬂn 42 Ais ﬂi4 Ais A

The level ofbus.lness 0.0 0.1 03 0.5 0.7 0.9
processes security

4. Calculation of the coefficient and identification of the security rate of the business
process, considering the interests of stakeholders.

During the calculations, we consider the value of the linguistic variable «The level of
business processes security» (G), and to identify the rate of business processes securitywe use the
formula [20]:

6 n
G:;gj;’?}%y’ )
1
SN (3)
N

where G is the security of the business process, the coefficient;
g;— the indicator of the probability of the business process security on thej-th subset, the

coefficient;
I — coefficient of the significance of thei-thindicator;
N — number of indicators;
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/1,]-— index of belonging of thei-th indicator to the j-th subset.

Conditions for identifying the state of business processes security, considering the interests
of stakeholders are given in Table 5.

Table 5
Conditions for identifying the state of business processes security,
consideringmeeting the stakeholders’ interests
Values of G Name of the subset
0,0 G1 — the security of business processes, considering meeting the stakeholders’ interests
is catastrophic

0,0...0,2] G2 — the security of business processes, considering meeting the stakeholders’ interests is very bad

0,21 ... 0,40] | G3 — the security of business processes, considering meeting the stakeholders’ interests is bad

0,61 ... 0,80] | G5 — the security of business processes, considering meeting the stakeholders’ interests is good

[
[
[0,41...0,60] G4 — the security of business processes, considering meeting the stakeholders’ interests is not bad
[
[

0,81 ... 1,0] G6 — the security of business processes, considering meeting the stakeholders’ interests is very good

The proposed methodological approach to modelling the security of business processes was
tested according to the data of 20 retail chains operating in Ukraine. The selective setconsists of
15 companies at the national and 5 at the regional level, which are recognized as the largest
companies in Central and Eastern Europe and Ukraine. In addition to the fact that the retail chainsof
the selective set are homogeneous in the main type of economic activity, they are also similar in the
nature of development. It is confirmed by the coefficients of the dynamics variation of net income
and assets, the absolute values of which during 2014—2019 were low and amounted to
12.3...25.5% in the dynamics of income and 12.2...45.3% in the dynamics of assets.

The results of the study have revealed that in terms of considering the interests of
stakeholders, most of the researched companies had an average level of business processes security.
Thus, for 16 objects (80.0%) we have noted the 2™ and the 3" levels of security, namely: for
6 eobjects (30.0%) we diagnosed the 2™ level of security (its linguistic characteristic is«bady), for
10 objects— the 3 level (its linguistic characteristic is «not bad»). Generally, the total security
coefficient for the set of retail chains is 0.44 (its linguistic characteristic is«not bad»).

The results of diagnosing the security of business processes in terms of their main types are
not so single-valued (Fig. 2). Development processes are generally the most secure for retail chains.
According to this group of business processes, for 50.0% of the researched objects, we have noted
the 4™ and the 5™ levels of security (their linguistic characteristics are «good» and «very good»,
respectively).

2w 15,00%
i)
B 0% 40,00%
= -
] 63 %%
= 40% : 20, 00%
E M=
E o -
w
0% _
- Core Supporting Managsment Development
business processes business processes business processes business processes

business processes

= objects for which the state of the business process, considering the interests of stakeholders, is very goed (the Sth level),

2

= objects for which the state of the business process, considering the interests of stakeheolders, is good (the 4th level),

n.l’ 'I:I

objects for which the state of the business process, considering the interests of stakeholders, 1s not bad (the 3rd level),

= objects for which the state of the business process, considering the interests of stakeheclders, is bad (the 2nd level),

a0

= objects for which the state of the business process. considenng the interests of stakeholders, is very bad (the 1st level),
= phjects for which the state of the business process, considening the interests of stakeholders, 15 catastrophic (the 0 level),

o

Fig. 2. The state of business processes security, considering meeting the stakeholders’ interests
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High levels of security are also noted for operational processes, which constitute the main
business. It is confirmed by the establishment of the 4™ and 5™ levels of security of main business
processes for 20.0% of the researched objects.

As for supporting business processes and management business processes, linguistic
characteristics such as «bad» and «not bad» prevail in the general list of characteristics completed
according to the given business processes. The results of the analysis showed that security levels of
supporting and management business processes are 2 («bad») and 3 («not bady) for 11 (55.0%) and
16 (80.0%) companies, respectively.

The realization of these interests has led to the fact that about half of the researched objects
provided high and medium levels of security of primary, supporting, management, and development
business processes.

Conclusions. To model the security of business processes we have substantiated the criteria
of effectiveness, efficiency, and quality, for all of themwe developed a system of indicators that
reflect the satisfaction of stakeholders’ interests when creating and transferring value (result).
Dissatisfaction or incomplete satisfaction of stakeholders’ interests due to deterioration of
effectiveness, efficiency or quality indicators is a sign of danger to processes, and it,therefore,
requires modelling of their state in order to minimize the risk of financial, material, informational,
and reputational losses. To evaluate the business activity in creating and transferring value for key
stakeholders we used the method of points and developed a scale for evaluating projects of
economic, social, and environmental orientation in the process of implementation of relations with
stakeholders based on social responsibility. The developed system ofeffectiveness, efficiency, and
quality indicators of business processes (including evaluation of business activity in creating and
transferring value for key stakeholders) was the basis of the proposed criterion approach to
modelling the security of business processes, based on fuzzy sets and considering a wide range of
qualitative characteristics of the state of business processes and linguistic variables to describe
them. We used the author's criterion approach to modelling the security of business processes
considering the interests of key stakeholders, and it allowed us to identify critical areas in the
security of main, supporting, management, and development business processes, and the trends for
strengthening interaction with key stakeholders.
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