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AHAJIN3 3AITAIIEHHOCTH JJOKAJIbHOM CETH BY3A

VY cTaTTi po3rsIHYTa MOZENb CHCTEMH 3aXHCTy iH(opMamii y JIokanbHil Mepexi. st ommcy mopmeni
MIPOIIOHYETHCSI BUKOPHCTATH CHCTEMHHH IIXiJ Ta MOOYAyBaTH MaTpHUIIO BimmoBimHocTi. Hasenmewi
BiJIOMOCTI MO peajbHy JoKadbHy Mepexxy BY3a ta 3arposu indopmauiiiniii Gesmerri, ski Manu Micie
BIIPOZIOBX POKY eKcILTyaTamii JaHoi Mepexi. OnmucaHi MOXKIIMBOCTI allapaTHUX Ta MPOTPaMHUX 3ac0o0iB
3aXHCTy, fKi € BOYIOBAaHHMH Yy KOMYTaTOpH, IO BCTaHOBJICHI y BY3JIaxX JIOKAJBHOI Mepexi.
3anpornoHOBaHi MOJANbLII HATMPSIMKA JOCTIDKEHb 1 PO3POOOK IHTENEKTyallbHUX CHCTEM 3aXHCTY
iH(opMamnii y JIOKAIbBHUX KOMIT TOTePHUX Mepekax.

In article the model of system for protection of the information in a local network is considered. For the
description of model it is offered to use the system approach and to construct a matrix of conformity. Data
on a real computer network of a higher educational institution and threat of information safety, which
took place during a year of operation in the given network are resulted. Opportunities of equipment in
network and software of protection, which are built in switches, are described. These switches are used in
units of a local network. Directions of the further researches and development of intellectual systems for
protection of the information in local computer networks are offered.

IlocranoBKa npodJieMbl. Amnanus 3aLUIICHHOCTH JIOKaJIbHBIX
KOMITBIOTEPHBIX CETE€H OTHOCUTCS K ciabo CTPYKTYPHPOBAHHBIM IpoOiemMamM
CHCTEMHOTO aHaJli3a, IOTOMY YTO €€ PEeIICHHE CTAJIKHBAETCS C IIUPOKHM HAObOpoM
QIPTEPHATHB  HApyHNIEHWH  OE30MacCHOCTH, 3aBHCHUT OT  TEXHOJOTHYECKUX
JOCTHKEHHH B ammapaTHOM | TNPOTPaMMHOM OOecredeHHH HH()OPMaIHOHHBIX
CHCTEM, II0 KOTOPBIM HET IOJIHON WH(OpManuy, sBISETCS BHYTPEHHE CIIOXKHOU
mpo0IeMoii BCIeICTBHE KOMOWHHPOBAHHSA PECYpPCOB, HEOOXOOMMBIX JUIS 3aIIHTHI
KOMITBIOTEPHBIX CETei, W Ui Hee He omnpejeneHbl (opManbHble TpeOoBaHHS
3alUIEeHHOCTH. JloKajabHas KOMIIBIOTEpHAsl CeTh MpEICTaBiIseT cO0O0M CIIOKHBIN
IIPOrpaMMHO-ANINAPaTHbINA U TEIEKOMMYHUKAIMOHHBIIA KOMILIEKC, PACIIPEACICHHbIN
TEPPUTOPUATILHO U OOBETUHSAIONMINI OOJIBIIOE KOJMYECTBO allapaTHbIX YCTPOUCTB,
KOTOpbIE AMHAMUYHO B3aUMOJECUCTBYIOT BO BpPEMEHU I[OJ  YIPABICHUEM
IIpOrpaMMHOro obecrieueHus. B HacTosIIee BpeMst NCTIONb3yeTCs MHOTO Pa3IMdHbIX
9BPUCTUYECKHX CIIOCOOOB OLEHKH 3aIMINEHHOCTH WH(GOPMAIOHHBIX CHCTEM,
OJJHaKO €JMHOTO MaTeMaTHYECKOro ammapara JJisl pelieHHsl JaHHOH mpoOieMbl He
CYIIECTBYET, 3Ta MpoOjeMa HEe TPUBHAIbHA, YTO IOPOXKIACT HWHAWBHUIyaJbHBIC
MOAXOAB! s pa3pabaTbiBaeMbIX W AKCIUTyaTHPYEMbIX  HH()OPMaIHMOHHBIX
cuctem [1].

AHAIU3 JUTEepaTyphl. B COOTBETCTBUH C MOJIENBIO CETEBBIX B3aMMOAEHCTBUH
B CeTH aHaiM3 0E30IaCHOCTH NPOBOJAUTCS Ha YPOBHSX: MOJb30BATEIbCKUX
npuioxenuit; CYB/I; onepannonHoii cuctemMsl; Ha ceTeBoM ((prusnyueckoM) ypoBHE;
WHTETPUPOBAaHHBIN moaxof [2]. B cuiy 3HauMMOCTH paccMaTpHUBaeMOi MPOOIEMBL,
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OHa MOJIy4HJIa IHPOKOe 0OCYXJeHHEe B JUTeparype. M3BecTHBIE HCCIEAOBATEIHN B
stoM HampasieHud — A. Jlykaukuii, 0. [annes, M. Crenamkun, P. [IpocsiHEMKOB,
A. ActaxoB, A. llenymanos, M. 3ermxna, Il. JDxanrk, B. Diimc, O. boiiues,
k. T'oBapn u npyrue [2 — 9]. [lns paccMOTpeHUs] NpeIaratoTcsi: TEXHOJIOTMH
00Hapy)KEHHs aTaK HAa OCHOBE HAPYIICHHUH MOJNTHKN 0E30TIACHOCTH; UCCIIECI0BaHUS
YSI3BUMOCTH MH(OPMALMOHHBIX CHCTEM; aHAJIU3 KYPHAJIOB PETHCTPALMN TPaH3aK-
I ¥ ceTeBoro Tpaduka; rpadoBble MOJEIHN aTaK; CLHEHAPHBIC MOJAENH; ITOIXO/IBI,
OPHEHTHPOBaHHBIC Ha WCTIOJIb30BAaHUN areHTHO-OPUEHTHPOBAHHOTO
MOJICTIMPOBAHMS ~ KOMIIBIOTEPHOTO  MPOTHBOOOPCTBA  3JIOYMBIIUICHHHKOB U
KOMIIOHEHTOB 3aliuThl W apyrue. OAHAKO COBEpIICHHBIC WHTEIUIEKTyaJIbHBIC
CpeICTBa 3alIUTHl €IIe HE MOIYYMIH JOJDKHOTO paclpOCTpaHEHHs, TPeOyIoT
HACTPOMKM Ha KOHKPETHYIO CETh M 3aTpaT Ha CONPOBOXKICHHE (3aTpaT BPEMEHH,
pecypcoB KOMIBIOTEPHBIX CUCTEM).

Henp crarpu. Mcxons n3 mo3unuil CUHCTEMHOTO MOAXOAA M CYIIECTBYIOLIMX
peaNbHBIX yrpo3 Ui MHPOPMAIMHM B CETH, BBHINOJHHUTH AHAIHN3 IMOTCHIHAIBHOM
3alIMIIEHHOCTH  JIOKAIbHOM CEeTH OT  HECAaHKUUOHUPOBAHHOIO  JOCTYTIA.
CoopmynupoBarh yClOBHS AL ONTHMAIBHOTO MPUMEHEHHS CPEACTB 3aIIHTHI
JIOKAJILHOM CEeTH BBICIIEro0 y4eOHOro 3aBeaeHHs. [IpoBecTw aHanmu3 W BHIOpaTh
KOHKPETHBIE CPEJCTBA alllapaTHOW U IPOrPaMMHOM 3allUTHI.

HNudopmanuonHasas wuHPpacTpykTypa JokaabHoii ceru. Co3naHHas
JIOKaIbHAsA CEThb MMEET Pa3sBUTYIO CTPYKTYPY, PACIpeleeHHYI0 TEPPHUTOPUAIIBHO.
HexoTtopsle y371bI BEIHECEHBI U3 TOJIOBHOIO KOpPITyca Ha paccTosHue Ao 3 kM. Uucao
paboumx cTaHIMH B CeTH HbIHE cocTaBisieT 6osiee 500 KOMITBIOTEPOB, U B MpOIIEcce
pasBUTHS 3TO KoimdecTBO Oyzmer pactu. Ha pumc. 1 mokazana oGoOmieHHas
nH(pacTpyKTypa CeTH.

Yrpo3sl 1Js1 3alIMIEHHOCTH JOKAJAbHOM ceTH. Ilocne co3naHus OCHOBHOM
94acTH JIOKaJbHOM ceTH, OHa Obljla MOJKIIOUCHA Yepe3 TOPOACKYIO CeTh IpoBaiiaepa
Kk cetu Inernet. 3a Bpemsi skcrutyaTanuu (okojio 1 roma) ceTb HEOAHOKPATHO
noaseprajiacb BOSﬂeﬁCTBHIO CO CTOPOHBI BHCHIHUX YU BHYTPCHHUX aTaK, HAaIlpaBJICH-
HBIX, B TIEPBYIO OYEpe/Ib, Ha MOTyYeHHE WHPOPMALIUH, HAXOIIIEeHCS Ha JTOKAThHBIX
KOMIBIOTEpaxX y TOJIb30BaTeNe. 3apUKCHPOBAHHBIE aTaKd MOXKHO pa3leiHuTh Ha
JIBA BHJIA: TIOTIBITKHU TOTyYeHUS HH(POPMAIMK TPU TIOMOIIH BUPYCOB, TPOSTHCKUAX U
IIMMAOHCKUX TIPOTPaMM; aTaKh Ha KOMIBIOTEPHI, HPEANPHHATEIC depe3 "AbIpe” B
3aOIUTHBIX Mporpammax (OpaHAMay’paXx) W B MPOTPaMMHOM OOeCIIedCHUH
KOMITbIOTEpa. 3a roj paboThl JIOKaJbHOW CeTH HauboJee YacTo BCTPEHAIOIIMMMUCS
BUpPyCAMHM Ha TEPCOHAJBHBIX KOMIbIoTepax Obutm  "uepBu" (Worms),
paccMmoTpenHble Hke. Win32. HLLM.Perf — mo4TOBBIA YepBb MacCOBOH PaCCHUIKH.
PacnipocTpanseTcs mo 3neKTpoHHON modte B BuAe BiokeHus. [loxnensiBaet agpec
otnpasurens. Trojan-Dropper.Win32.Delf.sq — TpOSHCKUI BHPYC, KOTODBIH
yCTaHaBJIMBAET M 3aIlyCKaeT Ha MCIIOJIHEHUE JPYTHe BPEIOHOCHBIE MPOrpaMMbl 0e3
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BeZoMa mojb3oBaress.  Irojan-PSW.Win32.Ldpinch.air — TpOsSHCKHI BHPYC,
BOPYIOLIUI apoiu.

' OGWexuTHA hY

LIeH'rpaanblii y4ebHbLIW Kopnyc
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Puc. 1. O6o6mmeHHas HHGPACTPYKTYpa JOKATBHON CETH.

Trojan-Proxy.Win32.Horst.aa — JOBOJBHO CJOXHBIH MHOTOKOMITOHEHTHBIH
TPOSIH, KOTOPBIA BHaualle MOJUMUIMPYET HCHONHseMbIe (ailiibl, a MOTOM JIOMAaeT
cucTeMy O€30IIaCHOCTH, ¥ MCHOJB3YIONIMH Pa3IUIHbIE MOMUMOP(HBIE TEXHOJIOTHU
JUISL OCJIO)KHCHHUS oOHapy KeHHs AHTUBUPYCHBIMH IporpaMMaMH.
Virus.Win32.Hidrag.a — pesuneHTHBIi Win32-Bupyc. 3apaxaeT NpUIOKECHUSI
Win32. TIpu 3apaxkeHun mudpyer 4acts 3apaxkaeMoro Qaiina. Macro.PPoint. Attach
— ObIT HalEH HAa HECKOJBKHX IEPCOHAIBHBIX KOMIIbIOTEpax. SIBIseTcsl IepBBIM
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M3BECTHBIM BHPYCOM, KOTOpBIH 3apaxaer (aitnbi-npesentanuun MS PowerPoint.
Cnoco0eH TOoJIy4yuTh YNpaBie€HHE, aKTUBU3MPOBATHCS M Pa3MHOXATBHCS B Cilydae,
Korja B 3apakaeMoM (aiiie-npe3eHTalul COJIEPKUTC XOTs Obl ogHa ¢opma
(UserForm) [7,8].

NuauBuayanbHble TPeO0OBAHUS  3ALUMIIEHHOCTH HHGOPMALMOHHBIX
pecypcoB. YUHUTBIBas, YTO JIOKAJIbHASI CETh COCTOHMT M3 JOBOJBHO OOJBIIOTO YHCIA
KOMIIBIOTCPOB, U OHU HAXOMAATCA B PA3JIMYHBIX MOAPA3ACICHHUAX, OT JACKAaHATOB,
kadeap, yueOHBIX KJIACCOB JI0 OyXTaJTepHu U OTAea KapoB, BOSHUKACT HEOOXOI1-
MOCTh MHAMBHIYalbHOM 3aIUTHl pabounx MeCT B HMOApA3IeNCHUAX U OTIeNaX. DTO
BBIITOJIHACTCA HECKOIBKHMH CITOCOOaMU: 3aKpPBITUEM OOCTYIa aNmapaTHbBIMU
crocobamMM — yCTaHOBKOI Ha JIMHHMM K OTJeNaM pOyTepa; 3aKpBITHEM JOCTyTa C
HCTIONIB30BaHUEM 3aIpOrPaMMHPOBAHHBIX TIOPTOB HA YIPaBIsIEMOM KOMMYTaTOpeE.

IpuHIMIBI HOCTPOCHUS CHCTEMBI 3ALIHUTHI JIOKAJIBHOM ceTH. B pesynbTare
MIPOBECHHOTO aHaJlM3a yrpo3 M C YUETOM MOCTABJIECHHBIX TPeOOBaHMH 3aIlWIICH-
HOCTH MH(OPMALMOHHBIX PECYPCOB BBIPAOOTaH IIaH MEPONPHSTHIA 1O MTOBBIILICHUIO
YpOBHS 3alUThl ceTu. VICIoyb30BaH UHTETPUPOBAHHBIA IOAXOJ, KOTOPBIH
[IpearnoaracT INPUMEHEHUE MHOTOYPOBHEBBIX CPEICTB, PACCPENOTOYEHHBIX I10
uHdpacTpykType cetu. J[s yuera COOTHECEHHUS CPEICTB 3aIIUThI C 3allUIAeMbIMU
pecypcamy IOCTPOEHa MaTpUIa COOTBETCTBUSA

Z =[]
rJie CTOJ0EI] MATPHUIIBI — MHOXECTBO Y3JIOB M pa0OYMX CTAHIIUI CETH, MOUICKAIIIX
KOHTPOJIIO 3alUIIEHHOCTH; CTPOKA — MHOXECTBO CPEACTB 3alIUThI, UIMEIOIIUXCS B

CE€TH; BJIECMCHTBI Z. . — COCTOSIHHEC | CPEACTBA 3alllUThI HA I y3JI€. Hepapxmaeckas
L,

CTPYKTYpa CETH NpeAalojaraeT HajJu4he HWEepapXUuecKOW CTPYKTYPhI CIyXKObI
3amuThl  MHGOpPMAMH. OTO HAIUIO OTPaKEHHWE B CTPYKTYpEe MAaTpHIBI
COOTBETCTBHS, KOTOpAs SIBJISICTCS HHCTPYMEHTOM (POPMAIIHOTO aHallu3a COCTOSIHUS
CPE/ICTB CUCTEMBI HHPOPMAIIMOHHOHN 3alUThI CETH.

Bo3MoO:XHOCTH anmapaTHbIX H HNPOrpaMMHBIX CpeICTB 3allUThl B
JOKaJbHOW ceTM. B paccmaTpuBaemMoil ceTH NpPHUMEHEHO CleAyrolee
000pyI0BaHNE, KOTOPOE BBIMOJIHSACT (DYHKIMH 3AIIUTHI. Y TIpaBIseMblii KOMMYTaToOp
2-ro ypoBHsi D-Link DGS-1216T — moanepxuBaer cratudeckyro tabmuiy MAC-
aJipecoB ISl OrpaHHYCHHs J0CTyma K cetd. AyTtentudukaims 802.1X Ha OCHOBE
MIOPTOB MO3BOJISIET HCIONAb30BaTh BHEmHU RADIUS-cepBep nmst aBTOpH3anuu
nojp3oBareneil. JlononnurensHele pyHkuun, Takue kak D-Link Safeguard Engine,
3alIMIIAIOT KOMMYTAaTOp OT BPEJIOHOCHOTO TpaduKa, BBI3BAHHOTO aKTHBHOCTBHIO
BUpycoB (uepseit). VYmpaensemblii kommyratop D-Link DES-3550 mosxer
KOHTPOJIUPOBAThC M OOCIyKHBAaThCS dYepe3 YyHUKaIbHBIM [P-agpec ¢ mo0oi
paboueit cranmmu, umeromeir Web-Opaysep. ObecrieunBaeT pacHIMpeHHBIH HAO0p
¢GyHKMA  0e30macHOCTH U YHPAaBJICHHWSA IOAKIIOUYEHHEM W JIOCTYIOM
monp3oBareeid. Ito Access Control Lists (ACL) Ha ocHoBe MAC-anpecoB, mOpToB
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komMmyTaropa, IP aagpecoB u (wnu) Homepos noproB TCP/UDP, ayrenrudukauunio
nonb3oBareneit 802.1x m xonTpons MAC-ampecoB. ITomumo 3toro, DES-3500
obecrieunBaeT IEHTPAIU30BAHHOE YIPABICHHE aIMUHHCTPATUBHBIM JOCTYIIOM
gepes TACACS+ u RADIUS. 3tn ¢yHKIHE 00ecrednBarOT aBTOPHU30BAHHBIN
JOCTYIl TOJb30BaTeNell M TPENOTBPAINAIOT PACHPOCTPAHEHHE BPEAOHOCHOTO
Tpaduka. Vmpasisiemblii kommyTtatop DES-3526 mMeeT (QyHKINH, TpaKTHYECKH
aHanornunele DES-3550 [9]. IlepeuncieHnHble CpencTBa 3alllUThl pa3MELIEHbl 10
CTPYKTYpPE CETH B COOTBETCTBHM C WCXOJHOH Marpuiei coorBercTBus. Ilpm
OOHapY)KEHUN TIOHMXCHUSI YPOBHS 3aIIMIICHHOCTH, MOCIEAYIOUIMMH ICHCTBUSIMU
MOJIH30BATEINS TOJDKHBI CTaTh: YCTpPAaHEHHWE OOHApY)KEHHBIX ySI3BUMOCTEH H "y3Kux"
MecT (OOHOBJIEHHE KOH(GUTYpaluKl CETH M MOJUTUKH 3aIIMIIEHHOCTH); TOBTOPHBIN
aHaJIM3 3aIIUILEHHOCTH CETH, 3aJaHHON OOHOBJICHHBIMHU CIICU(DUKALIMAMH.

BriBoapbl. [Ipobnema 3ammTsl HHPOPMAIMK B KOMITBIOTEPHBIX CETSAX SBISIETCS
Ype3BRIYafHO Ba)XXHOW ¥  OOJNIE3HEHHOW UIsi BCeX  TIONB30BaTeNlell u
aJIMUHUCTPATOpPOB ceTell. COCTOsIHYE 3aIUILEHHOCTH AUHAMUYECKH U3MEHSIETCS] BO
BPEMEHH M HEOOXOMM €€ ITOCTOSHHBIA KOHTPOJb. It 3TOH e yke CyIIecTBYIOT
VMHTEIUIEKTyallbHBIE CPEACTBA aHAN3a 3allMIICHHOCTH, HO OHHM €lle HE BBIIUIA Ha
YPOBEHb IIPaKTUYECKON pEaJM30BaHHOCTU. 110ATOMY CUCTEMHBIE aAMUHHUCTPATOPbI
NPOJOJDKAIOT U3BICKUBATh NpUEMbl 3((EKTUBHOM 3alIUThl CBOMX ceTeld. B paboTte
Ha NpUMepe KOHKPETHOH JIOKaIbHON KOoMIbIoTepHOM ceTn BY3a mokasan moaxon,
OCHOBaHHBIH Ha (OPMAILHOM aHAJIN3€ MAaTPUIBI COOTBETCTBHS CPEACTB 3aIlUTHI
HPEeIbSIBISIEMbIM TPEOOBAHHUSAM 3aAIUICHHOCTH.

JanbHelmas peanusanus [peANaraéMoro IoAXoJa IpearnoJiaracrcs B
MIPOTPaMMHON PEaTU3alNU COTPOBOKACHHS MAaTPHIBI COOTBETCTBHS M pa3pabOTKH
noaxona K (OPMHUPOBAHMIO YHCIEHHBIX OIEHOK 3allWIICHHOCTH Y3JIOB CETH B
paMKax CBOMX METPUK, OCHOBAaHHBIX Ha KAYECTBEHHBIX METOIMKAX aHAIIN3a YIpo3.
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