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METOAU 3ACTOCYBAHHA YAK P IOBYIOBI PEAKTUBHUX CUCTEM
3AXUCTY IH®OPMAIIIL

B po6ori mpoBenenuii anani3z 3arpo3 merogamu ekcrieptHux omiHok STRIDE ta DREAD, po3po6ieHo 30H-
HO-TIEpUMETPaJIbHY MOJeNb Oe3nekH, MeTo]] Oe3MpoBiHOI aJanTHBHOI Mepexi Oe3MeKH, 3arpOonoHOBAHUH
METOJl PO3AITICHHS aBTEHTU(IKalIHHUX JaHUX Ta PO3pOOIEHUH METO HEMEPEPBHOIO PEAKTUBHOTO KOHTPO-
mo kopuctyBauiB Ha ocHoBli YAK 3 BOynoBanum NFC-mpuctpoeM, mo 0a3yeTbcs Ha TEXHOJOTIT
KOMYHIKaIlii OJMKHBOTO MOJIsl, 3aCTOCOBHI /I HaAiiHOI 6araToakTopHOi aBTeHTHU(DIKAIlIT KOPUCTYBAYiB.

Karouosi cioBa: anani3 3arpo3, Mojenb Oe3Neku, MeToau Oe3nekH, 3axucT iHpopMallii, peakTHBHA
CUCTeMa, 30HHO-TIepUMeTpabHa MOJIEIh, OararodakTopHa aBTeHTH(DIKAITIS.

Beryn. 3 K0’)KHUM POKOM 3pOCTa€ KUTBKICTh 3arpo3 uist iHpopmarlii 3 00MeXeHUM JT0CTY-
oM y cyyacHoMy cycmiiabceTsi [1, 2]. [IpomnopiiitHo 3pocTae 1 KiIbKICTh 3aC001B 3aXHCTY BIJ
IUX 3arpo3. IX KiTbKiCTh HACTiNBKH BeNMKa, IO MPH3BOAMTH 10 HEOOXiAHOCTI PeryaspHOro
BHECEHHs 3MiH y cuctemy 3axucty iHpopmarii (C3I), Bkmogaroun 3MiHM KoH(iryparii Ta
ctpykrypu C3I myis aganTariii Ta aJjeKBaTHOTO pearyBaHHsS CydacHHMM 3arposam [3]. MoxxiuBe
TaKOX 3aCTOCYBaHHS TPOAKTUBHOIO MIJIXOIy, MPOTHUJIEKHOCTI PEaKTUBHOTO, KOJIHU
BiI0OYBA€EThCSI TMOTMEPEKEHHS pealtizallii MOKIIMBUX 3arpo3 a He pearyBaHHsS Ha iX peani3allito
[3, 4], ane 31 3pocTaHHAM KITBKOCTI 3arp03 TAKUH MiIX1/1 BTpaya€ aKTyaIbHICTb.

MeTta nanoi po6oru. Po3poOka HOBUX METOIB Ta aJITOPUTMIB, 3aCTOCOBHUX ISl TTOOY10-
BU PEAKTUBHHUX CHCTEM 3axXHCTy iH(opmarllii, Npu3HAYeHUX SK JJI1 BEJIMKUX KOPIIOpaliil Ta
JEpKaBHUX CTPYKTYp, TaK 1 JUIsi BUCOKOTEXHOJIOTIYHOTO JOMAIIHBROTO OTOYCHHS, TaK 3BAHOTO
«PO3YMHOTO IOMY» [5].

Metoanka ekcniepuMeHTiB. [Ipructynaroun 10 aHamnizy apXiTeKTypH MOOYyJOBU pEaKTHUB-
HUX CHCTEM 3axHCTy iH(opmalii Ta KOHTPOJIO OCTYITy, CIIiJ TepIl 3a Bce (hopmalizyBaTH
00’exT 3axucty. [Ipu mboMy CITiJT pO3yMiTH, 1110 peaKTHUBHA CUCTEMa 3aXHUCTy iHpOopMaIii
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MOBHHHA Bl,[ICTG)KYBaTI/I MICII€3HAXO/PKEHHSI KOKHOTO Cy0’€KTa B C(pepl i 1 BmCTe;KyBaTH
HOT0 SIK CAHKI[IOHOBaHI TaK 1 HECAHKITIOHOBaHI Jii, BUJAI0OYN BIATIOBIIHY PEaKIli0 Ha KOXXCH
BapiaHT nux Aiid. Ha ocHOBI po3po0ieHoi Mozesi 3arpo3 MOKHA CTBOPIOBATH apXiTEKTypy Ta
KOHKPETHI PIllIeHHS, IO JO3BOJIATh 3aXUCTUTUCH BiJl TOTEHLIMHUX HEOE3MEK.

Orusin pe3yabratiB. [IpoBenemMo po3poOKy Mozemni 3arpo3 At PO3poOKH apXiTEKTypU
PEaKTUBHUX CHUCTEM 3axHCTy iHdopmarii 1 ¢hopMaabHOTO 00'€KTy, 10 MOTpedye 3axucTy,
BpPaxOBYIOUH IIPU 1IbOMY BCIO CYKYMHICTh 3arpo3, IIHHICTh 1HGOopMallii Ta ii HOC1iB, Bpa3IMBOCTI
B cucTeMi 3axucty iHdopmarlii, ayuT 3aco0iB 6e3neku [3]. 1106 yHEMOXITUBUTH YCIIIIIHI aTa-
ku Ha [30]] 00’ekTy, cmif opraHizyBaTH KOMIUIEKCHY PEaKTHUBHY cHUCTeMy [2] TEXHIYHOTO 3a-
XUCTy 1H(popMalii Ha 0a3l apxiTEeKTypH PEaKTUBHUX CHUCTEM 3axuCTy i1Hopmarllii. 3araipHa
cxema nposeaeHHs poOit mo 31. IIposeaenns pooit no 31 noBUHHO OyTH HACTYTHUM [5]:

1. HeoOximHo Bu3HAauMTH Ha 00'€KTi iH(pOpPMAIIiIO, Ky HEOOXITHO 3aXHUIIATH, BUSHAYUTH
BapTICTh BUTOKY YM BTpaTH M€l iHdopmartii [6].

2. Mani OynyeThbest MOJIeNb 00’ €KTy (BKIItOUarouu iHhopmalliiiHi motoku) [7-8].

3. Po3pobnsieTbest MOzIEIh 3arpo3 Ta MOJEIb OPYIITHUKA.

4. BukoHyeThCsl aHAITI3 Ta BUOIp KOHKpETHUX 3ax0/iB 3] 00'exTy.

2. AHaui3 pu3MKiB Ta MOJIEb 3arpo3

Jlist Toro, 1106 meperTu 10 NPoeKTyBaHHs apXiTekTypu peakTuBHUX C3l 1 BUBHAUUTH BU-
MOTH J0 1l CTBOPEHHsI, CJiJI BU3HAYUTH MHOXHUHY 3arpo3 — ToOyAyBaTh MOJIENb 3arpos.
[ToTpiOHO BW3HAUWTU IIHHOCTI 1H(oOpMaIlii, mo06 MokHa OyJio MopiBHATH BUTpath Ha 3l 1
po3Mip 30MTKIB y pa3i ycmimHux arak [6]. B pisaux mxepenax [3,6] MaroTh pi3HI MIIXOIU 10
BU3HAYCHHs HAMOLIbII HeOe3NMeuHuX nopymieHb. Hebe3neuHicTh Ta MKIAIUBICTh THX UM 1HIIUX
MOPYIICHh MOKE BU3HAYATHCh HA OCHOBI €KCITIEPTHUX OIIHOK [8]. Jlami Ha OCHOBI JaHWX, HaBe-
neHux B [3,6, 9-11] mpoBoaMMO aHaji3 MOXKJIMBOI MHOXXHHHU 3arpo3, SKUM HEOOX1THO MPOTHC-
TOSITH, Ta BUJIIJIIEMO HaWOLIbII KMOBIPHI Ta HAMOLIBIN HeOe3MmeuH1 3 HUX (Tadm. 1).

Tabmursg 1 — MHOKWHY HMOBIPHHX 3arpo3

Kareropii 3arpo3 HmoBipHicTh Cryninp
peaizarii BTpaT

1.Henpsimi Bucoka Hyxe Bucoka

Z1 —IlporpamHi, BipyCHI METOJIU, TPOSHCHKI KOHI

72 — IlepexonieHHsl eI1eKTPOMarHiTHUX BUIIPOMiHIOBaHb Husbka Cepenns

73 — AKyCTUYIHHI KOHTPOJIb IPUMIIIeHb (3acobamu TenedonHoro Ta | Bucoka Cepenns

IIEHTPATI30BaHOTO 3B S3KY)

Z4 — TIpocinyx0oByBaHHS IPUMIIICHB 32 JOIOMOTOFO JIa3€PHOTO Y1 Hwxue Cepenns

iH(pauepBOHOr0O 30HyBaHHS BIKOHHOTO CKJIA, HAMPSIMICHUX cepeHbol

MiKkpo(hOHiB

7.5 — TlepexoIyieHHs] BUBOJly HA €KpaH Husbpka Huspka

76 — IlepexonieHHs BIIXO/1IB AISUIbHOCTI Cepenns Husbka

2. Mpsami Bucoxka Hyxe Buco-

7’7 — 3noBMHCHA nepenaya iHpopmaii Ka

78 — Kpanixka, OITKOKEHHS, 3HUIICHHS, TiApoOKa, OoKkyBaHHs, | Bucoka yxe Buco-

KonitoBaHHs iH(popMarii B pe3yabTati HCJL 1o ii HOC1iB uM 3ac00iB Ka

00poOKH, epenadi i 30epiranHs

79 — 3MiHa napaMeTpiB MiICUCTEMH 3aXUCTy abo iHpopmaniiinux | Cepenns Hyxe Buco-

3ac00iB 33151 IOPYIICHHS Ka

KOH(D1IEHIIITHOCTI/ILTICHOCTI/ TOCTYTHOCTI

710 — BcraHOBIEHHS TPUCTPOIB HECAHKITIOHOBAHOTO 3HIMAHHS Cepenns Cepenns

iHpopmarii

Z11 — HenaBmucHe posroJiomnieHHs iHdopmariii abo momkomkeras | [lyxe Bucoka | Cepenns

HocIiB iH(opMartii

712 — CtuxiiHi 1uxa Hyxe Bucoka | Bucoka
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Ha ocHOBiI HaBeneHWX CTATUCTUYHHX JAaHUX TMOOYAyeEMO TaOJMII0 MHOXHWHHU 3arpo3 3
BUJIUICHHSIM WMOBIPHOCTI iX peaiizanii (y BUTIISAL aTaku) Ta MPUOIM3HOTO 00cATYy (piHAHCOBUX
BTpaT MpH BHUKOHAHHI Takoi aTaku.PU3WK 3arpo3u TpPaKTyeThCsA K JOOYTOK HWMOBIPHOCTI
3MIICHEHHS 3arpO3H Ha BEJIMYMHY MOTEHIIMHUX BTpaT. BusiBneHHs 3arpo3 Ta NpUCBOEHHS HUM
PEUTHHTY 3IHCHIOEThCS HAa OCHOBI MeToauK ekcriepTHux oiiHok DREAD ta STRIDE.

STRIDE-metoauka sikicHoi oriHku Bpa3nuBocTi. STRIDE no3Bomsie TumizyBatu 3arpo3u
3a ruisimu 1 3aa4aMu. 3a STRIDE meTonukoro ekcrepT OLiHI0E MOKIIMBICTh IIECTU OCHOBHUX
aTak, BiIOOpakeHUX HA OTPUMAaHUX 3 JIepeBa 3arpo3 BPa3IUBOCTAX, a00 TOYKAX 3aCTOCYBaHHS
ataku (Oymo oOpaHo 4 cTaTHCTUYHO WMOBIpHI — | — HecaHKIIOHOBaHUH (i3WYHUI IOCTYH A0
HocliiB [30/1, II — moMunkoBi aii gerituMHUX cy0’ekTiB mipu podoti [30/1, 111 —Bigmanenuit me-
pexeBuit noctyn go 130/l, IV — mepexorieHHs BUBOJY Ha €KpaH) 3a JIOMOMOIO0 Jiarpam
iHpOpMAaIIITHIX MOTOKIB, MPOIIECIB, CyTHOCTEH Ta (ailliB 3a ABO3HAYHOIO JIOTiKOI. OTprMa-
HUN mepenik aTak [3] 3 eKCnepTU30r0 MOXKIMBOCTI iX MPOBEJACHHS J103BOJISE MEPEUTH 10 PO3-
poOku ctpaterii ix nmpotuaii. OTpuMani pe3ynbratu 3B01Thes B Tabnuito STRIDE (ta6m. 2).

DREAD-meToauKka OIIHKY Bard pu3MKiB. 3aranbHa mpobiemMa 3 peUTHHTOBUMHU CHCTEMa-
MU OIIIHKH 3arpo3 MOJISATaE B TOMY, III0 KOMaH/Ii €KCIIEPTIB BAXXKO JIMTH 3roJH B MPHU3HAYCHHI
MIPIOPUTETY 3arpo3aM. ToMy OyJI0 3apONOHOBAHO METOIUKY OOUYMCIICHHS 3HAUYIIIOCTI PU3HUKIB.
DREAD-mMeToauka 103BOJIsiE OTPUMATH KIIBKICHY OIIHKY 3HAYMMOCTI 3arp0O3U Ha OCHOBI OMH-
TyBaHHS €KCIEPTiB, AKi CTaBIATH Oanu PIBHIO 3arpo3 TaKUM XapaKTePUCTUKaM aTakh: D —
Damage potential, Brpatu npu ycmimHii ataii; R — Reproductively, cknagnicte ataku; E —
Exploitability, piBeb cynpoTuBHHKA 1 pecypcu uis BUKOHaHHs ataku; A — Affected users,
KUTBKICTh KOPUCTYBadyiB, AKUM OyJe HaHeceHo 30utku; D — Discoverability, mpoctoTa BusiB-
nenHs atakd. OTpuMani pe3yabTatu 3BoAsAThCs y Tabmuio DREAD i1 ycepenniototbes (Tabm.
3).

Tabnuis 2 — Pe3yabpTaTh SIKICHOT OLIIHKY 3arpo3 3a Metoankor STRIDE

Bpaznugicts S T R I D E
I X X X X X
II X X X

II1 X X X X X

I\ X X X

Ha ocHoBi anainizy po3po01eHoi Moeli 3arpo3 MOKHa 3pOOUTH BUCHOBOK, 110 TepLIoyep-
TOBUM 3aBJIaHHSIM € 3aXHCT IPOLECY aBTeHTU(IKaLli KOPUCTyBaya Ta PEaKTHBHI Jii 1O BUSB-
JICHHIO TIPOTPAMHUX aTaK Ta KpaaiKOK HOCIIB iHpopMarrii.

Tabmuis 3 — Pe3ynbTatu O1IHKY Baru 3arpo3 3a Mmetoiukoro DREAD

3arposa D R E A D >/5
Z1 5 2 3 4 3 4
72 1 2 1 1 5 2
73 4 1 1 4 1 2
74 2 2 2 2 4 2
75 2 4 5 1 2 3
76 1 4 5 2 5 3
77 5 3 5 4 3 4
78 5 2 4 3 2 3
79 2 1 1 5 2 2
710 2 3 3 2 4 3
Z11 2 4 5 2 1 3
Z12 5 4 5 5 1 4
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Takum YMHOM, HaWOUTBII HEOE3MEYHUMH Cepell KaTeropiii 3arpo3 3a eKCIEepTHUMHU
OLIHKAMH MO’KHA Ha3BaTH CTHXIHHI JMXa, HEOOepekHi il JEeriTHMHUX KOPUCTYBadiB,
nporpamMHi 3aco6u HecaHkilioHoBaHoro noctyny (HCJI) no indopmartii, Ta 3710BMHUCHA mepeia-
ya iH(pOopMallii JIETITHUMHUMH KOPUCTYBa4aMH CTOPOHHIM ocobam. [[ist 1iporo vacriiie 3a yce i
KOPHCTyBadi HAMaratoThCs OTPUMATH JIOCTYI 0 iHGopMaIlii, mpaBa AOCTYITy 0 SIKOI 32 CBOIMH
MMOBHOBAXCHHSIMH BOHM HE MalOoTh. TOOTO BUKOHAHWH aHAJTI3 MOXKIIMBOT MHOXKHHH 3arp03 TIOKa-
3aB 30UIBLIEHHS POJII 3aXUCTY 1HQOpMalii BiJi HECAHKI[IOHOBAHOI'O JOCTYMY 1 aBTEHTU(IKaLii
KOpHCTYyBauiB MPH BUKOHAHHI1 BCiX omnepariiit 3 [30/].

Konunenuisn nepuMerpaibHoi 0e3neku. [Ipaktuaao Oyab-sKuii 00’€KT MiIAA€ThCS PO3-
OMTTIO Ha OKpPEMI CEKTOPHU 3 PI3HUM PIBHEM 3aXUCTy [2], pO3AUICHUX MEpUMETpaMH Oe3Iie-
KH,BIIPI3HIATHUCH B 3AJIEKHOCTI BiJl 00’ €KTy OyJie JIUIIe KUIBKICTh IIUX CEKTOPIB, a00 30H Oe3re-
ku. ToOMy MPOTMOHYETHCS 3aCTOCYBaHHS KOHIICTIIIIT TEPUMETPATbHOI OE3MTEKH — BUKOPHUCTOBYIO-
YU PO30UTTS 00’€KTY Ha 30HU 3 PI3HUM PIBHEM JOCTYITY J0 HUX, MOYKHA CKOHIIEHTPYBATH 3aCO-
OM 3aXHCTy Ha KOPJOHAX IIMX 30H, Ha MEPUMETPax JocTymy. MeToro 3acToCyBaHHS KOHIIETIII €
Te, M00 XKOJIeH KOPUCTyBad HE MaB 3MOTH OTPUMATH JIOCTYII JIO0 30HU, MpaBa JOCTYITY JI0 SIKOT
BiH HE Mae.

Ha ocHOBi aHami3y eKCHepTHUX Ta CTAaTUCTUYHUX JaHUX OyJu po3paxoBaHl MPUOIM3HI
WMOBIPHOCTI BUKOHAHHSI KOHKPETHOI aTaku B KOXHIH 30HI Ta HMOBIPHICTh 11 CBOEYACHOTO BH-
SBIICHHS CITyk0010 O6e3mnexu. [ po3paxyHKy HMOBIpHOCTI aTaku OyJjia BUKOpHCTaHa HACTyITHA
dhopmyna:

fz =Epn;_=1l Szi ® {?S _f_ZWLE] Ezi ® é}g
2 (D

ne Szi— cTaTUCTUYHI 1aHi 10 UMOBIPHOCTI pearizailii 3arpo3u Z 3 JpKepena i;

Ezi — excniepTHi OliHKKM HMOBIpPHOCTI peaizallii 3arpo3u Z 3 Jpkepena i;

O — Koe(ilieHTH AOBIpU EKCIEPTHUM OIIHKAM Ta CTAaTUCTUYHUM JOaHuM (cyma oS Ta
SEnopiBHIOEOIMHUIT);

m — KUIbKICTh JKEPEN CTATUCTUYHUX JTAHUX;

N — KUTBKICTh €KCIIEPTHHUX OIIIHOK.

AHnasioriyHa ¢GopmMmyjia BUKOPHUCTOBYBAJIACh 1 ISl PO3PAXyHKY HMOBIPHOCTI CBOEYACHOTO

BUABJIICHHS ATAKU.
- Zﬁ%&g X dg+ Z?aﬁgﬂ X @y
va = Z (2)

B pe3ynbTaTi npoBeieHUX pO3paxyHKIB OYyJIO IOBEIEHO eMIIPUYHO OTPUMAaHI BUCHOBKU —
HaOUThII HEeOE3MeYHUMH TOPYLITHUKAMH € BHYTPIIIHI, 0COOJUBO CUCTEMHI aIMIHICTPAaTOpU Ta
ciBpoOiTHUKH ciykOu Oesmekn. Takum yuHOM, mMOOyZOBa €QEKTUBHOI PEAKTHBHOI
apXITEeKTypH 3 MIHIMI3AIlI€I0 MPUBIICIB 30BHIMIHIX KOPUCTYBAYiB JO3BOJIMTH 3aXHCTUTHUCH BiJ
HaWOLIBIIT HEOE3MEUHOT MHOKHHH 3arpo3.

Ha ocnoBi ¢opmyn (1-2) BU3HauUMMO ycepeqHEeHHMH piBeHb HeOe3MeKH KOXXKHOi 30HU (Y
BHTJISI/II CEpeTHhOT WMOBIPHOCTI peaizallii aTaku caMme B ITiid 30Hi1) JJI1 BU3HAYECHHS TOTO, HA
Ky 3 30H Tpeba 3BepTaT 0co0auBOi yBaru mpu noOyaosi C3I. J{is 11boro BUKOPUCTAEMO Ha-

CTynHy hopmyiy: .
E:Eé=1 quc=1 ( r,fclf Q)
Hzcm.e: = I (3)

ne | — KITbKICTh 3arpo3 B JaH1i 30Hi;

g — KUTbKICTh IMOBIPHUX KaTETOPii MOPYUTHUKIB JIJIs1 KOXKHOI 3 3arpo3 1aHO1 30HU;

Pik — #imMOBipHICTb peanizallii aTaky B JaHIi 30HI 1O JaHIM 3arpo3i JUIs AaHOi KaTeropii
MOPYIITHUKIB.

3rigHo Gopmynu (3), HaMOUIBITY HEOE3MEeKy MaloTh aTaku B 30H1 5 Ta B 30Hi 4.
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ApxitekTypa noOy10BH peaKTUBHUX CHCTEM 3axucTy iHpopMmartii. [Ipu mobynosi cuctemu
3axXUCTy He Tpeba MOKIaJaTHCS JTUIIE Ha OHY JIHII0 3aXHCTY, sIKOI0 O HAAIIHOIO BOHA HE OyJa.
3a 3acobamu (i3UYHOrO 3axXUCTy (30HM 1-2) MOBUHHI WTH MPOTPaMHO-TEXHIYHI 3aco0H, 3a
1IeHTH(IKall€l0 Ta aBTEHTU(IKAIEI0 — KEpyBaHHS JOCTYNoM (30HU 3-5), 1 SIK OCTaHHIN
MeXaHi3M, — MPOTOKOJIIOBAHHS Ta ayauT (30Ha 5) [3].

Po3rnsiHeMO 3ampomnoOHOBaHY aBTOpPAMH apXITEKTYpy pEaKTUBHUX CHCTEM 3aXHUCTY
indopmanii (nus. puc. 1). Ii KIIOYOBOIO YACTHHOIO € 30HHO-NEPUMETPATIbHA MOJEh OE3MeKH,
3TiAHO SIKOT KUIBKICTh NMEPUMETPIB O€3MEeKH 3aJIeKUTh BiJl KUIIBKOCTI 30H OpraHizaitii.

| | |
Sko KOpI/ICt[‘yBa.,tI | | |
CUCTCMU 360 30BHIIITHIN Opranizaniiizo- > Iepumerpu Ge3meku | | PeakTuBHi 3ac00H Ta
3JIOBMUCHUK HAMAaraerbCs TexHi4Hi Ta nporpamui ¥ > 3acobu aynuty
3ac00M KOHTPOJIIO g —
NEPETHYTH TIEpUMETp 0e3- nepuMeTpiB || L
MIEKW, HE Mal4d Ha IIe
ITIOBHOBAXXCHb, CIIPAllbOBY- Puc. 1 — ApxiTekTypa peakTUBHUX CUCTEM 3aXUCTY
IOThb IHTENIEKTYaJIbHI inpopmartii

PEaKTHBHI 3aCO0H 3aXUCTY,

10 BUJAIOTh PEAKIIII0 Ha 1[0 HECAHKIIIOHOBAaHY CMPOO0Yy — OJOKYBaHHS JIOCTYIY, BIACTEKEHHS
3IOBMUCHUKA, TOBIJIOMJICHHSI CIIy*Ou O€3NeKd, BBIMKHEHHS JOJATKOBUX 3aCO0IB 3aXHUCTY,
3IaTHUX OUTBII aJIeKBATHO pearyBaTH Ha 3JI0BMHCHI il IIbOTO TUITY Ta iH.

IloOynoBa Oe3mpoBigHol aganTuBHOI Mepeski Oe3mexkm Ta 0a3i TexHosorii NFC.
ApPXITEKTYpY PEaKTUBHUX CHUCTEM 3axHUCTy 1H(hOpMAIlii MPOMOHY€EThCS pealli3oByBaTH Ha 0asi
MeToIy Oe3MPOBIAHOI aJaTUBHOT MEpeski O3MEeKN Ha OCHOBI TEXHOJIOT1T KOMYHIKaIlii OJUKHb-
oro nons — Near Field Communication (NFC) [12]. Ii 3acTocyBanHs 3a6e3me4nTth mpocTe pos3-
TOPTaHHSI CUCTEMU O€3MEKH OYIb-SIKO1 CKJIATHOCTI B MMPAKTHUYHO OYyIb-SIKUX YMOBaX.

Texnonoriss NFC nependauae Tpu OCHOBHUX POJIi:

1) 6e3KOHTaKTHI BIpTyalbHi IIATIXKHI KapTKH;

2) 3uutyBad RFID miTok;

3) P2P oOmin ganumu mix nsoma NFC npuctposiMu.

OTox, 3aci0 3aXUCTy BCTAHOBIIOETHCS Y HEOOXITHOMY MICIll CHCTEMH, BUKOPHUCTOBYIOUU
NFC BiH 3B’s13y€Tbcs 3 CyCiIHIMU 3ac00aMy 3aXUCTY, MOBILAOMIISIE PO CBOKO MPUCYTHICTH,
peecTpyroun cebe y CHUCTeMI 3aXMCTy. 3aci0d 3aXHCTy TaKOXX IMOBIIOMJISI€E TIPO CBiMl THM Ta
MOYMHAE OOMIHIOBATHUCh HEOOXITHOIO 1H(OPMAIIIEI0 3 CyCITHIMU 3aco0amMu. Y BUMAIKY TOPY-
IIeHHS Oe3MeKu 3aci0 3aXMCTy MOBIIOMIIE TIPO 1€, BukopuctoBytoun NFC, mo 103Bossie BBa-
KaTW 1[I0 CHUCTEMY TaKOlO, IO BIAMOBIAA€ MapaJurMi apxiTEKTYpH, OPIEHTOBAHOI Ha MOii
(Event-driven architecture — EDA) [13].

Buxopucranns meTtony Oe3mpoBiIHOI aAanTUBHOI MEpeXi Oe3MeKd IO03BOJUTH IMPOCTO
3MIHIOBaTH KOHQITYpallit0o CUCTEMHU 3aXHUCTy Ta PO3MIIIEHHS ii eleMEHTIB, CIPOCTHTh MacIiTa-
OyBaHHS CUCTEMH. 3arajoM y peakTHUBHIN CUCTEMI 3aXUCTy 1H(}OpMaIlli MPOMOHYETHCS 3aCTOCO-
BYBAaTH MPUCTPOI TPHOX THIIIB:

Ilpucmpoi  ocnosnoi  namku. OOMIHIOIOTBCA iHQOpMaIiero Tpo cebde Ta CBOE
(YyHKITIOHYBaHHS 3 CYCIIHIMH TIPUCTPOSIMH, PETYJIIPHO MOBITOMIISIFOUH TIPO cede.

Poymepu. BiactexyoTh KOH}Irypalito OJMKHHOTO OTOYEHHs Ta ii 3MIHHU, 3/aTHI OpaTu
Ha ce0e poJib OCHOBHOIO cepBepy Oe3MeKr Y BUMAAKY HOT0 BUXOIY 3 Jady.

Pempancnsmopu. OO6namHaHi OUTBII TMOTY)KHAMHU TpUMadaMu Ta IepefaBadamMul JJIs
00’ € THAaHHS TEPUTOPIATHHO BiAJAJICHUX CETMEHTIB CUCTEMH 3aXUCTY.

Ha ocnosi P2P poni texnosnorii NFC abo iHmmx MeToaiB 6e3nednoi nepenadi iHpopmarii
3 OOMEXEHHM JIOCTYIIOM TPOTOHYETHCS CTBOPUTH KaHal Tepefadl  CEKpeTHHX
aBTCHTHU(IKAIIWHUX  JaHUX I8 POOOTHM  aJIrOpUTMIB  3axucTy  1H(opMmamii  Bif
HECaHKI[IOHOBAHOI'O JIOCTYIILY.

107 ISSN 2079.5459. Bicnux HTY “XIII». 2014. Ne 7 (1050)



[Ipu upbomy, sik 3acib nmepcoHaiizanii 00paHo BITUM3HAHI (PO3pO0IIeH] Ta BIPOBAIKYIOTHCS
aBTOPCHKMM HAyKOBHM KOJIEKTHBOM) IPHUCTPOi, a camMe yKpaiHChKHH KIIH0Y-aBTEHTH(IKaTOp

VAK [14].

Iaterpamis YAK ta NFC. YAK —11e kimtou-aBreHTrdikatop (puc. 2) — 3acid ais Habopy Ta
BBEJICHHsI KOI0BO1 iH(popMaIlii, mo 3ade3nedye ineHTudikamiro/aBTeHTH}IKAIII0 KOPUCTYBadiB.
OCHOBHOIO OCOOJIMBICTIO KOHCTPYKIIIT KJTt0Ua-aBTeHTH(IKATOpa € MOKIIUBICTh HAOOPY Ha HBO-
My KOJly 3a JOTIOMOT010 0O€pTaHHS HAaBKOJIO OCl Ta (ikcallli B IEBHUX MOJIOKEHHSAX CEKPETHUX
€JIEMEHTIB, 3 SIKUX BiH cKiagaeThes. Kitou ckinamaeTses 3 00’ €MHUX CEKPETHUX E€IIEMEHTIB, SIK1
MOXYTh MaTh OyIb-sKy (QOpMy Ta MICTSITh KOJOBI OTBOpH, IIO TEPEKPUBAIOTH TBUHTH,

(hikcaTopu Ta KOJI0B1 CUMBOJIH.
OcHoBH1 xapaktepuctuku Y AK
neTabHO posnucani [14]. Po3risae-
MO, SIK MOXKHA TI1JIBUIIIUTH PIBEHb 3a-
XUCTYy  TEPUMETPajbHOI  CHUCTEMHU
KOHTPOJIIO JTocTymy Ha ocHOBI YAK 3
BukopuctanHsiM NFC. Aptopamu
MPOIOHYETHCA METOJ] HEMEPEPBHOTO
PEaKTUBHOTO KOHTPOJIIO
KOPHCTYBaYiB, JJIs IKOTO

Puc. 2 — O6epranns cekpeTHux enemeHTiB Y AK

HABKOJIO OCl

ciig BOynoByBatn NFC mpuctpiii Bcepenuny YAK (RC-koHTypu BOYIOBYIOTHCS BCEPEIUHY
cermenTtiB Y AK). BianoBigHo 10 GyHKIIOHYBaHHS aJlrOpUTMYypeaiizallii MeTo1y HermepepBHO-
IO PeakTUBHOTO KOHTPOJ0 KopucTyBauiB, NFC-npuctpoi, BOy/j0BaHI B €JI€MEHTH CUCTEMH 3a-

XHCTy, OyAyTh TOCTIHHO BIJCTEKYBaTH HASABHICTb Ta

MICIIE3HAXOMKEHHS KOXXHOTO 3

KOpHCTYBauiB, BA3HAYAIOYH MPU IbOMY HOTO PiBeHb MOBHOBAXEHB (pHC. 3).

B pesynbrari SKIMO XTOCh CIpoOye, HampUKIAM, Bij-
KPUTH JBEPi J0 MPUMIMICHHS, MPU OMY HE Maro4d Oiis
neepeit BianoBigHoro NFC-mpuctporo, BOHH HE BITUYHUHATH-
csi. | HaBmaku, 11 HEKPUTUYHUX TIEPEBIPOK Oe3neKu PaxTy
HasiBHOcTI NFC-mpuctporo Oyzae H0CTaTHbO, 1 KOPUCTYBa-
YeBi HE JIOBEJIETHCS BBOJUTH MapoJTi a00 BIAKPUBATH 3aMKH
— TOOTO 3ampOTOHOBAaHHWA METOJ TaKOX MpPHU3BEAC [0
cpoIieHHs (QYHKIIIOHYBaHHS CUCTEMHU O€3MeKH ISl KOPHC-
TyBauiB. [Ipu mepexosi x B iHIITY 30HY O€3MeKHd HAsBHOCTI
aBTeHTH(iKaTopa 3 BianoBigHuM NFC-nipuctpoem Oyne He-
JIOCTaTHbO — WOTO MOTJIM MOIYHUTH, TOMY KOPUCTYyBau Oy-
7€ TOJAaTKOBO BBOJUTH JO 34MTyBaya BIpHY KOMOIHAIIIO,
HaOpany Ha YAK. Ilpu peanizarmii mpboro MeToay KOpPHUCTY-
Baul OyayTh BBOAMTH kombOiHaIio YAK muine npuxoasau
Ha po0oTy, a nam iM JocuThk Oyae MaT oro npu coOi, oo
OTPUMYBATH JIOCTYII B paMKax CBOiX NMOBHOBaXeHb. [Ipwu
IIbOMY CHUCTEMa OE3IMEeKH B PEKHUMI peallbHOTO Yacy BiCTe-
KY€ TPHUCYTHICTh, MICIIE3HAXOKEHHS Ta Jii KOXKHOTO KO-
pHUCTyBaya, MepeBipsAoun 3a HEOOXITHOCTI KOro mpasa Jio-
CTYITy B aBTOMaTHYHOMY PEKHUMI.

MoxnmBo Takox He BOymoByBatu NFC-mpuctpiii B
VY AK, a BUKOpUCTOBYBATH 3alipONIOHOBAHUI METO

{ Start

\J
Detect presence of

computing device using
NFC

210 7V

Y
Automatically receive data
from computing device
indicating user preference
for data presentation

220 N\

Y

Modify further user
interaction in accordance
with received data

230 A\

Y

End

Puc. 3 —Anroputm peainizariiii METOLy
HEMEepPEePBHOI0 PEaKTUBHOTO KOHTPO-
JIF0 KOPUCTYBaviB

PO3MiNeHHs] aBTEHTU(IKAIHHNX JaHWX, 30epiratoun 4acTHHY JaHWUX aBTEHTHdIKallli, Hampu-
knan, y NFC cTiibHUKOBOTO TelepOHy — TaK 3BaHE «PO3JUICHHS CEKPETY».
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B sikocTi mpukiagy Takoi anmapaTHO-IPOrpaMHOi MepcoHai3alii IPONOHY€EThCS HACTyIHA CXe-
Ma (TuB. puc. 4), aBTeHTH]IKAIIT Ha 6a31 MOOUITBHOTO TeneoHy.
[lepeBara 111€i cxemMu B TOMYy, 110 HE TI0- BrIok KepyBaHHA T4 KOAYBaHHS
. . Bnok 3untyBaHHsa UAK
TpiOHO PO3pPOOIATH HOBY BEPCIIO 3YUTyBaya

YAK, HeoOxigHo Oyje JuIle 3aMiHUTH TPO- *‘E LI? .
T\é =

rpamHi HanamtyBaHHa NFC-mporokony mis .
nepeaydl CEKpeTHOro KOAy 1 BUKOPUCTOBYBa-
i 3Bu4aiiHi NFC-3unrtyBaui. 3acTocyBaHHS
IMOAIOHUX CXEM MOXKIIMBE ¥ JUISl 1HIINX aBTEH- Briok nepenavi aanx
TUdIKaTOPIB, HaIpUKIIA/, USB-
aBTeHTHIKAITI].

Buxopucranns BOynoannx B YAK RC-
KOHTYPIB HaJla€ HACTYIIHI ITepEBaru:

301IbIIIEHHS] KOMOIHAaTOpUKHU 3 0a30BOTO
3Ha4YeHHA 2256;

3a0e3nedyeHHs OaraToakTOpHOI aBTEH-
TUdIKaii;

BoaHouac 1ie noegHaHHs Mae psj HENo-
JIKIB:

3Ha4He 3pocTaHHs BapTocTi YAK;

3pocTaHHs BapTocTi 3unTyBaya Y AK;

MO>KJIMBICTh OOMEXEHOT0 BUKOpHUCTaHHs BKpazeHoro Y AK Bcepenuni Tiei xx 30HH Oe3me-
KM IS TPOXO/KEHHS! HEKPUTUYHUX TEPEBIPOK aBTEHTH]IKAIIIT;

ckianHicTh 3aMiad Y AK mpu #ioro BTpati abo poTaiiii;

NOsIBa €JIEKTPOMArHiTHOIO KaHATy BUTOKY JAaHUX.

Taxum unHOM, 3actocyBanHsl Y AK 3 BOynoBanuMm NFC-npuctpoem B 3araibHOMY BHUIIAJI-
Ky HE PEKOMEHJIYEThCS, BOHO JOMYCTUME JIUIIE AJI1 CUCTEM, 110 BUMAaraloTh MaKCUMaJIbHO BH-
COKOTO PIBHSI HAJIIMHOCTI 3aB/ISIKH 3a0€3MEUEHHIO T0AaTKOBOTO PIBHS 3aXUCTY.

BucHoBku. B naniit po6oti Oyna moOyaoBaHa MoJenb 3arpo3 Ta BUKOHAHO EKCIEPTHY
ouinky BTpat Mmetogamu STRIDE ta DREAD. Bynu Bunineni HaitbibIn HeOE3MMeUHi 3arpo3u Ta
KaTeropii MOPYIIHUKIB, O SKUX BIAHOCITBHCS B MEpIITy Yepry HEHAaBMHCHI Ta 3JIOBMHMCHI Aii
CHIBPOOITHUKIB Ta aJIMIHICTPATOPIB OE3IMEKH.

Po3pobiieH0  KOHIENIi0  MepuMeTpalibHOi  Oe3nmeKd,  3amporloHOBaHA  30HHO-
nepuMeTpaibHa MoJIeNb O€3IeKH, 1o nepeadadaec po30OUTTS 00’ €KTy 3aXHCTY Ha 30H1 3 PI3HUM
PIBHEM JIOCTYIy IO HUX Ta KOHLIEHTPALIl0 HAa KOHTPOJI JOCTYIy Ha KOpJOHAaxX LUX 30H. byio
PO3pOOIEHO apXiTeKTypy nepumerpaibHux peakTuBHUX C3I, Ky MpOMOHY€THCS BHUKOHYBATH
Ha OCHOBI PO3pOO0JICHOT0 METOay OE3ApOTOBOI aTanTHUBHOI MEepexki Oe3rneku, o 0a3yeThCs Ha
texHojorii NFC, 110 703BOJIUTH JIETKe Ta THyYKE PO3TOPTAaHHS, MacIITa0yBaHHS T4 OHOBJICHHS
CHCTEMH 3aXHCTY.

J7is HaaiitHOTO KOHTPOJIIO KOPUCTYBAUiB MPOMOHYETHCS 3aCTOCYBATH PO3POOIECHUI METO
HETIEPEePBHOI0 PEAKTUBHOTO KOHTPOJIFO KOPUCTYBAYiB, 3T1JTHO SIKOTO MICIIE3HAXOHKEHHS Ta Ail
KOpHUCTYyBauiB OyJlyTh MOCTIHHO BiacTexxyBaTuch C3I B aBTOMaTtnuHOMYy pexkumi. B sikocti 3a-
co0y aBTeHTH(]iKaI] MpornoHyeThes 3acTtocoByBaTH Y AK 3 BOynoBanum NFC-npuctpoem, 1o
JI03BOJIUTH pealli3yBaTu 1€l MeToa Ta 3abe3neunTh O0aratodakTopHy aBTeHTH(IKaMi0. Takox
MOYKHa 3aCTOCYBAaTH 3alpPOIMOHOBAHWNA METOJl PO3/IJIECHHS aBTEHTHU(DIKAIMHUX MaHUX, 3T1IHO
SKOTO YacTHHA JaHWX aBTeHTHdIkarii Oyae 30epiraTuch Ha IHIIOMY MPUCTPOi, HATPUKIIA,
MoOiTpHOMY Tenedoni 3 NFC-ipuctpoem.

2
3 ¢
4

NepenaBay-npnnmay
NFC

Puc. 4 — Ilpuxnan cxemu aBTeHTUDIKAITIT 3
BUKOPHUCTAHHSM CTUIBHHUKOBOTO Tele(hOoHY
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Meroan Ta anroputMmu 3actocyBaHHf YAK npu mnoOyaoBi peakTHBHHX CHCTEM 3aXHCTy
ingopmanii/ IoxinoBebkuii B. B., OrypuoB M. 1.// Bicauk HTY «XI1l». Cepis: HoBi pimeHHs B cydac-
Hux TexHomorisix. — X: HTY «XIII», — 2014. - Ne 7 (1050). — C.103-110 . — bi6miorp.:14 na3s. ISSN 2079-
5459

B pabote mpoBenen ananms yrpo3 merogamu dkcrepTHbX onleHok STRIDE u DREAD, paspaborana
30HHO-TIEpUMETpaIbHAsl MOJeNb 0e30MacHOCTH, METOJ OecIpoBOJHON aJaNTHBHON ceTH O0e30MacHOCTH,
NIPEJUIO’KEH METOJ pa3/ieleHusl ayTeHTU()UKAMOHHBIX JaHHBIX U pa3pabdoTaH METO] HENPEephIBHOTO peak-
THUBHOTO KOHTPOJIS mojb3oBateneii Ha ocHoBe Y AK co BctpoenHsiM NFC-ycTpoiicTBOM, Oa3upyromumcs Ha
TEXHOJIOTHM KOMMYHUKAIUM OJIFDKHETO TOJISA, MPUMEHUMBIE sl HaJIe)KHOM MHOTO(AKTOPHOW ayTeHTH(H-
KallluY NOJIb30BaTeleH.

KuroueBble c1oBa: aHanu3 yrpo3, MoJiesib 0€30MacHOCTH, METO/Ibl O€30MacCHOCTH, 3alluTa HHpopmMa-
UM, PEaKTUBHAsI CUCTEMA, 30HHO-TIEPUMETPaIbHAast MOJIeNb, MHOTO(aKTOpHAs ayTeHTH()UKALIUS.

Methods for use UAKey in the construction of the reactive systems for information Security/
Polinovskyi V. V., Ogurtsov M. L. //Bulletin of NTU “KhPI”. Series: New desicions of modern technolo-
gies. — Kharkov: NTU “KhPI”, 2014.-Ne 7 (1050).- P.103-110. Bibliogr.: 14. ISSN 2079-5459

Paper analyzes possible threats on the basis of expert assessments methods — STRIDE and DREAD.
Created concept of perimeter security based on proposed zone-perimeter security model. Developed a
method for efficient wireless adaptive network security, a method for the separation of authentication data
and a method of continuous control of reactive users based on UAK with integrated NFC-device based on
the technology of near field communication, applicable for robust multi-factor authentication of users.

Keywords: analyzes possible threats, security model, method of security, informationsecurity, reac-
tive systems, zone-perimeter security model, multi-factor authentication.
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