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Y cydacHy 1mm(pOBY €moXy BiICOKOHTEHT CTaB ONHUM i3 HaWOLIbII
MIOMIMPEHNX crmocobiB mepemadi iHpopmamii. OmHAK 3 PO3BHUTKOM TEXHOJOTiH
CTPIMKO 3pOCTa€ i KUTBKICTh BHIAIKIB HE3aKOHHOTO PO3ITOBCIOKEHHS BillEO - Bif
MOpPYIICHHS AaBTOPCHKUX NpaB 10 MyOmikamii 3a0opoHeHMX a0 IIKiJIHBHX
marepiaiis [1]. Ile cTBoproe moTpeOy y BIPOBaIKEHHI aBTOMAaTH30BaHUX METO[IIB
BUSIBJICHHSI HE3aKOHHOT'O KOHTEHTY, SIKI NPAaILIOIOTh B PEXHUMI PEalbHOTO 4acy,
3/1aTHI aHaJIi3yBaTH BEJIMKI OOCSTH JaHUX 1 IHTErpyBaTUCS B CHCTEMU MOAEpalii Ta
Oe3neku.

[Tin He3aKOHHMM BIJICOKOHTEHTOM pO3yMi€Thcsl OyIb-SKUM Bineomarepial,
pO3MOBCIOKEHHST 200 30epiraHHs SKOro 3a0OpOHEHE 3aKOHOM 4YH MOpPYIIYE
IHTETIeKTyalbHi, eTH9HI 200 0€3MeKOBI HOPMH.

Metoro g0moBigi € aHai3 CyyacHHMX METOJIB aBTOMAaTHYHOTO BHUSBIICHHS
HE3aKOHHOTO BiJICOKOHTEHTY.

Meron nepuentuBHoro remrysanus (Perceptual Hashing) mosBounsie crBoputu
VHIKaIbHUHE “BiIOWTOK” BiZie0 Ha OCHOBI HOTO Bi3yallbHHX XapakKTepHCTUK. BiH
e(eKTHUBHUI HABITh IICIIsI CTUCHEHHS a00 YaCTKOBUX 3MiH Bineo. HaifOinbIn BigoMi
anroputmu  pHash, aHash, dHash. IlepeBarm nanoro merony: CTilKicTh 0
penaryBaHHs BiZie0; BHCOKa HMIBUAKICTH OOPOOKH; MPOCTOTA IHTErpalii B iCHyroui
cHCTeEMH. B gKOCTI HEMOMIKIB MOXHA BUIIJIUTH T€E, 10 HE 3aBXKIU METOJ TOYHUM
IIpU BeJIMKUX Moaudikauisx (HaIpHKIaa, MOBOPOT, IHBEPCiS KOJIbOPIB), NOTpedye
Benukoi 0a3M remiB  JUIi  BHCOKOT e(EeKTHMBHOCTI Ta MOXE JaBaTu
XHOHOITO3UTHBHI/XHOHOHETATHUBHI Pe3yIbTaTH O€3 ONMTHUMi3aIlii.

[Hmmit Meron ocHOBaHWH Ha aHami3i nuQposux BoasHUX 3HakiB (LIB3). CyTh
oro B TOMy, MIO IPABOBIACHUKHA BOYAOBYIOTH Yy Bie0 HEMOMITHI IH(pOBI
no3HaueHHs [2]. CucteMn aBTOMAaTHYHO BHUSIBIISIOTH TaKi 3HAKH, 1MeHTU(IKy0YN
JDKepeNo HeJleranbHOro KomitoBaHHA. IlepeBarm Bukopucranss LIB3: Bucoka
CTIMKICTh O THIIOBHX aTak: MacIITaOyBaHHS, OOTHHAHHS, CTHCHCHHS, IiJTPUMKA
TpacyBaHHsS BHUTOKIB (BIICTEXEHHs MO JDKEPeNy); MOXIMBICTh HOPHIMYHOTO
MiITBEPKEHHS ITPaB Ha KOHTEHT. MeTo ] MOKe 3aCTOCOBYBATHCH B TToeqHaHHi 3 1111
JUIs MAacOBOT aBTOMAaTHUYHOI MIEPEBIPKU Ta Ja€ 3MOTY aBTOMATHYHO OJIOKyBaTH abo
CIIOBIIIATH TIPO HE3aKOHHWW KOHTEHT. Hemomikamu € Te, mo HE BCi MeTOAU
BOJITHOTO 3HaKa € JOCTaTHhO CTIMKMMH, BUMara€ BIIPOBAJDKEHHS Ha eTarll
CTBOpEHHsI a00 PO3MOBCIO/KEHHST KOHTEHTY, HE 3aBXKIU MOXIHBO BHSBUTH
BOJITHUH 3HAK, SIKIIO BiZIO 3a3HAJIO TIIMOOKOTO MEpeKOayBaHHs, a TAKOX MOTpedye
CHeLiaJIbHOTO ITPOrPaMHOTro 3a0e3NeueHHs Ul BOY/I0BYBaHHS/34UTYBaHHSI.

Meron manmuaHoro Hasyanust (ML) i rimboxoro HaByanHs (DL) € motyxHuMEI
IHCTpyMEHTaMH JUIsi aBTOMAaTHYHOTO BHSBJIEHHS HE3aKOHHOT'O BiJJICOKOHTEHTY,
0cOONMBO B yMOBax BEIHMKOrO O0CATY JaHMX, SIKI IMOJEHHO 3 SIBIISIIOTBCS B
IaTepueti. I'muboke HaBYaHHS BUKOPHCTOBYE HEWPOHHI MEpexki, SKi MOXYTh
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ABTOMATHYHO BHIISTH O3HAaKW 3 BifieojaHux 0Oe3 py4Hoi oOpoOkm. Ili migxomu
J03BOJIAIOTE OyAyBaTH aJalTHBHI CHCTEMHM, 30aTHI HABUYATHUCS 3 JAHUX, BUSBIATH
CKJIamHI IIa0IOHW, PO3II3HABAaTH BiZ€O 3 TMOPYIICHHAM aBTOPCHKUX IpaB abo
HeNPUUHATHUM BMicToM. Ha mammii wac HeEWpOHHI MepeXi HaBYAIOTHCS
KJIacu(ikyBaTH KOHTEHT 3a JIOIIOMOTOI0 aHalizy 300paKeHHS, 3BYKY, TEKCTY
(cyoTutpu) Tomo. 3actocoBytoTh Mepexi CNN st anamizy kanapis, RNN a6o
Transformer st aHamizy 3Byky/moBnenus, Multimodal networks nmst anamizy
olpa3y Kinbkox THIiB naHuX. IlepeBarm meromis ML/DL: Bucoka TOYHICTH B
yMOBax BEJMKOI KUIBKOCTI BiJeo, CTiHKicTh a0 oOdyckamiii, 3MmiH Qopmary,
penaryBaHHs, MOXIIMBICTh HABYATH MOJIEJII ITi/1 HOBI 3arpO3H, MITPUMKA PEaJbHOT0
gacy Ta MacmTa0yBaHH:. B SKOCTI HEIOIIKM MOKHA BKAa3aTH HEOOXiIHICTh BEITHKHIX
00cATiB HAaBYANBHHUX [IaHUX, BHCOKI OOYHCIIOBAaNIbHI BHUTPATH, UYTIHMBICTH M0
NepeHaBYaHHA a00 HENOCTATHROTO HABYAHHSA Ta YCKJIAJIHCHICTH MOSCHEHHS
pesyabrariB DL-moneneit (black-box).

MeTon ceMaHTHYHOTO aHaJi3y 3MICTy OCHOBaHHH Ha BuKopucTtaHHi NLP Ta
KOMII'FOTEPHOTO 30py JJIs BUSBICHHS 3a00pOHEHHX (pa3, CHMBOIIKH, 00’ €KTiB
(30posi, HACKUIILCTBO) B Kapi.

Takox MOXYTh BHKOPHUCTOBYBaTHUCh CHUCTEMH DO3Ii3HAaBaHHS OOJNUYYS Ha
OCHOBI aBTOMAaTHYHOTO BHSBJICHHS KOHKPETHHMX 0cCi0, sKi QirypyoTs y
3a00pOHEHHX Marepianax abo NopyIIyoTh KOH(IISHIIHHICTS.

Ha paHuit 4ac OCHOBHMMHM mpo0OjeMamMH B 3aCTOCyBaHHI MeETOJIB
ABTOMAaTHYHOTO BHSBJICHHS HE3aKOHHOTO BiICOKOHTEHTY €:

— o0dyckarist KOHTEHTY, TOOTO 3MiHEHHs (opMmary, QLIBTPIB, PO3MIpY AL
00X0/ly aBTOMaTHYHOT'O BUSIBJICHHS,

— TMOXMOKM KiIacudikarii, sKki MPU3BOIATE 10 XHOHOTO CIIPallbOBYBaHHS a0o
MIPOMYCKY MIKiAITUBOTO BifI€O;

— MOpaJbHO-TIPABOBA JHJIEMa, TOOTO HEOOXiMHICTh 3HAXOMKCHHS OalaHcy
MDK KOHTpOJIEM 1 CBOOOIOIO0 CIIOBa;

— o0uucIoBaNIbHA CKIIAJHICTh METOJIB, 110 MOTpeOy€e MOTYKHUX PECypcCiB
JUTs 0OpOOKH BEIMKHX BiICOMOTOKIB.

[TporoHyeThCs BUKOPUCTOBYBATH TiOpIIHUIT METOJ, 3aCHOBAHUI Ha aHami3i
uudpoBux BOASHUX 3HaKiB () 3 BUKOpUCTaHHAM MeToiB MarmHHOro (ML) i
rmbokoro HaByaHHs (DL).

MeTo1 aBTOMAaTHYHOTO BUSIBJIICHHSI HE3aKOHHOT'O BiZICOKOHTEHTY € KPUTHYHO
Ba)XJIMBUMH JUIsl 3aXUCTY IH(PPOBOTro npocTopy. [loeHaHHS ITYYHOTO iHTEJIEKTY,
MAalIMHHOTO HaBYaHHS Ta uudpoBoro MapkysanHs (LIB3) mo3Bosse cTBOpUTH
HaiHI MeXaHi3MH OOPOTHOU 3 HEJIeTaTbHUM BiJleO.
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