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This article examines machine learning based decision support in defense
systems through an integrated analytical framework that combines effectiveness
measurement, threat resilience, and auditable governance. The study is motivated by
the growing use of machine learning in cybersecurity, military logistics, and
autonomous decision-making, where operational value depends not only on
predictive accuracy but also on timeliness, stability under adversarial pressure,
resource efficiency, and accountability. In defense settings, a technically accurate
model cannot be considered operationally sufficient if it is vulnerable to false alarms,
delayed reactions, manipulation of input data, or opaque decision logic. The aim of
the study is therefore to develop a unified methodological structure in which
machine learning solutions can be evaluated as operational decision mechanisms
rather than as isolated technical models.

The methodology treats the defense system as a multi-component decision
environment functioning under antagonistic conditions. A generalized objective
function is introduced in which achieved operational benefit is balanced against risk
and resource-economic cost. Within this structure, a unified set of EFG indicators is
defined for the three main application domains. In cybersecurity, the key indicators
include detection probability, false alarm rate, and response delay. In logistics, the
framework evaluates on-time delivery probability, route resilience, and inventory
balance. In autonomous decision mechanisms, the emphasis is placed on
explainability, thresholds for human oversight, and constraints related to civilian
risk. These indicators are normalized and linked to scenario-based evaluation,
allowing structured comparison across nominal and adversarial regimes.

A central feature of the proposed framework is that machine learning
performance is tested not only under ordinary operating conditions but also under
deliberate adversarial influences such as data poisoning, adversarial examples, and
sensor deception. For each scenario, the degradation trajectory of effectiveness
indicators is assessed separately. The article shows that aggregate measures may
conceal critical weaknesses in subordinate threat classes and that operational
assessment should therefore be performed by sub-scenarios rather than by average
values alone. The discussion further demonstrates that false alarms in cybersecurity
create a dual burden by simultaneously increasing operational risk and resource
consumption, while resilience gains in logistics often produce nonlinear cost
escalation rather than proportional benefit.

The study also argues that auditability must be embedded directly into the
decision cycle. Decision traces, input data, applied rules, and critical threshold
crossings should be recorded systematically, and transfer to human oversight must
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function as an internal control mechanism rather than as an external procedural
formality. The overall conclusion is that machine learning can become a justified
and effective instrument in defense systems only when three conditions are satisfied
simultaneously: effectiveness is standardized through measurable EFG indicators,
resilience is tested across adversarial scenarios, and governance is supported by
audit, explainability, and human oversight. Under these conditions, machine
learning based solutions acquire operational credibility and become suitable for real
defense applications.
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