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®IIIMHTOBA ATAKA TUITY «3JIUW BJIU3HIOK»
(EVIL TWIN PHISHING)

IBamenko 1.B., B'toxiu J1.0.
XapKiBCHKUH HAIIOHAIFHUH YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

®immHr — e kibeparaka, 0 BUKOPUCTOBYE IIaXpalChKi MOBIJOMIICHHS a00
CaliTH Ul OTpPUMaHHA KOH(DIJCHIIHHMX AaHMX YU MOUIMPEHHs wiKimmBoro I13
[1].

Evil Twin Phishing — ue ¢ansmmBa Touka mocrymy Wi-Fi, mo imirye
3aKOHHY, a0 3JIOBMHUCHHK MIT' IIepEXOIUIIOBATH IHTEPHET-3 €/IHAHHS KOPUCTYBadiB
[2]. Leit xiGepmipak MOXKHa BHKOPHCTOBYBATH B CTHYHHX i HECTHYHHX IILJIAX.
Heetnuni xakepm BuxopucToByloTh Evil Twins g mepexorureHHS
KOH(IIEHIIMHNX IaHWX y KOPHCTYBadiB, 30KpeMa JIOTiHIB Ta JaHUX KapTOK.
HaromicTh eTH4HI XakepH 3aCTOCOBYIOTH €W METOX ISl TECTYBaHHS MEPEkKEBOI
6e3nexy, o0 BUABIATH Ta yCyBaTH BPa3IMBOCTI A0 pealbHUX arak [3].

Evil twin Wi-Fi 3'eqnansst BayXxko po3imi3HaTé 6e3 cremialbHIX 1HCTPYMEHTIB.
Metoro pomoBiai € anamiz MertoamiB 3axucty Bin arak Evil Twin Phishing.
[IpoBenenuit aHami3 JO3BOJUB BU3HAYMTH OCHOBHI METOIM 3aXHCTy BiJ JaHUX
aTax.

1. Bukopucranuss VPN. Ile 3axucTuTh 1aHi, HaBiTh SKIIO KOPHUCTyBau
BHUIIAIKOBO MiAKIIOYUTHCS 10 (PabIIUBOT MEPEKI.

2. BigsigyBauus gmme HTTPS-caiitiB. Ile 3a0esmeuye mmdpyBaHHA
3'eqHanHs. Takoxk MoxHA BcTaHOBHUTH po3mmpeHHs HTTPS Everywhere.

3. BUMKHEHHS aBTOMaTHYHOTO ITiAKJIFOUSHHS, TaK IPUCTPii HE Mi'eHAETHCS
IO TAPOOIICHUX MEPEK.

4. YaukHEeHHs 3aranbHopocTynHoro Wi-Fi.

5. OOMexeHHsT OHJIAIH-TISUTEHOCTI, MOTPIOHO HE BXOAWUTH B OOJIKOBI 3amiCH
Ta He BiJKPUBATH KOH(IIEHIIHHI CaliTH Yepe3 CYMHIBHI 3’ €IHAHHSI.

Artaku "37ui GIM3HIOK" CTaHOBIATH 3HAYHY KiGep3arpo3sy. 11106 3axucturucs
BiJI HHUX, B@KJIMBO OOEPEKHO KOPHUCTYBAaTHCS O€3pOTOBUMH MepeXaMH Ta
JOTPUMYBATHCS OCHOBHHX TIpaBuII Kibepririenu [4].

Cnucoxk Jirepatypu

1. Matthew  Kosinski.  What is  phishing?  Bugaseus: IBM.  URL:
https://www.ibm.com/topics/phishing#:~:text=Contributor%3A%20Matthew%20Kosinski-
,What%20is%20phishing%3F,a%20form%200f%20social%20engineering.

2. Yimin Song; Chao Yang; Guofei Gu. Who is peeping at your passwords at
Starbucks? — To catch an evil twin access point. IEEE Xplore. URL:
https://ieeexplore.ieee.org/document/5544302.

3. Andrew De Vito. Evil Twin WiFi Attack: A Step-By-Step Guide. StationX. URL:
https://www.stationx.net/evil-twin-wifi-attack/.

4. Josue Ledesma. Evil Twin Attack: What it is, How to Detect & Prevent it. VVaronis.
URL.: https://www.varonis.com/blog/evil-twin-attack

140


https://www.ibm.com/topics/phishing#:~:text=Contributor%3A%20Matthew%20Kosinski-,What%20is%20phishing%3F,a%20form%20of%20social%20engineering
https://www.ibm.com/topics/phishing#:~:text=Contributor%3A%20Matthew%20Kosinski-,What%20is%20phishing%3F,a%20form%20of%20social%20engineering
https://ieeexplore.ieee.org/document/5544302
https://www.stationx.net/evil-twin-wifi-attack/
https://www.varonis.com/blog/evil-twin-attack

