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lllapoe B.O. Mopeni, Metoau Ta iH(oOpMaIiiiHa TEXHOJIOTIS II1JBUIICHHS
HAAIIMHOCTI 1 3aXUIIEHOCTI Iepeadi 1aHux y Mepexxax — Kpamidikariiiina HaykoBa mparist
Ha IIpaBaxX PyKOMUCY.

Huceprairist Ha 3100yTTs CTymeHs nOoKTopa (isocodii 3a cnerianbHicTIO 122 —
Komrm’roteprni Hayku. — HamioHanbHUN TEXHIYHUN YHIBEPCUTET «XapKiBCHKHIA
MOJIITEXHIYHUHN THCTUTYT», XapkiB, 2026.

JucepraliiifHy poOOTy MPUCBSYEHO BUPIMICHHIO aKTyaJlbHOI HAYKOBO-TEXHIYHOT
3a/1ayl MiABUIICHHS HAJAIMHOCTI Ta 3aXUIIEHOCTI NIepeIaBaHHs TaHUX Y KOMIT FOTEPHUX
Mepekax B yMmMoBax Jii 3aBaj 1 KiOep3arpo3 MHUISXOM pPO3POOJIEHHS 1HTErPOBAHUX
Mojenel, MeToaiB Ta 1HGOpPMaliHOI TEXHOJOrli, M0 TMO€JHYIOTh MEXaHI3MHU
3aBaIOCTIMKOTO KOJYBaHHSI Ta 3aXUILEHOTO TYHEJIOBaHHS.

06 ’exm OocnioxicenHs — NpolieC NepeJaBaHHs JaHUX y KOMIT IOTEPHUX MEpexax
3a HasIBHOCTI 3aBajl 1 Kibep3arpos.

Ilpeomem Oocnioxcenns — wmojeni, MeToau Ta iH(opMaIiiHa TEeXHOJOTIs
3a0€e3MeUeHHs] HAIMHOCTI M 3aXMILEHOCTI MepeJaBaHHs JaHUX Ha OCHOBI IHTErparii
3aBaIOCTIMKOTO KOJTYBaHHS Ta OBEPICHHUX TEXHOJIOT1H.

Memoto pobomu € miaBUIICHHS €(GEKTUBHOCTI, HAAIMHOCTI Ta 3aXHUIIEHOCTI
nepeIaBaHHs JaHUX IUITXOM PO3POOJICHHS Ta BIPOBAKEHHS IHTETPOBAHOTO T IXOTY 10
3a0e3IeyeHHs X HaIIHHOCTI Ta 3aXUILEHOCTI.

Y 6cmyni OOIpYHTOBAHO AaKTyaJbHICTb TE€MH, BH3HAUEHO HAYKOBY MpoOiemMy
HEJOCTaTHbOI €(PEKTHUBHOCTI 130JbOBAHOTO 3aCTOCYBaHHS 3aco0iB 3aXHCTy Ta
3aBaIOCTIMKOCTI, IO HE JO03BOJIIE 3a0e3MEeUnTH HEOOXITHUIM pPIBEHb CTaOUIBHOCTI
nepenavi JaHuX y Cy4acHUX Mepexkax.

VY nepwiomy po30ini NpoaHaTI30BaHO CyYaCHUM CTaH METOJIB 3al0e3lneueHHs
e(DeKTUBHOCTI, HAIMHOCTI Ta 3aXMIICHOCTI TNeEpeAaBaHHs JaHWX, BHU3HAYEHO IX

oOMeXxeHHs Ta cpopMyTLOBAaHO HAYKOBY 3ajady IHTETpallii BiAMOBIIHUX MEXaHI3MiB.
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Y  Opyeomy po30dini OOTPYHTOBAaHO CHCTEMY TIOKa3HUKIB  OIIIHIOBAHHS
e(EKTUBHOCTI, PO3POOICHO KOHIENTYalIbHY MOJIEIb TIOPUTHOTO 3aXHUIIEHOTO KaHaTy
nepeaBaHHs JaHUX Ta METOIM CUHTE3Yy Ta (hOopMyBaHHS HOTO MapaMeTpiB.

Y mpemvomy po30ini po3po0ICHO MOAEHI Ta METOAM IHTETpallii 3aBaJI0CTINKOTO
KOJ[yBaHHS Ta OBEPJICHHUX TEXHOJIOTIH, YAOCKOHAIIEHO METOJ] aJJallTUBHOIO KEPyBaHHS
napaMeTpamMH CUCTEMH Ta 3alpONOHOBAHO 1H(OPMAILIiifHY TEXHOJOT1I0 0araTopiBHEBOTO
3aXUCTY.

Y uemeepmomy  po30ini  TPOBENEHO  IMITalllifHE  MOJICIIOBAHHSI  Ta
€KCIIEpUMEHTAIbHI  JOCHIUKEHHS!  €(EKTHUBHOCTI  3alpOIOHOBAaHUX  pIIIEHb 13
BukopucrtanHam mpoduniB VPN (3okpema [Psec, OpenVPN, WireGuard) Ta kackagHux
komiB. OTpuMaHi pe3yJabTaTH MIATBEPIWIN TMIABUIIECHHS CTIMKOCTI J0 TOMUJIOK,
3MEHILIEHHS BTPAT MaKeTIB 1 MOKPAIIeHHs CTaOUIbHOCTI Mepefadi JaHUX MOPIBHSAHO 3
0a30BUMHU TI1X0JaMHU.

Y suchoskax nucepTamiiiHOi POOOTH Yy3aradbHEHO pE3yJabTaTH MPOBEACHUX
JOCIIIJIKEHb Ta MIJATBEPHKEHO JOCSITHEHHS MOCTaBJIEHOI METH. Y poOOTI po3poOIIeHO
riOpuHy MOJEINb 3aXUIIEHOTO KaHATy MepelaBaHHs JaHWX, METOJU CHHTE3y MPOQiI0
KaHaly Ta aJalTUBHOTO KEpyBaHHS IMapaMeTpaMd CHCTEMH, a TaKOX peaji30BaHO
1H(DOopMaIliiHy TEXHOJIOTI0 IHTETpaIlii 3aBaJ0CTIMKOr0 KoayBaHHs Ta VPN-poToKoIIiB.
JloBeneHo e(hEeKTUBHICT, IHTETPOBAHOIO IMMAXOAY 10 3a0e3ledeHHs HaIIMHOCTI H
3aXMINEHOCTI TEpelaBaHHsS JaHUX B yMOBax 3aBajl, BTpaT MakeTiB 1 Kibep3arpos.
BcranoBneno, mo croigbHe BukopuctanHs MexaHi3miB FEC-komgyBannst ta VPN-
TYHEJIIOBaHHS 3a0e3leuye MiJABUIIECHHS CTIMKOCTI A0 TMOMMUJIOK, 3MEHILIEHHS BTpaT
MakeTiB 1 cTaOuTi3amilo MpoIrecy MepelaBaHHs JaHWUX Yy CKIAQJHUX YMOBax
(GYHKIIIOHYBaHHS MEPEK.

3a pe3ynomamamu 00CAiOHCEHHSI OMPUMAHO MAKE HAYKOBL Pe3YIbmamu.:

— YIIOCKOHAJICHO TIOpHIHY MOJENb 3aXHUIEHOTO KaHaly IepeaBaHHs JaHUX,
noOy/l0BaHy Ha TIO€JHAHHI MEXaHI3MIB 3aBaJOCTIMKOro koayBaHHs Ta VPN-
TYHEJIIOBaHHS 3 ypaxXyBaHHSAM BIUIMBY 3aBajl 1 KiOep3arpo3 pi3HOi MpUpOIH, fKa, Ha

BiJIMiHY BiJl ICHYIOUHX IiJIXOJIIB 10 OKPEMOTO BUKOPHCTAHHS 3a3HAYCHUX MEXaHI3MIB,
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3a0e3mneduye X KOMIUIEKCHY B3a€MOJIIIO Ta JIO3BOJISE MiABUIIUTH CTIHKICTh CHCTEMH [0
MOMMJIOK 1 aTak, a TaKOX 3a0e3MeYUTH CTAOLIBHICTh NEepeJaBaHHs JaHUX y CKIaJHUX
yMOBax (DYHKI[IOHYBaHHS MEPEXK;

— YZIOCKOHAJICHO METO/] a/IallTUBHOTO HAJIAIITYBAaHHS MapaMeTPiB 3aBaIOCTIMKOTO
KOJyBaHHSI Ta OBEpJCHHUX MPOTOKOJIB Ha OCHOBI OIIIHIOBAHHS CTaHy MeEpexi U
MOKa3HUKIB e(DEeKTUBHOCTI MepeAaBaHHs JaHUX, SIKUH, Ha BIAMIHY BiJl ICHyIOUHX METO/IB
13 ¢ikcoBaHMMH a00 YACTKOBO 3MIHHMMH TlapamMeTpaMH, 3a0e3leuye Y3TOHKCHE
KOpUTYBaHHS KOHQIrypamii CcUCTeMH Ta JO03BOJSE MIABUIIMTH €PEKTUBHICTh
BUKOPHUCTaHHS MEPEKEBUX PECYPCIB 1 AKICTh OOCITYrOBYBaHHS TpadiKy;

— OTpUMAJM TMOJANBIIMK PO3BUTOK METOAM (POPMYBaHHA MPOQUII0 KaHATY
nepeaaBaHHs JaHUX 1 M00Yy/10BY 1H(POPMAIIIHOT TEXHOJIOT1T 0araToOpiBHEBOT0 3aXMCTY Ha
OCHOB1 KOMIIJIEKCHOI'O BpaxyBaHHs IMapaMeTpiB KOJYBaHHsS Ta XapakTepuUCTHK VPN-
MPOTOKOMIB, $SIKi, HAa BIAMIHY BIiJ ICHYIOUHMX pIillIeHb, 3a0€3MeUyl0Th I1HTErpOBaHE
HAJAINTYBaHHS TapaMeTpiB CHUCTEMH Ta JIO3BOJISIIOTH pealli3yBaTH aJalTHBHE
KOH(DIrypyBaHHS 3aXMILEHUX KaHAJIB 3B’SI3KY BIJAIMOBIIHO 10 YMOB (DYHKLIOHYBaHHS 1
BUMOT JI0 HaA1IHOCTI Ta 1H(QOpMaIiiHOT OEe3MeKH.

Ilpaxmuune 3uauenHs OTPUMAHHUX pE3YJbTATIB TOJSITaE y O€3MOCePEeTHHOMY
BUKOPHWCTaHHI 3allPOTIOHOBAHUX MOJIENEH, METO/IB Ta 1H(POPMAIIHHOT TEXHOJIOTIT MPU
noOyZI0B1 3aXHIIEHUX KOMIT IOTEPHUX MEPEX 1 KaHAIB TepefaBaHHs JaHUX, 3aBISIKU
YOMY JOCSTA€THCS MiABUIIECHHS €(EeKTHUBHOCTI, HAIIMHOCTI Ta 3aXUIIEHOCTI OOMIHY
iH(dopmarliiero B ymoBax Mii 3aBaja, BTpaT MakeTiB 1 Kibep3arpo3 pi3HOI MPUPOIH.
3anmpornoHOBaH1  PIlICHHS JO3BOJISIIOTH 3a0€3MEUUTH  aJlallTUBHE HaJaAIlTyBaHHS
napamMeTpiB 3aBaJOCTIMKOTO KoayBaHHS Ta VPN-mpoTokosiB, 3MEHIIUTH pPiBEHb
MOMWJIOK TIepEeTaBaHHs JaHUX 1 MIBUIIUTUA CTAOUIBHICTh (PYHKITIOHYBaHHS MEPEKEBHUX
CHCTEM.

Ilpakmuuna yinwicms OTPUMAHMX pE3YJbTATIB JOCHIKEHHS TMOJIrae y
MO>KJIMBOCTI iX BIPOBAXKEHHA Y TAKUX BAXIMBUX Taly3sX YKPaiHCbKOI €KOHOMIKHU:

— Oesrneka Ta 000poHa, Jie IHTerpallisi MEXaH13MiB 3aBaJIOCTIMKOTO KOJIyBaHHS Ta

VPN-TyHeatoBaHHS 103BOJIsIE 3a0€3MEUNTH 3aXUIICHE 1 CTa0labHE MepeaaBaHHs TaHUX
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y CUCTeMax 3B’S3Ky, YIPaBIIiHHSA, MOHITOPUHTY Ta B3a€MO/I1i 0€3MIOTHUX MIaTPOpPM B
YMOBaX aKTUBHOTO BILJIUBY 3aBajl 1 Kibep3arpos;

— 1H(opMaIIiitHO-TeIeKOMYHIKAIliiHI cUCTeMHU Ta HudpoBa iHPpacTpyKTypa, 1e
pO3po0IeH]I MOl i METOAM MOXYTh OyTH BHKOPHUCTAHI JUIsl ITiABUIICHHS HAIHHOCTI
(GYHKIIIOHYBAaHHS KOPIIOPATHBHUX MEPEX, JaTa-IEHTPIB, XMapHUX CEpBICIB Ta
PO3MOICHUX 1HPOPMAIIIITHIX CUCTEM;

— TPOMHCIIOBICT Ta aBTOMAaTHU30BaHI CHUCTEMH YIPABIIHHA, 1€ 3aCTOCYBaHHS
aJIaNTUBHOTO KEPYyBaHHs TapamMeTpaMH TepelaBaHHs JaHUX J03BOJIsiE€ 3a0€3MEYUTH
CTaOUIBHICTL OOMIHY 1H(OpMAaIi€l0 MIK KOMIOHEHTAMU AaBTOMATHU30BaHUX 1
Ki0ep(Di3UYHUX CUCTEM y PEKUMI PEATBbHOTO Yacy;

— TPAHCHOPT 1 JIOTICTHKA, JIe BAKOPUCTAHHS 3alPOTIOHOBAHUX IT1JIX0/11B 3a0€3Mmeuye
MIJBUIICHHS. CTIMKOCTI TEEKOMYHIKAIIMHUX KaHAIIB JO MOMWIOK 1 BTpaT MAaKETIB Y
cUCTeMax HaBirailii, 1ucreTyepu3allii Ta MOHITOPUHTY TPAHCIIOPTHUX MOTOKIB;

— uu(poBizallisi eEKOHOMIKH Ta IHpopMaliliHa Oe3neKa, e 3anpONOHOBAHI PIILIEHHS
JO3BOJISIIOTH  pealiyBaTH THYYKE HaJAIITYBaHHS 3aXWINEHUX KaHAJIB 3B’SI3KY
BIJINTOBIJTHO JIO BUMOT KOPUCTYBauiB, XapaKTEPUCTUK MEPEKi Ta YMOB (PYHKI[IOHYBaHHS
1H(popMaIiiiHuX cucTeM.3a pe3ysbTaTaMH JIOCHIIKEHHS MiJITBEPHKEHO TEOPETUYHY
OOTPYHTOBAHICTh 1 MPAKTUUHY €(hEKTUBHICTb 3aMIPOIIOHOBAHUX PIIIEHb, III0 CBIYUTH IIPO

3aBEPILIECHICTh POOOTH Ta MOMKJIMBICTD iX MOJIAJIBIIIOTO 3aCTOCYBAHHS 1 PO3BUTKY.

Kimrouosi cnoBa: VPN, 3axuieHe nepegaBaHHS JaHUX, KOMIT IOTEPHI MEpExi,
IMITalllifHE MOJEIIOBAHHS, KAacKaJHI KOJIM, aJanTUBHE KepyBaHHs, 1HopmalliiiHa
Oesreka, MOJeNb, 3aBaJIOCTIMKICTh, O€3MeKa JaHuX, KidepOesneka, KaHaliM Iepeaadi

JAHUX, IIITICHICTh TaHUX, MOJICITFOBAHHS IIOMHIIOK, SIKICHA TIe-peava JaHuX



ABSTRACT

Sharov V.O. Models and methods for ensuring the reliability and security of data
transmission in computer networks based on the integration of noise-resistant coding and
overlay technologies. — Qualification scientific work in the form of a manuscript.

Dissertation for the degree of Doctor of Philosophy in specialty 122 — Computer
Science. — National Technical University “Kharkiv Polytechnic Institute”, Kharkiv, 2026.

The dissertation is devoted to solving the current scientific and technical problem
of increasing the reliability and security of data transmission in computer networks under
conditions of interference and cyber threats by developing integrated models, methods
and information technology that combine the mechanisms of noise-resistant coding and
secure tunneling.

The object of research is the process of data transmission in computer networks in
the presence of interference and cyber threats.

The subject of the research is models, methods and information technology for
ensuring the reliability and security of data transmission based on the integration of noise-
resistant coding and overlay technologies.

The purpose of the research is to increase the efficiency, reliability and security of
data transmission by developing and implementing an integrated approach to ensuring
their reliability and security.

The introduction substantiates the relevance of the topic, identifies the scientific
problem of insufficient effectiveness of the isolated use of protection and noise-resistant
means, which does not allow ensuring the required level of data transmission stability in
modern networks.

The first section analyzes the current state of methods for ensuring the efficiency,
reliability and security of data transmission, identifies their limitations and formulates the

scientific task of integrating the relevant mechanisms.
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The second section substantiates the system of performance evaluation indicators,
develops a conceptual model of a hybrid protected data transmission channel and methods
for synthesizing and forming its parameters.

In the third section, models and methods for integrating noise-tolerant coding and
overlay technologies are developed, a method for adaptive control of system parameters
is improved, and an information technology for multi-level protection is proposed.

In the fourth section, simulation modeling and experimental studies of the
effectiveness of the proposed solutions using VPN profiles (in particular, IPsec,
OpenVPN, WireGuard) and cascading codes are carried out. The results obtained
confirmed the increase in error resistance, reduction of packet loss, and improvement of
data transmission stability compared to basic approaches.

The conclusions of the dissertation summarize the results of the research and
confirm the achievement of the set goal. The work develops a hybrid model of a secure
data transmission channel, methods for channel profile synthesis and adaptive control of
system parameters, and also implements information technology for integrating noise-
tolerant coding and VPN protocols. The effectiveness of the integrated approach to
ensuring the reliability and security of data transmission in conditions of interference,
packet loss, and cyber threats is proven. It was established that the joint use of FEC coding
and VPN tunneling mechanisms provides increased error resistance, reduced packet loss
and stabilization of the data transmission process in difficult network operating
conditions.

The research yielded the following scientific results:

— a hybrid model of a secure data transmission channel was enhanced, built on a
combination of noise-tolerant coding and VPN tunneling mechanisms, taking into
account the impact of interference and cyber threats of various nature, which, unlike
existing approaches to the separate use of these mechanisms, ensures their complex
interaction and allows to increase the system's resistance to errors and attacks, as well as

ensure the stability of data transmission in difficult network operating conditions;
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— the method of adaptive adjustment of noise-tolerant coding parameters and
overlay protocols based on assessing the network state and data transmission efficiency
indicators was improved, which, unlike existing methods with fixed or partially variable
parameters, provides coordinated adjustment of the system configuration and allows to
increase the efficiency of using network resources and the quality of traffic service;

— the methods for forming a data transmission channel profile and building multi-
level protection information technology based on comprehensive consideration of
encoding parameters and characteristics of VPN protocols have been further developed,
which, unlike existing solutions, provide integrated configuration of system parameters
and allow for adaptive configuration of protected communication channels in accordance
with operating conditions and requirements for reliability and information security.

The practical significance of the results obtained lies in the direct use of the
proposed models, methods and information technology in the construction of secure
computer networks and data transmission channels, which results in increased efficiency,
reliability and security of information exchange under conditions of interference, packet
loss and cyber threats of various nature. The proposed solutions allow for adaptive
adjustment of parameters of noise-resistant coding and VPN protocols, reduce the level
of data transmission errors and increase the stability of network systems.

The practical value of the obtained research results lies in the possibility of their
implementation in the following important sectors of the Ukrainian economy:

— security and defense, where the integration of noise-resistant coding and VPN
tunneling mechanisms allows for secure and stable data transmission in communication
systems, control, monitoring and interaction of unmanned platforms under conditions of
active interference and cyber threats;

— information and telecommunication systems and digital infrastructure, where the
developed models and methods can be used to increase the reliability of corporate

networks, data centers, cloud services and distributed information systems;
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—industry and automated control systems, where the use of adaptive control of data
transmission parameters allows to ensure the stability of information exchange between
components of automated and cyber-physical systems in real time;

— transport and logistics, where the use of the proposed approaches ensures
increased stability of telecommunication channels to errors and packet loss in navigation,
dispatching and monitoring systems of transport flows;

— digitalization of the economy and information security, where the proposed
solutions allow to implement flexible configuration of protected communication channels
in accordance with user requirements, network characteristics and operating conditions
of information systems. The results of the study confirmed the theoretical validity and
practical effectiveness of the proposed solutions, which indicates the completion of the

work and the possibility of their further application and development.

Keywords: VPN, secure data transmission, computer networks, simulation
modeling, cascading codes, adaptive control, information security, model, noise
immunity, data security, cybersecurity, data transmission channels, data integrity, error

modeling, high-quality data transmission
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