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Watermarking digital images is vital for copyright protection, identity
verification, and source tracing. Traditional digital watermarking schemes have
limitations, such as low reliability and low security, which can lead to loss or
destruction of watermarks. To solve these problems, we can propose quantum
imaging technology [1-4], which has become widespread in recent years. This
technology utilizes the properties of quantum superposition and entanglement to
enhance the security and robustness of watermarks on digital images, thereby
protecting the security and privacy of digital images.

The aim of the paper is to model watermarking using the NEQR model using
quantum computing, demonstrating its potential for enhanced image protection and
integrity. There are various methods of image representation: Qubit Lattice [4-5],
Entangled image, Real Ket, Flexible Representation of Quantum Images (FRQI) [1],
Novel Enhanced Quantum Image Representation (NEQR) [2, 4].

FRQI uses normalized superposition to store all pixels of an image, the same
operations can be performed on all pixels at the same time, and therefore FRQI can
alleviate the computational problem of image processing. The main limitation of
FRQI is that it only uses one qubit to store the grayscale information for each pixel
of the image, so some digital image processing operations, such as certain complex
color operations, cannot be performed based on FRQI.

The NEQR model uses a linear, independent base state of a qubit sequence to
store the grayscale value for each pixel. Thus, to store a digital image using
quantum mechanics, NEQR uses two intertwined qubit sequences that represent
the grayscale information and positions of all pixels in the image.

In the FRQI representation, the grayscale information of an image is encoded
using a single qubit, while in NEQR, the grayscale information is encoded in basis
qubit states, since each basis qubit state is linearly independent, the image
processing task becomes much simpler than in FRQI.

The method reduces the overall computational complexity from (24n) to
(22n) [2]. 1t focuses on the shortcomings of the FRQI model and stores information
based on a qubit sequence, which allows for a halving of the computational
complexity and a 1.5-fold improvement in compression ratio.

The color scheme of an image consists of three intensity values known as
RGB values of an image, the intensity of each color can vary from 0, where O
means black and 255 means white. To encode each intensity (2q = 255), where q is
the number of qubits needed to encode different intensities of a particular color,
and to encode a position we need a different set of qubits. Since we will be
representing a two-dimensional (2x2) pixel image, we will define the position of
the image by its row and column, Y, X, respectively, and the color by
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Y, X)= q;lcﬁiz "'C\%XC\(()X’
Cl e[0.1], f(¥,X)e[0,29-1].

Like digital watermarks, quantum watermarks aim to protect the copyright of
an image and authenticate its owner by means of visible or invisible signals
(mostly logos) embedded in the image container (or media). Most quantum
watermarking strategies are based on FRQI for media images and watermark logos.
The NEQR model [2, 4, 6], which stores color information in the ground state of a
guantum sequence, uses a total of 2n+q qubits to represent an image, where n
represents position coordinate information and q represents color information. This
allows for precise manipulation of color information and makes certain image
operations that were previously complex simple and convenient.
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JOCJIIKEHHS MHOXHWHHU TPUPO3PAJHUX JIOTTYHUX
ONEPALIA JIJII MATPUUHOI'O KPUIITOIEPETBOPEHHSI

Amntonenxko O.0., Ilpuctyna A.YO., Eminos P.T., Moxaes O.0O.
XapkiBChbKHi HalliOHAILHUIN YHIBepcuTeT BHyTpiuHix cripaB, Xapki, Ykpaina

OcHoBy rapanTtyBaHHs iH(OpMaIiiHOi Oe3nekH B iHpopMaliifiHO-TeNeKOMyHiKa-
IIHHNX CHCTEMaX CTaHOBJIATH KpUITOrpadiuHi METOAN Ta 3aCO0M 3aXHCTy iH(pOpMAIlii.
Crig BpaxyBaTH, IO HAWOUIBIN HAMiMHWN 3aXHUCT MOXKHA 3a0€3MCYNTH TUTBKH 3a
JIOTIOMOTOI0  KOMIUIEKCHOTO IiJIXOAy, TOOTO pIlIEHHS 3aja4i Mae SBIATH CO0OI0
CYKYIIHICTb OpraHi3allifHO-TeXHIYHHUX Ta Kpunrtorpadiyanx 3axomis [1,2].

B ocHOBi kpunrorpadgiuHUX METOMIB JISKUTH IOHATTSI KPHUITOTrPadidHOrO
NepeTBOpeHHs iH(GOpMaIllii, CTBOPEHOTO 3a MEBHUMU MAaTEeMaTUYHUMH 3aKOHAMH, 3
METOI0 BHKJIIOYHTH JOCTYTI 110 Iiiel iHpopmallii CTOPOHHIX KOPUCTYBAiB, a TAKOXK
3 METOI0 3a0e3MeueHHs] HEMOXKIMBOCTI O€3KOHTPOIBHOTO OTPUMAaHHS iH(popMaii 3
00Ky THX camux oci0 [3].
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