MIHICTEPCTBO OCBITHU I HAYKH YKPATHU

HAIIIOHAJIbHUM TEXHIYHUM YHIBEPCUTET
«XAPKIBCHKHH MOJITEXHIYHAM IHCTUTYT»

Kadenpa kidoepoe3nexu
( Ha3Ba xadenpm)

POBOYA NIPOT'PAMA HABYAJIBHOI JUCLHUILIIHA

HoBiTHI TexHO0J10T1] 3a0e3neYeHHs Ki0epoe3neKky HA OCHOBI TeXHOJIOrI

OJ10KYeHH
( Ha3Ba HABYAILHOI TUCITUILTIHN)

pIBEHB BUIIIOT OCBITH TpeTii (mokTop diurocodii)

rajnxy3b 3HaHb 12 IndopmairiitHi TEXHOIOT11

cHeriaabHICTh 125 KibepbOesmneka

OCBITHBO-HAYKOBa
mporpama Kibepbesmeka

BUJ JUCLUILIIHA npodeciiiga MAroToBka; BUOIpKOBa

(3aranpHa mMiAroToBKa / podeciiiHa miroroBKa)

dbopma HaBUaHHS OYHO / 3a0YHa

(ouyHO/ 3204HA)

XapkiB — 2022 pik



JIMCT 3ATBEP/IKEHHS

Po6oua nporpama 3 HaB4AJIBHOT TUCITUILIIHA

HoBiTHi TexHoJ10TiI 320€e311e4eHHs1 Ki0epOe3neKn Ha OCHOBI TEXHOJIOT I

0JI0KYeiiH
Po3po6Huk:
[Ipod., A-p TEXH. HAYK S S Cepriiit EBCECB
(mocama, HAyKOBUH CTYIIiHB Ta BYCHE 3BaHH) (trigrmc)

Po6oua mporpama po3riisiHyTa Ta 3aTBep/KEHa Ha 3aclJaHH1
kadenpu kibepoesneku
ITporokon Bix «19» rpyans 2022 poky, Ne 6

3aBigyBau kadeapy KibepOesnexu = S Cepriit CBCECB
(mmiarmmc)
3aBiayBay acOoipaHTypH M Bikropig IITEDAH
/Iﬁt/mw) M
50.14,404



JUCT NEPE3ATBEPJ)KEHHA POFOUYOI HABUAJILHOI IPOT'PAMU

ara 3acigaHHs IMigmuc ) .
A a Howmep .H [Tipgruc ronosu Buenoi paau
Kadenpu - MpOTOKONy| oo Bata 1HCTUTYTY/(DaKyabTET
po3pobHuka PITH/I P Y Kadenpu yry Y Y




META, KOMIIETEHTHOCTL PE3YJIbTATH HABYAHHS
TA CTPYKTYPHO-JOTTYHA CXEMA BUBYEHHS
HABYAJILHOI JUCOUILITHA

Merta AUCIUTUTIHHA:

MeTtor0 AUCHMIUIIHU € (OPMYBaHHS y acHipaHTIB CUCTEMH TEOPETUYHUX 3HAHb 1
NPAaKTHYHUX HABUYOK 3 OCHOB, TPHUHIIMIIIB Ta METOJIB MOOYIOBH, BUKOPHCTAHHS
HOBITHIX TEXHOJIOT1i 3a0e3neueHHs KibepOe3nek:n Ha OCHOBI TEXHOJIOT1T OJIOKYEHH.

KommnereHnTHOCTI:

K®-1. 3patHicTs 10 3acTOCyBaHHS Cy4YacHHMX 1HGOpMAIiiHUX 1 O€3MeKOBUX
TEXHOJIOT1H y cdepi 3axucty iHpopMaIllii, CTBOPEHHS KOMIUIEKCHUX CHUCTEM 3aXHUCTY
1H(popmaii;

K®-6. 3natHicTh 10 pO3pOOKM TEXHOJIOTIM Ta 1HCTPYMEHTaJbHUX 3aCO0IB aHali3y,
MPOTHO3yBaHHA U 1H(OpMaALIHO-aHAMITHYHOT MHIATPUMKU MPOLECIB MPUNUHATTA
pillIeHb MO0 3a0e3neueHHs Oe3neKu 1H(popmMaIri.

K®-7. 3naTtHicTh KPUTUYHO MEPEOCMUCIIIOBATH HasBHI iH(OpMAIiHI TEXHOJIOTII Ta
BIJICTE)KYBATH TEHJCHIIIT iX PO3BUTKY

Pe3yabTaTH HABYAHHSA:
ITPH-10. BomoniaHs mnpeaMeTHO 0a3010 3HaHb Ta CYYaCHUMH TEXHIKaMH
JOCIIDKEHHS, 3/TaTHICTh CTBOPIOBATH Ta IHTEPIIPETYBAaTH HOB1 3HAHHS.

[IPH-11. BMiHHS pO3pOo0JIsTH NPOEKTH HAYKOBUX AOCHIHKEHb Ta MOJENIOBATH iX
CTPYKTYPY, 3aCTOCOBYIOUM Pi3HI CIIOCOOM TMOJAHHSA CTAaTUCTUYHOI 1H(opMmarlii Ta
pe3yibTaTIB.

[IPH-12. BMiHHS BHKOPHMCTOBYBATH KUIBKICHI 1 SIKICHI METOAM JI MPOBEICHHS
HayKOBUX JIOCT1IKEHb.

[IPH-13. BMiHHS y3arajJibHIOBAaTH 1 KPUTUYHO OLIIHIOBATH PE3yJIbTaTH, OTPUMAaHI
BITUM3HSHUMHU 1 3apyO1’KHUMH JTOCT1THUKAMHU.

CTpyKTypHO-JIOT1YHA CXEMa BUBUYCHHS HaBYAIBHOI JUCITUILIIHN

IToriepeiHI TUCHMILTIHY: HactynHi tuciumiizy:
MareMaTl4H1 METOOU, MOJEIII Ta HaykoBa Ta/ab0 BupoOHHWYA MpaKTUKa
1H(hOopMaIIiHI TEXHOJOTi Y HAYKOBUX
TOCITIIKEHHAX
MopentoBaHHsI MEXaH13MiB KibepOe3neku




OIIUC HABUYAJILHOI JUCIUIIJIIHHA
(po3Mmoi HABYAILHOTO Yacy 3a CEMECTpaMHM Ta BUJIaMU HaBYAJILHUX 3aHSATH)
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CriBBIJTHOIIEHHS KIJIbKOCTI TOJIMH ayIUTOPHUX 3aHSTH /10 3arajlbHOr0 00CATY
ckianae 33%o.



CTPYKTYPA HABUAJIbHOI JUCHUILJIIHU

4 g,
= e
S| E 5 g
g E :ﬁ 5 Howmep cemectpy (gKmo JTUCIUILTIHA BUKIIQAA€THCS E %
5| EE % y JIEKIILKOX CEMECTPaX). % 5
< E c'é)" 2 HailimeHnyBaHHS TeM Ta MUTaHb KOXKHOTO 3aHSATTS. 2 :f
< o é 3aB/IaHHS HA CAaMOCTIHHY poOOTY. %( a
=iad B2 S g
= e
a o
1 2 3 4 5
1 JI 4 TeopeTu4Hi 0OCHOBH MO0Y10BH TEXHOJIOTIi 0JI0KYEITH.
MaremaTHuHi OCHOBH, Ta IPUHITUIH TOOYTOBH
JEIeHTpaI30BaHuX cucTeM. MeToau no0y10Bu
TEXHOJIOT11 OJIOKYCHH.
1 3 4 OcHoBH B3aemofii 3 iHTepdeiicaMu TECTOBOI Mepexi
EOS. Ilpunnunu ¢popMyBaHHs MPABHIBHOTO OJIOKY.
2 JI 4 Metogu mnoOyaoBM  3HAXOMKEHHSI KOHCEHCYCY.
Mexanizmu 3a0e3nedeHHss (GopMyBaHHS NPABUIBHOTO
6510Ky. MeToI 3HaX0/PKEHHS KOHCEHCYCY.
2 J3 4 Mexanizmu Oesnekn Ta pobOTa 3 JEIEHTPaTi30BaHUM
cxoBumeM gaHux IPFS.
3 J 4 dopmyBannsi Mesh-mepexk, CEHCOPHMX MepeK.
Hpunuunu 3a6e3nevyeHHss Oe3nexku. [lpuHumnu Ta
MexaHi3Mu 3a0e3redyeHHss Oe3mekn B MeSh-mepexax,
CEHCOPHUX Mepexax.
3 J3 4 MexaHnizmMu 3a0e3rneueHHs Oe3neku B Mesh-mepexax,
CEHCOPHUX Mepexax. AyJUT MEpPEX.
4 J 4 IToOynoBa cowmio-kiOepdizmyHnx Mepexxk Ha OCHOBI
smart-TexHoJioriii. MpuHounu 3a0e3meyeHHs
O0e3nexku. IlpuHnmnu Ta MexaHi3MH 3a0e3nedeHHs
0e3rekn B COII0-KiOep(I3MUHUX Mepekax Ha OCHOBI
Smart-rexHoJorii.
4 J3 4 Mexani3mu ~ 3a0e3neueHHs  Oe3neku B COLIO-
Kibep(di3MuyHMX Mepekax Ha  OCHOBI  TEXHOJOTIT
OJIOKUEHH.
5 J 4 IToOynoBa cucremMm 3axMCTy Ha OCHOBi MeXaHi3MiB
O0sokyeiiH TexHoJiorii. [lpuHimnu Ta MexaHI3MH
3abe3neueHHs 0e3MeKH B COIi0-KiOep(pi3uuHUX Mepexax
Ha ocHOBI [lpuHIMNM Ta MeXaHI3MH 3a0e3MeueHHs
0e3meku B colio-Kibepdi3nuHUX Mepekax Ha OCHOBI
5 I3 4 [Ipuntunn Ta MexaHi3Mu 3a0e3TnedeHHs Oe3neKku B
comio-Kidepdi3uIHNX Mepekax Ha OCHOBI
Pazom 40
(roauH)
[pumitku

1. Homep cemecTpy BKa3yIOTh, SKIIO AUCIHILUIIHA BUKIATAETHCS Y ACKITBKOX CEMECTpax.

2. Y noka3uuky «Pa3om (romuH)» KUTBKICTh TOAMH OyJe BIAPI3HATHCS BiJ 3arajbHOI KiJIBKOCTI ayTUTOPHUX TOJTUH HA
KUTBKICTh TOJIMH, IO BiJBC/ICHA HA BUBUCHHS TEM Ta MMHUTAaHb, SKi BUBYAIOTHCS aCHipaHTOM CaMOCTIHHO (. 3 JTOJaTKy
8).

3. VY rpadi 5 Brasyerscst HOMep BianoBigHo a0 Jomarky 14.




CAMOCTIHHA POBOTA

Ne : NV Kinbkicth
Hassa BumiB caMocCTiiiHOT poOOTH
3/ TOIUH
1 | OmnparpoByBaHHS JEKLUIHHOTO MaTepiaty 30
2 |IligroToBKa /10 MpaKTUYHUX (JTaOOPATOPHUX, CEMIHAPCHKHX) 3aHATh 40
3 CaMocTiifHe BUBUEHHS TEM Ta MTUTaHb, IKi HE BUKJIAIal0ThCS Ha
JIEKIIAHUX 3aHATTIAX 10
4 | BukoHaHHS 1HIUBIAYaJbHOTO 3aBJIaHHS: —
5 |IHmn Bugu caMoOCTiIMHOT poOOTH -
Pazom 80

IHAUBIAYAJIbBHI 3ABJIAHHSA

He nmepenbaueno HaBYaIbHUM TUIAHOM




METO/IU HABYAHHSA

Jlexyis — 1HPOPMATUBHO-IOKA30BUIl BUKJIA/ BEJIUKOIO 32 0OCSATOM, CKIAJHOTO 32
JIOT19HOIO TTOOY0BOIO HABYAIBHOTO MaTepiamy.

Merton nekii nepeadadae 03HAHOMIICHHS CTYACHTIB 3 ii MJIaHOM, IO JOTIOMarae
CTeKUTH 3a IMOCIIJOBHICTIO BHKIJIQQy MaTepiady. BakiuBo HaBYUTH CTYJIEHTIB
KOHCIIEKTYBaTH 3MICT JEKIi, BUAUIAIOUA B Hiil ronoBHe. lle po3BuBae mam'sth,
CIPUMHSATTS, BOJIIO, BMIHHS CIIyXaTH, YBary, KyJbTypy MOBH.

[Ipy mpoBeneHHI JIEKIIMHUX 3aHATh Memoou 20mosux 3HaHb (KOJIU CTYIEHTU
NACUBHO CIIPUIIMAIOTh MOJIaHy BUKIIagadeM iHdopmallito, 3anam'sTOByIOTh, a B pasi
HEOOX1THOCT1 BIJITBOPIOIOTH 1i) TMOEAHYIOTHCS 3 OOCHIOHUYbKUM Memooom (SIKUM
nependayae aKTUBHY CaMOCTIHHY pPOOOTY CTYJEHTIB MPHU 3aCBOEHHI 3HaHb: aHai3
ABUIL, (opMyINIOBaHHS MpOOJIEMHU, BUCYHEHHS 1 MepeBipKa TiMoTe3, CaMOCTiHHE
dbopMyIIFOBaHHS BUCHOBKIB).

Ha mnouatkoBoMy eTami BHBYEHHS HOBOI 1H(oOpMamii Ha JIEKIISX NepeBaxae
nosICHI08ANbHO-LItocmpamusnutl (IHPopMaIliiHO-PEIIENTUBHUN) METO/A, MPU SIKOMY
BHKJIa/Iay OpraHi3ye CIpuiMaHHs Ta YCBIJOMIIEHHS CTyJAEHTaMH 1H(pOpMallii, a y4HI
3M1MCHIOIOTH CIPUMMAaHHS, OCMUCIICHHS 1 3a1am'aTOBYBaHHS ii.

Ha neBHomy eTami, KOJIM BUKJIaJad BiUyBa€ TOTOBHICTH CTYJEHTIB /IO 1HIIUX
METOJ[IB  HABYAJbHO-MI3HABAJIIBHOI  MISUIBHOCTI,  BUKOPHUCTOBYIOTHCSI  OUIBII
IPOrPECUBHI METOIU:

— penpoOyKmueHuli: BUKIAIa4 Ja€ 3aBAaHHS, y MpoOIeCi BUKOHAHHS SIKOTO
CTYJEHTH 3/100yBalOTh YMIHHS 3aCTOCOBYBATH 3HAHHS 3a 3pa3KoM;

— npobriemMHO20 BUKOHAHHA: BUKIANad (opmynoe mnpobiemy 1 Bupimrye ii,
CTYJEHTH CTEXaThb 3a XOJIOM TBOPYOrO IMOMIYKY (CTyIAEHTaM TIOAAa€ThCs
CBOEPIJIHUM €TaJIOH TBOPYOTO MHUCIICHHS );

—  yacmkoso-nouiykosuti (€BpUCTUYHUN): BUKIaTa4 (opMmylitoe mpodiemy,
MOETalHEe BUPIIIEHHS SIKOi 3AIMCHIOIOTH CTYJIEHTH MiJ HOTO KEPIBHUIITBOM
(npu pOMY B1IOYBAETHCS MOEIHAHHS PENPOAYKTHUBHOI Ta TBOPUOI ISLIBHOCTI
CTYJCHTIB);

— 00CNiOHUYbKUL: BUKJIAad CTaBUTh NEpe]l CTyAEHTaMu MpoOJjemMy, 1 CTyIeHTH
BUPILIYIOTH 1i CAaMOCTIHO, BUCYBAIOUH 1]1€i, MEPEBIPAIOUM iX, MIAOMpPAIOUH IS
1IbOr0 HEOOXI1HI JKepea iHdopMailii.

VY BUKIaAaHHI JEKIIMHOTO MaTepiayly MEePEBaXKAE NOACHIOBANbHUN Memood, TIPU
SKOMY BHKJaJad HE TUIBKM TIOBIJOMIIAE TIeBHI (akTu, aje W TOSCHIOE iX,
JOMaralo4ich OCMHUCIICHHS, 3aCBOEHHSI CTYI€HTaMHU.

[Ipu HAssBHOCTI HAOYHOTO MaTepialy 3a TEMOIO JIeKIIii (BiaeopiIbMu, Mpe3eHTAIli,
3pa3kd  BUPOOIB, JabOpaTOpHI JOCTIAHUIIBKI yCTAHOBKH) BHUKOPUCTOBYETHCS
IHCMPYKMUBHO-NPAKMUYHUL MemoO BUKIAJaHHS, MIPU SKOMY BUKJIAAa4d 1HCTPYKTYE
VYHIB HE TUIbKU CIIOBECHHMH, aji¢ ¥ HAOYHUMH a00 MPAKTUYHUMHU CIOCOOaMU, 5K
BUKOHYBATH ME€BHI MPAaKTUYHI Jii.

Ha BigMiHy BiA JEKUIMHUX 3aHSITh, BUKOHAHHS 1HAWBIIYaIbHOTO 3aBJIaHHS
notpedye BiJ CTyJEHTa JCIIO IHIINX HaBUYOK, TOMY IS HbOTO BUKOPHUCTOBYETHCS
CNOHYKANbHULL MemoO HAB84YAHHs, KONMU BUKJIAJad CTaBUTh TMEpel CTyACHTaMu
npoOieMHl MUTaHHA 1 3aBAaHHS, OPraHi3OBYIOUM IX CaMOCTIMHY JISUIbHICTD.
CTyaeHTH mpu 1bOMY, y CBOIO YEpry, CaMOCTIHHO 3100yBaloTh 1 3aCBOIOIOTH HOBI
3HAaHHSA B OCHOBHOMY 0€3 JOMOMOTH BHKJIa[ava.



METO/U KOHTPOJIIO

[ToTounnii KOHTpPOJNb peanmizyeTbcsi y (QOpMi ONUTYBaHHS, MPOBEICHHS
KOHTPOJILHOT POOOTH, BUKOHAHHS 1HAMBITyJIbHOTO 3aBIaHHS.

KoHTposb ckitamoBoi po6o4doi mporpaMu, sika OCBOIOETHCS ] 9ac CaMOCTIHHOT
poOOTH CTyJIeHTa, TPOBOAUTHCS:

- 3 JIEKIIHHOTO Martepialy — IUISIXOM IIePeBIPKHM KOHCIICKTIB, BHUCTYITy Ha
3AHATTSX;

- 3 IHIUBIIyaJlbHUX 3aBJaHb — LUISIXOM OLIIHIOBaHHS pedepary Ta BUCTYIy Ha
CTYJCHTCBHKIN KOH]epeHIli 3a 00paHOI0 TEMOIO.

CemecTpoBuUll KOHTPOJIb MPOBOJAUTHCS Y hopMi audepeHIiiioBaHoro 3aiky (3
orfinkoro 3a 100-6anpHOIO MIKAIOW) B 00CA31 HABYAJILHOTO MaTepiany, BU3HaUYECHOTO
HAaBYAJIBHOIO TMPOTPAMOI0 Ta y TEPMIHM, BCTAHOBJICHI HABYAJBHUM IUJIAHOM Ta
rpadikoM HaBYaJIbHOTO MPOLECY .

CemecTpoBUld KOHTPOJIb HPOBOAUTHCA Yy (OpMI €K3aMEHy BIANOBIIHO [0
HaBYAJIIBHOTO IUIaHY B O0OCSI31 HABYAJIBHOTO MaTepianly, BU3HAYEHOTO HABUYAJIBLHOIO
MIPOTPaMOI0 Ta Y TEPMiHHU, BCTAHOBJICHI HABYAJILHUM ILJIAHOM.

CemecTpoBUi KOHTPOJIb MPOBOJIUTHCS MO €K3aMEHAIIMHUX O17IeTax B MUChbMOBIM
¢dopMi 32 KOHTPOJIEHUMH 3aBJIaHHIMH, a TAKOXK IIITXOM TECTyBaHHS 3 BUKOPHUCTAHHSIM
TEXHIYHHX 3aCO01B.

Pesynbrati  MOTOYHOTrO  KOHTPOJIO  (MOTOYHA  YCHINIHICTB)  MOXYTh
BPaXOBYBATHCH SIK JOMOMIXKHA iH(OpMAITis i1 BUCTaBICHHS IiJCYMKOBOI OLIIHKH.

PO3ITOAIJ BAJIIB, AKI OTPUMYIOTH CTYJAEHTH, TA IIKAJIA
OIIHIOBAHHS 3HAHDb TA YMIHb (HAINIOHAJIBHA TA ECTS)

Tabmuug 1. Po3noais 6aniB AJis OLIHIOBAHHS MOTOYHOI YCIIIIHOCTI CTYJI€HTa

IToTouHe TECTyBaHHS Ta caMOCTiiiHa poOoTa Cyma
Tema 1 Tema 2 Tema 3 Tema 4 Tema 5 Ex3amen
10 10 10 15 15 40 100
Ta6muig 2. [llkana omiHOBaHHS 3HAaHb Ta YMiHb: HamnioHanbHa Ta EKTC
Cyma 6an11%. 32 BC1 BUIH Ouitika ECTS . Ominka
HAaBYaAJIbHOI AisUIbHOCTI 3a HAI[lOHAJILHOIO IIKAJIOI0
90 ... 100 A BIIMIHHO
82 ...89 B noope
74 ...81 C
64 ...73 D 3a10B1JIbHO
60 ... 63 E
35 59 EX HE3aJI0BIJILHO 3 MOYKIUBICTIO
TIOBTOPHOTO CKJIAaHHSI
HE3a0BUILHO 3 000B’ I3KOBUM
0..34 F IIOBTOPHUM BHBUYEHHIM
JIUCLUIUIIHA




HABYAJIBHO-METO/IMYHE 3ABE3IEYEHHSI
HABYAJIBHOI JUCHUILIJITHA
CkJi1a10B1 HaBYAIIbHO-METOANYHOTO 3a0€3II€YEHHS
HABYAJIbHOI IUCIMILTIHU PO3TaIllOBaH1 Ha CAMTi:
https://drive.google.com/drive/u/1/folders/IwSNPhc8s4rpl1tXQH7zE6dfc6D1yAc-

2e?hl=ru

PEKOMEH/OBAHA JIITEPATYPA

ba3osa Jsiteparypa

1. KpaBuenko II. brokueitn 1 genentpanizoBani cuctemu. Y. 1 — Xapkis:
[TPOMAPT, 2019. —452 c.

2. KpaBuenko II. brokueitn 1 genentpanizoBaHi cuctemu. Y. 2 — Xapkis:
I[TPOMAPT, 2019. — 402 c.

3. KpaBuenko II. brokueitn 1 genentpanizoBani cuctemu. Y. 3 — Xapkis:

[TPOMAPT, 2020. — 306 c.

4, Kiayias, A., Konstantinou, I., Russell, A., David, B., Oliynykov, R. (2016).
A Provably Secure Proof-of-Stake Blockchain Protocol. IACR Cryptology
ePrint Archive, 2016, 889

JonomizkHa JiTeparypa

5. | Wireless Mesh Networking: An 1oT-Oriented Perspective Survey on
Relevant Technologies. https://www.mdpi.com/1999-5903/11/4/99/pdf

6. https://nvipubs.nist.gov/nistpubs/ir/2016/NIST.IR.8105.pdf

7. https://eprint.iacr.org/2015/1075.pdf

IH®OPMAIIMHI PECYPCHU B IHTEPHETI
1. www.coindesk.com/information/applications-use-cases-blockchains/

2. https://lwww.nasdag.com/article/4-innovative-use-cases-for-blockchain-cm901636
3. Starting 16 minutes: https://www.youtube.com/watch?v=cHe_ow9v094
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https://drive.google.com/drive/u/1/folders/1wSNPhc8s4rp1tXQH7zE6dfc6D1yAc-2e?hl=ru
https://drive.google.com/drive/u/1/folders/1wSNPhc8s4rp1tXQH7zE6dfc6D1yAc-2e?hl=ru

