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JAHI PO JAHI
I'panuk I'.B., Koryrenko O.O.
Hauionanvhuit mexniyHuil ynigepcumem
«XapkiecoKuil noaimexHiYHull IHCIUNLYHL),
M. Xapkie

Merta-mani — gani npo naHi. Ko BU 3poOMIIM 3HIMOK 1 Y Bac OyJI0 BKIIFOUEHO
TeOIO0JIOKEHHS Ha TenedoHi, TO i KOOpAMHATH OyayTh BKa3zaHi Ha Bamomy (oTo.
Ocp 1e 1 Ha3uBawOThCs MeTa-fgaHl. lle maHi mpucTpoi 3a JOMOMOror SKoro Oyina
3pobneHa 1 Qororpadis. Ile Takok BIAHOCHTBCA 10 aOCOMIOTHO OYIb-SIKUX
JIOKYMEHTIB SIKI BU CTBOPIOETE Ha CBOEMY KOMIT'FOTEP1 UM Jie 1HE, KOKEH 3pO0JICHUI
JIOKYMEHT Ma€ CBIH 3JIIMOK.

BinmoMocTi po cami JjaHi, 0JiHa CcripaBa OTpUMaTH 1HGOpPMAIIito, ajie 3HATH SIK ii
CTBOpWJIM, 7€, KOJM Ta XTO Ie 3poOuB yacTo OyBae Baxkuiusimie. [lyxe wacto
3aBaHTaxyun ¢oto Ha Facebook abo B Instagram nrogu He poO3yMilOTh, IO
JapyIOTh BUKOPUCTOBYBAHI B COLl. MEPEX1 THI (POTOKAMEPH, MOJIeb Tenedony, im's,
MICII€3HaXO/[KEHHS, BCE 1110 MPUXOBAHO B MeTaJaHuXx QoTtorpadii.

Pentest Moke IMITYBaTH BIIOMUI CIOCIO MEpPEXKEBUX aTak. Y CHIIIHICTh TECTY
Ha MPOHUKHEHHS B OLIBIIOCTI 3aJICKUTh BiJl MOBHOTH 1 SKOCTI CKJIaJaHHs MPOdLUIO
KEPTBH, SKUMHU CEpBiCaMH Ta TMporpaMaMyd KOPHCTYIOTBCS JKEpPTBA, Ha SKUX
MPOTOKOJIAX 1 MOPTax y Hel BIAKPHUTI 3'€THAHHS, 3 KUM, 5K 1 KOJIA BOHA CHIIKY€EThCS. |
MaiKe BC€ 116 MOXKHAa OTPUMATH 3 BUIBHMX JDKEpeNl aJke B IHTEpHETI € Oarato
CEPBICIB I IEPETIIATY ITUX JaHUX.

Red Star OS — niBHiYHOKOpE#ChbKa omnepalliiiHa cucreMa, 3acHoBaHa Ha Fedora
Linux. [lana OC mae 1mikaBy oco0auBicTb. O0po0OmtoBaHi 1 nepersineni B OC daitnu
MO3HAYAIOTHCA YHIKATbHUMU MPUXOBAHUMHU MITKAMHU, SIKI MOXKYTh 3aCTOCOBYBATHCS
JUIS BIICTS)KCHHS Ta BHUSABJICHHS IIOXO/DKCHHS OOpOOIIOBAaHOT KOPHCTyBadyaMH
iHpopmanii. ToOTO SKIIO BH SK KOPUCTYBady NPOBOJAWIM SIKECh BUKOHAHHS Haj
AKUMUCH (paitiamu, To 11e Oyzae 3adikcoBaHO, 1 BaM HE BJACThCA OyTH HETIOMITHUM,
naH1 OyayTh BigoOpaxkaTH 1H(pOpMallito Ipo Bac.

MeTta-nani MokKHa Ha3BaTH TIEBHOIO Mipol ciloBHUKaMu. CIOBHUKH
BUKOPUCTOBYIOTBCS JUISI CKJIQJaHHS METa-IaHWX — 3BITHICTh, SK MPaBHIIO,
CTPYKTYpOBaH1 BIJIMOBIIHO J0 CTaHIAPTU30BaHOT KOHIIEMIIIi 3 BUKOPUCTAHHSIM YITKO
BU3HAYCHOI CXEMHU METaJaHMX, B TOMY YHCIIi: METa-ITaHUX CTaHJAPTIB 1 MeTa-JaHuX
Mozenei. Taki IHCTpyMEHTH, K KOHTPOJIbOBaHI CJIOBHHUKH, TAKCOHOMIi, T€3aypycH,
CJIOBHHKH JITAHUX 1 PEECTPU METAIAHUX, MOXKYTh BUKOPUCTOBYBATHCS ISl TIOIAJIBIIION
craHaaptu3aiii metagaHux. CHUIBHICTh CTPYKTYPHHX MeETa-AaHUX TaKOX Mae
MePUIOPSAHE 3HAYCHHS TIPU PO3pOOIll MOENICH JaHUX 1 MPOSKTyBaHH1 0a3 JaHUX.

Pi3Hi Tunm MeTa-gaHWX MOXKYTh BHKOPHUCTOBYBATHUCS TIEBHUM YHHOM JIJIS
e(eKTUBHOTO BUPINICHHS 3aBJaHb YIOPaBIIHHS, TOIIYKYy, IHTETpaIii JaHuX,
HaB’s3yBaHHS 1HTepeciB 1 T.1. OKpeMHUM MHUTAHHSM 3aJIMIIAKOTHCS CIOCOOU iX
CTBOPEHHS aBTOMATHYHO1 T'eHepallii Ta iX BUKOPUCTaHHS JJI1 KOPUCTyBayy.
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