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Abstract .  Context. With the development of digital communication systems, the need for efficient data protection 

methods increases, especially in environments with limited computational resources. Cellular automata, due to their 

simplicity, reversibility, and ability to support parallel processing, are gaining attention as a promising foundation for next-

generation cryptographic algorithms. Objective. This work aims to develop and experimentally validate a block cipher 

with a reversible structure based on a three-dimensional cellular automaton, offering a high level of diffusion, avalanche 

effect, and cryptographic resistance without relying on classical cryptographic primitives. Method. The proposed cipher 

employs a modified Margolus neighborhood adapted for a 3D structure with 64-byte blocks. Within each round, bitwise 

transformations are performed using a combination of XOR, inversion, and cyclic shift operations. The key schedule 

process is based on rule 30 of elementary cellular automata, generating a sequence of round keys. The algorithm is 

implemented in CBC mode to ensure additional encryption robustness. Results. The algorithm was tested using the 

Dieharder and NIST STS statistical test suites. Results confirmed the statistical randomness of the ciphertext, the presence 

of the avalanche effect, and resistance to linear and differential cryptanalysis. A comparison with AES-256 in CBC mode 

demonstrated a comparable level of cryptographic strength. Conclusions. The proposed algorithm is suitable for use in 

cryptographic systems, particularly in resource-constrained devices. Its advantages include implementation simplicity, 

reversibility without external lookup tables, and flexibility in topology configuration. This work opens prospects for further 

research on formalizing the security of cellular automata-based ciphers and their adaptation to other operational modes. 

Key words:  cryptography; encryption; diffusion and avalanche effect; algorithm; information protection; data security; 

software; software testing; software testing methods; information systems; cellular automata. 

 

Introduction 

In present time of rapid development of digital 

technology and telecommunications, the question of 

data transfer security becomes increasingly more 

important. The information that is transferred via 

unprotected channels can be easily accessed, tampered 

with, or even destroyed by malicious actors, threatening 

common users, corporations and government 

organizations alike. Because of that, the development of 

new encryption methods and improvement of existing 

ones are priority focuses of contemporary information 

security. 

Block ciphers are one of the most effective 

encryption methods, they work with fixed-size blocks of 

data ensuring resilient data protection. Popular 

algorithms include AES (Advanced Encryption 

Standard), DES (Data Encryption Standard and their 

modifications [1]. But despite their reliability, there is 

still ongoing research for new, more robust encryption 

methods. 

One of the approaches to cipher development 

includes employment of cellular automata (CA). CAs 

are discrete dynamic systems that operate over simple 

state transition rules, but can demonstrate complex 

behaviour [2]. There are some important advantages of 

cellular automata: 

1) Simple implementation – CA-based algorithms 

can be easily implemented on hardware level. 

2) High performance – CA computations can be 

done in parallel, thus they can be executed in 

multithreaded environments. 

3) Nonlinearity and chaotic behaviour – these two 

criteria are vital in cryptographic context, particularly 

for pseudo-random number generators and encryption 

systems. 

The study of cellular automata began in 1980s and 

it was proved that CAs can be used for 

cryptographically secure generation of number 

sequences. For cipher development, reversible cellular 

automata are particularly valuable, as lossless 

invertibility is crucial for data encryption. 

This paper describes encryption method based on 

reversible cellular automata. Proposed algorithm 

employs nonlinear transformations and diffusions, 

ensuring high security level. 

The object of study is block ciphers based on 

cellular automata. 

The subject of study is employment of three-

dimensional CA with Margolus neighbourhood [3]. 

Main goals of the research include: development 

of new CA-based block cipher; evaluation of the 

efficiency and cryptographic resilience of the algorithm 

in comparison to AES-256; the analysis of ciphertext 

randomness via NIST [4] and Dieharder [5] statistical 

test suites; evaluation of practical application of 

proposed approach in the field of information security. 

Analysis of research and publications 

Cellular automata are in scope of modern 

cryptography studies, particularly due to their simplicity, 

natural invertibility, high diffusion potential and 

parallelization compliance. One-dimensional CAs are the 

easiest to implement, and several studies demonstrate that 

they are feasible to use for development of resilient block 

ciphers. For example, a cryptosystem design was 

proposed, employing second-order cellular automata, 

demonstrating efficiency on hardware level (FPGA), 

having deterministic invertibility and passing basic 

cryptographic tests such as NIST STS [6]. 

The other approach involves applying cellular 

automata for S-box generation, which are critical 
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component of modern block ciphers. Proposed 

implementation uses 10-bit S-box based on 5-cell CA 

and Feistel network, demonstrating high levels of 

avalanche effect, nonlinearity and resilience to linear 

and differential cryptanalysis. A comparison with AES 

S-box indicated a potential increase in cryptographic 

complexity [7]. 

At the same time, the empirical analysis of some 

CA-based systems revealed their vulnerability to 

statistical cryptanalysis when using trivial transition 

rules. For context, in some configurations, the 

elementary rules with narrow neighbourhood radius 

demonstrate bad entropy of ciphertext and create 

repeating patterns, thus opening window for frequency-

based attacks [8]. 

To mitigate these issues, recent studies suggest 

leveraging multi-dimensional CAs, three-dimensional in 

particular. One algorithm uses cubic blocks that are 

divided to subblocks with following application of 

bitwise logical and shifting operations. In conjunction 

with key transformation based on elementary CA rule or 

other hybrid schemes, such ciphers show a decent 

resilience to known attacks and ensure full coverage of 

key space [9]. 

Another promising concept involves the use of 

hybrid cellular automata with an extended neighborhood 

radius. Several studies describe a block cipher that 

combines a radius-4 rule with dynamically controlled 

transitions, which significantly complicates reverse 

analysis. It has been shown that analyzing such a system 

reduces to finding a Hamiltonian cycle – an NP-

complete problem – making the algorithm attractive 

from a security perspective [10]. 

Some publications also propose implementing a 

multi-layer encryption system in which each layer 

corresponds to an individual CA with its own topology. 

This approach enables stacking multiple layers of 

encryption, where each layer modifies both the 

configuration and key parameters of the previous one. 

The resulting system exhibits high entropy and a 

structurally complex, hard-to-predict state [11]. 

Within the domain of data protection in resource-

constrained environments (such as IoT devices), CAs 

have also demonstrated effectiveness. Due to minimal 

memory and computational requirements, they can be 

deployed as lightweight cryptographic algorithms 

capable of withstanding basic attack scenarios. For 

example, the use of rule 90 combined with key-space 

control ensures reliability with very low energy 

consumption [12]. 

Cellular automata are also integrated into hybrid 

hash functions, where they are combined with sponge 

constructions and elliptic-curve mechanisms. This 

hybrid design enables the creation of robust multimedia 

content hashes – particularly for image protection – 

ensuring insensitivity to minor input perturbations and 

providing strong cryptographic dispersion [13]. 

Despite these advances, recent reviews emphasize 

that research on CA-based cryptography still requires 

deeper integration with formal security methodologies. 

Existing studies are characterized primarily by empirical 

evaluation, lacking a rigorous mathematical foundation 

of cryptographic strength, as well as standardized 

testing procedures tailored to CA-based ciphers [14]. 

Evolutionary approaches – such as cellular 

programming and genetic algorithms – are also 

considered promising for the automatic discovery of CA 

rules with optimal cryptographic properties. These 

techniques substantially expand the parameter search 

space and allow identifying previously unused rule 

combinations that demonstrate high resistance to 

classical attacks [15]. 

Another direction relies on reversible cellular 

automata based on the Margolus neighborhood, 

implemented as a high-performance symmetric-key 

block cipher. In the proposed algorithm, each data block 

is processed through a set of reversible transformations 

that provide strong diffusion with minimal 

computational cost. The design focuses on 

implementation efficiency under constrained resources 

and on the simplicity of inversion, which is achieved 

without storing an explicit inverse function. Analysis 

shows that the cipher provides a suitable avalanche 

response to changes in both input data and key, while 

demonstrating competitive performance compared to 

AES, making it suitable for real-time systems [16]. 

Thus, research on cellular automata remains an 

active and expanding direction in cryptography. The 

most effective approaches combine multidimensional 

structures, hybrid rules, and key-space control 

mechanisms. Nevertheless, a complete mathematical 

framework that jointly incorporates reversibility, 

cryptographic chaoticity, and structural adaptability has 

not yet been fully established—these aspects form the 

foundation of the present work. 

Presentation of the main material 

Cellular automata (CA) are discrete dynamical 

systems composed of a set of cells that can exist in 

specific states and update these states according to 

predefined evolution rules. They are widely used for 

modelling complex physical, biological, and 

mathematical processes. In the classical sense, a cellular 

automaton can be defined as a set of cells, each 

possessing a finite set of states and updating its state 

based on its own state and the states of its neighbouring 

cells at the previous time step [2]. 

We can formally express cellular automaton as: 

 ( , , ),CA S N f=  (1) 

where: S – a set of possible cell states, N – a cell 

neighbourhood (interaction topology), : Nf S S→  – 

transition function that determines a new cell state. 

An important characteristic of a cellular automaton 

is the dimensionality of its space. CAs may operate in 

one-dimensional, two-dimensional, three-dimensional, 

or even higher-dimensional spaces. For cryptographic 

applications, one-dimensional and two-dimensional 

CAs are of particular interest because they are the 

simplest to implement and analyse. 

Depending on topology, transition rules, and 

dynamic behaviour, cellular automata may be classified 

according to several criteria: 
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By neighbourhood type: 

– von Neumann neighbourhood – includes the four 

orthogonally adjacent cells in a two-dimensional grid 

(up, down, left, right) [17]; 

– Moore neighbourhood – includes all eight 

surrounding cells in the two-dimensional case [18]; 

– Margolus neighbourhood – used in reversible block 

CAs, where state updates occur within sub-blocks [3]. 

By reversibility: 

– Reversible CAs are characterized by bijective 

transition rules, allowing the previous configuration to 

be uniquely reconstructed from the current one; 

– Irreversible CAs exhibit information loss, 

making backward reconstruction impossible. 

By behavioural complexity (according to 

Wolfram’s classification): 

– Class 1 – evolves into a homogeneous stable 

state; 

– Class 2 – produces periodic or repetitive 

structures; 

– Class 3 – generates chaotic patterns; 

– Class 4 – exhibits complex behaviour similar to 

computational systems [2]. 

Special attention is given to elementary cellular 

automata, which represent one-dimensional systems 

where each cell has two possible states (0 or 1) and 

updates based on the states of its nearest neighbours. 

There exist 256 possible rules for such automata. 

Among them, Rule 30 is one of the most well-known 

examples introduced by Stephen Wolfram, 

demonstrating chaotic behaviour even under 

deterministic initial conditions [2]. Mathematically, this 

rule can be denoted as: 

 
1

1 1( ),t t t t
i i i iS S S S+

− +=    (2) 

where ⊕ – boolean XOR operation, ∨ – boolean OR 

operation.  Studies show that Rule 30 serves as an 

effective pseudorandom number generator, making it 

suitable for cryptographic applications and randomness 

testing. 

Reversibility is a critical requirement for 

cryptographic algorithms, as the ability to recover 

original data after several rounds of transformation is 

essential. In classical elementary CAs, reversible rules 

are rare, as most introduce information loss. One 

practical method of constructing reversible CAs uses 

block automata with Margolus neighbourhoods. In such 

systems, the space is subdivided into tessellations – 

groups of cells of fixed size (2×2 in two dimensions, 

2×2×2 in three dimensions, etc.). State updates occur 

simultaneously within each block, followed by a phase 

shift of the tessellation grid. This guarantees 

reversibility, since the transformation applied to each 

block is bijective, such as: 

 ( , , , ) ( ', ', ', ').a b c d a b c d→  (3) 

Thus, the use of a cellular automaton with 

Margolus neighbourhood enables the construction of 

cryptographic algorithms that are both secure and 

efficient. Cellular automata have been utilised in various 

cryptographic contexts, including: 

– pseudorandom sequence generation for stream 

ciphers; 

– construction of block ciphers based on reversible 

CAs; 

– hash functions using one-dimensional CAs; 

– symmetric ciphers with nonlinear 

transformations.  

Due to their simplicity and computational 

efficiency, CAs represent a promising alternative to 

classical cryptographic designs. 

The proposed algorithm is a block cipher with a 

fixed block size of 512 bits (64 bytes). The block is 

represented as a three-dimensional 4×4×4 grid, where 

each cell stores 1 byte (8 bits). This organization 

naturally supports local transformations and allows 

neighbourhood topology to be varied through phase 

shifting. 

The grid is divided into cubic 2×2×2 tessellations 

(8 cells each), similar to reversible CA constructions in 

two dimensions. The tessellations shift by one cell along 

each spatial axis at every round, altering neighbourhood 

relationships and enhancing diffusion. 

The algorithm can be formally expressed as 

following: assuming we have input data block like this 

 1 2 64( , ,..., ),B b b b=  (4) 

where    – open text block bytes. Key K is a 64-byte 

sequence: 

1 2 64( , ,..., ).K k k k=  (5) 

Key sequences generation is done by elementary 

CA rule 30 [2]: 

  
1

1 1( ).t t t t
i i i ik k k k+

− +=    (6) 

As result we receive a set of round keys 
RK , 

which are used during encryption. Firstly, key is XORed 

with input block like this: 

 ' .B B K=   (7) 

For diffusion increase, a cellular automaton with 

Margolus neighbourhood is employed. Each 2×2×2 (8 

byte) subblock is transformed according to a rule: 

 1 2 8( ) ( , ,..., ) '( ).P B b b b P B= →  (8) 

Transformation function P employs bitwise XOR 

operations, bitwise rotations and permutations. 

Algorithm does 8R =  encryption rounds, each round 

XORing a corresponding round key and performing bit 

mixing [19]. The space tessellation moves by one cell 

on each axis, thus alternating every round. 

At the beginning, for each ib  a bitwise negation is 

done: 

 ' ~ ,i ib b=   (9) 

then, a couple of transformation is done: 

 '
1i i ib b b +=    (10) 

with following left bitwise rotation: 

 ' ,i ib b n=     (11) 
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where n is every eighth byte of current round key 

modulo 8.  

Function concludes with one last bit mixing 
'

8i i ib b b −=  .  

After last round of encryption, we get a ciphertext: 

 ( ).RC P B=   (12) 

The decryption process is the exact inverse of the 

encryption procedure, applying the reverse 

transformation functions of the designed cellular 

automaton together with XOR operations using the 

round keys in reverse order. This forms a fully 

reversible workflow that ensures lossless recovery of 

the original data.  

The algorithm operates in CBC mode, where the 

plaintext of each block is XORed with the ciphertext of 

the previous block at the beginning of the encryption 

step (except for the first block). 

The objective of the experimental part of this study 

was to determine the cryptographic strength of the 

developed cipher and to compare its performance with 

the reference symmetric algorithm AES.  

The main goal of the testing stage was to examine 

the randomness properties of the produced ciphertexts 

and evaluate whether any hidden statistical patterns 

remain that could potentially be exploited during 

cryptanalysis. Two widely recognized testing 

frameworks were used in this research: the NIST 

Statistical Test Suite (NIST STS), a comprehensive set 

of statistical procedures for evaluating the quality of 

pseudorandom sequences [4], and Dieharder, an 

extended collection of randomness tests that 

incorporates both the classical Diehard algorithms and 

modern statistical analyses [5]. 

To assess the encryption quality, a plaintext file of 

size 24.2 MB was encrypted twice — once using  

AES-256 (OpenSSL implementation) and once using 

the proposed algorithm. Both ciphers were operated in 

CBC (Cipher Block Chaining) mode, where the 

ciphertext of the previous block is XORed with the 

plaintext of the next block to increase entropy and 

enhance the avalanche effect in the resulting ciphertext 

[20]. Each output file was then subjected to both testing 

suites, and the results were compared. 

The NIST STS (Statistical Test Suite) consists of 

188 statistical tests developed by the U.S. National 

Institute of Standards and Technology. It evaluates the 

randomness of data by assessing frequency uniformity, 

entropy, correlation, and other statistical properties. 

Among the NIST STS tests, the following are most 

notable: 

– Frequency Test – evaluates the uniform 

distribution of 0s and 1s in the sequence. 

– Block Frequency Test – assesses the uniformity 

of bits within fixed-size blocks. 

– Runs Test – analyzes the length and distribution 

of runs of identical bits. 

– Longest Run of Ones – determines the maximum 

length of a continuous sequence of 1s in subsequences. 

– Rank Test – evaluates the linear independence of 

subsequences by analyzing matrix ranks. 

– FFT Test (Fast Fourier Transform) – examines 

the frequency spectrum to detect periodic structures. 

– Serial Test – checks for repeated patterns in bit 

sequences. 

Dieharder is one of the most powerful 

randomness-testing frameworks, containing more than 

60 individual tests, including the classical Diehard suite, 

Marsaglia’s procedures, and additional modern 

statistical analyses. The key Dieharder tests include: 

– Birthday Spacings Test – checks the uniformity 

of distances between randomly generated numbers. 

– Overlapping 5-Bit Test – analyzes the recurrence 

of patterns in overlapping 5-bit blocks. 

– Diehard Sums Test – evaluates the distribution 

of cumulative sums of pseudorandom numbers. 

– Diehard Runs Test – measures the lengths of 

runs of identical bits. 

– RGB Bit Distribution Test – analyzes the 

distribution of bits in multi-color data representations. 

– RGB Minimum Distance Test – evaluates the 

distribution of points in multidimensional space. 

The developed algorithm successfully passed all 

188 NIST tests. The Frequency Test demonstrated a 

uniform distribution of zeros and ones (P-value > 0.01). 

The Block Frequency Test confirmed the absence of 

significant deviations in the bit distribution. The Runs 

Test and Longest Run of Ones Test revealed no 

anomalous bit patterns, indicating high entropy. The 

FFT Test did not detect any periodic components, 

confirming the chaotic structure of the ciphertext. 

Figures 1 and 2 illustrate the test results (the 

proportion of passed tests) for the proposed algorithm 

and AES, respectively. 
 

 

 

Fig. 1. Proportion of passed NIST test  

for developed algorithm 

 

The results obtained are identical or very close to 

those of AES-256, which indicates a comparable level 

of cryptographic strength. 

For Dieharder test interpretation, three possible 

outcomes are used: PASSED (test passed with a high  

P-value), WEAK (test passed but with a borderline  

P-value), and FAILED (test not passed). 
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Fig. 2. Proportion of passed NIST tests for AES 

A comparison of the test scores for both 

algorithms is provided in Table 1. 

According to the results, the proposed cellular-

automaton-based algorithm implemented in CBC mode 

demonstrated a randomness level of the ciphertext 

comparable to AES-256-CBC when evaluated on a 24.2 

MB dataset. Both algorithms showed weaknesses in 

long-range correlation tests (rgb_lagged_sum, 

dab_filltree, dab_monobit2), which suggests the 

possibility of residual inter-block dependency when 

processing very large datasets in CBC mode. It also 

indicates the need to generate ciphertext on the scale of 

tens of gigabytes for more accurate high-resolution 

testing. 

The conducted analysis confirms that the 

developed block cipher based on a three-dimensional 

reversible cellular automaton exhibits adequate 

cryptographic strength and the ability to generate high-

quality ciphertext. 

 
Table 1 – Results of dieharder tests 

№ Test category AES-256-CBC Developed algorithm 

1 diehard_birthdays PASSED PASSED 

2 diehard_operm5 PASSED WEAK 

3 diehard_rank_32x32 PASSED WEAK 

4 diehard_rank_6x8 PASSED PASSED 

5 diehard_bitstream PASSED PASSED 

6 diehard_opso PASSED WEAK 

7 diehard_oqso PASSED PASSED 

8 diehard_dna PASSED PASSED 

9 diehard_count_1s_str PASSED PASSED 

10 diehard_count_1s_byt PASSED PASSED 

11 diehard_parking_lot PASSED PASSED 

12 diehard_2dsphere PASSED PASSED 

13 diehard_3dsphere PASSED PASSED 

14 diehard_squeeze FAILED WEAK 

15 diehard_sums PASSED PASSED 

16 diehard_runs PASSED PASSED 

17 diehard_craps WEAK+FAILED PASSED 

18 marsaglia_tsang_gcd FAILED FAILED 

19 sts_monobit PASSED PASSED 

20 sts_runs PASSED WEAK 

21 sts_serial almost all PASSED Almost all PASSED (some WEAK) 

22 rgb_bitdist all PASSED all PASSED 

23 rgb_minimum_distance 1 FAILED 2 WEAK 

24 rgb_permutations PASSED PASSED 

25 rgb_lagged_sum many FAILED and WEAK many FAILED and WEAK 

26 dab_bytedistrib FAILED FAILED 

27 dab_dct PASSED PASSED 

28 dab_filltree FAILED PASSED+WEAK 

29 dab_filltree2 FAILED FAILED 

30 dab_monobit2 FAILED FAILED 

 
Considering its implementation simplicity, the 

absence of complex substitution tables, and efficient 

reversibility, the proposed scheme appears to be a 

competitive alternative to traditional block-cipher 

constructions. 

One important aspect is the comparative statistical 

behavior of the cipher relative to AES-256 in CBC 

mode. Both algorithms demonstrate similar pass rates 
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across Dieharder and NIST STS tests. It is worth noting 

that certain failures (such as marsaglia_tsang_gcd and 

rgb_lagged_sum) also occur in industrial AES 

implementations, particularly when the amount of test 

data is small. This indicates insufficient statistical 

resolution on small datasets rather than a fundamental 

weakness of the algorithms. 

The use of a cellular automaton in three-

dimensional space provides a high degree of diffusion 

without the need for external substitution tables. Block 

transformations are implemented through local bitwise 

operations, which makes the design suitable for 

hardware implementation. Due to the use of XOR, 

cyclic shifts, and inversion, the cipher exhibits an 

avalanche effect and low correlation between plaintext 

and ciphertext. 

A significant advantage of the proposed design is 

the simplicity of its reversibility: unlike many complex 

symmetric schemes, the inverse transformation does not 

require matrix inversion or storing auxiliary lookup 

tables — only the reverse application of rounds and 

symmetric inverse operations. 

Using Rule 30 for key expansion ensures a 

sufficient level of pseudorandomness, though further 

improvement is possible by incorporating hybrid rules 

with additional entropy. Future work may also explore 

dynamic tessellation restructuring between rounds to 

avoid static neighborhood patterns. 

However, several limitations should be noted. A 

fixed 64-byte block size requires additional 

preprocessing for short messages. Furthermore, 

although the key space is fully covered for a 64-byte 

key, evaluating resistance to brute-force attacks remains 

important, especially in scenarios where human-

generated passwords limit entropy. 

Future research directions include adapting the 

algorithm for stream-cipher operation, introducing 

substitution layers, and implementing dynamic tessellation 

management driven by additional key parameters. The 

development of a cryptographic information system for 

secure data exchange is also planned. 

Conclusions 

The study introduces a new symmetric block 

cipher based on a three-dimensional cellular automaton 

with a modified Margolus neighborhood, combining 

reversibility, high entropy, and efficient diffusion at low 

computational cost. A key feature of the algorithm is the 

processing of data as cubic 64-byte blocks using XOR 

operations, bitwise inversion, and cyclic shifts within 

each substructure, which ensures chaotic behavior 

without sacrificing reversibility. 

It has been demonstrated that key expansion using 

Rule 30 produces round keys with a high degree of 

unpredictability, preventing straightforward analysis of 

key dependencies. The conducted experiments, 

including Dieharder and NIST STS statistical tests, 

confirm that the cipher exhibits statistical properties 

comparable to AES-256 in CBC mode, including 

uniform byte distribution, the absence of visible patterns 

in the ciphertext, and a strong avalanche effect. 

The scientific novelty lies in the use of a three-

dimensional reversible structure with full key-space 

control, implemented without traditional cryptographic 

primitives such as S-boxes or complex substitution 

layers. The inverse transformation is implemented 

through bitwise operations within a three-dimensional 

cellular-automaton framework with cyclically varying 

topology.  

The practical significance of the developed 

algorithm is determined by its suitability for deployment 

in resource-constrained environments (including IoT 

devices), due to its linear computational complexity and 

the feasibility of hardware implementation without 

external dependencies. 

Future research directions include enhancing the 

model through variable tessellation control, the use of 

hybrid CA rules for key expansion, the incorporation of 

dynamic substitution tables, and the extension of the 

algorithm to a stream-cipher operating mode. 
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Розробка та дослідження блокового алгоритму шифрування на основі клітинних автоматів 

С. Е. Остапов, Б. В. Дяконенко 

Анотація .  Актуальність. З розвитком цифрових систем зв’язку зростає потреба в ефективних методах захисту 

даних, особливо в умовах обмежених обчислювальних ресурсів. Клітинні автомати, завдяки своїй простоті, оборотності 

та здатності до паралельної обробки, привертають увагу як перспективна основа для побудови криптографічних 

алгоритмів нового покоління. Метою роботи є розробка та експериментальна перевірка блокового шифру з оборотною 

структурою на основі тривимірного клітинного автомата, який забезпечує високий ступінь дифузії, лавинного ефекту та 

криптостійкості без застосування класичних криптографічних примітивів. Метод. Запропонований шифр базується на 

модифікованому сусідстві Марголуса для тривимірної структури з блоками розміром 64 байти. В межах кожного раунду 

відбувається побітове перетворення блоку за допомогою комбінації XOR, інверсії та циклічного зсуву. Розгортання 

ключа виконується за допомогою правила 30 елементарного клітинного автомата, що формує послідовність раундових 

ключів. Алгоритм реалізований у режимі CBC для забезпечення додаткової надійності шифрування. Результати. 

Алгоритм протестовано з використанням криптографічних пакетів Dieharder і NIST STS. Результати засвідчили 

статистичну випадковість шифротексту, наявність лавинного ефекту, стійкість до лінійного та диференційного аналізу. 

Порівняння з AES-256 у режимі CBC виявило співставний рівень криптографічної стійкості. Висновки. Запропонований 

алгоритм демонструє придатність до використання в криптографічних системах, особливо у пристроях з обмеженими 

ресурсами. Його переваги включають простоту реалізації, оборотність без зовнішніх таблиць та гнучкість у 

налаштуванні топології. Робота відкриває перспективи подальших досліджень у напрямі формалізації безпеки клітинно-

автоматних шифрів та їх адаптації до інших режимів роботи. 

Ключові  слова:  криптографія; шифрування; дифузія та лавинний ефект; алгоритм; захист інформації; безпека 

даних; програмне забезпечення; тестування програмного забезпечення; методи тестування програмного забезпечення; 

інформаційні системи; клітинні автомати. 
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