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PECULIARITIES OF BLOCKCHAIN TECH USE IN INTERNATIONAL
BUSINESS AND FINANCE

In the research peculiarities of blockchain technologies use in international
business and finance are considered. It seems that the Industry 4.0 touches all spheres of
business environment as well as a government. To handle the blockchains the risks and
benefits should be taken into consideration.
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Distributed ledger technologies known as blockchain causes lots of excitement
among tech-savvy businesses. Supporters of blockchain lay high hopes on the
technology to gain an edge over rivals. In this paper we will consider opportunities that
blockchain brings for international business and its drawbacks. The first known ledgers
emerged 5,000-10,000 years ago in Mesopotamia and were used as markers of
transactions to keep track of things like the crops prices [1]. Current blockchains are
digital memory devices for recording and verifying transactions and terms of
engagement.

Blockchain can address a number of problems in international business and
finance such as verification, transparency, paying for contributions to intellectual
property, and efficiency of supply chains just to name a few. Currently the Danish
shipping giant Maersk and IBM announced a joint venture to create a real-time digital
ledger for global shipping. Walmart tracks its shipping with the blockchain. The
technology is quite helpful in establishing origins and ownership, which is much needed
in financial sector, i.e. audit. The cargo, transport, and shipping industry has long
suffered from a lack of transparency with regard to the sourcing and timing of
shipments, which public ledgers might be able to solve. Verification can also be helpful
in real estate, hiring and running a background check before employment, and banking.
Blockchain can help to spread the use of smart contracts, which are digital agreements
that are automatically executed once a consensus on an event’s outcome is generated on
a blockchain [2]. This makes them tamperproof and highly efficient. Such finance and
banking industry giants as JPMorgan and Goldman Sachs are devoting resources into
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research on smart contracts [2]. In trade finance smart contracts can help to speed up
processes as users can attach internet of things (1oT) sensors to the shipment vehicles to
monitor temperature and provide real-time updates that are automatically recorded in
blockchain. Online feedback through blockchain records outcomes and enables both
sides to reach a consensus about the condition of the delivery. If everything is
satisfactory, the smart contract is cleared, and a transfer of money is triggered. Despite
all the hype and obvious advantages of blockchain technology, not that many businesses
are ready to implement it even in developed economies. In a Deloitte survey of 308
senior executives at large U.S. companies, 39% of respondents had little or no
knowledge about blockchain technology. A survey of more than 200 board-level, non-IT
executives in the U.K. yielded similar results: about 40% said they do not fully
understand the technology, and less than 10% believe their organizations have the
necessary skill sets to adopt it [3]. Besides, the technology itself has one too many
chinks in the armor. Although blockchain is widely viewed as unbreakable because
advanced cryptographic techniques are used to encode the data and ensure that it is not
altered, there are vulnerabilities to be exploited. Mostly, those are the most vaunted
features for which the technology is being praised for, that might fail or have unintended
consequences: private keys; software flaws; anonymity; high customization cost [4].
Private keys are such large numbers that majority of users have to write them down, and
these notes are at high risk of being found by others. Besides, if private key is lost, an
access to account is lost forever. Information is added to the blockchain with the
software code, which can have flaws.

Some researchers argue the blockchain systems provide pseudonymity rather than
anonymity. That is because users in a blockchain system are disguised but still need to
fully or partially identify themselves to interact outside the system. Princeton University
researchers found that 53 out of 130 web merchants that accept cryptocurrency have
routinely leaked end users’ identifiable data in the form of a cookie (also known as a
session ID) [4]. Besides, anonymity is double-edged sword as it is appreciated by illegal
transactions users. Many executives worry that large investments in the technologies
will outpace the gains. Enterprise executives exploring blockchain can’t leave it solely
to the technologists. These issues require industry expertise from stakeholders around
the world. Many practitioners advise businesses should take up blockchain considering
all its advantages and disadvantages. Use of the technology won’t bring solutions unless
there is a strategy behind it. In creating a blockchain, organizations need to define the
specific problem they are trying to solve. They must determine which transactions or
interactions the blockchain should capture and who should have access to which
portions. Companies should understand how to configure, design, and use blockchain
technologies in unique ways. The strategy needs to be linked to the company’s unique
capabilities and resources [1]. Business should review its existing resources and look for
ways to leverage them with blockchain. In general, it’s advised to answer 3 questions
before investing in blochchain implementation: what value will business offer, how
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public will its blockchains be, what incentives will it offer to participate. Moreover,
blockchain governance is still the unfinished business. We are witnessing unexpected
user behaviors that become problematic to address without robust governance.
Stakeholders need a mechanism for agreeing on which changes need to be made, when,
how, and by whom. There is still notable reluctance to participate in development of
open standards to govern the emerging technology. Only 20 of the Fortune 500
corporations are considering governance issues through their participation in two of the
largest blockchain consortia, Hyperledger and EEA (Dell, Miscrosoft, Intel, IBM,
FedEXx, Oracle, JPMorgan Chase are among them) [5]. Once these issues are taken care
of and more businesses embracing the technology companies will find solutions to the
current drawbacks. An independent QA firm could test software before it is put into
use. Reducing the number of software flaws will be initiated. Some form of an on/off
switch could be incorporated into the blockchain’s software. Potentially anyone seeking
to use a given blockchain (and to be assigned public/private keys) must be vetted first,
and a record of the owner and the private key must be kept in a secure location.
Alternatively, all passwords could be stored in a company safe. If the owner of that
digital wallet were unavailable, the password could be retrieved.

In conclusion, architectural changes in value creation do not happen overnight.
They will generate resistance from regulators and businesses worrying about their
revenue models. Such fundamental costs as verifying the attributes of a transaction and
the cost of exchanging value within a network will be reduced with widespread use of
blockchain. But smooth functioning of the technology requires every key actor in an
business environment to participate.
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