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3abe3nedeHHs CTIHKOTO U(POBOTO PO3BUTKY Ykpainu y 2026 pomi BuMarae
CTBOPEHHS IUTICHOI CHCTeMH HpOoTHAii Kibep3arpo3aM Ha HaI[lOHAIEHOMY PiBHI.
Oco0MBOT aKTyaJIbHOCTI Ha0yBa€ MUTaHHS LU(PPOBOTI PE3MIBEHTHOCTI (CTIHKOCTI)
KPUTUYHOI 1HQpACTPyKTypH Ta AEp)KaBHUX IHPOpMalidHMX CHUCTEM 10 aTak Ha
LUTICHICTh JaHWX. TpamulliiiHi METOIU 3aXUCTy YacTO MArTh HAIMIpHI YacoBi
3aTPUMKH, 1110 € KPUTUYHHUM JUIsi CUCTEM peasibHOro 4yacy. EQexTuBHUM pilieHHAM
€ BIIPOBA/DKCHHS MOAYJIBHUX KOJIB, SIKI JO3BOJSIIOTH IHTErpyBatu (QyHKIIl
KOHTPOJIIO Ta BHIIPABICHHS MOMHJIOK 0€3MocepeHb0 B apH(METHUKO-JIOTTYHUNA
0azuc cucteMu Uil 3a0e3leYeHHS €KOHOMIYHOI CTIHKOCTI TEeNeKOMYHIKaIliHHIX
mepex [1, 2].

MeTtoro nomoBigi € po3poOka MPaKTUIHUX PEKOMEHIAIH IIOA0 ITOCHICHHS
oUppoBOi CTIMKOCTI iHQOPMAIIMHUX CHCTEM JAep)KaBU depe3 BIPOBAKECHHSI
BHCOKOTIPOAYKTUBHHX 3aC00iB JIarHOCTYyBaHHS JaHHX Y MOIYJIbHHX KOJax.

Y Mexax po3pOOKH KOHIEHTYaJbHOI MOMENI IUIICHOI CHCTEeMH MPOTHIL
Kidep3arpo3aM  3alpONOHOBAaHO BHUKOPUCTOBYBAaTH BHYTPIIIHI  BIACTHUBOCTI
MOJYJIBHUX KOJIB ISl IOOY/IOBH CaMOKOPUTYBaJIbHUX OOYHMCITIOBAIBHUX CTPYKTYP.
Takuii migxix JO3BOJSIE peai3yBaTH MeEXaHi3M aKTHBHOTO 3axXHCTy Ha pIBHI
MPOTOKOMIB aBTeHTH(]IKaIIl Ta BHUSBJICHHS TOMOJOTIi LIKIJUIMBOTO MPOTrPaMHOTO
3abe3nedyenHs [3, 4].

OCHOBHUMH PEKOMEHAAIISIMA 1010 TOCHIICHHS PE3UITBEHTHOCTI EKOHOMIYHUX
Cy0’€KTIB Ta IePKABHUX CTPYKTYP €:

1. BnpoBajykeHHS TapajelbHUX METOMAIB JIarHOCTYBaHHS, a caMme
BUKOPUCTAHHS BIIACTUBOCTEH MOYJILHHUX KOJIIB JIO3BOJISIE TIOETHATH B Yaci MpoIecu
00YHCIIeHp Ta aHaNi3y KOHTPONBHHX O3HaK (mpoekmii) uumcen. lle 3abe3meuye
BUSIBJICHHSI TTOMWJIOK (CIIPUYMHEHUX SK 3005 MM OONaaHaHHSA, TaK i HABMHUCHUMH
CIIOTBOPEHHSAMN) y peanbHoMy 4aci [2].

2. J[luraMiqHe KepyBaHHS HAIMIPHICTIO B CTPYKTYpi 00UMCITIOBAaIBHAX 3aC0O0iB.
KonmenrtyansHa Monmenb mependadac MOXIIMBICTh aJalTUBHOT 3MiHM KiJIBKOCTI
KOHTPOJIFHUX OCHOB Y MOIYJIBHHMX KO/aX 3aJIeXKHO Bif piBHA KiGepsarposu. lle
JIO3BOJISIE MIATPUMYBATH CTaOITBHICTD (QYHKITIOHYBaHHS KDUTHYHUX BY3JIiB HaBITh B
YMOBax iHTEHCHBHHX aTak [3, 4].

3anpornoHoBaHa JIOTiYHA OpTraHi3alis BiJIMOBOCTIHKMX BY31iB 00poOKn
iHpopmanii Ha 0a3i MOXYNBHMX KOJIB BHCTYNa€E sSK e(EeKTHBHUH MexaHi3M
YIPaBJIiHHS B yOIIYHUX OpraHi3allisix 3 BACOKUM piBHEM Oe3nekH [5], 103Boisoun
JIep’KaBHUM 1H(pOpMaiiHUM cucteMaM 30epiraTi QpyHKIIOHANBHICTH NPH BiIMOBI
OKpEeMHX OOYMCITIOBAIBHHUX KaHAIB, IO € (yHIaMEeHTOM HalioHaJIbHOI IU(POBOi
PE3UITHEHTHOCTI.
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Peanizariis 3amponoHOBaHUX PEKOMEHIAIN JTO3BOJIMTH CPOPMYBATH CTiiike
nudpoBe cepenoBHUINE, i€ 3aXHUINEHICTh i1HGOPMAIIHHMUX CHUCTEM JIepKaBH
0a3yeTbcsl Ha BHYTPIIIHIM CTIHKOCTI MOIYTBHUX KOZIB.
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SOFTWARE AND HARDWARE COMPLEX FOR AUTOMATED
MONITORING OF IoT DEVICES OF A FIRE SAFETY SYSTEM
Rozhnova T.G., Kurylo A.V.

Kharkiv National University of Radio Electronics, Kharkiv, Ukraine

The steady growth in the number of fires at residential, public and industrial
facilities makes automated fire safety monitoring one of the most critical tasks of
modern civil protection [1]. Traditional fire alarm systems based on stand-alone
detectors have limited diagnostic capabilities, do not allow remote assessment of the
technical state of the equipment, and in most cases react only to already developed
hazardous factors of a fire. The rapid spread of the Internet of Things (IoT) paradigm
opens new opportunities for building distributed monitoring systems capable of
collecting, transmitting and analysing heterogeneous data from a large number of
sensor nodes in real time [2].

The aim of the work is to develop a software and hardware complex for the
automated monitoring of IoT devices of a fire safety system that provides continuous
control over the operability of the sensor nodes, early detection of pre-emergency
states and prompt notification of the responsible personnel.

The proposed complex has a three-tier architecture in accordance with the IoT
reference model. The lower (perception) tier includes smoke, temperature, carbon
monoxide and flame sensors connected to microcontroller nodes based on ESP32
modules with Wi-Fi and BLE interfaces. The middle (network) tier is built on an
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