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<�>45;N20==O 157?5:8 V=B5@=5B B@0DV:C O: A5<V>B8G=>W A8AB5<8=
CB84AG A4 ;8B5GFFO A4G>B6B7B EFGC9AO 8B>FBD4 HV?BEBHVW
;4 EC9JV4?ьAVEFN – КV59D59;C9>4 F4 ;4I<EF VAHBD@4JVW

Д9F4?ьA<= 4A4?V; 8<E9DF4JV=ABW DB5BF< "B?>4KB64 �.Ю. A4 F9@G 

<�B89?N64AAO 59;C9>< VAF9DA9F FD4HV>G O> E9@VBF<KABW E<EF9@<=, MB 

CD98EF46?9A4 8?O ;4I<EFG A4 ;8B5GFFO A4G>B6B7B EFGC9AO 8B>FBD4 HV?BEBHVW G 

�4JVBA4?ьAB@G F9IAVKAB@G GAV69DE<F9FV «%4D>V6Eь><= CB?VF9IAVKA<= VAEF<FGF», 

84є ;@B7G ;DB5<F< >B@C?9>EA<= 6<EAB6B> MB8B WW 4>FG4?ьABEFV, EFGC9AO 

B5ґDGAFB64ABEFV A4G>B6<I CB?B:9Aь, 6<EAB6>V6, D9>B@9A84JV=, 8BEFB6VDABEFV F4 

;A4KGMBEFV BFD<@4A<I D9;G?ьF4FV6, A4G>B6BW AB6<;A<, F9BD9F<KABW F4 CD4>F<KABW 

JVAABEFV, A484F< ;474?ьAG BJVA>G 8<E9DF4JVW.

!BC?V=ь 0:BC0;ь=>ABV B5<8 48A5@B0FV9=>W @>1>B8. 
# EGK4EAB@G J<HDB6B@G E6VFV EFDV@><= DB;6<FB> VAHBD@4JV=A<I 

F9IAB?B7V=, ;B>D9@4 7?B54?V;4JVO VAF9DA9F VAHD4EFDG>FGD< F4 VAF9AE<6A9 
6<>BD<EF4AAO >V59DHV;<KA<I E<EF9@, ;G@B6<?< 6<A<>A9AAO AB6<I 6<>?<>V6 G 
EH9DV ;459;C9K9AAO 59;C9>< VAHBD@4JV=A<I D9EGDEV6. ЗA4KA9 ;DBEF4AAO B5EO7V6 
VAF9DA9F FD4HV>G, =B7B DV;ABDV8AVEFь F4 >BAF9AFA4 A4E<K9AVEFь ECD<ONFь A9 ?<L9 
F9IAVKAV=, 4 = EBJV4?ьAV= GD4;?<6BEFV J<HDB6B7B CDBEFBDG. #E9 J9 EF6BDNє G@B6<, 
6 O><I FD48<JV=AV @9FB8< 6<O6?9AAO F4 A9=FD4?V;4JVW ;47DB; 6<O6?ONFьEO 
A98BEF4FAV@<. # F4>B@G >BAF9>EFV F9@4 8<E9DF4JV=ABW DB5BF<, CD<E6OK9A4 
@B89?N64AAN 59;C9>< VAF9DA9F FD4HV>G O> E9@VBF<KABW E<EF9@<, A45G64є 
BEB5?<6BW 4>FG4?ьABEFV.

�8AVєN ; >?NKB6<I CDB5?9@, MB ;G@B6?Nє 4>FG4?ьAVEFь 8BE?V8:9AAO, є 
6V8EGFAVEFь VAF97DB64AB7B CV8IB8G 8B ;4I<EFG VAHBD@4JVW, O><= B8ABK4EAB 



6D4IB6G646 5< F9IAVKAV I4D4>F9D<EF<>< FD4HV>G, =B7B ;@VEFB6G CD<DB8G F4 
EBJV4?ьA<= >BAF9>EF. К?4E<KAV E<EF9@< ;4I<EFG – 4AF<6VDGE<, 5D4A8@4G9D<, 

– C9D964:AB BC9DGNFь E<7A4FGD4@< 45B 4AB@4?VO@< A4 DV6AV @9D9:96B7B 
CDBFB>B?G, FB8V O> EGK4EAV 4F4>< 8984?V K4EFVL9 ґDGAFGNFьEO A4 @4AVCG?OJVW 
;@VEFB@ VAHBD@4JVW, CB698VA>B6<I L45?BA4I >BD<EFG64KV6 F4 CE<IB?B7VKAB@G 
6C?<6V. !4@9 JV B5EF46<A< 6<@474NFь ;4CDB648:9AAO AB6B7B F<CG 4A4?V;G 
FD4HV>G – E9@VBF<KAB7B, O><= 8B;6B?Oє 6D4IG64F< @AB:<AAV DV6AV ECD<=AOFFO F4 
VAF9DCD9F4JVW 84A<I.

ЗA4KA4 4>FG4?ьAVEFь F9@< 8<E9DF4JVW F4>B: CV8F69D8:GєFьEO WW 
6V8CB6V8AVEFN EFD4F97VKA<@ JV?O@ 89D:46ABW CB?VF<>< G EH9DV >V59D59;C9><. # 
!FD4F97VW >V59D59;C9>< #>D4WA< A4 2021–2025 DB>< A47B?BLGєFьEO A4 
A9B5IV8ABEFV @B89DAV;4JVW A4JVBA4?ьABW E<EF9@< >V59D;4I<EFG F4 DB;6<F>G 
VAAB64JV=A<I CV8IB8V6 8B CDBF<8VW E>?48A<@ VAHBD@4JV=A<@ ;47DB;4@. З B7?O8G 
A4 F9, MB >V59D59;C9>4 BIBC?Nє A9 ?<L9 F9IAVKAV 4EC9>F<, 4?9 = VAHBD@4JV=AB
CE<IB?B7VKAV F4 EBJV4?ьAV, EF4є BK96<8A<@, MB CV8IV8, ;4EAB64A<= A4 
E9@VBF<KAB@G 4A4?V;V VAF9DA9F FD4HV>G, є 6>D4= 4>FG4?ьA<@ V C9DEC9>F<6A<@ 8?O 
8BEO7A9AAO ;4;A4K9A<I JV?9=.

З4EFBEG64AAO E9@VBF<KAB7B @B89?N64AAO G EH9DV 59;C9>< VAF9DA9F FD4HV>G 
6V8>D<64є @B:?<6BEFV 8?O EF6BD9AAO 484CF<6A<I, >BAF9>EFAB BDVєAFB64A<I 
E<EF9@ ;4I<EFG, O>V ;84FAV A9 ?<L9 6<O6?OF< ;47DB;<, 4?9 = 4A4?V;G64F< WIAV= 
;@VEF, @9FG F4 CBF9AJV=A<= 6C?<6. !9@VBF<KA<= CV8IV8 84є ;@B7G VAF97DG64F< DV;AV 
F<C< 4A4?V;G – E<AF4>E<KA<=, E9@4AF<KA<=, CD47@4F<KA<= V EBJV4?ьA<= – 6 є8<AG 
E<EF9@G @BAVFBD<A7G, MB BEB5?<6B 64:?<6B G 6<C48>G ;@VL4AB7B >BAF9AFG, 
6?4EF<6B7B EGK4EAB@G @9D9:96B@G FD4HV>G.

�4G>B64 AB6<;A4 DB5BF< 6<;A4K4єFьEO F<@, MB 6C9DL9 ;4CDBCBAB64AB 
>B@C?9>EAG @B89?ь >V59D59;C9><, O>4 54;GєFьEO A4 V89W 5474FBDV6A96BW 
VAF9DCD9F4JVW VAHBD@4JVW, MB J<D>G?Nє 6 VAF9DA9F FD4HV>G. �>FG4?ьAVEFь JVєW 
@B89?V CV8E<?NєFьEO ;DBEF4AAO@ DB?V EBJVB>V59DHV;<KA<I E<EF9@, 89 6;4є@B8VO 
@V: >BD<EFG64K4@<, CD<EFDBO@< F4 @9D9:4@< HBD@GєFьEO A9 ?<L9 A4 BEAB6V 
F9IAVKA<I C4D4@9FDV6, 4 = K9D9; ;A4K9AAO, O>V A484NFьEO VAHBD@4JVW 6 
>BA>D9FAB@G >BAF9>EFV.



�D4IB6GNK< 8<A4@VKAVEFь >V59D;47DB; F4 GE>?48A9AAO @9I4AV;@V6 4F4>, 
64:?<6<@ є DB;DB5?9AAO @9FB8V6, ;84FA<I ;459;C9K<F< 7AGK>VEFь V 
CD<EFBEB64AVEFь E<EF9@ ;4I<EFG. !4@9 F4>G @B:?<6VEFь A484є E9@VBF<KA<= 
CV8IV8, MB CV8FD<@Gє 484CF<6A9 @4D>G64AAO VAHBD@4JV=A<I CBFB>V6, 
E97@9AFG64AAO FD4HV>G F4 BJVAN64AAO DV6AV6 D<;<>G 6V8CB6V8AB 8B ;@VEFG F4 
>BAF9>EFG.

�F:9, B5D4A4 F9@4F<>4 8<E9DF4JV=AB7B 8BE?V8:9AAO 6V8CB6V84є EGK4EAB@G 
EF4AG DB;6<F>G A4G>< F4 F9IAB?B7V=, 6<@B74@ VAHBD@4JV=AB7B EGECV?ьEF64 F4 
;4684AAO@ A4JVBA4?ьABW 59;C9><. �BA4 BDVєAFB64A4 A4 6<DVL9AAO B8AVєW ; 
A4=5V?ьL 4>FG4?ьA<I CDB5?9@ – CV86<M9AAO 9H9>F<6ABEFV ;4I<EFG VAF9DA9F
FD4HV>G 6 G@B64I E>?48AB7B, 5474FBH4>FBDAB7B >V59DE9D98B6<M4.  9;G?ьF4F< 
8BE?V8:9AAO @B:GFь 5GF< CD4>F<KAB 6<>BD<EF4AV 6 E<EF9@4I ;4I<EFG 
>BDCBD4F<6A<I @9D9:, 89D:46A<I VAEF<FGJV=, >D<F<KABW VAHD4EFDG>FGD<, 4 
F4>B: G BE6VFAVI V A4G>B6<I CDBє>F4I, MB CV8F69D8:Gє 6<EB>G CD<>?48AG 
;A4KGMVEFь B5D4ABW F9@<.

"4><@ K<AB@, 84A9 8BE?V8:9AAO DB5<Fь 647B@<= 6A9EB> G DB;6<FB> 
EGK4EA<I VAHBD@4JV=A<I F9IAB?B7V= F4 є 4>FG4?ьA<@ 8?O L<DB>B7B >B?4 
H4IV6JV6, 6>?NK4NK< DB;DB5A<>V6 CDB7D4@AB7B ;459;C9K9AAO, EC9JV4?VEFV6 ; 
VAHBD@4JV=ABW 59;C9><, 4A4?VF<>V6, A4G>B6JV6 V CD98EF46A<>V6 89D:46A<I BD74AV6, 
6V8CB6V84?ьA<I ;4 EFD4F97VKA9 C?4AG64AAO F4 ;4I<EF VAHBD@4JV=AB7B CDBEFBDG 
>D4WA<. "B@G F9@4 8<E9DF4JV=ABW DB5BF< "B?>4KB64 �4>E<@4 ЮDV=B6<K4 
<�B89?N64AAO 59;C9>< VAF9DA9F FD4HV>G O> E9@VBF<KABW E<EF9@<= є 4>FG4?ьABN 
; A4G>B6BW F4 CD4>F<KABW FBKB> ;BDG F4 @4є 64:?<6G F9IAVKAG ;A4KGMVEFь.

З2’O7>: @>1>B8 7 =0C:>28<8 ?@>3@0<0<8, ?;0=0<8, B5<0<8
Д<E9DF4JV=A9 8BE?V8:9AAO ;8V=EAN64?BEO 6 @9:4I A4G>B6BW EC9JV4?ьABEFV 
– КV59D59;C9>4 F4 ;4I<EF VAHBD@4JVW F4 6<>BAG64?BEO A4 54;V >4H98D< 

>V59D59;C9>< �"# «%�І».
 9;G?ьF4F<, BFD<@4AV 6 CDBJ9EV 6<>BA4AAO DB5BF<, VAF97DB64AV 6 A4G>B6V 

8BE?V8:9AAO, MB ;8V=EANNFьEO A4 >4H98DV >V59D59;C9>< �"# «%4D>V6Eь><= 
CB?VF9IAVKA<= VAEF<FGF». ЗB>D9@4, CB?B:9AAO 8<E9DF4JVW є E>?48B6<@< 
VAVJV4F<6ABW �Д  «�B89?N64AAO EBJVB >V59DHV;<KA<I E<EF9@» (Д  № 



�0C:>20 =>287=0 >45@60=8E @57C;ьB0BV2. 
�4G>B64 AB6<;A4 B89D:4A<I D9;G?ьF4FV6 CB?O74є 6 F9BD9F<KAB@G 

BE@<E?9AAV F4 6CDB648:9AAV VAAB64JV=A<I DVL9Aь 8?O EF6BD9AAO 5474FBDV6A96BW 
E9@VBF<KABW @B89?V ;4I<EFG VAF9DA9F FD4HV>G 6 >V59D HV;<KAB@G CDBEFBDV, MB 
;459;C9KGє O>VEAB AB6<= DV69Aь 59;C9>< VAHBD@4JV=A<I E<EF9@. # 8<E9DF4JV=AV= 
DB5BFV BFD<@4AV F4>V BEAB6AV A4G>B6B B5ґDGAFB64AV D9;G?ьF4F<:

�C9DL9 DB;DB5?9AB @9FB8 B5K<E?9AAO VAF97D4?ьAB7B CB>4;A<>4 
;47DB;, MB 6D4IB6Gє ;64:9A9 E9D98Aє L9EF< E9@VBF<KA<I DV6AV6 (HV;<KAB7B, 
9@CVD<KAB7B, E<AF4>E<KAB7B, E9@4AF<KAB7B, CD47@4F<KAB7B F4 EBJV4?ьAB7B), MB 
8B;6B?Oє BJVAN64F< ;@VL4AV 4F4>< ; >B@C?9>EA<@< ;47DB;4@< A4 6V8@VAG 6V8 
>?4E<KA<I CV8IB8V6.

�C9DL9 CB5G8B64AB E9@VBF<KAG @B89?ь 8<A4@VKAB7B @BAVFBD<A7G F4 
>BAFDB?N VAHBD@4JV=A<I CBFB>V6 G >V59DCDBEFBDV, O>4 484CF<6AB ;@VANє 
CB?VF<>< 59;C9>< ;4?9:AB 6V8 ;@VEFG F4 >BAF9>EFG FD4HV>G.

�C9DL9 CB>D4M9AB 4DIVF9>FGDAG @B89?ь >BDCBD4F<6ABW @9D9:V ; 
GD4IG64AAO@ CISA’s Zero Trust Maturity Model, MB ;459;C9KGє 86BDV6A969 
8<A4@VKA9 @4D>G64AAO 84A<I F4 CV86<MGє 7AGK>VEFь V 9H9>F<6AVEFь CB?VF<> 
59;C9><.

�C9DL9 B5ґDGAFB64AB 6<>BD<EF4AAO E9@VBF<KAB7B 4A4?V;G O> BEAB6< 
8?O HBD@G64AAO 5474FBDV6A96BW E<EF9@< ;4I<EFG, O>4 8B;6B?Oє 6<O6?OF< A9 ?<L9 
F9IAVKAV ;47DB;<, 4 = ;@VEFB6AB EBJV4?ьAV 4AB@4?VW 6 VAHBD@4JV=AB@G CBFBJV.

�0C:>20 B0 ?@0:B8G=0 FV==VABь >45@60=8E @57C;ьB0BV2. 
�4G>B64 F4 CD4>F<KA4 JVAAVEFь B89D:4A<I D9;G?ьF4FV6 CB?O74є 6 DB;DB5JV 

VAAB64JV=AB7B CV8IB8G 8B ;459;C9K9AAO >V59D59;C9>< VAF9DA9F FD4HV>G A4 BEAB6V 
5474FBDV6A96BW E9@VBF<KABW @B89?V. #C9DL9 5G?B ;4CDBCBAB64AB DB;7?O84F< 
FD4HV> A9 ?<L9 O> F9IAVKA<= CBFV> 84A<I, 4 O> ;A4>B6G EFDG>FGDG, MB @4є 
E<AF4>E<KAV, E9@4AF<KAV, CD47@4F<KAV F4 EBJV4?ьAV DV6AV. &9 84?B ;@B7G EF6BD<F< 
>B@C?9>EA<= CV8IV8 8B 4A4?V;G = @4D>G64AAO VAHBD@4JV=A<I CBFB>V6, ;84FA<= 
6<O6?OF< A9BK96<8AV ;47DB;<, G FB@G K<E?V EBJVBF9IAVKAB7B I4D4>F9DG. ЗA4KGM<@ 
A4G>B6<@ D9;G?ьF4FB@ є DB;DB5>4 VAF97D4?ьAB7B CB>4;A<>4 CBF9AJV=A<I ;47DB;, 
O><= 6D4IB6Gє 6C?<6 DV;ABDV6A96<I I4D4>F9D<EF<> >BAF9AFG F4 8B;6B?Oє 



BJVAN64F< ;@VL4AV 4F4><, MB D4AVL9 64:>B CV88464?<EO V89AF<HV>4JVW 6 @9:4I 
>?4E<KA<I CV8IB8V6. 

�D4>F<KA4 JVAAVEFь 8BE?V8:9AAO CB?O74є 6 FB@G, MB DB;DB5?9AV @B89?V = 
4?7BD<F@< 5G?B D94?V;B64AB G 6<7?O8V CDB7D4@A<I >B@CBA9AFV6 8?O 8<A4@VKAB7B 
@BAVFBD<A7G F4 ;4I<EFG FD4HV>G, CDBF9EFB64A<I A4 4>FG4?ьA<I A45BD4I 84A<I 

IDS 2017/2018 V NSL KDD 2022. �FD<@4AV D9;G?ьF4F< 89@BAEFDGNFь 
CV86<M9AAO FBKABEFV 6<O6?9AAO ;47DB; V E>BDBK9AAO K4EG D947G64AAO A4 
VAJ<89AF<, MB DB5<Fь ;4CDBCBAB64AV DVL9AAO 9H9>F<6A<@< 8?O ;4EFBEG64AAO 6 
>BDCBD4F<6A<I @9D9:4I, HVA4AEB6<I GEF4AB64I, >D<F<KA<I VAHBD@4JV=A<I 
E<EF9@4I F4 BD74A4I 89D:46AB7B GCD46?VAAO.  B;DB5?9AV F9IAB?B7VW @B:GFь 5GF< 
6<>BD<EF4AV 8?O 68BE>BA4?9AAO VEAGNK<I E<EF9@ >?4EG SIEM, Zero Trust, SASE 
F4 VAL<I, BE>V?ь>< 6D4IB6GNFь O> F9IAVKAV, F4> V ;@VEFB6V 4EC9>F< 59;C9><. "4><@ 
K<AB@, D9;G?ьF4F< 8<E9DF4JV=AB7B 8BE?V8:9AAO @4NFь O> 64:?<69 F9BD9F<KA9 
;A4K9AAO 8?O DB;6<F>G A4G>< CDB >V59D59;C9>G, F4> V CD<>?48AG JVAAVEFь 8?O 
L<DB>B7B >B?4 CD4>F<KA<I ;4684Aь G EH9DV ;4I<EFG VAHBD@4JVW.

 9;G?ьF4F< 8BE?V8:9AAO 5G?< 6CDB648:9AV G:

 @9D9:96V= CV8E<EF9@V ;4I<EFG ІAF9DA9F 54A>VA7G < = FB64D<EF64 ; 
B5@9:9ABN 6V8CB6V84?ьAVEFN <!4=H9D І"= (4>F 6V8 19.03.2025 DB>G);

 A46K4?ьA<= CDBJ9E �"# <%�І= CD< 6<>?484AAV >GDEV6 <�9;C9>4 
I@4DA<I F9IAB?B7V== <�EAB6< E@4DF >BAFD4>FV6= F4 <Blockchain: BEAB6< F4 
CD<>?48< ;4EFBEG64AAO= 8?O 6VFK<;AOA<I F4 VAB;9@A<I EFG89AFV6 ��� 
<КV59D59;C9>4= C9DLB7B (54>4?46DEь>B7B) F4 8DG7B7B (@47VEF9DEь>B7B) DV6AV6 
6<MBW BE6VF< (4>F 6V8 22.05.2025 DB>G);

 8VO?ьABEFV FB64D<EF64 ; B5@9:9ABN 6V8CB6V84?ьAVEFN <�V>DB>D<CF 
"9>AB?B8:<E= (4>F 6V8 23.04.2025 DB>G)

�>2=>B0 28:;045==O =0C:>28E V ?@8:;04=8E @57C;ьB0BV2 48A5@B0FVW 
2 >?C1;V:>20=8E ?@0FOE B0 0:045<VG=0 4>1@>G5A=VABь.

�EAB6AV V89W ;8B5G64K4 F4 D9;G?ьF4F< 8BE?V8:9AAO 8BEF4FAьB CB6AB 

6<>?489AV G 1 = B8ABBEV5AV= EF4FFV G H4IB6B@G :GDA4?V >4F97BDVW �, G 2 I EF4FFOI 

V; ECV646FBD4@< G :GDA4?4I MB VA89>EGNFьEO A4G>B@9FD<KABN 54;BN , F4 

G EF4FFOI G H4IB6<I :GDA4?4I >4F97BDVW �, G 1 EF4FFV G ;4>BD8BAAB@G 



C9DVB8<KAB@G 6<84AAV, MB 6V8CB6V84є 6<@B74@ ��� #>D4WA< 8B BCG5?V>G64AAO 

D9;G?ьF4FV6 8BE?V8:9Aь A4 ;8B5GFFO A4G>B6B7B EFGC9AO 8B>FBD4 HV?BEBHVW

@BAB7D4HVW (6<84AAO, MB 6>?NK9AB 8B A4G>B@9FD<KABW 54;< Scopus). �CDB54JVN 

D9;G?ьF4F< 8BE?V8:9Aь BFD<@4?< A4 4 @V:A4DB8A<I A4G>B6B F9IAVKA<I 

>BAH9D9AJVOI.

Д<E9DF4JVO 6<>BA4A4 ; 8BFD<@4AAO@ 6<@B7 8B5DBK9EABEFV, BFD<@4AV 

D9;G?ьF4F< 84NFь CV8EF46< 7B6BD<F< CDB BD<7VA4?ьAVEFь DB5BF<. # F9>EFV 

@VEFOFьEO 46FBDEь>V V89W, V A9 6<O6?9AB 6<>BD<EF4AAO V89= VAL<I A4G>B6JV6 59; 

CBE<?4AAO A4 WI DB5BF<. З4;A4K9A9 6<M9 8B;6B?Oє EF69D8:G64F<, MB 

CD98EF46?9A4 8<E9DF4JV=A4 DB5BF4 є E4@BEFV=A<@, ;469DL9A<@ A4G>B6<@ 

8BE?V8:9AAO@, D9;G?ьF4F< O>B7B @4NFь ;A4K9AAO 8?O EH9D< >V59D59;C9><.

6. !BC?V=ь >1ґ@C=B>20=>ABV B0 4>AB>2V@=>ABV =0C:>28E ?>;>65=ь, 
28A=>2:V2 B0 @5:><5=40FV9, AD>@<C;ь>20=8E C 48A5@B0FV9=V9 @>1>BV. 

Д9F4?ьA<= 4A4?V; 8<E9DF4JV=ABW DB5BF< E6V8K<Fь CDB F9, MB A4G>B6V 
CB?B:9AAO, 6<EAB6>< F4 D9>B@9A84JVW, CD98EF46?9AV 6 8BE?V8:9AAV, є 8BEF4FAьB 
B5ґDGAFB64A<@<, CB6A<@< F4 6E95VKAB 4D7G@9AFB64A<@<. Д?O WI HBD@G?N64AAO 
F4 CV8F69D8:9AAO 46FBD CDB6V6 O> F9BD9F<KAV, F4> V 9@CVD<KAV 8BE?V8:9AAO, 
6>?NK4NK< 9>EC9D<@9AF4?ьAV C9D96VD><, 6<>BD<EFB6GNK< O> 6VFK<;AOAV, F4> V 
@V:A4DB8AV EC9JV4?V;B64AV F4 4>FG4?ьAV 8:9D9?4.

ДBEFB6VDAVEFь BFD<@4A<I D9;G?ьF4FV6 ;459;C9KGєFьEO ;4EFBEG64AAO@ O> 
>?4E<KA<I, F4> V EGK4EA<I @9FB8V6 8BE?V8:9AAO, E9D98 O><I 7?<5B><= ?B7VKA<= 
4A4?V; ?VF9D4FGDA<I 8:9D9?, KVF>4 CBEF4AB6>4 4>FG4?ьA<I ;4684Aь F4 WI >BD9>FA9 
6<DVL9AAO.  9;G?ьF4F< F9BD9F<KA<I V 9>EC9D<@9AF4?ьA<I 8BE?V8:9Aь 5G?< 
CD98EF46?9AV A4 A4G>B6B F9IAVKA<I >BAH9D9AJVOI F4 BCG5?V>B64AV G H4IB6<I 
A4G>B6<I 6<84AAOI. КDV@ FB7B, WI A48V=AVEFь CV8F69D8:GєFьEO 
6;4є@BG;7B8:9AVEFN, 6V8CB6V8AVEFN VEAGNK<@ ?VF9D4FGDA<@ 84A<@ V 
CB;<F<6A<@< D9;G?ьF4F4@< CD4>F<KAB7B 6CDB648:9AAO.

# IB8V 8BE?V8:9AAO 46FBD CB6AVEFN D94?V;G646 CBEF46?9AG @9FG F4 
;4684AAO, 6<;A4K9AV A4 CBK4F>B6B@G 9F4CV DB5BF<. ДB >B:AB7B DB;8V?G CB84AB 
?B7VKAV 6<EAB6><, MB 8B;6B?ONFь KVF>B ;DB;G@VF< EGFAVEFь 8BE?V8:9AAO F4 



CD4>F<KAG ;A4KGMVEFь BFD<@4A<I D9;G?ьF4FV6. ДBEFB6VDAVEFь 6<EAB6>V6 F4>B: 
CV8F69D8:GєFьEO >B@C?9>EA<@ CV8IB8B@ 8B 4A4?V;G 8BE?V8:G64AB7B B5’є>F4.

"4><@ K<AB@, A46989AV H4>F< E6V8K4Fь CDB A4?9:A<= DV69Aь 
B5ґDGAFB64ABEFV F4 8BEFB6VDABEFV A4G>B6<I CB?B:9Aь, 6<EAB6>V6 V D9>B@9A84JV=, 
6<>?489A<I G 8<E9DF4JV=AV= DB5BFV "B?>4KB64 �4>E<@4 ЮDV=B6<K4.

�FV=:0 7<VABC 48A5@B0FVW, WW 7025@H5=>ABV 9 >D>@<;5==O.
�B5G8B64 8<E9DF4JVW 6V8CB6V84є CD<=AOF<@ 8?O A4G>B6B7B 8BE?V8:9AAO 

ABD@4@. #EV CB?B:9AAO, 6<A9E9AV A4 ;4I<EF, 6<E6VF?9AV 6 F9>EFV 8<E9DF4JVW. З@VEF 

8<E9DF4JV=ABW DB5BF< 6V8CB6V84є WW A4;6V. 

Д<E9DF4JV=A4 DB5BF4 "B?>4KB64 �4>E<@4 ЮDV=B6<K4 A4C<E4A4 

7D4@BFABN A4G>B6BN @B6BN F4 BHBD@?9A4 6V8CB6V8AB 8B VEAGNK<I ABD@4F<6A<I 

8B>G@9AFV6 E>?484єFьEO ;V 6EFGCG, 4 I DB;8V?V6, 6<EAB6>V6, EC<E>G 6<>BD<EF4A<I 

8:9D9? V 6 I 8B84F>V6.

# 6ABC?і B5ґDGAFB64AB 4>FG4?ьAVEFь F9@< 8<E9DF4JV=AB7B 8BE?V8:9AAO, 

EHBD@G?ьB64AB @9FG 8BE?V8:9AAO F4 A4G>B6B CD<>?48AV ;4684AAO, A9B5IV8AV 8?O 

WW 8BEO7A9AAO, CB>4;4AB ;6’O;B> 8BE?V8:9AAO ; A4G>B6<@< CDB7D4@4@< F4 F9@4@<, 

A46989AB A4G>B6G AB6<;AG BFD<@4A<I D9;G?ьF4FV6, WI CD4>F<KAG JVAAVEFь F4 

BEB5<EF<= 6A9EB> ;8B5G64K4.

# ?9@H>@C @>з8і?і CDB4A4?V;B64AB VEAGNKV @9FB8< ;4I<EFG VAF9DA9F

FD4HV>G, ;B>D9@4 VAHD4EFDG>FGDAV DVL9AAO F4 CDBFB>B?ьAV @9I4AV;@<. 

ДBE?V8:9AB BEB5?<6BEFV EGK4EA<I >V59D4F4> A4 DV;AV F<C< FD4HV>G, 6>?NK4NK< 

E<7A4?ьA<=, 9?4EF<KA<= V CBFB>B6<=. �DB4A4?V;B64AB CDB5?9@< 6<O6?9AAO 4F4> 

G >BAF9>EFV ;DBEF4NKBW E>?48ABEFV ;47DB;, ;B>D9@4 APT F4 EBJVBF9IAVKA<I 

6C?<6V6. �5ґDGAFB64AB A9B5IV8AVEFь VAF97D4JVW AB6<I CV8IB8V6, O>V 6D4IB6GNFь 

E9@VBF<KAG EFDG>FGDG FD4HV>G = >BAF9>EF C9D984KV VAHBD@4JVW.

# 8@C7>@C @>з8і?і CD98EF46?9AB @B89?ь >V59DCDBEFBDG O> E9@VBF<KABW 

E<EF9@<, MB 6>?NK4є HV;<KA<=, E<AF4>E<KA<=, E9@4AF<KA<=, CD47@4F<KA<= V 

EBJV4?ьA<= DV6AV. �C<E4AB EFDG>FGDG VAF9DA9F >B@GAV>4JV= O> 5474FBDV6A96BW 

;A4>B6BW E<EF9@< ; GD4IG64AAO@ >BAF9>EFG 6;4є@B8VW >BD<EFG64KV6. 

З4CDBCBAB64AB CD<AJ<C< @4D>G64AAO F4 E97@9AFG64AAO VAHBD@4JV=AB7B 



>BAF9AFG, MB 8B;6B?Oє HBD@G64F< 7AGK>V CB?VF<>< 59;C9><.  B;DB5?9A4 VєD4DIVO 

A48V=ABEFV FD4HV>G O> BEAB64 E9@VBF<KAB7B 4A4?V;G G >V59DCDBEFBDV.

# B@9Bь>@C @>з8і?і ;4CDBCBAB64AB E9@VBF<KAG @B89?ь 8<A4@VKAB7B 

4A4?V;G F4 @4D>G64AAO FD4HV>G 8?O >BAFDB?N 8BEFGCG.  B;DB5?9AB @9FB8< @4>DB

V @V>DBE97@9AF4JVW VAHBD@4JV=A<I CBFB>V6 6V8CB6V8AB 8B DV6AV6 ;47DB;<. �C<E4AB 

HBD@G64AAO VAF97D4?ьAB7B CB>4;A<>4 59;C9><, O><= 6D4IB6Gє ;@VEF, >BAF9>EF V 

EBJV4?ьA<= 6C?<6 VAHBD@4JVW. �D98EF46?9AB 4DIVF9>FGDG ;4I<EABW E<EF9@< A4 

BEAB6V @B89?V AG?ьB6BW 8B6VD< (ZTMM).

# G9B69@B>@C @>з8і?і CDB6989AB @B89?N64AAO 9H9>F<6ABEFV 

;4CDBCBAB64A<I CV8IB8V6 A4 BEAB6V D94?ьA<I 84F4E9FV6 CIC IDS 2017/2018 F4 

KDD 2022. �<>BD<EF4AB CDB7D4@AV E>D<CF< A4 C# V Python 8?O D94?V;4JVW 

EJ9A4DVW6 @B89?N64AAO. �DB6989AB CBDV6AOAAO D9;G?ьF4FV6 V; FD48<JV=A<@< 

E<EF9@4@< ;4I<EFG, ;B>D9@4 Snort V Splunk ES. �B>4;4AB C9D9647< E9@VBF<KAB7B 

4A4?V;G MB8B FBKABEFV 6<O6?9AAO ;47DB; V K4EG D947G64AAO.

#EV AB6V A4G>B6V CB?B:9AAO, 6<EAB6>< F4 D9>B@9A84JVW, MB 6<ABEOFьEO A4 

;4I<EF, є D9;G?ьF4FB@ E4@BEFV=ABW DB5BF< 46FBD4, CDB=L?< 4CDB54JVN F4 5G?< 

BCG5?V>B64AV.

�ABF4JVO 8<E9DF4JVW 6V8B5D4:4є WW BEAB6A<= ;@VEF, DB;>D<64є >?NKB6V 

A4G>B6V D9;G?ьF4F< F4 CV8F69D8:Gє CD4>F<KAG ;A4KGMVEFь CDB6989AB7B 

8BE?V8:9AAO.

�<EAB6><, EHBD@G?ьB64AV G DB5BFV, 6<E6VF?NNFь D9;G?ьF4F< 8BE?V8:9AAO 

O> 6<DVL9AAO 6<EGAGF<I 6 8<E9DF4JVW ;4684Aь. �<EAB6>< 6V8CB6V84NFь 6<@B74@, 

O>V 6<EG64NFьEO 8B D9;G?ьF4FV6 8<E9DF4JV=AB7B 8BE?V8:9AAO A4 ;8B5GFFO 

A4G>B6B7B EFGC9AO 8B>FBD4 HV?BEBHVW.

!C<EB> 6<>BD<EF4A<I 8:9D9? L<DB>B BIBC?Nє CD98@9FA9 CB?9 

8BE?V8:9AAO, C96ABN @VDBN 6V8B5D4:4є BCD4JN64AAO 46FBDB@ ;A4KABW >V?ь>BEFV 

8:9D9? CB6’O;4A<I ; ;4I<EFB@ VAHBD@4JVW, VAF9?9>FG4?ьA<@< @9FB84@< F4 

@9FD<>4@< BJVA>< WI 9H9>F<6ABEFV.

ДB84F>< @VEFOFь 8B84F>B6G VAHBD@4JVN CDB CG5?V>4JVW ;8B5G64K4 F4 

CD4>F<KA9 6CDB648:9AAO D9;G?ьF4FV6 8<E9DF4JVW.



Д<E9DF4JVO 6<>BA4A4 ; 8BFD<@4AAO 6<@B7 4>489@VKABW 8B5DBK9EABEFV, 

BFD<@4AV D9;G?ьF4F< 84NFь CV8EF46< 7B6BD<F< CDB BD<7VA4?ьAVEFь DB5BF<. # 

F9>EFV @VEFOFьEO 46FBDEь>V V89W, V A9 6<O6?9AB 6<>BD<EF4AAO V89= VAL<I A4G>B6JV6 

59; CBE<?4AAO A4 WI DB5BF<.

З0C2065==O 4> 48A5@B0FV9=>W @>1>B8 
� CDBJ9EV B;A4=B@?9AAO ; DB5BFBN CB;<F<6A9 6D4:9AAO ECD46<?B 8B>?48A9 

B5ґDGAFB6G64AAO GEVI 6<EGAGF<I G DB5BFV CB?B:9Aь, 6<>BD<EF4AAO EGK4EA<I 

@4F9@4F<KA<I @9FB8V6. �JVA>4 A4G>B6BW DB5BF< є CB;<F<6ABN, B8A4> A9B5IV8AB 

;69DAGF< G647G A4 A4EFGCAV ;4G64:9AAO:

1. � C. 1.1 8<E9DF4JV=ABW DB5BF< A46989A<= EGK4EA<= EF4A F4 F9A89AJVW 

DB;6<F>G @9FB8V6 ;4I<EFG VAHBD@4JV=A<I D9EGDEV6, 4?9 A9 ;DB;G@V?B KB@G CV8 K4E 

DB;7?O8G BEAB6A<I ;47DB; 59;C9>< (F45?<JO 1.3) A9 6<;A4K9AV JV?ьB6V 4F4><, O>V 

@4NFь @B:?<6VEFь >B@C?9>EG64AAO ; @9FB84@< EBJV4?ьABW VA:9A9DVW.

2. � F45? 8<E9DF4JV=ABW DB5BF< EFBD.56 A9 ;DB;G@V?B O><@ K<AB@ 

A46989AV 6 F45?<JV O>BEFV 6C?<64NFь A4 E9@VBF<KA<= 4A4?V; ІAF9DA9F >B@GAV>4JV=.

3. �4 D<E 8<E9DF4JV=ABW DB5BF< A46989AV E9@VBF<KAV DV6AV F4 VєD4DIVO 

84AV VAHBD@4JVO ;A4AAO, 4?9 A9 ;DB;G@V?B A4 O>B@G 9F4CV 6D4IB6GєFьEO 

E9@VBF<KA4 @B89?ь V O>V DV6AV E9@VBF<>< A46989AV A4 D<EGA>G.

. �4 D<E 3.5 A46989A<= EJ9A4DV= 4A4?V;G VAHBD@4JV=A<I CBFB>V6 F4 

@4D>G64AAO DV6AV6 8BEFGCG G >V59DCDBEFBDV, 4?9 A9 ;DB;G@V?B O><@ K<AB@ J9 

6C?<64є A4 DV69Aь 59;C9>< 6 D4@>4I ;4CDBCBAB64AB7B CV8IB8G.

. � F45? 4.3 8<E9DF4JV=ABW DB5BF< EFBD. 122 6<;A4K9AV 6<IV8AV C4D4@9FD< 

8?O @B89?N64AAO, 4?9 A9 ;DB;G@V?B, O><@ K<AB@ 6<;A4K9A<= DV69Aь ;4I<M9ABEFV

�DBF9 A46989AV G D9;G?ьF4FV 4A4?V;G DB5BF< ;4G64:9AAO A9 ABEOFь 

CD<AJ<CB6B7B I4D4>F9DG F4 :B8A<@ K<AB@ A9 ;A<:GNFь CB;<F<6A9 6D4:9AAO 6V8 

DB5BF< F4 WW A4G>B6G F4 CD4>F<KAG JVAAVEFь.

ВV4?>2V4=VABь 48A5@B0FVW 2AB0=>2;5=8< 28<>30< V 7030;ь=V 28A=>2:8
Д<E9DF4JV=A4 DB5BF4 "B?>4KB64 �4>E<@4 ЮDV=B6<K4 є ;469DL9ABN 

A4G>B6B 8BE?V8ABN DB5BFBN, O>4 @VEF<Fь A4G>B6B B5ґDGAFB64AV D9;G?ьF4F<, @4є 
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