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Attention to covert channels has largely increased due to the documents
published by E.Snowden, which described the software and hardware embedding
that implement undeclared features covert information transfer in the Huawei and
Juniper network equipment, Apple mobile phones and computers with the Windows
XP operating system [1]. A covert channel can be built using any information
technology, but often attackers build covert channels in IP networks, since they are
widespread, have a high information transfer rate, and ubiquitous information
security measures, such as traffic encryption, do not affect the possibility of covert
transmission of information via some types of such channels. The limitation of their
bandwidth is a promising direction for countering information leakage via network
covert channels [2, 3]. This study considers network timing covert channels,
provides a method for assessing their capacity, proposes and investigates a way to
counter information leakage via such covert channels by introducing noise having
added delays before sending packets [3, 4]. A covert channel is a communication
channel not intended for the transmission of information [1, 5]. In 2008, a covert
channel was defined as a communication channel that can be used to violate
information security policies. The problem of information leakage via network
covert channels is widespread due to the widespread use of the IP protocol and its
many features that allow it to be used for covert information transmission [6].

Covert channels are typically divided into two groups based on transmission
techniques: memory-based and time-based covert channels. Modifying network
packet lengths is used to transmit information via memory-based covert channels in
IP networks [1, 2, 4, 7]. Modifying packet header fields can serve as another example
of memory-based network covert channels. To construct time-based covert channels
in IP networks, packet reordering [4, 7-9] and modification of interpacket interval
lengths and packet transmission rates are used. Methods for countering information
leakage through covert network channels typically include detection, mitigation, and
bandwidth limitation. The first method-detection-allows for efficient use of the
communication channel's bandwidth. However, it has been proven that an attacker
with knowledge of the security system's parameters can create a covert
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communication channel undetectable to the controlling entity. For this study, we
selected two network covert channels based on time: one based on changing packet
transmission rates (on/off covert channel) and the length of inter packet intervals.
We further assume that the "0" and "1" bits transmitted over the covert channel are
transmitted with different probabilities [1, 5]:
Pin. (0) =0, pin (1) =1-0. @
To verify the obtained formulas used in calculating the throughput of covert
communication channels, the authors studied a local network with a single router;
the ping utility was used to obtain the transit time of more than 10 thousand IP
packets. The throughput of a covert channel with errors can be estimated using the
following formula [1]:
1(X,Y
Crnax (1) = m)?X .I(_Tlu) ) (2)
where | - is the mutual information of random variables X, Y, describing the input
and output characteristics of the covert communication channel; T —average packet
transmission time; x — the average time required for a packet to move through the

data transmission channel.
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