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ADAPTIVE METHOD FOR ENSURING SECURITY 

OF INDIVIDUAL CONFIDENTIAL CONVERSATIONS 
 

Abstract .  Subject of Research. An adaptive mechanism for ensuring confidentiality of acoustic speech in real time, which 

dynamically balances the level of secrecy and audio signal quality based on the analysis of semantic load, background noise, 

and external threats. Research Methodology. The problem is formalized as a multi-criteria optimization task with an 

objective function combining secrecy (Sec) and quality (Q) metrics through a priority-compromise coefficient α. 

Synchronized chaotic systems are employed for masking, generating noise within the 300–3400 Hz frequency band. The 

energy distribution of the masking noise is optimized using psychoacoustic models (MPEG, ITU-R). Computer simulations 

were implemented in Python, with performance evaluated using PESQ, MOS, and Sec metrics. The input signal is analyzed 

in real time to detect keywords, energy levels, pauses, and sensitive information. Results. The proposed method dynamically 

adjusts the parameters of chaotic noise depending on α, achieving high confidentiality (Sec = 0.87 at α = 0.60) with acceptable 

distortion (Q = 0.30), or preserving audio quality (Q = 0.47 at α = 0.30) under moderate protection. The system reactively 

intensifies masking during the transmission of semantically sensitive information (e.g., names, numerical data, financial 

details) and reduces it during non-critical segments. The chaotic nature of the masking noise ensures robustness against 

adaptive filtering: signal recovery is feasible only with the synchronization key. Psychoacoustic models enable energy-

efficient concentration of masking power in the most perceptually sensitive frequency bands while maintaining protective 

efficacy. Consequently, the approach transforms passive protection into an intelligent, context-aware mechanism capable of 

real-time self-organization. Future integration of AI-driven automation of α (via NLP and neural networks) paves the way 

toward autonomous systems resilient to modern threats, particularly MEMS-based eavesdropping. 

Key words:  information security; confidentiality; adaptive method; objective function; secrecy metrics; compromise 

coefficient. 
 

Introduction 

In the information society, where digital 

technologies permeate every sphere of human activity, 

ensuring the confidentiality of verbal communication has 

acquired strategic significance [1, 2]. While 

cryptographic methods for data protection are widely 

employed in digital networks, the physical acoustic 

environment remains vulnerable to modern covert 

surveillance technologies—particularly miniature, nearly 

undetectable sensors based on MEMS (Micro-Electro-

Mechanical Systems) [3, 4]. These devices, often 

measuring only a few millimeters in size, can effectively 

capture acoustic vibrations within the critical speech 

intelligibility band of 300–3400 Hz, rendering traditional 

physical room sweeps largely ineffective. 

In this context, active protection methods gain 

prominence—not by detecting or neutralizing espionage 

hardware, but by preventing the acquisition of high-

quality speech recordings directly within the acoustic 

medium [5, 6]. The proposed approach is grounded in the 

principles of adaptive masking, wherein interference 

parameters are dynamically adjusted in real time 

according to the semantic content and contextual features 

of the speech signal. This enables an optimal trade-off 

between confidentiality and signal usability for 

authorized listeners. 

Unlike passive or static noise-masking systems – 

which either continuously degrade audio quality or leave 

exploitable “windows” for eavesdropping—the adaptive 

method selectively intensifies masking precisely during 

the transmission of sensitive information, such as names, 

numerical values, financial data, or voice commands. 

This is achieved through the introduction of a priority-

compromise coefficient (α), which serves as a control 

parameter in a multi-objective optimization framework. 

The objective function simultaneously maximizes a 

secrecy metric (Sec) while minimizing perceptual signal 

distortion (Q). 

The masking interference is generated using 

synchronized chaotic systems, whose unpredictable 

spectral and temporal dynamics confer high resilience 

against adaptive filtering attempts by potential adversaries. 

Signal reconstruction without knowledge of the initial 

conditions and synchronization key is computationally 

infeasible. The mathematical foundation of the method 

draws upon information theory: protection efficacy is 

quantified by minimizing the conditional mutual 

information between the original speech signal and its 

protected version from the perspective of an unauthorized 

observer [7]. Conversely, authorized recipients possessing 

the synchronization key can apply a compensation 

procedure to reconstruct the original signal with high 

fidelity, as objectively assessed by standard quality metrics 

such as PESQ (Perceptual Evaluation of Speech Quality) 

or MOS (Mean Opinion Score). 

Furthermore, psychoacoustic models – adapted from 

established audio compression standards (e.g., MPEG, 

ITU-R) – are leveraged to optimize the energy efficiency 

of masking noise generation [8, 9]. These models enable 

precise concentration of masking power only within those 

frequency bands where the human auditory system is most 

sensitive to distortions, thereby preserving perceptual 

quality while maintaining robust security. 
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Consequently, the system evolves from a passive 

security component into an intelligent, reactive 

mechanism capable of real-time self-organization and 

context-aware decision-making based on continuous 

analysis of the input signal, ambient noise, and external 

threat indicators [10]. Computational simulations 

confirm that the proposed method enables flexible 

control over the protection level, achieving high secrecy 

(Sec > 0.85) with moderate quality degradation (Q ≈ 0.3–

0.5), making it suitable for diverse scenarios—from 

diplomatic negotiations to corporate meetings. 

Although challenges remain regarding the subjective 

determination of the compromise coefficient α, prospects 

for its automation through machine learning and neural 

network–based semantic analysis open a pathway toward 

autonomous, self-learning privacy-protection systems. 

Such systems could effectively counteract even the most 

sophisticated and concealed surveillance threats in the era 

of pervasive data collection. 

Analysis of recent research and publications 

Numerous scientific publications have addressed the 

problem of adaptive, energy-balanced protection of 

individual confidential conversations. For instance, [11] 

describes the development of context-aware adaptive 

acoustic masking in smart environments, where masking 

intensity is adjusted based on contextual factors such as 

human presence and room type. However, this approach 

does not account for the specific requirements of 

individual confidential dialogues, omits the use of 

synchronized chaotic signals, and lacks formalization of a 

multi-objective Sec/Q optimization framework –thereby 

limiting its applicability in high-security scenarios. 

In [12], synchronized chaotic systems are explored 

for securing voice channels through audio signal 

encryption via pseudo-random noise generated from 

chaotic maps. While this method leverages the inherent 

unpredictability of chaos, it does not incorporate adaptive 

power control of the masking signal based on speech 

semantics, which significantly reduces its effectiveness 

in dynamic confidential conversation settings. 

Reference [13] provides a thorough analysis of 

threats posed by miniature MEMS-based eavesdropping 

devices and proposes countermeasures focused primarily 

on physical and hardware-level defenses. However, it 

overlooks software-driven, signal-level adaptive 

masking techniques within the critical 300–3400 Hz 

speech band, leaving a gap in acoustic-layer protection. 

Works [14, 15] investigates the use of 

psychoacoustic models (e.g., MPEG, ITU-R) to optimize 

the spectral distribution of masking noise for energy 

efficiency. Although this enhances power economy, the 

approach does not integrate a secrecy metric (Sec) nor 

implement dynamic masking control governed by a 

priority-compromise coefficient (α), thereby diminishing 

its protective potential. 

References [16–18] explores the application of 

chaotic signals in communication security, particularly 

pseudo-random sequence generation via nonlinear 

dynamical systems. Yet, it does not consider real-time 

adaptive control of chaotic parameters, does not 

incorporate the priority-compromise coefficient α, and 

does not formulate a multi-criteria optimization 

problem—limiting its ability to balance secrecy and 

audio quality in dynamic speech scenarios. 

Reference [19] focuses on optimizing active speech 

masking parameters—such as signal-to-noise ratio and 

energy efficiency—but relies on static masking models 

without real-time adaptation. It ignores speech signal 

dynamics, omits the α-based priority mechanism, and 

does not employ synchronized chaos, rendering it 

ineffective in scenarios with variable confidentiality 

requirements and incapable of reactive threat response. 

Finally, [20] models the impact of noise-like 

interference on speech transmission quality using 

objective metrics (e.g., SNR, PESQ). However, it 

disregards the secrecy metric (Sec), does not formalize 

the masking signal as optimal with respect to conditional 

mutual information, and provides no synchronization 

mechanism for authorized users. Thus, the approach 

remains passive, non-adaptive, and unable to 

dynamically balance protection and quality in real time. 

Synthesis. The reviewed literature demonstrates 

that existing works address isolated aspects of acoustic 

confidentiality, such as chaotic encryption, MEMS threat 

mitigation, psychoacoustic masking, or semantic-aware, 

but none integrates all critical components:  

(i) dynamic interference control within the 300–

3400 Hz band,  

(ii) synchronized chaotic masking,  

(iii) multi-objective optimization of Sec and Q,  

(iv) real-time adaptation governed by a priority-

compromise coefficient α.  

This fragmentation limits their efficacy in 

comprehensively solving the problem of adaptive, 

energy-balanced protection for individual confidential 

conversations. Consequently, a pressing scientific 

challenge remains: the development of an adaptive 

protection mechanism capable of dynamically balancing 

secrecy and signal fidelity without excessive semantic 

distortion. 

Problem Statement and Research Objective 

In the context of pervasive data collection and the 

extreme miniaturization of sensing devices—particularly 

MEMS microphones with volumes below 3 mm³—a 

fundamental challenge emerges in ensuring acoustic 

confidentiality: the near-impossibility of physically 

detecting covert surveillance equipment is compounded 

by the high efficiency of speech interception within the 

critical intelligibility band of 300–3400 Hz. 

Conventional masking techniques are either ineffective 

or excessively destructive to the intelligibility and quality 

of the legitimate speech signal. 

This situation gives rise to an urgent scientific 

challenge: the development of an adaptive protection 

mechanism capable of dynamically balancing secrecy 

and audio fidelity while minimizing semantic distortion. 

The objective of this work is to design and verify an 

adaptive method for securing individual confidential 

conversations based on synchronized chaotic masking. 

The proposed method implements a multi-objective 

optimization framework governed by a priority-

compromise coefficient α, which dynamically adjusts the 
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trade-off between a secrecy metric (Sec) and a speech 

quality metric (Q). 

Presentation of the Core Material 

Preserving the confidentiality of conversations is 

particularly important, and at times critical, in the era of 

digital transformation. Confidentiality safeguards 

personal data, prevents manipulation, and maintains trust 

between individuals and organizations. Breaches of 

confidentiality may lead to data leaks, blackmail, 

reputational damage, or financial losses [21]. In a world 

characterized by pervasive data collection, the right to 

privacy has become not only an ethical imperative but 

also a legal obligation. Confidentiality constitutes a 

cornerstone of personal security and freedom. 

To develop a method for protecting confidential 

individual conversations, it is essential first to define the 

frequency range of human speech perception. There is no 

practical purpose in implementing protective measures 

outside the frequency range perceivable by the human 

auditory system. Consequently, this perceptual frequency 

range serves as the primary constraint in the development 

of any confidentiality-protection methodology and the 

design of associated protection systems for individual 

communications. 

Humans produce speech within an acoustic 

frequency range spanning approximately 80 Hz to 14,000 

Hz (14 kHz). However, the most critical band for speech 

intelligibility lies between 300 Hz and 3,400 Hz. 

Full range of the human voice. Male voices: 

fundamental frequency typically ranges from 85 Hz to 

180 Hz, with harmonics and articulatory components 

extending up to 8–10 kHz. 

Female voices. fundamental frequency typically 

ranges from 165 Hz to 255 Hz, with harmonics reaching 

up to 10–14 kHz. 

Telephony and speech intelligibility. Traditional 

telephone systems (e.g., the Public Switched Telephone 

Network, PSTN) transmit voice signals within the 

narrowband range of 300 Hz to 3,400 Hz, as this 

bandwidth is sufficient for clear speech comprehension. 

This interval is commonly referred to as the "telephone 

band." 

High-definition audio (HD Voice, VoIP, music). 

Modern systems—such as HD Voice in VoIP or mobile 

networks—utilize an extended bandwidth, ranging from 

7 kHz to 14 kHz, resulting in more natural and higher-

fidelity voice reproduction. 

Based on this linguistic and acoustic analysis, we 

conclude that the most critical frequency band for speech 

intelligibility is 300 Hz to 3,400 Hz. An extended band 

for comprehensive voice representation spans from 300 

Hz to 14,000 Hz. Therefore, particular attention and 

protective measures should be focused on the 300 Hz–

3,400 Hz range. However, to ensure robust and 

guaranteed confidentiality, protection should be 

extended up to 17,000 Hz [22]. This upper limit 

constitutes the first human-centric constraint in system 

design. 

In addition to physiological limitations of human 

hearing, technical constraints imposed by speech-

recording equipment must also be considered—primarily 

the sensitivity, physical dimensions, and performance 

characteristics of the microphone, which is the primary 

transducer capturing speech in both legitimate recording 

devices and covert surveillance tools. 

Consequently, the next step involves examining the 

technical capabilities of devices used to process speech—

specifically, determining the operational frequency 

ranges of equipment employed for recording spoken 

communication or converting speech into alternative 

forms for transmission beyond a controlled area (defined 

as a "controlled zone," i.e., a physical or logical space 

where access to information can be secured or 

monitored). Table 1 summarizes the general 

characteristics of the main microphone types. 

Table 1 – General Characteristics of Microphones 

Microphone Type 
Frequency 

Range (Hz) 

Sensitivity 

(mV/Pa or dB) 
Directivity Impedance (Ω) 

Dynamic 50-15000 -52 до -58 дБ Cardioid/Omnidirectional 150-600 

Condenser 20-20000 -30 до -40 дБ Cardioid / Supercardioid 50-200 

Piezoelectric /МЕМС 100-10000 -26 до -42 дБ Omnidirectional / Cardioid < 100 

Lavalier 70-18000 -35 до -45 дБ Cardioid / Omnidirectional 100-600 

USB-Microphones 50-16000 -38 до -45дБ Cardioid / Adjustable Built-in ADC 

 

Dynamic microphones are robust, do not require 

external power, perform well in noisy environments, yet 

offer lower detail resolution. 

Condenser microphones provide high sensitivity 

and excellent detail, making them ideal for studio 

applications; however, they require phantom power and 

are sensitive to moisture and mechanical shock. 

Lavalier (lapel) microphones are convenient for 

capturing audio from moving sound sources; they are 

often condenser-type and may utilize either wireless 

transmission or wired connectivity. 

MEMS microphones are miniature, inexpensive, 

and commonly integrated into devices, but exhibit 

limited recording quality, rendering them suitable 

primarily for communication rather than professional 

audio recording. USB microphones are versatile, offer 

plug-and-play functionality, incorporate built-in audio 

interfaces, and are thus well-suited for beginners [23]. 

For professional voice recording, a cardioid 

condenser microphone is optimal; for mobile 

applications, dynamic or lavalier microphones are 

preferred; and for budget-conscious home recording, 

USB microphones represent a practical choice. However, 

our primary interest lies in identifying the microphone 

with the smallest physical dimensions combined with the 

highest possible sensitivity. 
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Based on an analysis of publicly available 

specifications: 

− the smallest overall microphone is a MEMS 

device (TDK ICS-40618, measuring 2.65 × 3.5 × 

× 0.98 mm), a microscopic chip; 

− the smallest professional dynamic microphone 

is the Shure PGA48 (150 × 45 mm); 

− the smallest condenser microphone is the Rode 

NT5 (120 × 20 mm), as slender as a pencil; 

− the smallest USB microphone is the Samson Go 

Mic (75 × 50 × 18 mm), barely larger than a palm [24]. 

These models are commercially available, widely 

recognized, and used by both consumers and 

professionals. 

The analysis demonstrates that a microphone with 

dimensions of 2.65 × 3.5 × 0.98 mm is virtually 

undetectable in practice. Consequently, locating and 

neutralizing such a concealed microphone during 

confidential conversations is practically impossible. We 

emphasize that this study does not consider additional 

detection features (e.g., RF emissions, power signatures) 

for identifying hidden microphones. Our objective is to 

develop a method that inherently prevents the recording 

of confidential conversations, irrespective of the 

presence or concealment of any microphone. 

Based on the conducted analysis, constraints 

derived solely from the microphone’s physical size do 

not impose meaningful limitations; only the audible 

frequency range remains relevant. Therefore, we propose 

a method that actively prevents the recording or 

transmission of confidential speech within the standard 

telephony frequency band of 300 Hz to 3400 Hz. 

Our approach is grounded in the principle of 

acoustic jamming—introducing interference that 

degrades audio quality to the point of unintelligibility. 

The novelty of the proposed method lies in generating 

jamming signals exclusively within the narrow frequency 

band corresponding precisely to human speech (300–

3400 Hz).  

This focused strategy ensures efficient use of 

energy and guarantees that confidential conversations 

cannot be captured with intelligible quality. 

To implement this method, the first step involves 

defining the parameters of the jamming signal, which we 

denote by the following expression:  

  ( ) : , 0,n t R R t T→  , (1) 

where n(t) is a function that depends on a variable t. In 

our case, n(t) can represent the noise that is added to the 

useful signal s(t). 

But it should be taken into account that the 

interference (obstacle) is generated in such a way that: 

− it covers the same frequency range as s(t); 

− it has sufficient power to mask s(t); 

− it is a deterministic or random function that can 

be reproduced by a legal receiver. 

Then the resulting signal will be recorded in the 

form: x(t) = s(t) + n(t). 

In our context n(t) is the noise that is added to the 

desired signal s(t),  and both functions s(t) and n(t) are 

functions of time with real values ( ( ) :s t R R→ , 

( ) :n t R R→ ). The resulting signal x(t) = s(t) + n(t) will 

also be a function of time with real values, ( ) : .x t R R→  

This is the signal that is transmitted over the 

communication channel and is accessible to a potential 

intruder. Let us formulate the requirements for the 

interference n(t) : 

− frequency domain:  Supp (N(f)) ⊆ [fmin, fmax],   

де N(f) — Fourier transform of n (t); 

− interference power: 

 ( )2

0
dt ,

T

n sp n t p=     (2) 

where ps is the power of the desired signal, α > 0 is the 

masking parameter (e.g., α = 1); 

— reproducibility (synchronized interference), it 

must be possible for a legitimate receiver to recover n(t) 

exactly or approximately to perform compensation: 

 ( ) ( ) ( )ˆ ˆ ˆ ,s t x t n t= −  (3) 

where ( )n̂ t   — is the estimate of the interference at the 

reception. 

That is, we need to apply such interference that 

would satisfy the following conditions: 

− operates in the same frequency range as s(t) (in 

our case, 300–3400 Hz for speech); 

− has sufficient energy density for effective 

masking; 

− allows a legitimate recipient to recover s(t) with 

a given quality (e.g., by the criterion of SNR, PESQ, 

MOS, etc.); 

− makes it difficult or impossible for an 

unauthorized observer to extract s(t); 

− provides resistance to attacks of analysis, 

filtering, adaptive noise suppression, etc. 

An optimization problem arises. Which consists in 

finding a function n(t) that satisfies the constraints: 

− Supp(N(f))⊆ [fmin, fmax]; 

− Pn ≥ α Ps; 

− ∃ synchronization/playback algorithm n(t); 

− D(s, ŝ ) ≤ ε , where D is measure of distance 

between signals, ε — precision. 

One option may be to minimize information 

availability for the offender. Optimization should be 

carried out according to the criterion [25]. 

 ( ) ( )( )( )min ; ,attackerI s t y t A , (4) 

where I(•) – conditional mutual information between s(t) 

and y(t), calculated taking into account the capabilities of 

the attacker Аattacker (e.g. filtering algorithms, ML is 

models, adaptive systems, etc.). 

The next criterion may be the maximization of the 

degree of masking (ME)  [26–28]: 

 
( ) ( )( )

( ) ( )

max ,

, df ,nf

ME s t n t

M f s P f

=

= 
 (5) 

where M (f, s) is the masking function, describing how 

much the signal s(t) hides the noise at frequency f 

(taking into account psychoacoustic models, as in 



Advanced Information Systems. 2026. Vol. 10, No. 3 ISSN 2522-9052 

108 

MPEG); Pn(f) is the spectral power density of the 

interference. 

The integral is taken over the frequency range, 

where s(t) is active. 

The energy efficiency of the masking can also 

be a criterion [29–31]: 

 
( ) ( )

( )

( )

2

min min
,

n

n t n t mask

n tE

ME I s n

 
 =
  
 


, (6) 

where En is the interference energy; Imask(s,n) is the 

masking index (can be defined as the signal/mask 

ratio or via a psychoacoustic model). 

The next proposed criterion may be resistance 

to attacks and adaptive filtering methods [32, 33]: 

 
( )

( ) ( )( )( )max min , ,
Q Fn t

D s t Q y t


 (7) 

where F is the set of possible attack filters (e.g., 

Wiener, LMS, Kalman, neural network filters, BSS 

algorithms). 

To achieve optimality according to the above 

criteria, the following can be used: 

− digital signal processing (DSP): adaptive filters, 

LPC analysis, time/frequency domain transformations 

[34]; 

− coding theory: error-tolerant coding, spread 

spectrum, CDMA-like methods; 

− noise-like signals: pseudorandom sequences, 

steered spectrum noise; 

−  synchronized chaos systems: use of key-

synchronized chaotic generators; 

− neural network methods: generative models 

(GAN, VAE) to create “natural” masking noise [35, 36]; 

− psychoacoustic models: MPEG, Dolby, ITU-R 

to optimize perception; 

− game theory and minimax optimization: to 

counter adaptive attacks [37, 38].  

The optimal interference signal n(t) should balance 

between: 

− maximum masking (low mutual information for 

the intruder); 

− minimum distortion for the legitimate recipient; 

− energy efficiency; 

− computational robustness; 

− adaptability to different conditions. 

This is a multi-criteria optimization problem that 

can be solved using multi-objective optimization 

methods (Pareto-optimality), regularization, or 

reinforcement learning (RL), if the system is adaptive. 

The proposed method is based on a synchronized 

chaos system.  

It is proposed to use generators that set a chaotic 

interference taking into account the compromise 

coefficient between secrecy and quality - this allows you 

to dynamically adjust the protection parameters (for 

example, encryption, steganography, signal 

transformation) depending on the current characteristics 

of the speech signal and the requirements for security and 

quality. Let's consider it in more detail. 

Adaptability means that the protection system is not 

static, but adapts to the current state of the speech signal. 

For example: 

− if the signal is dominated by silence or 

background noise, more aggressive concealment or 

encryption can be applied without significant loss of 

quality; 

− if the signal contains important semantic 

information (for example, voice commands, names, 

numbers) - the system reduces the degree of 

transformation to maintain intelligibility; 

− if an attempt to intercept or analyze is 

detected, the system automatically strengthens 

protection. 

Thus, adaptability ensures the efficient use of 

protection resources, avoiding excessive distortion of 

the signal where it is not needed, and strengthening 

protection where it is critical. 

For further consideration of the method, we 

introduce the priority coefficient of compromise 

between secrecy and quality. This coefficient 

(denoted as  0,1 ) determines how much the 

system is "prone" to secrecy or quality: 

1→  priority – maximum secrecy, even at the 

expense of quality degradation (for example, for 

military or diplomatic communications). 

0→  priority – high signal quality, minimal 

protection (for example, for domestic calls, where 

intelligibility is important). 

0,5=  balanced mode – optimal for most 

commercial applications. 

This coefficient can be: 

Static — set by the user or the system at the 

beginning of the session. 

Dynamic — changes automatically depending on 

the context (for example, increases when a threat is 

detected, decreases during important dialogues).; 

Problem statement of the mathematical 

optimization model. 

Let us introduce the notation: S(t) is input speech 

signal at time t; ˆ( )S t  is protected (output) signal; 

ˆ( , )Q S S  is quality metric (e.g., PESQ, MOS, SNR); 

ˆSec ( )S  is secrecy metric (e.g., entropy, resistance to 

attacks, decryption difficulty);  is priority-

compromise coefficient. Then the optimization 

objective function can be written as: 

 ˆ ˆSec( ) (1 ) ( , ) maxJ S Q S S= + − →  , (8) 

or if secrecy is measured in terms of losses (e.g. 

probability of disclosure), then: 

 ( ) ˆ1 (1 ) ( , ) maxcompJ P Q S S= − + − →  , (9) 

where compP  is the probability of successful 

protection breaking. 

Let's simulate the process of adaptive protection of 

individual negotiations, using the optimization objective 

function defined by expression (8). For this, we selected 
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a sound file simulating negotiations and optimized the 

protection using the developed method - optimizing the 

secrecy by changing the priority-compromise coefficient.  

The data obtained during the simulation are 

presented in Table 2. Graphical simulation results are 

presented in Fig. 1 

 
Table 2 – Data table for modeling the process of protecting individual negotiations 

with different priority-compromise coefficients 

Definition of 

language indicators 
Priority Quality metrics Privacy metric Objective function 

Block1/82  α=0.40 Q=0.47 Sec=0.84 J=0.63 

Block 21/82  α=0.30 Q=0.47 Sec=0.76 J=0.59 

Block 41/82  α=0.60 Q=0.30 Sec=0.86 J=0.62 

Block 61/82  α=0.40 Q=0.53 Sec=0.83 J=0.67 

Block 81/82  α=0.60 Q=0.30 Sec=0.87 J=0.63 

 

 
Fig. 1. Results of modeling the process of protecting individual negotiations with adaptive change 

of compromise priority coefficients using the optimization objective function expression (8)  

 

The simulation results demonstrate that the system 

activates full encryption 0,7=  during discussions 

involving financial data, while during pauses, it reduces 

computational load by maintaining only baseline 

protection 0, 4=  . 

This approach offers the following advantages: 

− resource efficiency: protection mechanisms do 

not unnecessarily burden the signal where high security 

is not required; 

− flexibility: the capability to adapt to diverse 

usage scenarios; 

− balanced security: avoidance of "excessive 

secrecy," which could render the signal unusable; 

− responsiveness: real-time reaction to dynamic 

changes in context or threat levels. 

However, alongside these benefits, certain 

limitations exist: 

− the complexity of modeling secrecy metrics for 

speech signals; 

− the necessity of precisely defining the parameter 

α, which remains inherently subjective. 

These limitations do not diminish the advantages 

achieved through the proposed method, as advances in 

neural networks and artificial intelligence are expected to 

alleviate the challenges associated with modeling speech 

secrecy metrics in the near future. 

The proposed adaptive method entails dynamic 

adjustment of protection parameters.  

Specifically, the system continuously analyzes the 

current state of both the signal and its environment, 

performing: 

− signal analysis: assessing energy, entropy, 

background noise, and the presence of keywords; 

− threat analysis: detecting attempts at signal 

analysis, eavesdropping, or attacks on the voice 

transmission channel; 

− user feedback: incorporating user complaints 

regarding audio quality or explicit requests for enhanced 

security. 

Based on this comprehensive assessment, the 

system adaptively modifies: 

− encryption strength (e.g., selecting between 

AES and a lightweight cipher); 
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− steganographic parameters (e.g., payload 

capacity and embedding technique); 

− signal transformation level (e.g., frequency 

masking, additive noise, or timbre alteration). 

Implementation of the developed method yields the 

following key benefits: efficient resource utilization, 

security measures are applied proportionally, avoiding 

unnecessary signal degradation; flexibility, seamless 

adaptation to varying operational scenarios; balanced 

security, prevention of "over-encryption" that 

compromises signal usability; real-time responsiveness, 

immediate adaptation to evolving conditions and threats. 

Conclusions 

An adaptive method for ensuring the security of 

individual confidential conversations has been 

developed, based on the targeted masking of the critical 

frequency range of 300–3400 Hz, which is fundamental 

for speech understanding.  

The method uses synchronized chaotic interference, 

the parameters of which are dynamically adjusted 

depending on the priority-coefficient of compromise 

between secrecy and sound signal quality.  

This allows the system to adaptively enhance 

protection during the transmission of sensitive 

information and reduce it during pauses or insignificant 

fragments, which ensures efficient use of resources.  

Simulations confirmed the ability of the method to 

maintain a high level of secrecy (up to 0.87 by the Sec 

metric) without excessive signal distortion, while 

maintaining its suitability for the legal recipient. The 

approach is reactive, flexible and balanced, which makes 

it promising for use in conditions of a real threat of 

interception through miniature, practically undetectable 

listening devices. 
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Адаптивний метод забезпечення безпеки 

індивідуальних конфіденційних переговорів  

О. А. Лаптєв, Т. О. Лаптєва, Ян Рабчан, С. О. Лаптєв, О. С. Фісун 

Анотація .  Предмет дослідження. Адаптивний механізм забезпечення конфіденційності акустичного мовлення у 

реальному часі, який динамічно балансує між рівнем секретності та якістю звукового сигналу на основі аналізу 

семантичного навантаження, фонового шуму та зовнішніх загроз. Метод дослідження. Формалізація задачі як 

багатокритеріальної оптимізації з цільовою функцією, що балансує метрику секретності (Sec) та якості (Q) за допомогою 

пріоритет-коефіцієнта компромісу α. Використання синхронізованих хаотичних систем для генерації завади у діапазоні 

300–3400 Гц. Застосування психоакустичних моделей (MPEG, ITU-R) для енергоефективного розподілу потужності 

завади. Комп’ютерне моделювання на мові Python з оцінкою ефективності за об’єктивними метриками (PESQ, MOS, Sec). 

Аналіз вхідного сигналу в реальному часі: виявлення ключових слів, енергетичного рівня, пауз, чутливої інформації. 

Результати досліджень. Запропонований адаптивний метод забезпечення безпеки індивідуальних конфіденційних 

перемов ефективно реалізує динамічне маскування критичного частотного діапазону 300–3400 Гц за допомогою 

синхронізованих хаотичних завад, параметри яких регулюються в реальному часі залежно від пріоритет-коефіцієнта 

компромісу α між секретністю та якістю звукового сигналу. Математична модель методу сформульована як 

багатокритеріальна задача оптимізації, у якій цільова функція одночасно максимізує метрику секретності (Sec) і мінімізує 

втрати якості (Q). Комп’ютерне моделювання, виконане на основі розробленої програмної реалізації мовою Python, 

підтвердило здатність системи досягати високого рівня конфіденційності (Sec = 0.87 при α = 0.60) за умови прийнятного 

рівня спотворень (Q = 0.30), а також зберігати задовільну якість сигналу (Q = 0.47 при α = 0.30) у режимі помірного 

захисту. Система забезпечує реактивне керування завадою на основі аналізу вхідного мовного сигналу — зокрема, 

виявлення енергетичного рівня, наявності ключових слів, пауз та фонового шуму, що дозволяє посилювати захист саме 

під час передачі семантично чутливої інформації (наприклад, імен, цифр або фінансових даних) і знижувати його під час 

несуттєвих фрагментів або тиші. Використання синхронізованих хаотичних процесів як джерела завади надає методу 

високу стійкість до спроб адаптивної фільтрації з боку несанкціонованого спостерігача, оскільки відновлення 

оригінального сигналу можливе лише за наявності ключа синхронізації, доступного легальному отримувачеві. Додатково 

впровадження психоакустичних моделей (зокрема, стандартів MPEG та ITU-R) дозволяє оптимізувати енергетичні 

витрати на генерацію завади шляхом концентрації її потужності в частотних смугах, де людське вухо найбільш чутливе 

до спотворень, що підвищує енергоефективність системи без втрати захисного ефекту. Таким чином, запропонований 

підхід трансформує традиційну пасивну модель акустичного захисту в інтелектуальний, контекстно-залежний механізм, 

здатний до самоорганізації та прийняття рішень у реальному часі. Незважаючи на суб’єктивність параметра α, який 

визначає баланс між секретністю та якістю, перспективи його автоматизації за допомогою інструментів штучного 

інтелекту, зокрема, методів обробки природної мови та нейромережевого аналізу семантики, відкривають шлях до 

створення автономних, самонавчальних систем захисту приватності, здатних ефективно протидіяти сучасним загрозам, 

пов’язаним із застосуванням мініатюрних MEMS-пристроїв прослуховування. 

Ключові  слова:  захист інформації; конфіденційність; адаптивний метод; цільова функція; метрики секретності; 

коефіцієнт компромісу. 
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