309
CIIMCOK BUKOPUCTAHUX JUKEPEJI

[1] B.C. Xapuenko, O.H. Opapymenko, F.JI. TloHodoBHUH,
E. b. Onapymienko u np., Texnonocuu 6vlcoxou 2o0mo8HOCMU OJisl NPOCPAMMHO-
MeXHUYeCKUX KOMNIEeKCo8 Kocmuyeckux cucmem.: MoHorpadus, mox pen. B. C.
Xapuenko, b. M. Konopesa, XappkoB, Ykpamna: Ham. a’spokocM. yH-T um.
H. E. XXykoBckoro «XAM», 2010.

[2] A. Boyarchuk, V. Kharchenko, O. Odarushchenko and Y. Ponochovny.
“Basic Models for Dependable Web-Services: Technique for Development and
Research”, in Dependability of Networks: collective monograph, T. Walkowiak,
J. Mazurkiewicz, J. Sugier, W. Zamojski, Eds. Wroclaw, Poland: Oficyna
Wydawnicza Politechnki Wroclawskiej, 2010, pp. 27-38.

[3] !O.JI. TIlonowoBnwnii wu E.B. Opapymenko, “MMuTanmoHHOE
MOJICIUPOBaHUE  Mpollecca  OLEHKA  HAACKHOCTH  OTKAa30yCTOMUYHMBBIX
KOMITBIOTEPHBIX ~ CHUCTEM  HMH(POPMALMOHHO-YIIPABISIOMIUX  KOMILJIEKCOB”,
Paoioenexmponni i komn romepni cucmemu. Ne 7, ¢. 68-74, 2007.

[4] A.A. ®ypmanos, B. C. Xapuenko u 1O. JI. [TonouoBHH#, “MeTpuku
JTUBEPCHOCTH Web-TipuoxeHuit ¢ yuétom ysa3BuMoctei”, Bicnuk Xuenvnuyvkoeo
HayioHanbHo2o yHisepcumemy, Ned, ¢. 239-244, 2008.

[5] FO. JI. ITonouosnsiit u A. O. Bactok, “MMHTAIMOHHOE MOICTHMPOBAHNE
MOTOKOB 3JIOHAMEPEHHBIX BO3/IEHCTBUI Ha HHPOpMAITMOHHBIE cucTeMbl”, Cucmemu
0opooxu ingopmayii, Bun. 3, c. 123-125, 2008.

[6] IO.JI. IlonouoBHuii, “Bubip MeTOmy KOMIUIEKCYBAaHHS MOKa3HHKIB
HAJIAHOCTI KOMIIOHEHT 1H(QOpMalIMHUX CHCTEM 3a MOXUOKOIO, L0 BHOCUTHCA
Cucmemu 036pocHus i siticokosa mexuixa, Ne 4, c. 156-158, 2008.

[7] A.B. Bosipuyk, 1O. JI. TTonouosnsiit u B. C. Xapuenko, “Pa3pabotka u
uccienoBanue  0a30BBIX  Mojenedl  oTkazoyctoWuuBeix  WEB-cepBucos”,
Paoioenexmponmni i komn romepni cucmemu, Ne 5. ¢. 42-49, 2010.

[8] B.C. Xapuenko, M. B. 3amupenp, C. O. 3acyxa ta 0. JI. [TonouoBHu#,

“EneMeHTH METOJAO0JIOTil ONEepaTHBHOI KOPUTYBaJbHOI BepHudikalii MporpaMHUX



310

3aco0iB 1HGOPMAIIHHO-YIPABISIOYMX CHUCTEM KOCMIYHUX amapatiB”’, AgiayitiHo-
Kocmiuna mexuixka i mexuonozis, Ne 6, c. 81-95, 2011.

[9] C.A. 3Bacyxa wu IO.JI. TIloHod4oBHBIH, “MoOjCIIb TOTOBHOCTH
JBYXKaHaJIbHOW  MH(GOPMAIIMOHHO-YIPABIAIONIEH  CUCTEMbl  KOCMHYECKOIO
amrmapara ¢ orepaTUBHOM BepuduKaIeit nporpaMMHbIX cpencts”’, Hayka i mexuixka
Tosimpanux Cun 36potinux Cun Yxpainu, Ne 2, c. 144-149, 2011.

[10] C. A. 3acyxa, 0. JI. ITonouosnslit u B. C. Xapuenko, “MeToaosorus
ONepaTUBHON BEpUPHUKAIUU MPOTPAMMHOTO 00ECTEYeHUS KOCMUYECKUX CHUCTEM:
MOJIeNId TOTOBHOCTH W BbIOOp cuieHapueB”, Bichuxk XHY im. B. H. Kapa3zina, Ne
1015, Bum. 19, c. 131-147, 2012.

[11] FO. JI. TTonouosnsiii, C. A. 3acyxa u B. C. Xapuenko, “HccnenoBanue
MMUTALMOHHBIX ~ MOJIEJIE TOTOBHOCTH JIByXKaHAJIbHOW  WH(OpManmoHHO-
YOPABJISIIOMIEH  CHCTEMbl KOCMHUYECKOro ammaparta”, Padioenexmpouni i
Kkomn tomepui cucmemu, Ne 7, ¢. 41-47, 2012.

[12] A.M. Ao6ayn-Xamu, FO.JI. TlonouwoBnsii um B.C. Xapuenko,
“Pa3paboTka 0a30BBIX MApPKOBCKMX MOJAENEH ISl HCCIEHOBAaHUS TOTOBHOCTH
KOMMEPYECKUX BeO-CepBUCOB”, PadioenekmponHi i komn tomephi cucmemu, Ne 5,
c. 186-191, 2013.

[13] B.C. Xapuenko, A.M. AOayn-Xamm wu }0.JI. TIoHOYOBHBIN,
“@opMupoBaHUE TOJAMHOMXKECTB YA3BUMOCTEH JOCTYMHOCTH KOMMEPYECKUX BeO-
cepBucoB”, Cucmemu obpooku inghopmayii, Bum. 7, c. 112-115, 2013.

[14] 1O.H. Cokonos, B.C. Xapuenko u I0.JI. TloHOYOBHBII,
“NHCTpYMEHTUPOBAHHOE OIICHUBAaHUE HAJACKHOCTH MPOTrPAMMHO-TEXHUYECKHUX
KOMILUIEKCOB MPU POCTE MHTEHCUBHOCTH O0TKa30B”, Cucmemu 0opobKu ingpopmayii,
Bun. 2, c. 205-211, 2014.

[15] V. Kharchenko, Y. Ponochovnyi and A. Boyarchuk, “Availability
Assessment of Information and Control Systems with Online Software Update and
Verification”, Communications in Computer and Information Science, vol. 469.
pp. 300-324, 2014. doi: 10.1007/978-3-319-13206-8_15.

[16] FO. JI. Tlonouomusiii, A.A. Cuopa m B.C. Xapuenko, “Monenu



311

TOTOBHOCTH JIBYXKaHAJIbHOW WH(OPMAIMOHHO-YTPABISIONIEH CUCTEMBI C YUETOM
OOHOBJICHHS TIPOTPAMMHBIX CPEIICTB”, Padioenekmponni i Komn 1omepHi cucmemu,
Ne 6, c. 135-139, 2014.

[17] }O.JI. Tlonowomnsii, B.C. Xapuenko, T.II. MexuOoper,
K. A. Pesenko u K. A. UlycT, “IIlpumeHeHre TUCKPETHBIX 3aKOHOB PaclpeieeHUs
B MOJCIHA JOCTYITHOCTH HWH(GOPMAIMOHHOTO pecypca C NpoQHIaKTHISCKUMHU
Mepamu ayauta OeszomacHoctu”, Cucmemu 00pobrku ingopmayii, Bum. 9,
c.111-114, 2014.

[18] 1O. JI. Tlonouornsiii, A.B. Bbospuyk u B.C. Xapuenko, “Monenu
TOTOBHOCTH BE€0-CUCTEMBI C YUE€TOM MPOTrPAMMHBIX OTKA30B U aTak Ha YSI3BUMOCTH
koHpurypamuu ciyx0s1 DNS”, Cucmemu 0opooxu ingpopmayii, Bum. 7, ¢. 122-127,
2015.

[19] }O.JI. TlonouomHsii, A.B. bBospuyk wu B.C. Xapuenko,
“UMuTaninoHHOE MOJICIUPOBAHME BEO-CUCTEMBI MPU aTakaX Ha YySI3BUMOCTHU
KOMITOHEHT U KoHpurypamuii”, Cucmemu oopooxu ingpopmayii, Bun. 8, c. 102-105,
2015.

[20] }O.JI. TlonouomHbifi, A.B. DbBospuyk wu B.C. Xapuenko,
“MHorogparMeHTHbIE MApKOBCKHE MOJEIH OTKa30ycTOMUMBBIX Web-CepBUCOB ¢
yCTpaHEeHUEeM TpOoeKTHBIX AehekToB”, Cucmemu obpooxu ingopmayii, Bum. 11,
c. 140-145, 2015.

[21] B.C. Xapuenko, IO.JI. TIlonouoBHbii, A.A. @OypmMaHOB W
K. A. Bacuinbes, “Mojenu pazputus yszsumoctei [T-npoayKToB: maToioruyeckue
IIETIOYKH B KOHTEKCTE MapKOBCKOTo aHanmuza”, Cucmemu ob6pobku ingopmayii,
Bun. 12, ¢. 114-119, 2015.

[22] A. O. Ugaciok, 0. JI. ITonouosusiii u E. H. Byan0a, “TIpouemyps
TECTUPOBAHUS MOAYJICH WH(GOPMAITMOHHO-YIPABISIONINX CHCTEM Ha OCHOBE
CaMOJIMaTHOCTUPYEMBIX MTPOTrPaAaMMHUPYEMBIX IIAT(HOPM C HCITOIH30BAaHUEM 3aceBa
nedexroB”, PadioenekmponHni i komn tomephi cucmemu, Ne 6, ¢. 82-87, 2016.

[23] B.C. Xapuenko, I).JI. TIlonowoBnmii, K.C. BmmBueBa Ta

K. I. besyrna, ‘“Po3paxyHok moka3HHMKIB Oe3BiaMoBHOCTI mns [T-cuctem 3



312

xmapHoto nociyror NaaS”, Cucmemu obpooxu ingpopmayii, Bumn. 9, c. 177-181,
2016.

[24] B. C. Xapuenko, Mycrapa Kaxtan AOgyamyHem Anbs-CynmaHu u
1O. JI. [lono4oBHBIN, “MapkoBCKHE€ MOJEIM TOTOBHOCTH HWH(POpPMAIIMOHHO-
yIpaBIsIoNIei CUCTEMBI "yMHOT0" JoMa MpH pa3/ieIbHOM U 00111eM 00CTyKUBaHUU
o HAACKHOCTH U Oe3omacHocTn”, Cucmemu ynpasninua, Hasieayii ma 36'sa3KY,
Bun. 4, c. 88-94, 2015.

[25] Mycradha Kaxtan AOmgynmyHem Anb-Cynani, B. C. Xapuenko Ta
FO. JI. Tlono4oBHwMi, “MeTo MiHIMI3allll Yacy yCyHEHHs Je(dEeKTiB 1 Bpa3InBOCTEH
B 1H(GOpMAIIHO-yIpaBIsitOYii cucteMi "po3ymMHOro" OyAMHKY TpPH 3arajibHOMY
oOciyroByBaHHI 10 HaJiiHOCTI 1 Oe3neui”, Bichuxk XHTY im. IlI. Bacuneuka,
Bun. 176, c. 63-65, 2016.

[26] V. Kharchenko, Y. Ponochovnyi, A.-S. M. Q. Abdulmunem and
A. Boyarchuk, “Security and availability models for smart building automation
systems”, Computing, Vol. 16, Issue 4, pp. 194-202, 2017.

[27] B. C. Xapuenko, 1O. JI. ITonouoBnuii, A. B. Bospuyk, 1. O. UepHuiipka
ta B.C. BoponsHchkuii, “OIiHIOBaHHS TOTOBHOCTI 1H(OpMaIiiHO-KepyrOYOi
CUCTEMHU KOCMIYHOIO amapary 3 YCYHEHHSM MpOTrpaMHUX Je(EKTIB Mics
MPOBEJICHHS ONEpaTUBHOT OHMIaH-Bepudikaiii”, Padioerexmponni i komn rtomepHi
cucmemu, Ne 3, ¢. 49-55, 2017.

[28] 1O. JI. TTonouosHwuii, C. FO. Porouwnii, O. 1. [llapaii, B. O. Knypenko ta
B. C. BoponsHcwkuii, “JlocnmipkeHHs 0a3 Bpas3lIMBOCTEH IS TapameTpusariii
MapKOBCBKUX MOJIEJEH OIlIHIOBAaHHS JOCTYMHOCTI BeO-pecypciB”, Cucmemu ma
mexnonoeii, Ne 1, c. 68-80, 2019. doi: 10.32836/2521-6643-2019-1-57-5.

[29] 1O. JI. TlonouoBHMIA, “AHaji3 KOHIEMINH YIpaBIiHHA KiOepOe3rneKkoro
posnoainenux IT inppactpykryp”, Cucmemu ma mexnonoeii, Ne 2, ¢. 87-101, 2019.
doi: 10.32836/2521-6643-2019-2-58-5.

[30] V. Kharchenko, S. Dotsenko, Y. Ponochovnyi and O. Illiashenko,
“Cybernetic Approach to Developing Resilient Systems: Concept, Models and
Application”, Information & Security, vol. 47, Issue 1, pp. 77-90, 2020. doi:



313
10.11610/isij.4705.

[31] 1O. JI. [TonowoBHwuit Ta B. C. Xapuenko, “MeTomosnoris 3a0e3nedeHHs
rapaHTo3AaTHOCTI  1HGOPMAIIHHO-KEPYIOUMX  CHCTEM 3  BUKOPHCTAHHSIM
OaraToluIbOBUX cTpaTerii oOciyroByBaHHs, Padioenekmpornni i Komn tomepHi
cucmemu, Ne 3, ¢. 43-58, 2020. doi: 10.32620/reks.2020.3.05.

[32] 1O. JI. [Tonouornwmii, C. B. Bomomniko ta A. B. Bosipuyk, “JlocimikeHHS
BIIMOBOCTIHKHMX WeD-cepBiciB”, Ha VI nayk.-npaxm. cem. Ilpiopumemni Hanpsamxu
PO3BUMK) MENeKOMYHIKAYIUHUX CUCmeM Ma Mepeddc CNeyiaibHo20 NPUHAYeHHsl,
Kwuis, 2011, c.164.

[33] V. Kharchenko, A.M. Abdul-Hadi, A. Boyarchuk and Y. Ponochovny,
“Web Systems Availability Assessment Considering Attacks on Service
Configuration Vulnerabilities”, In 1X Int. Conf. on Dependability and Complex
Systems. Brunéw, Poland, 2014, pp. 275-284. doi: 10.1007/978-3-319-07013-1_26.

[34] V. Kharchenko, Y. Ponochovny, A. Boyarchuk and A. Gorbenko,
“Scenario-Based Markovian Modeling of Web-System Availability Considering
Attacks on Vulnerabilities”, In XI Int. Conf. on ICT in Education, Research and
Industrial Applications, Lviv, 2015, pp. 566-577.

[35] V. Kharchenko, Y. Ponochovnyi, A. Boyarchuk and E. Brezhnev,
“Resilience Assurance for Software-Based Space Systems with Online Patching:
Two Cases”, In Xl Int. Conf. on Dependability and Complex Systems, Brunow,
Poland, 2016, pp. 267-278. doi: 10.1007/978-3-319-39639-2_23.

[36] Y. Bulba, Y. Ponochovny, V. Sklyar and A. Ivasiuk, “Classification and
Research of the Reactor Protection Instrumentation and Control System Functional
Safety Markov Models in a Normal Operation Mode™, In XII Int. Conf. on ICT in
Education, Research and Industrial Applications, Kyiv, 2016, pp. 308-321.

[37] V. Kharchenko, Y. Ponochovnyi, A. Abdulmunem and A. Andrashov,
“Availability Models and Maintenance Strategies for Smart Building Automation
Systems Considering Attacks on Component Vulnerabilities”, In XII Int. Conf. on
Dependability and Complex Systems, Brunow, Poland, 2017, pp. 186-195. doi:
10.1007/978-3-319-59415-6_18.



314

[38] }O.JI. TlonouoBuuii, “IlpuHIMI yCHaaKyBaHHS XapaKTEPHCTHUK,
METOJIIB 1 MoJieJiel HaaliHOCTI, GyHKIIIOHAIBHOT Ta 1H(OpMaIiiftHO1 O6e3reKku”, Ha
69-1 nayk. xough. npoghecopis, suxkiaoauis, HayKo8UX NPAYIBHUKIB, ACNIPAHMIE MA
cmyoenmig yHieepcumemy, Ilonrara, 2017, ¢.139-140.

[39] 1O.JI. TlonowoBHwmii, “[IpuHIMO JAWHAMIYHOTO MOHITOPHHTY 1
IIPOrHO3YBaHHs MapaMeTpiB BpaznuBocTeit kommnoHeHT I T-indpactpykrypu”, Ha VII
MidtcH. HayK.-mexH. KoH@. Cyuacni Hanpamu po3sumky IKT ma 3aco6ie ynpasninus,
Kponusauupkuii, 2017, c. 55.

[40] V. Kharchenko, Y. Ponochovnyi, A.-S.M.Q. Abdulmunem, A. lvasiuk
and O. lvanchenko, “Model of Information and Control Systems in Smart Buildings
with Separate Maintenance by Reliability and Security”, In XIV Int. Conf. on ICT in
Education, Research and Industrial Application, Kyiv, Ukraine, 2018, pp. 583-595.

[41] Y. Ponochovniy, E. Bulba, A. Yanko and E. Hozbenko, “Influence of
diagnostics errors on safety: Indicators and requirements”, In IX Int. Conf. on
Dependable Systems, Services and Technologies, Kyiv, Ukraine, 2018, pp. 53-57.
doi: 10.1109/DESSERT.2018.8409098.

[42] V. Kharchenko, Y. Ponochovnyi, A. Boyarchuk, E. Brezhnev and
A. Andrashov, “Monte-Carlo Simulation and Availability Assessment of the Smart
Building Automation Systems Considering Component Failures and Attacks on
Vulnerabilities”, In X111 Int. Conf. on Dependability and Complex Systems, Brunow,
Poland, 2018, pp. 270-280. doi: 10.1007/978-3-319-91446-6_26.

[43] V. Kharchenko, Y. Ponochovnyi, A. Boyarchuk and A. Andrashov,
“Multi-Fragmental Markov Models of Information and Control Systems Safety
Considering Elimination of Hardware-Software Faults”, In XV Int. Conf. on ICT in
Education, Research and Industrial Applications, Kherson, 2019, pp. 738-748.

[44] V. Kharchenko, Y. Ponochovnyi, A. Andrashov, E. Brezhniev and E.
Bulba, “Modelling and Safety Assessment of Programmable Platform Based
Information and Control Systems Considering Hidden Physical and Design Faults”,
In X1V Int. Conf. on Dependability of Computer Systems, Brunow, Poland, 2019, pp.
264-273. doi: 10.1007/978-3-030-19501-4_26.



315
[45] V. Kharchenko, Y. Ponochovnyi, A. Boyarchuk, A. Andrashov and

I. Rudenko, “Multi-fragmental Markov’s Models for Safety Assessment of NPP
I&C System Considering Migration of Hidden Failures”, In Communications in
Computer and Information Science, CCIS-1175, Kherson, 2020, pp. 302-326. doi:
10.1007/978-3-030-39459-2_14.

[46] V.Kharchenko, Y. Ponochovniy, A. M. Q. Abdulmunem and I. Shulga,
“AVTA Based Assessment of Dependability Considering Recovery After Failures
and Attacks on Vulnerabilities”, In X Int. Conf. on Intelligent Data Acquisition and
Advanced Computing Systems, Metz, France, 2019, pp. 1036-1040.
doi: 10.1109/IDAACS.2019.8924251.

[47] A. Avizienis, J. C. Laprie, B. Randell and C. Landwehr, “Basic
concepts and taxonomy of dependable and secure computing”, in IEEE Transactions
on Dependable and Secure Computing, vol. 1, no. 1, pp. 11-33, 2004, doi:
10.1109/TDSC.2004.2.

[48] International Electrotechnical Commission. (2015-02-26). IEC 60050-
192. International electrotechnical vocabulary — Part 192: Dependability. [Online].
Available: https://webstore.iec.ch/publication/21886.

[49] B.C. Xapuenko, “TapaHTo3maTHi CHCTEMH Ta OaraTtoBepcCiiiHi
OOYHMCIICHHS: aCTIEKTU €BOJIONIT, PadioenekmponHti i komn tomepHi cucmemu, Ne '/,
c. 46-59, 2009.

[50] V. Kharchenko, V. Sklyar and A. Siora, “Dependability of Safety-
Critical Computer Systems through Component-Based Evolution”, In 2009 Fourth
Int. Conf. on Dependability of Computer Systems, Brunow, Poland, 2009, pp. 42-49.
doi: 10.1109/DepCoS-RELCOMEX.2009.22.

[51] Dongyan Chen, S. Garg, C. Kintala and K. S. Trivedi, “Dependability
enhancement for IEEE 802.11 wireless LAN with redundancy techniques”, In 2003
Int. Conf. on Dependable Systems and Networks, San Francisco, CA, USA, 2003,
pp. 521-528. doi: 10.1109/DSN.2003.1209962.

[52] D. M. Nicol, W. H. Sanders and K. S. Trivedi, “Model-based
evaluation: from dependability to security”, in IEEE Transactions on Dependable



316
and Secure Computing, vol. 1, no. 1, pp. 48-65, 2004. doi: 10.1109/TDSC.2004.11.

[53] A. Avizienis, J-C. Laprie and B. Randell, “Fundamental Concepts of
Dependability”, Newcastle University Report, no. CS-TR-739, 2001.

[54] B.C. Xapuenko Ta iH., 3abesneuenns @yukyionanvhoi 6e3nexu
KpUMUYHUX [Hpopmayiino-Kepyrouux cucmem: monozpaghia, XapkiB, YKpaiHa:
Koncranta, 2019.

[55] T'.C. Tecnep, “Konmemnmuss IOCTPOEHHS TrapaHTOCIOCOOHBIX
BBIUMCINUTENBHBIX cucteM”’, Mam. mawunu i cucmemu, Ne 1, c. 134-145, 2006.

[56] I'.C. Tecnep, ‘“PemieHre npoOIEM TapaHTOCIOCOOHOCTH U
OTKa30yCTOMYUBOCTU CHUCTEM B aclekTe O0a3hCOB KOMIIBIOTEPHON HayKu,
Mamemamuuni mawunu i cucmemu, Ne 4, c. 171-188, 2008.

[57] T.C. Tecnep, “KoHuenius co3fgaHus BBIYMCIUTEIBHBIX CPEACTB C
BBICOKMM YPOBHEM OTKa30yCTOMYMBOCTH , Mamemamuuni mawiunu i cucmemu,
Ne 2, ¢. 176-183, 2002.

[58] B.TnyxoB, “OriHOBaHHS TrapaHTO3MATHOCTI  KpHUITOrpadiuHuX
KOMITIOTepHUX cucteM”’, Bicn. Hay. yn-my "Jlveie. nonimexuixa”, Ne 616, c. 66-72,
2008.

[59] B. C. I'myxoB u P. Unbsc, “KoaupoBanue COCTOSIHUN YIIPaBIISIONIHX
aBTOMATOB B TapaHTOCIOCOOHBIX cuctemax’’, Padioenexmponui i Komn romepHi
cucmemu, Ne 5, ¢. 91-95, 2009.

[60] B. C. I'myxoB u M. B. Horans, “CnemianizoBanuii 0 HOPO3PSIHUAN
mpouecop NI 3axucTy  1HGopmaiii B TapaHTO3JaTHUX  CHUCTEMax
Paoioenexmponmni i komn romepni cucmemu, Ne 5, ¢. 104-108, 2008.

[61] A.B.®enyxunub. I'. Mymia, “T'apaHTocriocOOHOCTH KOMITBIOTEPHBIX
CHUCTEM — MOJa HIH OOBEKTHUBHAs HEOOXOIMMOCTL’, Mamemamuuni Mawiuru i
cucmemu, Ne 4, c. 179-188, 2014.

[62] A.B. denyxun u H. B. Cecnenec-I'apcus, “MoaenupoBanue
HAJI)KHOCTH HEBOCCTAHABIMBAEMOW CHUCTEMBI CO CTPyKTypoi Tuma "k u3 n" c

pexkoHpurypauueit”, Paodioerekmponni i komn romepui cucmemu, Ne 7, c. 82-84,

20009.



317
[63] A.B. ®eayxun u H. B. Cecnenec-I'apcust, “ATpuOyThl U METPUKHU

rapaHTOCIOCOOHBIX KOMIBIOTEPHBIX cUCTeM”, Mamemamuyni MauiuHu i cucmemu,
Ne 2, c. 195-201, 2013.

[64] B. B. Kostyn, Mooeni ampubymis capanmoszoamuocmi iHgpopmayiiinoi
cucmemu KpUmu4Ho20 3acCmocy8ants i3 asmenmugpikayicio cyo’ekma 3a 2010COM:
monoepagis, Binauis, Ykpaina: BHTY, 2020.

[65] A.O. Bepeza, T. B. I'pumyk ta B. B. KoBryH, “OuiHtoBaHHS
HAJIMHOCTI ceaHCy pO3Mi3HaBaHHA OCOOM aBTOMAaTU30BAHOIO  CHCTEMOIO
pO3Mi3HaBaHHA MOBLS KPUTUYHOTO 3acTOCyBaHHS, Bichux XmenvHuyvrkoco
HayionanbHoeo yHigepcumemy. Texniuni Hayku, Ne 6(1), c. 143-150, 2018.

[66] W.b. lyOunckwuii, @yHKYUOHANbHAS HAOEHCHOCHb UHPOPMAYUOHHBIX
cucmem. Memoowt ananusza, Y nbsitHoBck, PO: [leuatnslii 1Bop, 2012.

[67] WU.B. [yOuHckui, Haoeoicnvie OMKA30yCmMoudussle
ungopmayuonnvle cucmemol. Memoowt cunmesa, Y ibsitHOBCK, P®: [leuaTHblii nBOp,
2016.

[68] U.Bb. IlyOunckwmii, “Metoasl oOecnieueHus] (YHKIMOHATIBLHON
HaJIe)KHOCTHU TIporpamm’’, Haodeacnocmo, Ned(51), ¢. 87-94, 2014,

[69] C. M. Jlucenxko, B. C. Xapuenko, K. }O. Bo6poBnikopa ta P. B. Illyka,
“Pe3WJIbEHTHICTh KOMIT IOTEPHUX CHCTEM B yMOBax KiOep3arpo3: TAKCOHOMIsS Ta
oHToJioris”, Padioenexkmponni i komn romepni cucmemu, Ne 1, ¢. 17-28, 2020. doi:
10.32620/reks.2020.1.02.

[70] National Institute of Standards and Technology. (2020-09-23). Special
Publication 800-53. Security And Privacy Controls For Federal Information
Systems And Organizations, 2020. doi: 10.6028/NIST.SP.800-53r5.

[71] National Institute of Standards and Technology. (2002-01-07). Special
Publication 800-30. Guide For Conducting Risk Assessments, 2012. doi:
10.6028/nist.sp.800-30r1.

[72] Hepxcranmapt Ykpainu. (1996-01-01). JCTY 2860-94. Haoiinicmo
mexuixu. Tepminu ma eusnauenns. [Enextponnmii pecypc]. HocrymHo:

https://er.nau.edu.ua/bitstream/NAU/30417/3/DSTU%202860-94u.doc.



318
[73] K.S. Trivedi and A. Bobbio, Reliability and Availability Engineering.

Modeling, Analysis and Applications, Cambridge, United Kingdom: Cambridge
University Press, 2017. doi: 10.1017/9781316163047.

[74] A. B. I'opGenko, “ITpoGiieMbl 1 3aaui CO3JaHUs TapaHTOCIIOCOOHBIX
CEPBUC-OPUEHTUPOBAHHBIX Web-cuctem”, Hayka [ mexnika Ilosimpanux Cun
3opounux Cun Yrpainu, Ne 3, ¢. 171-176, 2013.

[75] O. O. Innsmenko, M. O. Komichuk, A. A. Crpenkina Ta . B. Koiro6a,
Memoou ma mexHoN02Ii po3poONIeHHsT MaA BHPOBAONCEHHS 2aAPaAHMO30ANMHUX
cucmem Ha ocHoei Iumepunemy peueti. Haykosa poboma npedcmasnena Ha
3000ymms npemii [Ipezudenma Ykpainu Ons monooux yuyenux. [EnekrpoHHUI
pecypc].  Hoctymuo:  http://www.kdpu-nt.gov.ua/sites/default/files/work_files/
prezentaciya 1.pdf. Jlata 3Bepnenns: 15-10-2020.

[76] International Electrotechnical Commission. (2010-04-30). IEC 61508-
1:2010. Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 1: General requirements. [Online]. Available:
https://webstore.iec.ch/publication/5515.

[77] B.B.  Cxmsap, “AHanu3  (QyHKIHOHAJIBHOM  0€30MacHOCTH
MH(OPMAIIMOHHO YIPABJISIOMIUX CUCTEM C UCIOJIb30BAHUEM JIOTHUECKUX MOJIENEn
OLIMOOK KOHTPOJIsL W ymnpaBieHus”, Paodioenexmpounni i xomn 'tomepHi cucmemu,
Ne 7, ¢c. 267-271, 2010.

[78] Society of Automotive Engineers International. (1996-12-01).
ARP4761. Guidelines and methods for conducting the safety assessment process on
civil airborne systems and equipment. [Online]. Available:
https://www.sae.org/standards/content/arp4761.

[79] International Civil Aviation Organization. (2013-11-14). Operation of
Aircraft. Convention on International Civil Aviation. Part | — International
Commercial  Air  Transport —  Aeroplanes. [Online].  Available:
https://www.icao.int/safety/fatiguemanagement/FRMS%?20Tools/Amendment%20
37%20for%20FRMS%20SARPS%20(en).pdf.

[80] Society of Automotive Engineers International. (2019-08-20).



319
ARP5151A. Safety Assessment of General Aviation Airplanes and Rotorcraft in

Commercial Service. [Online]. Available:
https://www.sae.org/standards/content/arp5151a.

[81] International Organization for Standardization. (2018-12-01). ISO
26262-1:2018. Road vehicles — Functional safety — Part 1: Vocabulary. [Online].
Available: https://www.iso.org/standard/68383.html.

[82] Society of Automotive Engineers International. (2020-07-08).
J2945/1A _202007. Vehicle Level Validation Test Procedures for V2V Safety
Communications. [Online]. Available:
https://www.sae.org/standards/content/j2945/1a_202007.

[83] International Organization for Standardization. (2018-12-01). 1SO
26262-4:2018. Road vehicles — Functional safety — Part 4: Product development at
the system level. [Online]. Available: https://www.iso.org/standard/68386.html.

[84] European Committee for Electrotechnical Standardization. (2010-09-
01). CENELEC — EN 50159 Railway applications — Communication, signalling and
processing systems — Safety-related communication in transmission systems.
[Online]. Available: https://standards.globalspec.com/std/1285055/EN%2050159.

[85] British Standards Institution. (2020-02-25). BSI — BS EN 50126-1 - TC.
Tracked Changes (Redline) — Railway Applications — The Specification and
Demonstration of Reliability, Availability, Maintainability and Safety (RAMS) Part
1: Generic RAMS Process. [Online]. Available:
https://standards.globalspec.com/std/14321159/bs-en-50126-1-tc.

[86] British Standards Institution. (2020-02-25). BSI — BS EN 50126-2 — TC.
Tracked Changes (Redline) — Railway Applications — The Specification and
Demonstration of Reliability, Availability, Maintainability and Safety (RAMS) Part
2: Systems Approach to Safety. [Online]. Available:
https://standards.globalspec.com/std/14326588/bs-en-50126-2-tc.

[87] International Electrotechnical Commission. (2011-08-25). IEC
61513:2011. Nuclear power plants — Instrumentation and control important to

safety — General requirements for systems. [Online]. Available:



320
https://webstore.iec.ch/publication/5532.

[88] International Electrotechnical Commission. (2019-09-25). IEEE/IEC
62582-6-2019. Nuclear power plants. Instrumentation and control important to
safety. Electrical equipment condition monitoring methods — Part 6: Insulation
resistance. [Online]. Available: https://standards.ieee.org/standard/62582-6-
2019.html.

[89] International Electrotechnical Commission. (2006-05-09). IEC
60880:2006. Nuclear power plants. Instrumentation and control systems important
to safety. Software aspects for computer-based systems performing category A
functions. [Online]. Available: https://webstore.iec.ch/publication/3795.

[90] International Electrotechnical Commission. (2010-04-30). IEC 61508-
4:2010. Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 4: Definitions and abbreviations. [Online]. Available:
https://webstore.iec.ch/publication/5518.

[91] International Electrotechnical Commission. (2019-11-13). IEC
62645:2019. Nuclear power plants. Instrumentation, control and electrical power
systems. Cybersecurity requirements. [Online]. Available:
https://webstore.iec.ch/publication/32904.

[92] Raggad, Information Security Management: Concepts and Practice,
London, United Kingdom: CRC Press, 2010.

[93] G. Gluschke, Cyber security policies and critical infrastructure
protection. Potsdam, Germany: Institute for Security and Safety (ISS) Press, 2018.

[94] International Organization for Standardization. (2004-11 -01). ISO/IEC
13335-1: 2004. Information technology — Security techniques — Management of
information and communications technology security — Part 1: Concepts and models
for information and communications technology security management. [Online].
Available: https://www.iso.org/standard/39066.html.

[95] T. Limba, T. Pléta, K. Agafonov and M. Damkus, “Cyber security
management model for critical infrastructure”, Entrepreneurship and Sustainability
Issues, vol. 4, no. 4, pp. 559-573, 2017. doi: 10.9770/jesi.2017.4.4(12).



321
[96] BepxoBna Paga Vkpaiau. (2016-03-15). Vkas [Ipesudoenma Vrpainu,

Cmpamezia 6i0 15.03.2016 Ne 96/2016. IIpo piwenns Paou nayionanvroi 6esnexu
i oboponu Yxpainu 6io 27 ciunsa 2016 poky "llpo Cmpameecito xibepbesneku
Ykpainu". [EnexkTpoHHUI pecypcl. JlocTynHo:
https://zakon5.rada.gov.ua/laws/show/96/2016.

[97] International Electrotechnical Commission. (2009-07-30). IEC TS
62443-1-1:2009 Industrial communication networks — Network and system security
— Part 1-1: Terminology, concepts and models. [Online]. Available:
https://webstore.iec.ch/publication/7029.

[98] L. Maglaras, K. Kim, H. Janicke, M. Ferrag, S. Rallis, P. Fragkou,
A. Maglaras and T. Cruz, “Cyber security of critical infrastructures”, ICT Express,
vol. 4, no. 1, pp. 42-45, 2018. doi: 10.1016/j.icte.2018.02.001.

[99] International Organization for Standardization. (2014-01-01). ISO/IEC
15408-1:2009. Information technology — Security techniques — Evaluation criteria
for IT security — Part 1: Introduction and general model. [Online]. Available:
https://www.iso.org/standard/50341.html.

[100] International Organization for Standardization. (2011-05-01). ISO/IEC
15408-2:2008. Information security, cybersecurity and privacy protection.
Evaluation criteria for IT security. Part 2: Security functional components. [Online].
Available: https://www.iso.org/standard/46414.html.

[101] International Organization for Standardization. (2011-05-01). ISO/IEC
15408-3:2008. Information technology. Security techniques. Evaluation criteria for
IT security. Part 3: Security assurance components. [Online]. Available:
https://www.iso.org/standard/46413.html.

[102] International Organization for Standardization. (2018-02-01). ISO/IEC
27000:2018 Information technology — Security techniques — Information security
management systems — Overview and vocabulary. [Online]. Available:
https://www.iso.org/standard/73906.html.

[103] International Organization for Standardization. (2013-10-01). ISO/IEC
27001:2013. Information technology. Security techniques. Information security



322
management systems. Requirements. [Online]. Available:

https://www:.iso.org/standard/54534.html.

[104] International Organization for Standardization. (2015-12-01). ISO/IEC
27013:2015. Information technology. Security techniques. Guidance on the
integrated implementation of ISO/IEC 27001 and ISO/IEC 20000-1. [Online].
Available: https://www.iso.org/standard/64138.html.

[105] International Electrotechnical Commission. (2010-11-10). IEC 62443-
2-1:2010. Industrial communication networks. Network and system security. Part 2-
1: Establishing an industrial automation and control system security program.
[Online]. Available: https://webstore.iec.ch/publication/7030.

[106] International Electrotechnical Commission. (2009-07-30). IEC/TR
62443-3-1:2009 Industrial communication networks — Network and system security
— Part 3-1: Security technologies for industrial automation and control systems.
[Online]. Available: https://webstore.iec.ch/publication/7031.

[107] International Electrotechnical Commission. (2013-08-07). IEC 62443-
3-3:2013. Industrial communication networks. Network and system security. Part 3-
3: System security requirements and security levels. [Online]. Available:
https://webstore.iec.ch/publication/7033.

[108] Hdepxcranmapt Ykpainu. (1996-01-01). JCTY 2861-94. Haoitinicmo
mexHixu. Aunaniz wnaoitunocmi. Ocnoeni nonodcenns. [Emextponnuii pecypc].
HocrtynHo: https://dnaop.com/htmI/43858/doc-AICTY 2861-94.

[109] B. JI. Bypsiuok, B. b. Tony6ko, B. O. Xopomko ta C. B. Tosmromna,
Ingpopmayivina ma kibepoesnexa: coyiomexHiuHuil acnekm: niopyyrux, Kuis,
Vkpaina: YT, 2015.

[110] Y. Cherdantseva, P. Burnap, A. Blyth, P. Eden, K. Jones, H. Soulsby
and K. Stoddart, “A review of cyber security risk assessment methods for SCADA
systems”, Computers & Security, vol. 56, pp. 1-27, 2016. doi:
10.1016/j.cose.2015.09.0009.

[111] N. Teodoro, L. Goncalves and C. Serrao, “NIST CyberSecurity
Framework Compliance: A Generic Model for Dynamic Assessment and Predictive



323
Requirements”, 2015 IEEE Trustcom/BigDataSE/ISPA, 2015.

doi: 10.1109/Trustcom.2015.402.

[112] R. Yeun, P. Bates and P. Murray, “Aviation safety management
systems”, World Review of Intermodal Transportation Research, vol. 5, no. 2,
p. 168, 2014. doi: 10.1504/WRITR.2014.067234.

[113] J. Caldwell, M. Mallis, J. Caldwell, M. Paul, J. Miller and D. Neri,
“Fatigue Countermeasures in Aviation”, Aviation, Space, and Environmental
Medicine, vol. 80, no. 1, pp. 29-59, 2009. doi: 10.3357/ASEM.2435.2009.

[114] International Civil Aviation Organization. (2019-11-07). Annex 19.
Convention on International Civil Aviation. Safety Management. [Online].
Available:  https://caainternational.com/wp-content/uploads/2018/05/AN19 2ed-
publication.pdf.

[115] G. Kozachenko, O. Lyashenko and V. Bezbozhnyy, “Enterprise
economic security management conception”, TEKA Kom. Mot. i Energ. Roln. — OL
PAN, no.10A, pp. 263-270, 2010.

[116] O.T. UYepen ta O.B. Crenanenko, “KoHueniist ymnpaBiiHHS
CKOHOMIYHOIO O€3IEeK0I0 MAIIMHOOYIIBHUX MIANPUEMCTB”, Cmanuii po3eumox
exonomiku, Ne 4, c. 110-114, 2013.

[117] B. ®. Illanbrun, Mugopmayuonnas 6e30nacHocms KOMNbIOMEPHBIX
cucmem u cemeil : yueo. nocooue, Mockpa, PO: U] « ®DOPYM»y, 2017.

[118] EU initiatives on Cloud Computing. [Online]. Available:
https://www.itu.int/en/ITU-D/Regional-
Presence/ArabStates/Documents/events/2018/RDF/Workshop%?20Presentations/Se
ssion3/ITU%20Workshop%20Algiers%202018%20-%20Cloud%20Computing-
final-INES.pdf. Accessed on 15-10-2020.

[119] KuiBcbka Micbka Pama. IV cecis XXIV ckimukanns. (2003-07-10).
Piwenns 6io 10 nunus 2003 poxy N 616/776. Ilpo 3ameepoocenusn Konyenyii
besnexku micma Kuesa. [EnexTpoHHUMA pecypc]. JlocTynHO:
http://kmr.ligazakon.ua/SITE2/I_docki2.nsf/alldocWWW/7837ECB4633AE190C2
2573C000526ACF.



324
[120] BepxoBna Pama Vkpaiau. (2007-10-17). Posnopsoowcenns Kabinemy

Minicmpis Yxpainu, Konyenyis io 17.10.2007 Ne 880-p. [Ipo cxeanenns Konyenyii
HayioHANbHOI  exonoeiunoi  nonimuxku Yxpainu Ha nepioo 0o 2020 poky.
[EnexTponnuii pecypce]. doctynno: https://zakon.rada.gov.ua/laws/show/880-2007-
p.

[121] Konuemmist, Enyuxnonedis Cyuacnoi Ykpainu. [EnekTpoHHHIA pecypc]
JHocrtynHo: http://esu.com.ua/search_articles.php?id=3256. Jlara 3Bepuenns: 15-10-
2020.

[122] O.I. Cynakoga, T. I1. MenBenoBckas, €. B. ['apOy3 ta O. B. JIyruenko,
“YrpapmiHHs 0€3MeKol0 B3aeMOJIT MIANPUEMCTBA 3 KOHTpareHTaMmu, JIIOUYMMU B
3arajibHOMy JKUTTEBOMY TMpocTopi”, [7nobanvni ma HayioHanvHi npobremu
exornomixu, Ne 19, c. 256-261, 2017.

[123] B. b. JdynukeBuu, I'. B. Mukutun ta A. 1. Pebenn, “Jlo mpobiaemu
YOPABIIHHSA KOMILUIEKCHOIO CUCTEMOIO Oe3rneku KiOep(di3muHux cucrem’, BicHuk
Hayionanvnoco ynisepcumemy "JIvgiscoka nonimexwnixa". Ingpopmayitini cucmemu
ma mepedici. Ne 901, c. 10-21, 2018.

[124] B. b. dymukeBuy, I'. B. Mukutua ta T. b. Kper, “Konuemniis ta
0a30BUM MIAXiA 10 NMOOYAOBH CHCTEMH 3aXHUCTy 1H(popMalii B OararopiBHEBI
IHTENeKTyallbHIN cuctemi kepyBaHHs’, Cucmemu obpooku ingopmayii, Bum. 8,
c. 105-110, 2016.

[125] B. b. lyaukesuy, B. M. Makcumorud Ta I'. B. MukuTus, “Tlapagurma
Ta KOHIEMIIs To0yJ0BH OaraTopiBHEBOI KOMIUIEKCHOI CHCTEMH O€3IeKH
kibepdizuuaux cucrem”, Bichux Hayionanvnozco ynisepcumemy "Jlvsiécvka
nonimexuika". Asmomamuxa, eumiproganns ma kepysanus, Ne 821, c. 3-7, 2015.

[126] E. B. Bbpexues u B.C. Xapuenko, “Meromosiorusi oOecrnedeHus
0€30MacHOCTH KPUTHYCCKUX HH(PPACTPYKTYp B YCIOBHUSAX HEONPEACICHHOCTH:
KOHIICTIUS ¥ IPUHIUIBL, Padioenekmponni i komn tomepui cucmemu, Nel, c. 25-
32, 2015.

[127] €. B. Bpexues, I'. B. ®ecenko Ta B. C. Xapuenko, “Metoomorivi

3acaay OLIHIOBaHHS Ta 3a0e3nedyeHHs Oe3MeKd KPUTHUHUX 1H(QOpMAaIiitHuX



325

iHpacTpykTyp”, Padioenexmponni i komn tomepui cucmemu, Ne 4, c. 78-85, 2018.

[128] V. Dudykevych, G. Mykytyn, T. Kret and A. Rebets, “Security of
Cyber-Physical Systems from Concept to Complex Information Security System”,
Advances in cyber-physical systems, vol. 1, Num. 2, pp. 67-75, 2016.

[129] J. von Neumann, “Probabilistic Logics and the Synthesis of Reliable
Organisms from Unreliable Components”, Automata Studies, C. E. Shannon and
J. McCarthy, eds., Princeton Univ. Press, 1956, pp. 43-98.

[130] A.A. Topmees m B.C. Xapuenko, “DiIeMEHTbI METOMOJIOTHH
poPUICOPUEHTUPOBAHHOTO OIICHUBAHUS KadyecTBa MPOrPAMMHOTO OOeCrieYeHUs
uH(MOpPMAITMOHHBIX cucteM”, [lpobnemu inpopmamuszayii ma ynp.: 30. HayK. np.,
Ne 3, Bumn. 47, c. 24-30, 2014.

[131] A. A. TopaeeB, “Mojens KadecTBa OTACIBHOIO TpPeOOBAHUS
nporpaMMHoro ooecnieuenus’, Paodioenexmponni i komn romepui cucmemu, Ne 2,
c. 48-58, 2020. doi: 10.32620/reks.2020.2.04.

[132] I. M. Cipoxaun, B. I1. Mopo3, B. M. IleryxoB ta A. O. Kapris,
“KoHnueniqis moOyJ0BH KOMIUJIEKCHOI CHUCTEMHM BHU3HAYEHHS TEXHIYHOTO CTaHy
PYXOMOT'O CKJady: HAMOJbHI IPHUCTPOi”, aniznuunuii mparncnopm Yxkpainu, Ne 2,
c. 13-21, 2018.

[133] International Organization for Standardization. (2011-03-01). ISO/IEC
27031:2011 Information technology — Security techniques — Guidelines for
information and communication technology readiness for business continuity.
[Online]. Available: https://www.iso.org/standard/44374.html

[134] B. B. Cxusip, “DieMEHTBI METOJIOJOTHHM aHain3a (YHKIMOHAIbHON
0e30MmacHOCTH  MH(POPMAIIMOHHO-YTIPABIISIIOIUX cUCTeM”, Padioenekmponui i
komn ‘tomepui cucmemu, Ne 6, ¢. 75-79, 2009.

[135] HamionaneHe  kocMiyHe — areHTCTBO  Ykpainu.  (2012-10-16).
Hacmanosa COY-H JIKA 0061:2012. I'any3zesa cucmema YnpaeuiHHs SKICMIO.
Ilpoyecu srcummesozo yukny npocpammoco 3abe3neueHHsi NPocpamHO-mMexXHIYHUX

KOMNJIEKCI8 Kpumuuno2o npusHauyenus. [EnextpoHHud pecypc]. JocTymnHo:

http://scasu.com/literature/SOU-N%200061 small.pdf.



326

[136] HamionanbHe  kocMiuHe — areHTCTBO  YKpainu.  (2009-08-12).
Hacmanosa COY-H HKAY 0058:2009. ['anysesa cucmema ynpasiinHA SAKICMIO.
Bumoeu 0o ¢hynxyionanvnoi 6eznexu npocpammnozo 3abe3neyeHHs npocpamHo-
MeXHIYHUX KOMNJIEeKCi8 KpumuyHo2o npusHadenns. [EnextponHuil pecypc].
HocrtymHo: http://scasu.com/literature/nastanova058.pdf.

[137] HamionanpHe  kocMiuHe  areHTCTBO  Ykpainu.  (2010-02-08).
Hacmanosa COY-H HKAY 0060:2010. ['anysesa cucmema ynpasuinHa SAKICMIO.
I'apanmo3zoamuicme npocpamHo-mexHivHux KOMNLEKCi8 KPUMUYHO20 NPUSHAUEHHS.
[EnexkTpoHHMit pecypc]. JlocTynHo:
http://www.scasu.com/literature/nastanova060.pdf.

[138] Ananmiz ¢dyHKIioHaNBHOT Oe3MeKn MPOTPaMHOTO  3a0e3NeveHHs
MPOrpaMHO-TEXHIYHUX  KOMIUIEKCIB ~ KPUTHUYHOTO  3acTocyBaHHA (ATOMHa
€HEpreTuka, KOCMOC, 3ali3HWYHUN Ta aBTOMOOUIBHMN TPAHCIOPT, MEIUYHE
oOnaHaHHS) [EnextponHumii pecypc]. JoctynHo:
http://scasu.com/literature/metod_func_bezop.pdf. [lara 3Beprenns 2020-10-15.

[139] T'ocynapctBennsiii Komurer CCCP mo crangapram. (1987-01-07).
T'OCT 26843-86. Peaxmopwvi si0epnvie snepeemuueckue. Odbwue mpebo8arus K
cucmeme ynpaseienuss u sawumvl. [EmektpoHHuit pecypc]. loctymnHo:
http://vsegost.com/Catalog/12/12184.shtml.

[140] E. C. Baxmau, A.A. Cuopa, B.B. Ckmap, B.U. Tokaper wu
B. C. Xapuenko, “O0ecrnieyeHue M OLEHKa 0€30MacHOCTH WH(OPMAIMOHHBIX M
ynpasisitonx cucreM ADC nHa 6aze [IJIUC”, Padioenexkmponni i komn'tomepHi
cucmemu, Ne 7, ¢. 75-82, 2007.

[141] International Electrotechnical Commission. (2010-04-30). IEC 61508-
6:2010. Functional safety of electrical/electronic/programmable electronic safety
related systems — Part 6: Guidelines on the application of IEC 61508-2 and IEC
61508-3. [Online]. Available: https://webstore.iec.ch/publication/5520.

[142] International Electrotechnical Commission. (2010-04-30). IEC 61508-
7:2010. Functional safety of electrical/electronic/programmable electronic safety-

related systems — Part 7: Overview of techniques and measures. [Online]. Available:



327
https://webstore.iec.ch/publication/5521.

[143] E. Babeshko, V. Kharchenko, O. Odarushchenko and V. Sklyar,
“Toward automated FMEDA for complex electronic products”, In 2015 Int. Conf.
on Information and Digital Technologies, Zilina, 2015, pp. 22-27, doi:
10.1109/DT.2015.7222945.

[144] Babeshko, V. Kharchenko and A. Siora, “Reliability assessment of
FPGA-based NPP I&C: experience, methods and tools”, Padioenexmponni i
komn tomepui cucmemu, Ne 5, ¢. 113-119, 2016.

[145] O. A. Unpsmenko, B. C. Xapuenko m f. A. Uyiiko, “Ouenka
oesonacuoctu cucreM Ha FPGA c¢ ucnonp3oBannem XMECA mia V-mozenu
YKU3HEHHOT0 LIUKNA”, Padioenexmponni i komn romepui cucmemu, Ne 6, c. 141-147,
2016.

[146] Y. Bulba, Y. Ponochovny, V. Sklyar and A. Ivasiuk, “Classification and
Research of the Reactor Protection Instrumentation and Control System Functional
Safety Markov Models in a Normal Operation Mode”, In Proceedings of the 12th
Int. Conf. on ICT in Education, Research and Industrial Applications. Integration,
Harmonization and Knowledge Transfer, Kyiv, Ukraine, June 21-24, 2016, pp. 308-
321.

[147] National Institute of Standards and Technology. (2013-05-24). NIST SP
500-291, Cloud Computing Standards Roadmap. [Online]. Available:
https://www.nist.gov/publications/nist-sp-500-291-nist-cloud-computing-
standards-roadmap.

[148] National Institute of Standards and Technology. (2011-11-01). NIST
Special Publication 800-145. The NIST Definition of Cloud Computing. [Online].
Available: https://csrc.nist.gov/publications/detail/sp/800-145/final.

[149] National Institute of Standards and Technology. (2011-12-01). NIST
Special Publication 800-144. Guidelines on Security and Privacy in Public Cloud
Computing. [Online]. Awvailable: https://csrc.nist.gov/publications/detail/sp/800-
144/final.

[150] International Organization for Standardization. (2014-10-15). ISO/IEC



328
17788:2014 Information technology — Cloud computing — Overview and

vocabulary. [Online]. Available: https://www.iso.org/standard/60544.html.

[151] Cloud Computing Services. Google Cloud. [Online]. Available:
https://cloud.google.com. Accessed on 15-10-2020.

[152] Choosing an App Engine environment. [Online]. Available:
https://cloud.google.com/appengine/docs/the-appengine-environments.  Accessed
on 15-10-2020.

[153] App Engine Service Level Agreement (SLA). [Online]. Available:
https://cloud.google.com/appengine/sla. Accessed on 15-10-2020.

[154] Cloud Computing Services. Microsoft Azure. [Online]. Available:
https://azure.microsoft.com/en-us. Accessed on 15-10-2020.

[155] L. Qaisi and 1. Aljarah, “A twitter sentiment analysis for cloud
providers: A case study of Azure vs. AWS”, 2016 7th International Conference on
Computer  Science and  Information  Technology  (CSIT),  2016.
doi: 10.1109/CSIT.2016.7549473.

[156] C.1. IImatkoB, H.I. Kyuyk, XK.O. Komnomiens, “Anani3
1HQOpMaIIHHUX TEXHOJIOTIM y cucTemMax MOOUIbHOrO HaBuaHHa, Cucmemu
ynpaeninHs, Haeieayii ma 36's3xy, Bun. 4, c. 143-149, 2017.

[157] Amazon Web Services (AWS) — Cloud Computing Services. [Online].
Available: https://aws.amazon.com. Accessed on 15-10-2020.

[158] Amazon turns surprise Q3 profit as AWS cloud growth soars. [Online].
Available: http://www.computerweekly.com/news/4500256048/ Amazon-turns-
surprise-Q3-profit-as-AWS-cloud-growth-soars. Accessed on 15-10-2020.

[159] T. Lorido-Botran, J. Miguel-Alonso and J. Lozano, “A Review of Auto-
scaling Techniques for Elastic Applications in Cloud Environments”, Journal of
Grid Computing, vol. 12, no. 4, pp. 559-592, 2014. doi: 10.1007/s10723-014-9314-
1.

[160] Gorelik, Cloud computing models. Cambridge, United Kingdom:
Massachusetts Institute of Technology, 2013.

[161] B. S. Brad and M. Murar, “Smart Buildings Using loT Technologies”,



329
Construction of Unique Buildings and Structures, Ne 5 (20), pp. 15-27, 2014.

[162] M. R. Alam, M. B. I. Reaz and M. A. M. Ali, “A Review of Smart
Homes — Past, Present and Future,” in IEEE Transactions on Systems, Man and
Cybernetics, Part C (Applications and Reviews), vol. 42, no. 6, pp. 1190-1203, Nov.
2012, doi: 10.1109/TSMCC.2012.2189204.

[163] S. Budijono, J. Andrianto and M. Axis Novradin Noor, “Design and
implementation of modular home security system with short messaging system”,
EPJ Web of Conferences, vol. 68, iss. 25, 2014. doi: 10.1051/epjconf/20146800025.

[164] International Organization for Standardization. (2010-11-01). ISO
16484-1:2010. Building automation and control systems (BACS) — Part 1: Project
specification and implementation. [Online]. Available:
https://www:.iso.org/standard/37300.html.

[165] International Organization for Standardization. (2014-10-10). ISO/IEC
17789:2014 Information technology — Cloud computing — Reference architecture.
[Online]. Available: https://www.iso.org/standard/60545.html.

[166] International Telecommunication Union. (2014-08-13).
Recommendation ITU-T Y.3500. Information technology — Cloud computing —
Overview and vocabulary. [Online]. Available: https://www.itu.int/rec/T-REC-
Y.3500-201408-I.

[167] International Telecommunication Union. (2013-05-22).
Recommendation ITU-T Y.3501. Cloud computing framework and high-level
requirements. [Online]. Available: https://www.itu.int/rec/T-REC-Y.3501/en.

[168] International Telecommunication Union. (2014-08-13).
Recommendation ITU-T Y.3502. Information technology — Cloud computing —
Reference architecture. [Online]. Awvailable: https://www.itu.int/rec/T-REC-
Y.3502-201408-1/en.

[169] Cloud Accountability Project (CSA). (2016-03-31). D15.2 Report on
A4Cloud contribution to standards. [Online]. Available:
http://www.cloudaccountability.eu/sites/default/files/D15.2%20Report%200n%20
A4Cloud%20contribution%20to%20standards%20%28final%29.pdf.



330
[170] International Organization for Standardization. (2008-08-15). ISO/IEC

18045:2008. Information technology — Security techniques — Methodology for IT
security evaluation. [Online]. Available: https://www:.iso.org/standard/46412.html.

[171] B.B. Cxusap, “Meromosioruss U HH(GOPMAIMOHHBIC TEXHOJIOTHU
oOecnieueHns (PyHKIMOHATBHOM Oe30macHOCTH WHGOPMAIIMOHHO-YTIPABIISIONINX
CHUCTeM’, NHUC. JIOKTOpa HayK, HAlIOHAIbHUNA aepOKOCMIUYHUN YHIBEPCHUTET iM.
M. €. )KykoBcbKkoro «XapKiBCbKUM aBiallliHUI 1THCTUTYT», XapKiB, 2012.

[172] International Electrotechnical Commission. (2006-05-10). IEC
61165:2006 Application of Markov techniques. [Online]. Available:
https://webstore.iec.ch/publication/4721.

[173] O. B. IBanuenko, “OuiHroBaHHs piBHA Oe3neku cucteMu SCADA
KPUTUYHOI 1HGPACTPYKTYpPH 3 YypaxyBaHHSM JOCTYITHOCTI KiOEpHETHYHHX Ta
XMapHUX akTuBiB”, Cucmemu ma mexnonoeii, Ne 2, c¢. 5-32, 2019. doi:
10.32836/2521-6643-2019-2-58-1.

[174] B. C. Xapuenko, O. H. Onapymenko u E. b. Onapyiienko, “bazoBsie
MHOTO(parMEeHTHBIE MAaKPOMOJICIM OIIEHKH HAJeKHOCTH OTKAa30yCTONYMBBIX
KOMITBIOTEPHBIX ~ CHUCTEM  HMH(DOPMAIMOHHO-YIIPABJISIONIUX  KOMILJIEKCOB”,
Paoioenexmponni i komn romepni cucmemu, Ne 5, ¢. 62-70, 2006.

[175] V. Kharchenko, V. Butenko, O. Odarushchenko and V. Sklyar,
“Multifragmentation Markov Modeling of a Reactor Trip System”, Journal of
Nuclear Engineering and Radiation Science, vol. 1, no. 3, 2015. doi:
10.1115/1.4029342.

[176] A. A. Pyaenxo, O. H. Onapymenko u B. C. Xapuenko, “Mogaenu
OIICHKH HAJICKHOCTH TPOTPAMMHBIX CPEJICTB C YYETOM HEICTCPMUHHUPOBAHHOTO
Yyuciaa BTOPUYHBIX AeeKTOB”, Padioenexmponni i komn romephi cucmemu, Ne 6,
c. 197-203, 2010.

[177] V. Kharchenko, V. Butenko, O. Odarushchenko and E. Odarushchenko,
“Markov's Modeling of NPP 1&C Reliability and Safety: Optimization of Tool-and-

Technique Selection”, In 2016 Second International Symposium on Stochastic



331
Models in Reliability Engineering, Life Science and Operations Management

(SMRLO), Beer-Sheva, 2016, pp. 328-336, doi: 10.1109/SMRLO.2016.61.

[178] R. Sargent, “Verification and validation of simulation models”, Journal
of Simulation, vol. 7, no. 1, pp. 12-24, 2013. doi: 10.1057/j0s.2012.20.

[179] B. C. Xapuenko, “IlapagurmMpl W TPHHIMUIBI TapaHTOCIOCOOHBIX
BBIYUCJICHUW: COCTOSIHME W TEPCHEKTUBBI pa3BUTHUS, PaldioenekmpoHnui i
komn ‘tomepui cucmemu, Ne 2, ¢. 91-100, 2009.

[180] B. C. Xapuenko u B. B. Tapacenko, “AOcTpakTHbie MOIEIH U
AJIEMEHThl CHHTE€3a MHOTOBEPCHUOHHBIX aBTOMaToB”, Padioenexkmponni i
komn ‘tomepui cucmemu, Ne 7, ¢. 52-55, 2006.

[181] B. C. Xapuenko, “T'apaHTO37aTHICTh KOMIT IOTEPHHX CHCTEM: MEKa
YHIBEPCAIBHOCTI Y KOHTEKCT1 IHPOpMaIIHHO-TEXHIYHUX CTaHIB”, PadioenekmponHi
i komn tomepri cucmemu, Ne 8, c. 7-14, 2007.

[182] A. Gorbenko, V. Kharchenko, P. Popov and A. Romanovsky,
“Dependable Composite Web Services with Components Upgraded Online”,
Architecting Dependable Systems 111, pp. 92-121, 2005. doi: 10.1007/11556169 5.

[183] A. Gorbenko, V. Kharchenko and A. Romanovsky, “Using Inherent
Service Redundancy and Diversity to Ensure Web Services Dependability”,
Methods, Models and Tools for Fault Tolerance, pp. 324-341, 2009. doi:
10.1007/978-3-642-00867-2_15.

[184] E. Babeshko, V. Kharchenko, K. Leontiiev, E. Ruchkov and V. Sklyar,
“Reliability assessment of safety critical system considering different
communication architectures”, In 2018 IEEE 9th Int. Conf. on Dependable Systems,
Services and Technologies (DESSERT), Kiev, 2018, pp. 17-20, doi:
10.1109/DESSERT.2018.8409091.

[185] O. llliashenko, V. Kharchenko, A. Kor, A. Panarin and V. Sklyar,
“Hardware diversity and modified NUREG/CR-7007 based assessment of NPP |&C
safety”, In 2017 9th IEEE Int. Conf. on Intelligent Data Acquisition and Advanced
Computing Systems: Technology and Applications (IDAACS), Bucharest, 2017, pp.
907-911, doi: 10.1109/IDAACS.2017.8095218.



332
[186] V. Sklyar, V. Kharchenko, A. Siora, S. Malokhatko, V. Golovir and

Y. Beliy, “Reliability and availability analysis of FPGA-based Instrumentation and
Control systems”, In 2011 11th International Conference The Experience of
Designing and Application of CAD Systems in Microelectronics (CADSM), Polyana-
Svalyava, 2011, pp. 27-33.

[187] E. Brezhnev, V. Kharchenko, V. Manulik and K. Leontiev, “Critical
Energy Infrastructure Safety Assurance Strategies Considering Emergent
Interaction Risk”, Advances in Dependability Engineering of Complex Systems, pp.
67-78, 2017. doi: 10.1007/978-3-319-59415-6 7.

[188] E. Brezhnev and V. Kharchenko, “NPP: Power Grid Mutual Safety
Assessment”, Nuclear Power Plant Instrumentation and Control Systems for Safety
and Security, pp. 397-431, 2014. doi: 10.4018/978-1-4666-5133-3.ch013.

[189] K. O. Copoka, Ocrosu meopii cucmem i cucmemHno2o amanizy: HA6Y.
nocionuk, Xapki, Ykpaina: HAMI', 2004.

[190] I'. ®@. banbkun, 0. I'. banskun u JI. A. Kpanussiackas, Cucmemmulii
ananuz 6 ungoxkommynuxkayusix. Ilpocmo o crnosxcnom, Kuis, Ykpaina: bio-Tect-
Jlabopatopis, 2015.

[191] T'. C. Tecnep Ta B. A. Kocc, “MeTtonnka CHCTEMHOTO aHAJTI3Y 3 MO3HIIIi
METO/I0JIOT1i CUCTEMHOTO MIIX01Y JIJIsl HOTPEO MPOEKTYBAHHS CUCTEM YIIPaBIiHHS
Mam. mawunu i cucmemu, Ne 1, c. 139-150, 2008.

[192] J. Neumann and A.W. Burks, Theory of Self-reproducing Automata,
Urbana, IL: University of Illinois, 1966.

[193] J. Henke, “Dependable software for undependable hardware”, In 7th
IEEE International Symposium on Industrial Embedded Systems (SIES'12),
Karlsruhe, 2012, p. 1, doi: 10.1109/SIES.2012.6356614.

[194] A. Gorbenko, V. Kharchenko and A. Romanovsky, “On composing
Dependable Web Services using undependable web components”, International
Journal of Simulation and Process Modelling, vol. 3, no. 12, p. 45, 2007.
doi: 10.1504/1JSPM.2007.014714.



333
[195] Y. Brezhniev, “Multilevel Fuzzy Logic-Based Approach for Critical

Energy Infrastructure’s Cyber Resilience Assessment”, In 2019 10th Int. Conf. on
Dependable Systems, Services and Technologies (DESSERT), Leeds, United
Kingdom, 2019, pp. 213-217, doi: 10.1109/DESSERT.2019.8770034.

[196] J. Laprie, “Resilience for the Scalability of Dependability”, Fourth
IEEE International Symposium on Network Computing and Applications,
Cambridge, MA, 2005, pp. 5-6, doi: 10.1109/NCA.2005.44.

[197] N. Guelfi, “A formal framework for dependability and resilience from
a software engineering perspective”, Open Computer Science, vol. 1, no. 3, 2011,
pp. 294-328. doi: 10.2478/s13537-011-0025-x.

[198] K. Trivedi, D. Kim and R. Ghosh, “Resilience in computer systems and
networks”, Proceedings of the 2009 International Conference on Computer-Aided
Design — ICCAD '09, 2009. doi: 10.1145/1687399.1687415.

[199] V. Kharchenko, V. Sklyar and O. Odaruschenko, “Dependable
Computing Systems in Support of Transformation of the Force Information
Infrastructure”, Information & Security: An International Journal, vol. 22,
pp. 75-91, 2007. doi: 10.11610/isij.2208.

[200] C. Gacek and R. de Lemos, “Architectural description of dependable
software systems”, Structure for Dependability: Computer-Based Systems from an
Interdisciplinary Perspective, pp. 127-142, 2006. doi: 10.1007/1-84628-111-3 7.

[201] S. Borkar, “Designing Reliable Systems from Unreliable Components:
The Challenges of Transistor Variability and Degradation”, IEEE Micro, vol. 25,
no. 6, pp. 10-16, 2005. doi: 10.1109/MM.2005.110.

[202] Vaglini, Security and Dependability, [Online]. Available:
https://elearn.ing.unipi.it/pluginfile.php/7808/mod_resource/content/1/Lezione%20
10%20-%20System%20Dependability.pdf. Accessed on 15-10-2020.

[203] J. Henkel, L. Hedrich, A. Herkersdorf, R. Kapitza, D. Lohmann,
P. Marwedel, M. Platzner, W. Rosenstiel, U. Schlichtmann, O. Spinczyk, M.
Tahoori, L. Bauer, J. Teich, N. Wehn, H. Wunderlich, J. Becker, O. Bringmann,
U. Brinkschulte, S. Chakraborty, M. Engel, R. Ernst and H. Hartig, “Design and



334
architectures for dependable embedded systems”, Proceedings of the VII

IEEE/ACM/IFIP international conference on Hardware/software codesign and
system synthesis — CODES+ISSS '11, 2011. doi: 10.1145/2039370.2039384.

[204] M. Rebaudengo, M. S. Reorda, M. Violante and M. Torchiano, “A
source-to-source compiler for generating dependable software”, Proceedings First
IEEE International Workshop on Source Code Analysis and Manipulation, Florence,
Italy, 2001, pp. 33-42, doi: 10.1109/SCAM.2001.972664.

[205] O.B. DByneiruna, A.A. EwmenesnoB, H.3. EmenpsHoBa wu
A. A. Kykymikuz, Cucmemmubiii ananus 8 ynpasieHuu. yued. nocooue, Mocksa, PO:
®OPYM, 2017. doi: 10.12737/textbook 5923d5ac7ec116.40684446.

[206] T. O. Ilpokomnenko, Teopis cucmem i cucmemuutl AHAi3. HA8Y. NOCio.,
Uepkacu, Ykpaina: YATY, 2019.

[207] B. C. Xapuenko u U. B. Jlsicenko, Teopusi cucmem u cucmemHulii
ananus: Koncnexm nexyuu, XappkoB: HAY «XAW», 2003.

[208] Build deployment rings for Windows 10 updates. [Online]. Available:
https://docs.microsoft.com/en-us/windows/deployment/update/waas-deployment-
rings-windows-10-updates. Accessed on 15-10-2020.

[209] Windows 10 IoT Enterprise. [Online]. Available: https://www.quarta-
embedded.ru/we/10. Accessed on 15-10-2020.

[210] B. B. Ckmsp, B. C. Xapuenko u A. C. Ilanapun, “TectupoBaHue
IPOrpaMMUPYEMBIX JIOTHUECKUX KOHTpoJiepoB Ha 0aze IIJIMC ¢ ucnonb3oBanuem
cpenbl (QYHKIIMOHATBLHOTO TMporpammupoBanusi” Cucmemu o0opooxu ingopmayii,
Ne 1(117), c. 44-55, 2014.

[211] G. Loukas, Diane Gan and Tuan Vuong, “A taxonomy of cyber attack
and defence mechanisms for emergency management networks”, in 2013 IEEE
International Conference on Pervasive Computing and Communications Workshops
(PERCOM  Workshops), San Diego, CA, 2013, pp. 534-539, doi:
10.1109/PerComW.2013.6529554.doi: 10.1007/978-3-642-13568-2_11.

[212] R. Ross, M. McEvilley and J. Carrier Oren, “Systems Security
Engineering: Considerations for a Multidisciplinary Approach in the Engineering of



335
Trustworthy Secure Systems”, NIST Special Publication 800-160, 2016.

doi: 10.6028/NIST.SP.800-160.

[213] C. Ten, C. Liu and M. Govindarasu, “Vulnerability Assessment of
Cybersecurity for SCADA Systems Using Attack Trees”, 2007 IEEE Power
Engineering Society General Meeting, Tampa, FL, 2007, pp. 1-8,
doi: 10.1109/PES.2007.385876.

[214] A. C.Tetiga u 1. B. JIpicenko, “3amaun ncciieI0BaHUs ONCPAMOHHBIX
CBOMCTB COBEpPLICHCTBYEMBIX CHCTEM H NPOLECCOB HX (PYHKIHOHUPOBAHMS:
Konuenryanbasie acnexktsl”, [lpuxknadnas ungopmamura, Ne 5 (71), c. 93-106,
2017.

[215] P. Subbiah and B. Ramamurthy, “The study of fault tolerant system
design using complete evolution hardware”, in 2005 IEEE International Conference
on Granular Computing, Beijing, 2005, pp. 642-645 Vol. 2,
doi: 10.1109/GRC.2005.1547370.

[216] L. Kumarand A. Sureka, “Aging Related Bug Prediction using Extreme
Learning Machines”, in 2017 14th IEEE India Council International Conference
(INDICON), Roorkee, 2017, pp. 1-6, doi: 10.1109/INDICON.2017.8487925.

[217] D. Menasché, K. Trivedi and E. Altman, “Rejuvenation and the Age of
Information™, in 2019 IEEE International Symposium on Software Reliability
Engineering Workshops (ISSREW), Berlin, Germany, 2019, pp. 225-231,
doi: 10.1109/ISSREW.2019.00076.

[218] J. Bai, X. Chang, F. Machida, K. S. Trivedi and Z. Han, “Analyzing
Software Rejuvenation Techniques in a Virtualized System: Service Provider and
User Views”, in |IEEE Access, vol. 8, pp. 6448-6459, 2020,
doi: 10.1109/ACCESS.2019.2963397.

[219] M. Grottke, A. P. Nikora and K. S. Trivedi, “An empirical investigation
of fault types in space mission system software”, in 2010 IEEE/IFIP International
Conference on Dependable Systems & Networks (DSN), Chicago, IL, 2010,
pp. 447-456, doi: 10.1109/DSN.2010.5544284.

[220] A. Verma, A. Ghartaan and T. Gayen, “Review of Software Fault-



336
Tolerance Methods for Reliability Enhancement of Real-Time Software Systems”,

International Journal of Electrical and Computer Engineering (IJECE), vol. 6,
no. 3, p. 1031, 2016.

[221] D. F. McAllister and M. A. Vouk, “Fault-tolerant software reliability
engineering”, In Handbook of software reliability engineering, Michael R. Lyu, Ed.,
New York, USA: McGraw-Hill, 1986, pp. 567-614.

[222] B. C. Xapuenko, Teopemuueckue 0CHOBbL OepeKmoycmouuesbix
yughposuvlx cucmem ¢ 6epCcUOHHOU U30bIMouHocmybio, Xapkis, Ykpaina, 1996.

[223] B. Randell, “Occurrence Nets Then and Now: The Path to Structured
Occurrence Nets”, Applications and Theory of Petri Nets, pp. 1-16, 2011.
doi: 10.1007/978-3-642-21834-7_1.

[224] Al-Sudani Mustafa Qahtan Abdulmunem and V. S. Kharchenko,
“Availability and Security Assessment of Smart Building Automation Systems:
Combining of Attack Tree Analysis and Markov Models”, In 3th IEEE Int. Conf.on
Mathematics and Computers in Sciences and in Industry (MCSI), Chania, Greece,
pp. 302-307, 2016, doi: 10.1109/MCS1.2016.062.

[225] C. 1. Jouenko, “IIpuHIMn IiTiCHOT OpraHizaiii IHTEICKTYaTbHHX
cucteM”, Paodioenexmponni i komn’'tomepni cucmemu, Ne 1, c. 4-16, 20109.
d0i:10.32620/reks.2019.1.01.

[226] K. Trivedi and D. Selvamuthu, “Markov Modeling in Reliability”,
Encyclopedia of Quantitative Risk Analysis and Assessment, 2008.
doi: 10.1002/9780470061596.risk0492.

[227] K. Trivedi, G. Ciardo, M. Malhotra and S. Garg, “Dependability and
performability analysis using stochastic Petri nets’, in 11th International Conference
on Analysis and Optimization of Systems Discrete Event Systems, pp. 144-157, 1994.
doi: 10.1007/BFb0033543.

[228] O. M. BacineBcbkuii ta O.I. Irnatenko, Hopmyeanus noxazHuxie
HAOIHOCMI mexXHiYHUX 3aco0is: nasuanvrul nocionux, Binaung: BHTY, 2013.

[229] B. C. Xapuenko, “T'apaHTOCHOCOOHOCTP H TapaHTOCHOCOOHBIC

CUCTEMBI: 3JIEMEHThI METON0JIOTUN, Padioenekmpounni i komn tomepHi cucmemu,



337
Ne 5(17), ¢. 7-19, 20086.

[230] depxcranmapt Ykpaiau. (2003-01-07). JCTY 4178-2003. Komnaexcu
MeXHIYHUX 3ac00i6 cucmem Kepy8aHHs ma pe2ynio8anHs pyxy noizoie. Q@yHkyitna
besneunicmo i Hadinicmb. Bumocu ma memoou eunpobosysannsi. [EnexrpoHHUI
pecypc]. Hocrymno: https://www.uz.gov.ua/files/file/documents/JICTY 4178-
2003.pdf.

[231] depxcranmapt Ykpaiau. (2019-09-01). JACTY EN 61508-5:2019
Dyukyiina  Oe3neuHicmov — €eKMPUYHUX,  eNeKMPOHHUX,  NPOSPAMOBAHUX
eIeKMPOHHUX cucmem, noeg a3anux i3 oesnexorw. Yacmuna 5. Ilpukniaou memodis
0111 eusHaueHus pienie noewomu oOesnexu. [Enexrponnuii pecypc]. JdoctymHo:
http://online.budstandart.com/ru/catalog/doc-page.html?id_doc=84388.

[232] C. A. 3acyxa, “UcciemoBaHue BIHMSHHS BPEMEHHBIX IapaMeTPOB
OOHOBJICHUS  MPOTPAMMHBIX  CPEICTB Ha  TOTOBHOCTh  JBYXKaHaJLHOM
MH()OPMAIIMOHHO-YIIPABISIIONIEH CHUCTEMbl KOCMHUYECKOTO anmapara’, 30ipHux
Haykosux npaysb Xapkiecvrkoco yHieepcumemy llosimpanux cun, But. 3, €. 131-135,
2011.

[233] Common Vulnerabilities and Exposures. [Online]. Available:
http://cve.mitre.org. Accessed on 15-10-2020.

[234] SecurityFocus database of computer security. [Online]. Available:
http://www.securityfocus.com. Accessed on 15-10-2020.

[235] Microsoft Security Bulletins. [Online]. Available:
https://docs.microsoft.com/en-us/security-updates/securitybulletins/security-
bulletins. Accessed on 15-10-2020.

[236] CERT  Vulnerability Notes Database [Online]. Awvailable:
https://www.kb.cert.org/vuls. Accessed on 15-10-2020.

[237] National vulnerability database [Online]. Available:
https://nvd.nist.gov. Accessed on 15-10-2020.

[238] A.B. TopGenko, ‘“Mopmenu 3aKOHOB paclpeaeiCHUs BpPEeMEHH
0OCITy’KUBaHUS PE3EPBUPOBAHHBIX CEPBUC-OPUEHTHUPOBAHHBIX cucTeM”’, Cucmemu

ynpaesninns, nasieayii ma 36 ’sa3xy, Ne 4(20), c. 221-225, 2011.



338
[239] One-sample Kolmogorov-Smirnov test — MATLAB kstest. [Online].

Available: https:/mww.mathworks.com/help/stats/kstest.html. Accessed on 15-10-
2020.

[240] R. Lopes, “Kolmogorov-Smirnov Test”, International Encyclopedia of
Statistical Science, pp. 718-720, 2011. doi: 10.1007/978-3-642-04898-2_326.

[241] A. . KoG3apw, [lpukiaounas mamemamuyeckas CmMamucmuxd.
CnpasouHuk 05l UHMHCEHepOo8 U HayuHblx pabomuuxos, Mocksa, PO: ®uzmatiur,
2006.

[242] Hassani and E. Silva, “A Kolmogorov-Smirnov Based Test for
Comparing the Predictive Accuracy of Two Sets of Forecasts”, Econometrics, vol. 3,
no. 3, pp. 590-609, 2015. doi: 10.3390/econometrics3030590.

[243] Francisco de Castro. Fitmethis finds best-fitting distribution. [Online].

Available: https://www.mathworks.com/matlabcentral/fileexchange/40167-
fitmethis. Accessed on 15-10-2020.
[244] Apache HTTP Server, [Online]. Available:

http://www.apache.org/foundation. Accessed on 15-10-2020.

[245] B. B. Kynws0a, E. A. Mukpun, b.B. Ilasmor u B. H. IlnaroHos,
TeopemuquKue OCHOBbl NPOEKMUPOBAHUA qu)opmaquHHO-ynpaeﬂmou;ux cucmem
Kocmuueckux annapamos, Mocksa, P®: Hayka, 2006.

[246] J. Xiang, C. Weng, D. Zhao, A. Andrzejak, S. Xiong, L. Liand J. Tian,
“Software aging and rejuvenation in android: new models and metrics”, Software
Quality Journal, vol. 28, no. 1, pp. 85-106, 2019. doi: 10.1007/s11219-019-09475-
0.

[247] D. Cotroneo, R. Natella, R. Pietrantuono and S. Russo, “Software
Aging and Rejuvenation: Where We Are and Where We Are Going”, in 2011 IEEE
Third International Workshop on Software Aging and Rejuvenation, Hiroshima,
2011, pp. 1-6, doi: 10.1109/W0SAR.2011.15.

[248] K. Trivedi and K. Vaidyanathan, “Software Rejuvenation — Modeling
and Analysis”, Information Technology, vol. 157, pp. 151-182. doi: 10.1007/1-4020-
8159-6_6.



339
[249] F. Tartanoglu, V. Issarny, A. Romanovsky and N. Levy, “Dependability

in the Web Services Architecture”, Lecture Notes in Computer Science, vol. 2677,
pp. 90-109, 2003. doi: 10.1007/3-540-45177-3 4.

[250] A. IO. Beno6oponoB u A. B. I'opbenko, “TlpumeHeHne 0a3 JaHHBIX
yS3BUMOCTEHW B 3ajJadax HCCIeOoBaHUS O€30MacHOCTH MPOTPAMMHBIX CPEICTB”,
Bicnux Xapxiecvkoeo HayioHanbHo20 MeEXHIYHO20 VHIGepcumem)y CLibCbKO20
eocnooapcmaa imeni Ilempa Bacunenka, Ne 165, c. 83-85, 2015.

[251] N. Looker, M. Munro and Jie Xu, “WS-FIT: a tool for dependability
analysis of Web services”, in Proceedings of the 28th Annual International
Computer Software and Applications Conference, COMPSAC 2004, Hong Kong,
2004, pp. 120-123, doi: 10.1109/CMPSAC.2004.1342690.

[252] E. C. Bentuens u JI. A. OBuapoB, Teopus cryuaiinbix npoyeccos u ee
unotcernepuvle npunodcenus, Mocksa, PO®: Beicii. mkona, 2000.

[253] C.I1. Irmin, grPlot — ¢yukyis ons manosanns epaghie ma opepaghie
3acobamu MATLAB [EnexTponnmii pecypc]. JoctynHo:
http://www.iglin.epizy.com/All/GrMatlab/grPlot.html. [lata 3Bepuenns: 15-10-
2020.

[254] Y. Langeron, A. Barros, A. Grall and C. Bérenguer, “Combination of
safety integrity levels (SILs): A study of IEC61508 merging rules, Journal of Loss
Prevention in the Process Industries, vol. 21, no. 4, pp. 437-449, 2008.
doi: 10.1016/j.jlp.2008.02.003.

[255] HdepxcnoxkuBcranmapt Ykpaiau. (2010-01-01). JJCTY IEC 62138:
2008. Amomni enekmpocmanyii. Ingpopmayitini ma Kepyroui cucmemu, 8ax*CIUGL O
besneku. Ilpoepammui acnexmu cucmem, aKi gukoHyroms yukyii kamezopii' B abo C.
[Enextponnmii pecypc]. JdoctymHo: http://online.budstandart.com/ru/catalog/doc-
page.html?id_doc=62358.

[256] A. O. AngpamoB, “Moxeni Ta meroau iHGOPMAIIHOT TEXHOJOTIT
OIIHIOBAHHSI BHKOHAHHS BHUMOT JI0 (YHKI[IOHAIBHOI Oe3rmeku iH(pOopMaIliifHO-
kepytounx cucreM AEC”, nuc. KaHA. HayK, HAalllOHAJbHUNA aepOKOCMIYHUUN

yHiBepcuteT iM. M. €. JKykoBcbKoro « XapkiBChbKHii aBlalliiiHUI IHCTUTYT», XapKiB,



340
2019.

[257] G. Jung, K. R. Joshi, M. A. Hiltunen, R. D. Schlichting and C. Pu,
“Performance and availability aware regeneration for cloud based multitier
applications”, In 2010 IEEE/IFIP Int. Conf. on Dependable Systems & Networks
(DSN), Chicago, IL, 2010, pp. 497-506, doi: 10.1109/DSN.2010.5544273.

[258] J. Boulanger, Safety of computer architectures, London, United
Kingdom: ISTE, 2013.

[259] W. Mechri, C. Simon, F. Bicking and K. Ben Othman, “Fuzzy
multiphase Markov chains to handle uncertainties in safety systems performance
assessment”, Journal of Loss Prevention in the Process Industries, vol. 26, no. 4,
pp. 594-604, 2013. doi: 10.1016/j.jlp.2012.12.002.

[260] F. Felgner and G. Frey, “Multi-Phase Markov models for functional
safety prediction: Efficient simulation of Markov models used for safety engineering
and the online integration of individual systems' diagnostic and maintenance
history”, in 2011 3rd International Workshop on Dependable Control of Discrete
Systems, 2011. doi: 10.1109/dcds.2011.5970331.

[261] G. Strand and M. Lundteigen, “Risk control in the well drilling phase:
BOP system reliability assessment”, Safety and Reliability of Complex Engineered
Systems, pp. 753-760, 2015. doi: 10.1201/b19094-101.

[262] . A. Kousxun, Memoobi u cpeocmea CcmMaAmMuCMu4ecKo2o
mooenuposanus OOC  (amanuz HaoedxcHocmu). YyyebHoe nocoodbue, CaHKT-
[Terepoypr, PO: UTMO, 2005.

[263] B.H.  3amopokusiit, Hmumayuonnoe u  cmamucmuyeckoe
mooenuposarue: yueb. nocooue, Omck, P®O: Nzn-s8o OMI'TY, 2013.

[264] C. I1. Irmin, Teopis iimosiprocmeti ma mamemamuyHa CMAMUCMUKA Ha
0azi MATLAB: Hasu. noci6., Xapki, Ykpaina: HTY "XIII", 2006.

[265] Statistics and Machine Learning Toolbox. [Online]. Available:
https://mwww.mathworks.com/products/statistics.html. Accessed on: 15-10-2020.

[266] Student's inverse cumulative distribution function. [Online]. Available:

https://www.mathworks.com/help/stats/tinv.html. Accessed on: 15-10-2020.



341
[267] Random numbers — MATLAB random. [Online]. Available:

https://www.mathworks.com/help/stats/prob.normaldistribution.random.html.
Accessed on: 15-10-2020.

[268] Anp-Cynani Mycraga Kaxtan AOmynmynem, “Mogeni i Meron
iHpopMaIlifHOi ~ TexHoJorii 3a0e3NMedyeHHs TOTOBHOCTI Ta  KiGepOesmeku
1HpOpMAIIHHO-KEPYIOUHX CHCTEM pPO3YMHUX OYIWHKIB®, IUC. KaHI. HayK,
HalllOHATBHUI aepokocMIuHUM yHiBepcuTeT iM. M.€. )KykoBchkoro «XapKiBChbKUM
aBialifHAN 1HCTUTYT», Xapkis, 2017.

[269] Model Data Using the Distribution Fitter App. [Online]. Available:
https://www.mathworks.com/help/stats/model-data-using-the-distribution-fitting-
tool.html. Accessed on: 15-10-2020.

[270] C. B. Uepemnnix, 1. O. Cemenor u B. C. Pyukun, Mooemuposanue u
ananusz cucmem. IDEF-mexnonocuu: npaxmuxym, MockBa, P®: ®uHaHCH H
cratuctuka, 2006.

[271] B. C. Xapuenko, 3. I'. MyxametoB u B. . Tokapes, “MeTo OlIEHKH U
BbIOOpA KUBYUUX CTPYKTYP MHOTOSIPYCHBIX PE3€PBUPOBAHHBIX CUCTEM 00paOOTKHU
uanpopmarmu  ACY”, Mooenosanns ma ingopmayivini mexwnonocii, Ne 22,
c. 219-222, 2003.

[272] A. B. Bosipuyk, E. B. bpexnes, A. B. 'op6enko, B. 0. [lyonutikuii u
A. C. Enudanos, bezonacnocmo KPpUMU4eCKUx uHgpacmpykmyp:
mamemamuyeckue U UHICeHepHble Memoobl aHaiusa u obecneueHus, XapbKOB,
VYkpauna: Hai. aspokocm. yH-T “XAN”, 2011.

[273] M. Ge, H. K. Kim and D. S. Kim, “Evaluating Security and Availability
of Multiple Redundancy Designs when Applying Security Patches”, in 2017 47th
Annual IEEE/IFIP International Conference on Dependable Systems and Networks
Workshops (DSN-W), Denver, CO, 2017, pp. 53-60, doi: 10.1109/DSN-W.2017.37.



