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ABSTRACT The urgency of the improvement of methods and means of protection of radio electronic means (REM) due to the
development and application of high-power electromagnetic radiation (EMR) generators with ultrashort pulses duration (UPD) is
substantiated. It is pointed out that it is possible to solve the problem of REM protection by the complex application of plasma
technologies using gaseous and modified solid-state media.

By analyzing the known achievements in the field of developing effective methods and creating protection facilities for REM,
a number of unresolved problems in the field of creation of plasma protection technologies have been determined.

The technique of solving the formulated problems is presented and the main relations are obtained to determine the
expediency of using the proposed technology in the interests of the REM integrated protection from the powerful EMR UPD.

A relation is made for the breakdown criterion in a gaseous plasma medium that relates the value of the breakdown field to
the concentration of charged particles determined by the ionization source. The structure of a solid-state plasma medium is
described, which can be used as a protective shield. The order of finding the REM screening coefficient is shown, based on the
determination of the distribution function of charged particles for finding the main macroscopic properties of plasma by solving the
kinetic equation of the Lenard-Balescu equation. A relation is given for the damping coefficient of an electromagnetic wave in solid-
state plasma. Numerical estimates are presented in the form of graphs showing the possibility of using plasma technology to protect
the REM from a powerful EMR through possible channels of penetration. The discussion of the obtained results is presented and it is
indicated on the possibility and prospects of using the proposed technology for REM protection, especially with limitations on the
weight dimensions of protection devices.

Keywords: radio electronic means, electromagnetic radiation; ultrashort pulse duration; plasma protection technologies, gaseous
and solid-state plasma media; hexaferrite inclusions.

UCNOJIb30BAHUE IJIASMEHHBIX TEXHOJIOT WA 1151 3ALLMTHI
PAJIUODJEKTPOHHBIX CPEJCTB OT BO3JAENCTBUS
SJIEKTPOMATHUTHBIX U3JTYYEHU

A. M. COTHUKOB', M. H. ACE4YKO*

! Beoywuii nayunvlii compyonuk nayunozo yenmpa Bozoywnvix Cun Xapokoeckozo nayuonanshozo ynusepcumema Bozoyumvix Cun
um. Ueana Kooswcedyoa Xapvros, VKPAUHA

2 Cmapwuii npenodosamens Kageopu 600pysucenus paouomexHudeckux 6olick XapbKo6CK020 HAYUOHATBHO20 YHUGEPCUMema
Bozoywnvix Cun um. Heana Koowceoyoa Xapwvrkos, YVKPAUHA

AHHOTAIIUA Ob6ocHosana axmyanbHOCMb COBEPUIECHCMBOBAHUSL MEeMO008 U CPeOCmE 3auumvl PaoUuodJIeKMPOHHBIX CPeOCms
(POC), obycnosnennas paspabomkol u NPUMEHEHUEM 2eHEPamopos MOWHO20 IAeKmpomacHumnuozo usnyuenus (OMHU) c
VAbMPAKopomkou onumenvHocmovio umnyivcos (YK/IH). Yrasano na éosmoorcnocme pewenusa npoonemut 3awumor POC na ocnose
KOMNIEKCHO20 NPUMEHEHUsl NIA3MEHHbIX MEXHOA02UL C UCRONb306AHUEM 2a3000PA3HbIX U MOOUDUYUPOBAHHBIX MEEPOOMENbHBIX
cpeo.

Ilymem ananuza uzeecmuvlx 00CMudiCeHUll 8 00aacCmu paspabomru dQhGeKkmusHbIX Memooos 1 co30aHUsL CPeOCM8 3auumol
POC onpedenen kpye He peutennblx 3a0a4 8 061aCMU CO30AHUS NIA3MEHHBIX MEXHON02UU 3AUJUNIBL.

Vkazanvr 603moorcuvle nymu pewenust cghopmynuposannvix 3a0ay. Ilpusedenvl coomuouieHust 0isk nped8apumenbHol OYeHKU
u onpeoenenusi YenecooOPAZHOCMU UCHONb308AHU NPeONazaemMol mexHoao2uu 6 unmepecax kKomniexchou zawumst POC om
mowno2o OMU VKIIU. B uacmuocmu, npueedeno coomuouteHue O0nsi Kpumepus npobosi 6 2a3000pazHoll NIA3MeHHOU cpeoe,
ceasvisaowee GeIUYUHYy NPoOOUHO20 NOAA C KOHYEHmpayuel 3apAdCeHHbIX Hacmuy 2a3000pasHoll cpedbl, Onpeoeriemou
ucmouHukom uonuzayuu. Ilpusedena npocmetiuias cmpykmypa meepoomenbHou NIA3MeHHOU cpedbl, KOmopdas MOJicem Cmanmb
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6a308601l 01 pazpabomKu 3auUMHO20 IKPAHA. YKazan nopsiook HaxoxcoeHus Kodgguyuenma sxpanuposanus POC, ocnosannwlii Ha
onpeodeneHuu PYHKYUU pACnpedeneHus 3apaNCeHHbIX 4acmuy 015l HAXOHCOEHUS OCHOBHbIX MAKPOCKONUYECKUX CBOUCME Nla3Mbl
nymem pewienuu Kumemuueckoeo ypasuenus Jlemapoa—Banecky. Ilpusedeno coommoutenue 0na Kod@puyuenma 3amyxanus
INEKMPOMASHUMHOU BOIHbL 8 MEEPOOMENbHOU niasme. IIpugedervl HUCIeHHblE OYEHKU, NOKA3bIBAIUUE B03MONCHOCH NPUMEHEHUS
naasmenHot mexnonozuu 0as sawumel POC om mownoeo DMHU no 603MONCHbIM KaHANAM NPOHUKHOSeHus. I[IpedcmasneHo
00cydHcOeHe NONYYEHHbIX Pe3VIbMamos U YKA3aHO Ha 603MONICHOCHb U NePCHeKMUBHOCTb NPUMEHEHUs. NPeOaazaemoll MexHON02UU
ons sauumul POC, ocobenno npu oepanuienusx Ha eeco2abapummuule Xapakmepucmuki yCmpoucme 3aujuml.

Knwoueswvie cnosa: paouosnexkmponnvie cpedcmed; 1eKmMpOMASHUMHOE ULYYeHUue; VIbMPpaKopomKas ONUMeNIbHOCMb UMNYAbCA,
naasMeHHble MEeXHONO2UU 3aUUMbL; 2a3000pasHble U meepoomenbhble NIA3MEHHble CPEObL, 2eKCApeppUmosble BKI0YeHUs.

Introduction

Development, creation and use of generators with
a radiation power of the order of and more than 1 GW
with pulse duration of 10 to 10"® seconds necessitates
the further development of methods and devices for the
protection of radio electronic means. This is due to the
possibility of both accidental and deliberate (as a result of
terrorist acts) use of such generators, which can lead to
the REM disruption at considerable distances. At the
same time, the threat of REM serviceability disruption is
usually created when electromagnetic radiation (EMR)
interacts with antennas, communication lines, conductors
and radioelements of equipment. This interaction leads to
the transformation of the electromagnetic field into
voltages and currents.

The most vulnerable to the EMR influence are the
REM elements directly connected to the antenna output,
to the cables and conductors. In addition to these
elements, the cables themselves are exposed to impulse
voltages, which in certain cases can damage their
insulation and cause a short circuit between its cores and
the sheath. The most dangerous in terms of its impact on
radio electronic equipment (REE) is a powerful EMR of
the ultrashort pulse duration (UPD) [1].

Proceeding from this, the problem of ensuring the
durability and reliability of modern REM to the impact of
powerful EMR of ultrashort pulse duration acquires a
pronounced systemic character.

REE features, as a protection object, determine the
requirements for the applied protective devices, which
must:

- have high speed;

- not influence the characteristics of the protected
radio facilities;

- have stability of characteristics in a wide range of
temperatures under the action of damaging EMR factors;

- have ability to quickly restore its electrical
strength in conditions of multiple exposure to EMR;

- have overall dimensions and weight smaller than
the overall dimensions and mass of the protected
equipment.

An analysis of the capabilities of the methods and
means of protection developed to date has shown that
they do not fully meet the requirements for the REM
protection.

The issues of development of methods and means
for REM protection from the impact of a powerful EMR
have been devoted to a significant number of
publications. So in [2] for the first time the radioisotope-

plasma technology of creation of absorbing materials for
REM protection from EMR is proposed. However, the
results of the studies do not take into account the
possibility and necessity of controlling the electrophysical
properties of the material by changing its magnetic
permeability. In [3], the results of creating a number of
multilayer materials that ensure the EMR absorptio in the
frequency range 8-80 GHz are more than 10 dB. In [4], an
approach is proposed to evaluate the effect of structural
inhomogeneities of an electromagnetic shield on its
protective properties. In [5], studies of composite
materials based on hexaferrite and barium aluminates are
carried out. The possibility of effective protection of
biological and technical objects from EMR in the
frequency range 70 - 90 GHz is shown. In [6], the results
of the investigation of the interaction of EMP with matter
are presented. In [7], the frequency dependences of the
dielectric and magnetic permeabilities of composite radio
materials, which are a mixture of nano-sized powders of
ferroelectrics and ferrites, are given. In [8], the possibility
of changing the electromagnetic characteristics of
composite radio materials by adding a ferroelectric to a
ferromagnetic material is shown. In [9], broadband
absorbing coatings are proposed that provide for the
absorption of EMR more than 10 dB in the frequency
range 8-80 GHz. In [10], the structure of broadband
coatings using a semiconductor matrix with radioisotope
inclusions is considered. In [11], the generator of
switching aperiodic impulses of superhigh voltage for
tests of electric strength of isolation of technical objects is
considered. In [12], the issue increase the accuracy of
calculating the parameters to be standardized earthing
devices of operating electrical installations.

Thus, despite a wide range of ongoing research in
the development of effective methods and the creation of
means for REM protection from the impact of a powerful
EMR, there is no protection technology. In turn, the
protection technology should provide a unified
methodological position for solving the problem of
reducing the level of electromagnetic field intensity
affecting the REM. The solution of the existing problem
is proposed on the basis of the complex application of
plasma protection technologies using gaseous and
modified solid-state media.

The aim of the work: assessment of the possibility
of using plasma media for complex REM protection from
the impact of a powerful pulsed EMR.

To achieve this aim, the following research
objectives are solved:

- assessment of the possibility of using gaseous
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plasma media to REM protection by the main reception
channels and cable penetration channels;

- evaluation of the possibility of using solid-state
plasma media with the use of hexaferrite inclusions in the
dielectric matrix as protective shields of the REM cases.

The aim of the work

The aim of the work: assessment of the possibility
of using plasma media for complex REM protection from
the impact of a powerful pulsed EMR.

To achieve this aim, the following research
objectives are solved:

- assessment of the possibility of using gaseous
plasma media to REM protection by the main reception
channels and cable penetration channels;

- evaluation of the possibility of using solid-state
plasma media with the use of hexaferrite inclusions in the
dielectric matrix as protective shields of the REM cases.

Main part

The basic idea of using a gaseous plasma medium
for the REM protection is use of ionization source and to
create conditions for the appearance of a breakdown in an
ionized medium. As a result, the EMR does not penetrate
into the subsequent cascades or into the enclosure. Under
the EMR influence, it closes in an ionized environment
with high conductivity and prevents further penetration.
After the termination of the EMR action, the conductivity
of the gaseous plasma is sharply reduced, and the REM
continues to operate in the normal mode.

The solution of the problem of assessing the
possibility of using gaseous plasma media to REM
protection by the main reception channels and cable
penetration channels is based on the Krook model

agt“+Vaf“+q“(E+

ox m c Jov T ’

m)afa_fa(x’VJ)—fan )

a a

where g,— the particle charge; m, — the particle
mass.

The Crook model allows to determine:

- distribution function f;, necessary for estimating
the main macroscopic layers of the ionized medium;

- establish a connection with the intensity of the
electromagnetic field;

- determine the conditions of ignition and the
occurrence of breakdown.

The value of the breakdown field Ey is taken to be
the value at which the maximum plasma concentration in
the perturbed region is equal to the critical value n.,, and
corresponds to the frequency at which the spectrum has a
maximum:

47zncrez/me = (27r/rp)2

The breakdown criterion has the form:

n at 0,
n—=—"{g(0)d0+b+v,), @
n 2z

€

where 7,, — the time at which n. = n., 6, = .27/ 1,
Investigation of the use of solid-state plasma as
protective shields is based on the
material with the following structur:

Hexaferrite inclusions
\ Dielectric matrix
Radioisotope elements

Fig. 1— Structure of the protective material

The dielectric matrix contains both hexaferrite
inclusions and radioisotope elements. The first are
necessary for controlling the magnetic permeability of the
shield, the latter for creating a non-equilibrium state of the
electronic subsystem with the aim of increasing the
dielectric losses. The state of a solid-state ionized medium
is described by the Lenard-Balescu kinetic equation. In
the case of a gaseous plasma medium, this equation
makes it possible to determine the distribution function
and the finding of frequency-dependent dielectric,
magnetic permeabilities. This, in turn, makes it possible
to determine the EMR damping rate y/w through the
parameters of the medium

Z):o.s\/f Wexp(—z(kdq /k)zj @)

where k — the wave vector; k& H the Debye wave
vector.

Results

1. The case of a gaseous plasma medium. The
dependence of the logarithm of the ratio of electron
densities to the pulse amplitude for different pulse
durations, obtained using (1), is shown in Fig. 2

It is established that the breakdown intensity of the
electric field depends on the initial concentration of
electrons in the discharge volume and the EMR duration.
When the ratio of the critical concentration to the initial
concentration is changed only by a factor of 5 and the air
pressure is 750 mm Hg, the breakdown strength of the
field decreases from 30 kV/m to 20 kV/m. With an
increase in the pulse duration by an order of magnitude,
the breakdown field strength is reduced by a factor of 5 Ig
ner/ nep=20. As the EMR duration is increased by a factor
of 10, the breakdown strength of the electric field
decreases by a factor of 3.
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Fig. 2 — Dependence of the logarithm of the ratio

of the electron density to the electric field strength for
times: 1 -0.01; 2-0.1; 3 - 1 in fractions of the pulse
duration 7, = 3 ns

2. The case of a solid-state plasma medium. The
dependence of the EMR damping y/w on the non-

equilibrium parameter is shown in Fig. 3.
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Fig. 3— Dependence of EMR damping on the non-
equilibrium parameter of solid-state plasma

In accordance with (3) for the intensity of the
radioisotope source of 70 pCu/cm?, due to the non-
equilibrium properties of solid-state plasma, the EMR
damping coefficient can reach values of the order of 70

dB.

Conclusions

1. The performed theoretical evaluations testify to
the principle possibility of wusing the proposed
technologies for creation of means for REM protection
from the EMR influence. The choice of the required
initial electron concentration in the gaseous plasma leads
to a decrease in the breakdown field strength.

E.VIM

Consequently, when creating the necessary initial electron
concentration inside the waveguide or between the walls
of the case and the cable braiding, a real possibility of
REM protection from the impact of powerful EMR
appears.

2. The use of a solid-state plasma medium as a
shielding material by selecting the intensity of the
radioisotope source, as well as the number of layers of the
dielectric matrix, allows controlling the absorbing
properties of the material. The promising nature of the
proposed technology lies in the possibility of its
integrated use to protect against possible penetration
channels, with limitations on the weight dimensions of
protection devices.
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AHOTALIA Ob6rpynmosano axmyanbHicmb 600CKOHANEHHsI Memoodié i 3acobig 3axucmy padioerekmponnux 3acobie (PE3),
06yMO8IeHa  PO3POOKOIO | 3ACMOCYBAHHAM — 2eHepaAmopi6 NOMYNHCHO20 — eleKMPOMAZHImHo20 — eunpominiosanns (EMB) 3
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KOMNJIEKCHO20 3ACMOCY8AHHA  NIA3MOBUX MEXHONO02IH 3 BUKOPUCIAHHAM 2a30N00IOHUX | MOOUDIKOBAHUX MEEPOOMITbHUX
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Llnsaxom auanizy eidomux oOocseHeHb 6 o01acmi po3poOKu epekmusHux memoodie i cmeopeHHs 3acobie saxucmy PE3

BU3HAUEHO KOJIO HeBUPIUUEHUX 3a80aHb 8 00IACTI CMBOPEHHA NIA3MOBUX MEXHOL02Il 3aXUchy.
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