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B. I. PYJKEHIIEB, A. IT. [IOPBAH, M. A. TAI[[EHKO

OPTAHI3AIIISL 3AXHUCTY IH®OPMAIIIL B IHOOPMAIIMHIA CUCTEMI BU3HAUYEHHS OCE-
PEJKIB TOKCUYHOCTI BIOOB’€KTIB

Pobota npucesiueHa opraHizaiii 3axucty iHpopmaii B iHpopMaLiiiHii cucTeMi BU3HAUCHHST OCEPEIKIB TOKCHYHOCTI BOAHHX 01000’ €KTIB I yHe-
MOXJIMBJICHHSI HECAaHKIIIOHOBAHOT'O JOCTYIY JI0 AaHHX, 10 30epiraroThcs B 0a3i naHKUX. PO3IIIIHYTO OCHOBHI METO/M 3aXHCTY iH(popMallii Ta criocoou
X peanizalii y BiJOMUX CHCTEMax €KOJIOT1YHOTO JUCTaHLIHHOTO MOHITOpHHTY. [IpoaHanizoBaHo Ta 00paHo, IO AJst 3a0€3MeYCeHHS 3aXKUCTY BiJl He-
CaHKI[IOHOBAHOT'O JIOCTYITy 10 6a3u JaHuX, Je 30epiracthbes Best iHGOpMALisi CUCTEMH, 3 IHIIMX IPOrpaMHHUX MPOAYKTIB Ta JUisl OOMIHY TaHUMH B 3a-

mu¢poBaHOMY BHITIAI] BUKOPHCTOBYeThCs AES.

KiouoBi ciioBa: 6a3a naHuMX, BOAHA €KOCHCTeMa, 3axucT iHdopmauii, iHpopmaliiftHa cucTeMa, CUMETPUYHUI aIrOPUTM OJIOYHOTO HIH(-

pYBaHHSL.

Beryn. BusiBnieHHs Ta OIiHKAa B KOPOTKI TEPMiHHM €KO-
JIOTTYHOTO PH3HUKY, SIK HaHOUIBII BaXKJIMBOTO TIOKa3HUKA TIPH
TIPUHAHATT] PIillIeHb, IO CTOCYIOTHCSI OXOPOHH HABKOJIMIITHBO-
TO CepeIOBHINA Ta EKOJIOTIIHOT Oe3MeK! PErioHy, B CHITY CBOET
iH(hOpMAIIHHOT €EMHOCTI BUMAarae 3aCTOCYBAaHHS CIEIATBHIX
KOMITIOTEpHUX pimieHb. CydacHi TeMIM PO3BUTKY CHCTEM
€KOJIOTTYHOTO MOHITOPUHTY 0arato B YOMY 3YMOBIIOIOTB iX
3MICT. Y CBOIO yepry 30epiranHs iHpopMarlii, o MocTiHHO
HAJIXOJUTh JI0 TAKHX CHCTEM, HE MOXKE POBOJUTHCS O€3 Ta-
KO CKJIAJIOBOI, SIK 3aXHCT iH(opMarlil. A 3aCTOCYBaHHS aBTO-
MAaTH30BaHMUX METOJIB 1 3aCO0IB CBOEYACHOTO BUSBIICHHS OCe-
PEIKIB TOKCHYHOCTI YacTo TOB'S3aHO 3 OTPUMAaHHM i 00po0-
KOFO Oe3Mii pi3HUX MapaMeTpiB, SKi MOTPeOYyIOTh 3aXUCTY il
yac poboru. [Iprmdomy 111 npobremMa € JOCHTH CKIIaJHO y
3BSI3Ky 3 BENMKOIO KUIBKICTIO HAsSBHHX IApaMeTpiB, IO
BIIPI3HSIOTECS 32 BHAOM, CTPYKTYPOIO 1 iH(OPMATHBHICTIO,
SIKI TIPEJICTABIICH] Y CUCTEMI.

IMocTraHoBKa Mpo0JieMH Ta aHAJI3 OCTAHHIX JaKe-
pea i my6aikamiii. [Tpu po3poOui indopmariiiHoi cucre-
Mu (IC) Bu3HAayeHHS OCEPEAKIB TOKCHMYHOCTI BOJHHUX
00’€eKTIiB OyJI0 BUAIJICHO Taki MOXJIMBI 3arpo3u i3 30BHI,
SIK 3MiHA Ta BWJIYYCHHS JaHHX, 10 30epiratotbes B BJI,
MOpYIICHHS KOH(DIICHIIHHOCTI Ta BUKPAACHHA TaHUX
npu nepenadi ix wa [1K.

Jlist 3axHcTy JAaHMX BHMKOPHCTOBYIOTH KPHUITOTpa-
¢ito, ska 3abe3redye He TUIBKM TaeMHICTh iH(opmaii,
mo 30epiraeTees, ane i il copapxHicTs [1, 2]. Cekper-
HICTh IATPUMYETHCS NUIIXOM MIMGPYBaHHI OKPEMHX
NoBiZloMJIeHb 200 Bchoro (airy 1minkoMm. CrpaBXHICTH
iHhopMalii MiATBEPIKYEThCA IIIAXOM IH(pyBaHHSI
crieriaibHuM MUGPOM, IO MICTUTh BCIO 1HQOpMAILiIo,
SKAH TIEPEBIPAETHCS OJECPXKYBadeM JUIA IIATBEPHKCHHS
ocobu aBTOpa. BiH He TiNBKU 3aCBiqUye MOXOHKCHHS iH-
¢dopmarii, ane i rapadrye ii He3MiHHICTB.

Hagite npocTe neperBopeHHs iHpopMmauii € 10cUTh
e(eKTUBHUM 3ac000M, 110 Ja€ MOXKIIMBICTh NPUXOBATH 11
CyThb BiJ] OLIBIIOCTI HEKBaITi(hiKOBAHUX MOPYIIHUKIB.

Kpunrorpadist Ha cbOro/iHi € €IUHUM BiJIOMUM CIIO-
co0oM 3a0e3redeHHs TAEMHOCTI 1 MiATBEPKEHHS JOCTO-
BipHOCTI iH(pOpMAIl B CHCTEMaX €KOJOTIYHOTO MOHITO-
puHry, iepenanoi i3 cymytaukiB [3]. [Ipupona cranmapty
muppyBaHHS AaHUX Taka, 10 HOTO alrOPUTM € 3arallb-
HOJIOCTYITHUM, CEKPETHUM ITOBHHEH OYTH TUIBKH KIIIOY.
[IpuyoMy ogHAKOBI KITFOYi IOBUHHI BUKOPHCTOBYBATHCA i
ot mudpyBaHHs, 1 A nemmdpyBaHHs iHGopMArTii.
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[Tpu HasBHOCTI MpOCTUX 3ac00iB 30epiranHs i mepe-
nagi iHpopMarllii B iHPOpMAIifHIX E€KOJOTIYHHX CHUCTE-
Max iCHyBaJH i HE BTPATHIN 3HAYCHHS JI0 TEHEPIIIHHOTO
gacy Taki METOIH ii 3aXUCTY BiJl HABMHCHOTO HECAHKIIiO-
HOBAaHOTO JOCTYNYy SIK OOMEXCHHS IOCTYITy, PO3MEXY-
BaHHS JOCTYIy, KpunrorpadidHe mepeTBopeHHs iH(op-
Matii, KOHTPOJIb 1 00JIK JOCTYILY; 3aKOHO/IaB4i 3aXO0JIH.

3a3HaucHi METOMU 3IIHCHIOIOTBCA TINBKH  Op-
raHizaiino abo 3a J0MOMOror TexHiuHuX 3acobis [4, 5].

3 nmosiBoro aBTOMaTH30BaHOi 00poOKHM iHdopMmarii B
IC 3miHMBCS 1 TOTIOBHUBCS HOBHMHU BHIAMH (Hi3HMUHUIA
HOCil iH(popMaIli Ta yCKIAIHUINCS TEXHIYHI 3aco0m il
00pOoOKH.

3 ycknamHeHHSIM OOpOOKH, 30UTBIICHHSAM KiTbKOCTI
TEXHIYHHUX 3ac00iB, MO OepyTh y4acTh B Hii, 30iMbOTy-
IOTBCS KUTBKICTH 1 BHIM BWITAJKOBHX BIUIMBIB, a TaKOX
MOJKJIMBI KaHAJIH HECAHKIIIOHOBAHOTO JOCTYITY. 31 30iJb-
IICHHSM O00CATIB, 30CepemKeHHAM iH(opMmarii, 30i1b-
LIEHHSM KUTBKOCTI KOPHCTYBaYiB Ta IHIIMMH 3a3HAa4€HH-
MU BUIE TPUUUHAMH 30UIbIIYETHCSI HMOBIPHICTh HABMH-
CHOT'O HECAHKI[IOHOBAHOTO IOCTYIY A0 CYTi iH(popMaIrii.
VY 3B'SI3KYy 3 IIUM PO3BUBAIOTHCA CTapi i BUHUKAIOTh HOBI
JIOJTAaTKOBI METOJH 3aXHCTy B iH(OpMAIiiiHUX cucTeMax,
y TOMY 4HCIi ekosoriunux [6, 7].

[Tpn upoMy mpaBmiIa 34iHCHEHHS KOHTPOJIO JOCTY-
Iy 70 AaHUX € €IMHUMHU ICHYIOUMMH METOJaMHU IJIS JI0-
CSITHEHHS PO3TJIIHYTHX BHIE BHMOT IOJIO 1HAWBITyasb-
HOT iIeHTU(IKAII.

Haiikpaniolo HONITHUKOIO YNpPaBiHHS JOCTYIIOM €
MmoJliTiKa "MiHIMabHO HeoOximamx mpusineis" [1]. Iu-
IIMMH CJIOBaMH, KOPHCTYBad Ma€ JOCTYH TUIBKH IO Ti€l
iH(dopwmarrii, sska HeoOXigHa HOMY B POOOTI.

3axuCT pe3yabTaTiB €KOJIOTIYHOTO MOHITOPHHTY 3a
JIOTIOMOTOI0 MH(PYBaHHS - OIHE 3 MOXIIMBUX e()EeKTHB-
HUX pileHb mpobiaemMu ixHbOi Oe3neku. 3ammdpoBaHi
JlaHi CTAIOTh AOCTYIHUMH TUJIBKH IJISl TOTO, XTO 3HAE, SIK
ix posmmgpyBatu.

IcHytowi mpuHUMOM MHGPYBaHHS MOJSTAIOTH B
mudpyBaHHI TEKCTy 3a JOMOMOroro kiwoda [8-10]. ¥V
TPaAMLIHHUX adrOpUTMax MU(PPYBaHHS JUIl KOAYBaHHS 1
JIEKOlyBaHHSI BUKOPHUCTOBYBABCSI OAMH 1 TOH ke KoY,
X04a y HOBHX CHUCTEMax 3 BIJKPUTHM KioueM abo acu-
METPUYHOrO MHU(PYBaHHS KIIOUYi MapHi: OAWH BUKOPH-
CTOBYETBHCS JUISI KOAYBAHHS, IHIINI - Al I€KOJLyBaHHS
iHpopMarii. Y TakoMy HO€THAHHI KOKEH KOPHCTYBad BO-
J0JIi€ YHIKaIFHOO maporo KirodiB. [Ipu peamizarmii Takoro
ITOPUTMY OJIMH KOPUCTYBay, IKOMY HOTPIOHO HaJiciaTu
MOBITOMJICHHS 1HIIIOMY, MOXXE 3alHu(pyBaTd IMOBIIOM-
JICHHS BIJIKDUTUM KIIIO4YEM OCTaHHboro. Posmudpysatu
HOro 3MOe TINbKH BJIACHUK OCOOHMCTOrO CEKPETHOrO
KJIF04a, TOMY Hebe3IeKa rnepexornyieHHs BUKII0YeHa.

[IpakTHyHEe BUKOPHUCTAHHS 3aXHCHOTO MIMU(PyBaHHS
B CHCTeMax IHCTAHLIIHOTO MOHITOPHHTY IOEIHYE Tpa-
JMIIAHI cuMeTpu4Hi 1 HOBI acumerpuuHi cxemu [11].
udpyBaHHsS BIAKPUTHM KIIOYEM 3aCTOCOBYETBHCS LIS
Y3TOJUKEHHS CEKPETHOTO CHMETPHUYHOTO KJIova, SIKMH
MOTIM BHKOPHCTOBYEThCA Ul INU(QPYBAHHS peaNTbHUX
nanux. ludpysanus 3a0e3nedye HailBUIIMH piBeHb Oe3-
MeKH JaHuX. SIK B anapatHOMY, Tak i B POrpaMHOMY 3a-
Oe3MeUeHHI 3aCTOCOBYIOTBCS Di3HI aNTOpUTMH  IIH(]-
pyBaHHS.

TaxuMm unHOM, OpraHizamist 3axucty indopmariii (31)
B CHCTEMax JAMCTAHIIHHOTO €KOJOTIYHOTO MOHITOPUHTY €

aKTyaJIbHUM TPaKTUYHUM 3aBIAHHSIM.

Crenmdika ramy3i BUMarae BHUpPIMICHHS PXy 3aB-
JTaHb Tpu BUKOpucTaHHI ekonoriyanx IC. Ha puaky npu-
CyTHI TOTOBI pimIEHHS, 010 BHUKOPUCTOBYIOTH IS
30epiraHHs K KapTorpagiqHux maHux 1o (HanaoBoi CH-
CTeMH, TaK i pe3yIbTaTiB MOHITOPHHTY.

PosrisHemo gesiki BioMi mpuKiagy peanizatii oc-
HOoBHUX MeTOIB 31 B IC eKOJIOTiYHOTO MOHITOPHHTY.

Icayroua cucrema "Secret Net" 3aminse craHgapTt-
HHUH MeXaHi3M OIepaliiHOi CHCTEMHU 10 aBTOpH3alii KO-
pHCTYBauiB i 03BOJIsIE IPOBOANTH ayTeHTU]IKALIIO 5K 3a
nmapoJieM, TaK i 3 BUKOPUCTAHHSM amapaTHUX 3aco0iB IMo-
CHJICHOI ayTeHTH(]IKamii i CTaHOapTHUX CepTUQIKATIB.
MoxmBo KOMOiHYBaHHS CIOCO0IB ayTeHTHU(IKAIil s
nocsirHeHHs1 aByx(aktoproi (6ararodakrtopHoi) ayTeH-
tudikarmii. [TaponpHa iHQOpMALs 3aXUIIeHA B Mepexo-
IUICHHS SK TIPH JIOKaJbHOMY BBEICHHI (MacKyBaHHS CHM-
BOJIIB, 1[0 BBOMATHCS HUITXOM 3aMiHH Ha «*»), Tak i mpu
MepexeBuii mepenadi [12].

IIporpamui mpoxayktu "Kon besmeku" mpusHadeHi
JUTst 3acTocyBaHHs B ckinaguux cydacaux ['EO IC, me pe-
aNi30BaHi MOKJIMBOCTI iHTETpalii 3 KOPIOPAaTHBHUMH Ka-
TaJIoraMu KOPHUCTYBadiB, BUKOPHUCTOBYBAHOI iHppaCTpyK-
TYpOIO BIIKPHTHX KIIOYIB, BIIPOBAPKCHUMH CHCTEMaMH
yrpasiinas mepexero, SIEM-pimennsamu i .. [13].

Takox 31 moxe OyTH NMoOymOBaHUH 3 BUKOPUCTaH-
HSIM BY3bKOCIIEIliai30BaHUX cucteM 3l, 1o 3akpuBaroTh
onHy abo JeKiibKa 3ax0fiB, a00 3 BUKOPUCTAHHIM KOM-
miekcHux 3aco6iB tumy “DallasLock”, "Axopa" Ta
noxioHux im [14].

Cuctema "JlinTep" mpu3HaueHa aiis 3a0e3MEUCHHS
MaKCHMaJIHOTO 3aXHCTy Ta J03BOJISIE MPOBOIUTH aBTO-
pu3aIlilo KOPHCTYyBadiB, Ma€ sapo Oe3NeKH, iepapxito
IIpaB JOCTYITy, MaHAATHUH 3aXUCT, KOHTPOJIb IOCTYIy 3
BiIJAJICHUX CTaHIli{, MPOBOJIUTH MPOTOKOIIOBAHHS POOO-
TH Ta KOHTPOJIb 3a 30epirannsm indopmarii) [15].

Bigoma cucrema "GIS 6 Secure" mo3Bossie 3aXHCT
noctymy o 6a3u manux "I'IC 6" i3 30BHINIHIX Mporpam-
HuX npoaykri. [Iporpama "GIS 6 Secure" BukoHye poib
TIPOMIXKHOI JTaHKH MiX JokamsHuUM Kiieatom "T'IC 6" i
CepBepoMm 0a3m naHWX, SKANH 00pOOIsI€ 3aUTH KOPUCTY-
Baya B 3aIM(poOBaHOMY BUIIIAMI, 3BIps€ iM's Ta Mapoib 3
rapamMeTpamMH 30BHIIIHBOTO JOCTYITy 1 MICJIsl YCIHIIIHOTO
MIPOXOJKEHHS TIEPEBIPKH, J03BOJISIE TIIKIIOYUTUCT 0e3-
ocepeIHbO 0 caMoi 6a3u manux [16].

OCHOBHUM HEJOJIKOM PpO3IJISIHYTHX CHCTEM €
CKIIa[IHICTh, a YacoM 1 HEMOXIHUBICTh iX iHTerparii 3
KOMIUIEKCaMH aBTOMAaTH30BaHOI CHCTEMH YINPaBIiHHSI, B
TOMY YHCIIi IHTETPYBAaTH 10 PO3POOJICHUX pilIeHb. SKIIo
IoBipuTH 30epiranas i 00poOKy maHux ekonoriganx IC y
permsniitanx 0azax MaHWX, SKi € CKIAIOBOIO X CHCTEM,
mpobiema Takoi iHTerpamii mpocTto 3HUKae. [Ipu mpomy
3MEHILIYETHCS YUCI0 BUKOPUCTOBYBAaHUX aBTOHOMHUX CH-
CTeM, a OTXKE, CHPOLIYETHCS aIMIHICTPYBaHHS 1 yIpaB-
JIHHS BCIM MPOLIECOM BHU3HAYCHHSI OCEPENKIB TOKCHY-
HOCTI BOJHHX 01000’ €KTIB.

BigomuMu Metomamu Oio4HUX IWHGPIB € mudpp
TEA (omuH i3 caMux MpOCTUX B peaiizallii), Mepexka
Oeiimrens (MeTo 000OPOTHUX IIEPETBOPEHB TEKCTY, MPH
SIKOMY 3HA4CHHs, OOYHUCIICHI BiJl OJHI€T 3 YACTHH TEKCTY,
HaKJIaJa€ThCs Ha iHIIi yacTiHY) Ta ctanmapT AES [17].

Po3ranyTi npukiagu 3axucty iHdopmarii, sk npa-
BWJIO, CIICLiajdi30oBaHi 1 BOJOMIIOTH OLIBIIOK 3aXHU-
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MIEHICTIO 1 QyHKIIOHANBHICTIO. OJHAK I1i CUCTEMH 3aXH-
CTy, TOOYIOBaHi Ha pi3HOBHIY, HeXall HaBiTh OPEHIOBHX,
CHCTEM 3axXHCTy iH(OopMaIlii, 0 CTBOPHUTH Macy mpodiIeM
IIpH 1X eKCIUTyaTarii.

Meta po6oTu. Metoro poboTH € po3podKa 3ax0miB 3
opranizamii 31 IS cucTeMH BH3HAYCHHS OCEPEAKIB TOKCHY-
HOCTI BOAHHX 0i000’€ekTiB. [[yis1 3a0€3MeUeHHs 3aXKCTy B PO-
3po0ITIOBaHiil CHCTEMI IIPOTIOHYETHCS BUKOPHCTOBYBATH CH-
METPHYHUI anroput™ 6s104Horo tppysanas (AES).

Opranizanis 3axucry indopmanii B cucremi BH-
3HAYeHHsI ocepeakiB TOKCHYHOCTI 0i000’ekTiB. IC
BKJIIouae B cebe OiOJIOTIYHY Ta TEXHIYHY IMiJICHCTEMHU

(puc. 1). BionorigyHoIO MiACUCTEMOIO € BOJHA €KOCHCTEMA
BojoiiMuIa abo BOJOTIK, IO iXHIM CTaH TECTYETHCS, Ta
exouior. TexHIYHa MigcucTeMa CKIaJacThCs 13 HACTYITHUX
eJIeMeHTIB: 0J0ka MOIylns peecTparii iHpopmarii — 0e3-
MUTOTHAN JIITAlOYMH amapart, sSIKHA po3Kugae 30HIU (Ha-
36MHI pEECTPYyIOUH OJOKH), MPUCTPOI KOHTPOIIO, Ta
oTpUMYE 3 HUX iH(pOpMaLito, MOyt 00poOku iH(opma-
uii, BJI, 6;oka aHami3zy iHdopmariii, 6J0ka (GopMyBaHHS
3BiTYy Ta Oj0Ka BuBOAY iH(popmauii. st 3aXucTy Bij He-
CaHKI[IOHOBAHOTO JIOCTYIY A0 0a3u JaHWX 3 IHIIUX MPO-
IPaMHUX HPOJYKTIB BUKOPHUCTAEMO CHMETPHYHHHN airo-
put™ 61ouHoro mudppysaHus (AES).

Bionoridka _Tr-ﬂﬂtﬂ nﬂcﬁeﬂa I
nigcucTema NpucTpiit [ |
p ugHTpano 1 Moayn pescTpadii lLLIm ¢Dv-l
Bogwe cepeaoeuus iHchopmauii | BaHHA | Moayns o6poGim |
=y Mpucrpii g "/ | | iHcpopmaLi |
KOHTpOMG 2 / ® |
[
g |
\‘ MpucTpin - |
KoHTROn N
Gasa fakmx |
| Enok BuBoAY iHbop T -
Exonor Mawii ll:leunmy' EFOK aHanizy |
R | [bopmyBaHHa | s iHpopmaLi |
| | ssiry
< | | AmMAc |
= | — I I |

Puc. 1 — CtpykTypHa cxema iHdopmaniiiHol cucteMu

AES € craHgapToMm, 3aCHOBaHMM Ha aJTrOpPHUTMI
Rijndael. [Ins AES nomxuna input (00Ky BXimHHX Ja-
HUX) 1 State (craHy) mocriiiHa i gqopiBHIOe 128 6it, a 10B-
xwHa mudpoxtroda K cranosurs 128, 192, abo 256 Oit.
[Ipu upomy, Buxigamii anroput™ Rijndael momyckae mo-
BXKHUHY KJIFo4a i po3Mmip Omoky Big 128 mo 256 6it 3 kpo-
KoM B 32 Oita. J{ns mo3HadeHHS 0OpaHUX NOBXKHH input,
State i Cipher Key B 32-6iTOBHX clIOBaX BHKOPHCTO-
ByeThes HoTamiss Nb = 4 s input i State, Nk = 4, 6, 8
s Cipher Key BiinoBiTHO /IS piI3HUX JOBXHH KITFOUiB.

Ha nowarky mudpyBaHHs input KOMIIOETHCS B Ma-
cuB State 3a IpaBUIIOM:

state [r,c] = input [r+4c], mis 0<r<4 i 0<c<Nb.

[Ticns wporo mo State 3acTocOBYETHCs Tpoleaypa
AddRoundKey() i morim State mpoxoauts 4epe3 mpoiie-
nypy Tpancdopmanii (paysx) 10, 12, abo 14 pasis (B 3a-
JISKHOCTI BiJl JOBXHHH KITFOYa), TIPH IIbOMY Tpeba Bpaxy-
BaTH, IO OCTAaHHIHN payHJ JEIIO BiIPi3HAETHCS BiJ MOTe-
penHix. ¥ miACyMKy, Hicis 3aBEpIICHHS OCTaHHBOTO pa-
yHIYy TpaHc(opmarii, State KomioeTsCsl B output 3a mpa-
BUJIOM:

output [r+4c] = state [r,c], ns 0<r<4 i 0<c<Nb.

Oxpemi Tpancdopmanii SubBytes(), ShiftRows(),
MixColumns(), i AddRoundKey() - obpobistots State.
Macus W[] - mictuts key schedule.

VY npouenypi SubBytes, koxxeH OalT B state 3amiHI0-
€TBCSl BIANOBIIHUM eJeMEHTOM Yy (QikcoBaHili 8-OiTHil
tabmuui nouryky (1), S; bjj = S(ay).

bo| [t 0 0 0 1 1 1 1 [lg| |1
byl (1 1000 1 1 1f [bf |1
bof (1 2 100 0 1 1 [byf [O
by |1 1 1100 0 1 fog jo "
byl 1 1 1 1 1 0 0 0Of fy| [0
be| [0 1 1 1 1 1 0 0 [bs| |1
be| (0 0 1 1 1 1 1 0f |bbg| |1
b, 0 0 0 1 1 1 1 1 |by [0

IMpouenypa SubBytes() o6pobisie koxkeH OalT cra-
HY, HE3aJIS)KHO BHPOOJISIIOTH JIHIWHY 3aMiHy OaiiTiB BH-
KOpHCTOBYtour Tabmuiro 3amin (S-box). Taka omeparis
3abe3nedye JiHIHHICTH anroputMmy mmdpyBaHHs. [1oOy-
noBa S-box ckmamaersest 3 mBox Kpokis. ITo-miepire, mpo-
BOJMTBCS B3ATTA 3BOPOTHOrO 4mcia B momi [amya
GF (2%). Mo-apyre, mo koxHOro Gaiita b 3 sKEX ckia-
AETBCS S-bOX 3aCTOCOBYETHCS HACTYITHA OTI€PAITis:

b'i=b; @ biisaymods D biirsymods D Direymods D
@D D+7ymods D Ci

ne 0<i<8, bi € i-mit 6ir b, a ci - i-uii 6iT KOHCTaHTH
€=6316=99,,=01100011,. Takum YHHOM, 3a0€3MCUYETHCS
3aXUCT BiJI aTak, 3aCHOBAHWX Ha MPOCTHX areOpaidqHuX
BJIACTHBOCTSIX.

VY nporeaypi ShiftRows, Gaiitn B KOXHOMY pSAKY
state TMKIiYHO 3CyBalOTHCS BIiBO. Po3Mip 3MimeHHS
0alTiB KOXKHOTO pAOKa 3aJeKUTh Big 11 HOMepa.
ShiftRows mpauroe 3 psakamu State. [lpu wiit Tpasc-
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dbopmarii psaka craHy IUKIIYHO 3CyBalOThCSA Ha 1 OalT
[0 TOPW3OHTAJ, 3aJeKHO Bifg HOMepa psaka. s Hy-
JI60BOrO psaka I = 0, mis mepmoro psaka r = 1b i . .
TakuM 4YMHOM KOXKHA KOJIOHKA BUXIJHOTO CTaHY ITiCIIA 3a-
crocyBanHs npouenypu ShiftRows cxmamgaerscst 3 Gaiftis
3 KOXKHOI KOJIOHKH [I0YAaTKOBOTO CTaHy.

VY npoueaypi MixColumns, koxHa KOJIOHKa CTaHY
MEPEMHOKYEThCS 3 PIKCOBAHUM MHOTOWICHOM C(X).

VY mpornenypi MixColumns, gotupu GaiiTu KOXKHOT
KOJIOHKH State 3MilIyroThCs, BAKOPUCTOBYIOUH JJISI ILOTO
oboporny  miHifiny  Tpanchopmariro.  MixColumns
00po0IIsie cTaH MO KOJIOHKAX, TPAKTYIOUH KOXKHY 3 HHUX SIK
MOJIIHOM 4YeTBEpTOro cTymeHs. Hax mmmu monmiHOMamu
BHPOOIAETHCS MHOKCHHS B GF(2°%) no moxymio x*+1 Ha
ikcoBanmii MuHOrowren C(x) = X+x*+x+2. Pasom 3
ShiftRows, MixColumns BHOCHTE nudy3ito B mudp.

V mpouenypi AddRoundKey, koxeH Gaiit crany
o0'equyetsecst 3 RoundKey BukopucToBylouM oneparito
XOR ().

VY mpouenypi AddRoundKey, RoundKey koxHo-
ro payHay o0'enHyerbes 31 State. [lns Ko>KHOTO payHIy
Round Key Buxomuts 3 CipherKey sukopucToByrOUH
npoueaypy KeyExpansion; koxen RoundKey rtaxoro sk
po3mipy, mo # State. IIpomenypa BupoOsie moGiToBHMiA
XOR kosxHoro 6aiity State 3 koxuumM 6aiitom RoundKey.

Jist 00poOKM KiTroua HEOOXiTHO MPOBECTH TaKi IBi
NPOLENYPH: AITOPUTM PO3LIMPEHHS KI0Ya Ta alrOPUTM
BHOOPY payHIOBOTO KIIF0Ua (KJITF0Ya iTeparii).

AnroputMm po3mupeHHs kiroua. AES anroputm, Bu-
KopucToBytoun miporieaypy Key Expansion () i mogatoun
1o uei Cipher Key, K, otpumye kimoui st BCix payH/IiB.
Bceroro Buxoaute Nb * (Nr + 1) cniB: cmoyatky amst ani-
roputmy oTpibHo HaGip 3 Nb criB, i koxHOMY 3 NI pay-
HaiB Bumaraeteest ND wirouoBux Habopy manux. Otpu-
MaHU{ MacUB KJIIOYiB JUIsl PayHIiB MO3HaYa€eThes sk W],
O0<i<Nb*(Nr+1).

Anroputm KeyExpansion(). ®@yrkmis SubWord()
Oepe 4OTHPHOXOAiTOBE BXiJHE CIOBO 1 3acTocoBye S-box
JI0 KOXKHOTO 3 YOTHpHOX OaifriB. Te, mo BuWIUIO, TMO-
naeTbes Ha Buxia. Ha Bxim RotWord () mogaeTbest ciioBo
[@o, a1, @z, a3] sike BOHA LMKIIIYHO MEpECTaBIIsIE i MOBEP-
tae [ay, &, as, 8]. MacuB ciiB, HOCTIfiHUIl I 1aHOTO
payH1y, Reonfij, MICTUTB 3HAUEHHS [X"l, 00, 00, 00], me x =
{02}, a X' e crynenem x B8 GF(2°) (i mounnaerses 3 1).

IMepmii NK cniB po3mmpeHoro Kiova 3amoBHEHi
Cipher Key. ¥V koxHe HactymHe cnoBo, W[i], knagerscs
3HaueHHs orpuMane rpu onepaii XOR w[i-1], i w[i-Nk],
Ti XOR'a monepeansoro i Ha NK mosumiii panimre ciis.
st cniB, mosumis skux kpatHa NK, mepex XOR'om mo w
[i-1] sactocoByethcst Tpacthopmarii, 3a SKOK CIigye
XOR 3 koncranroto payHay Rcon [i]. 3asnauena Bwmie
TpanchopMallisi CKIAAAEThCS 3 MUKIIYHOTO 3CYBY OalTiB
B cinosi (RotWord ()), 3a skoro crigye mpoieaypa
SubWord () - te x came, 1o i SubBytes (), Tinbku BXimHi
1 BUX1/1HI JaHi OylyTh PO3MIpOM B CIIOBO.

BaxnmBo 3ayBakutu, mo npoueaypa KeyExpansion
() nnsa 256 oitHoro Cipher Key Tpoxu Bipi3HSETbCS Bif
THX, SKi 3aCTOCOBYIOThCS it 128 i 192 GitHHX midpo-
kiroueit. Skuo Nk=8 i i-4 kpatao Nk, To SubWord () 3a-
crocoByeThes i st W[i-1], 1 st XOR'a.

Anroput™m BuOOpPY payHIOBOTO Kitoda. Ha KoxkHIiH
itepauii paynmoBuil kiou s i oneparii AddRoundKey

BUOUpaeThest 3 macuBy W[i] movmHarouu 3 ejgeMeHTa
W[Nb*i] mo w[Nb*i+1].

BucHoBkn. TakuM 4HMHOM, TIPOBEICHHUNA aHANI3 CY-
yacHUX TeHAeHHid B opranizamnii 31 B IC exomorignoro
MOHITOPUHTY BioOpaxkae, IO CHCTEMHU MiIJAIOTBCS Ta-
KHM BUJAaM 3arpo3 SIK HeCaHKIIIOHOBaHWH JOCTYI JO iH-
¢dopmarii, mo 30epiraeTbcst B 6a3ax JaHUX, T aTaKH MPH
0OMiHI TaHMX, SKi HAAXOMIATH Bijl IPHUCTPOIO, IO PEECT-
PYE€ CIIeKTpaJIbHI 3MiHH JTOCIiPKYBaHOTO 00’ €KTY.

B sxocti HaitOiIbm edekTuBHOTO anroputmy 31 Oy-
JI0 00paHO CHMETPHUYHHUN aJIrOpUTM OJIOYHOTO ImH-
pyBaHHs. 3aCTOCYBaHHS I[bOTO AITOPUTMY TO3BOJHUIIO 32
paxyHOK HOro OalT-Opi€HTOBAHOI CTPYKTYPH JOCSITTH
HEOOXIHOI Ta JOCTaTHLOI IIBUIAKOMII BUKOHAHHS OIlE-
pauiii mudpyBaHHS Ha PI3HUX NMPOrPaMHUX IUIATGOpMax
NPU JJOCUTH BEIMKOMY 00cCsi31 pi3HOpiaHOi iHdopmanii Ta
3a0e3neunT KOH(iIeHIIHHICTh BaXXuBo1 iHpopMmaii Ha
yCiX eTamax BHU3HAUYEHHS OCEPEOKiB  TOKCHYHOCTI
61000’€KTiB

Cnucok giteparypu:1l. Cummonc, I'. /I. O630p METOIOB ayTeHTH(HHKA-
uu uapopmaunu [Texet] / I [. Cummonc. — TUUDP. — 2008. — T. 76,
No 5.2. Yoaxkep, b. [xc. Bezonacnocts 9BM u opranuzanys ux 3amuThbl
[Texcr] / b. Qoic. Yonxep, A. @. breiix. — M.: Cs3b, 2000.3. Xogppman,
JI.  CoBpeMeHHble MeToasl 3amuTthl uHGOpMmammu [Texcr] /
JI. Xogpgpman. — M.: «CoBerckoe panuo», 2007.4. XKuoxux, A. /. Teope-
THUYECKHE OCHOBBI KOMIIbIOTepHOMH Oe3omacHocty [Teker] / A. [. JKuo-
xkux // XKypH. «O0y4atonias cucrema». — 2011, — No 1. — C. 185-186.5.
Ipywo, A. A. Teoperndeckue OCHOBBI 3amuThl HHGopManuu [Tekct] /
A. A. Tpywo, E. E. Tumonuna. — M.: U3natenscTBo AreHTCTBa «SIXTC-
Men», 1996. 6. Bapgponomees, A. A. Meronpl kpunrorpaduu U UX TpH-
MeHeHHe B 0aHKOBCkUX TexHonorusx [Tekcr] / A. A. Bapgonromees, M.
B. Henenuyvin. — M.: MU®U, 2006.7. Bunokypos, A. Kpunrorpadus
[Texct] / A. Bunoxypos // Kypn. (INFUSED BYTES». — 2009.8. Buto-
kypos, A. 10. Eme pa3 npo 'OCT [Tekcr] / A. FO.Bunoxypos. — M.:
Monwutop. — 2005. — 45 ¢.9. bapuues, C. Kpunrorpapus 6e3 cekperon
[Tekcr] / C. Bapuues. — M.: Mocksa. — 2008. 10. Bapgonomees, A. A.
VipasieHue KI04aMH B CHCTEMax KPUNTOrpauuecKod 3aIiuThl OaH-
xoBckoit mHpopmannu [Tekct] / A. A. Bapgonomees, O. C. Jomnuna,
M. B. Henenuyvin. — M.: MU®U, 2006.11. Bepesun, b. B. Lindposas
MOANKCH Ha OCHOBE Tpamuimonnoil kpunrorpaduu [Texcr] / B. B. Fe-
pesun, I1. B. lopowxesuy. — M.: MII "Up6uc-I1", 2002.12. 3amura un-
(hopMaryu OT HECaHKIIMOHUPOBAHHOTO JOCTYIIA COTTIACHO TPEOOBAHHSIM
®OCTOK Poccun [Enexrponnuii pecypc]. — Peskum moctymy: Www /
URL: http://www.pcweek.ru/security/article/detail.php?ID=169230 -
3ari. 3 ekpany.13. Kox BesomacHoctu. IIpomykrts! [EnextponHmii pe-
cype]. — Pexum gocrymy: www /  URL: http://www.security
code.ru/products/ — 3arn. 3 ekpany.14. Kpartko o BeiGope cepruduuupo-
BauHbIX C3U ot HC/] [Enextponnuii pecypc]. — Pexxum moctymy: Www
[ URL: [http://www.altx-soft.ru/articles/show-1.htm — 3aru. 3 ekpany.15.
ApromaTH3anus He(Tera3oBeIX npexnpusaTuii Ha 6aze CYBJ] JIMHTEP
[Enexktponnnit pecypc]. - Pexmm mocrymy: www [/ URL:
https://linter.ru/ru/press-center/detail/27/1578/ — 3arun. 3 expany.16. GIS
6 Secure I'eonesnueckas nHGopMaLHOHHas cucTeMa [ EnekTpoHHMIA pe-
cype]. — Pexum pocrymy: www / URL: http://www.shels.ru/
download/gis6 secure_rus.pdf — sarm. 3 ekpany.l7. Bnouni mmdpu
[Enexktponnuit pecypc]. — Pexum pmocrymy: www [/ URL:
http://citforum.ru/internet/ infsecure/its2000_16.shtml — 3arn. 3 ekpa-
ny.18. bapuues, C. I Craugapt AES. Anroput™m Rijdael [Texcr] / C. I
Bapuues, B. B. ['onuapos, P. E. Cepos. — M.: Tenexom, 2002. — C. 30-35.

Bibliography (transliterated):1. Simmons, G. D. (2008). Obzor metod-
ov autentifikatsii informatsii. TIIER, 76, No 5.2. Uolker, B. Dzh. (2000).
Bezopasnost' EVM i organizatsiya ikh zashchity. Moscow: Svyaz'.3.
Khoffman, L. (2007). Sovremennyye metody zashchity informatsii.
Moscow: «Sovetskoye radio».4. Zhidkikh, A. D. (2011). Teoreticheskiye
osnovy komp'yuternoy hezopasnosti. Zhurn. «Obuchayushchaya
sistema», No 1, 185-186.5. Grusho, A. A., Timonina, Y. Y. (1996). Te-
oreticheskiye osnovy zashchity informatsii. Moscow: lzdatel'stvo
Agentstva «Yakhtsmen».6. Varfolomeyev, A. A., Pelenitsyn, M. B.
(2006). Metody kriptografii i ikh primeneniye v bankovskikh
tekhnologiyakh. Moscow: MIFL7. Vinokurov, A. (2009). Kriptografiya.

Bicuux HTY “XITI». 2015. No52(1161)

155


https://linter.ru/ru/press-center/detail/27/1578/
http://www.shels.ru/%20download/gis6
http://www.shels.ru/%20download/gis6
http://citforum.ru/internet/infsecure/its2000_16.shtml

Mexanixo-mexnono2iuni cucmemu ma KOMNIeKCu

ISSN 2411-2798 (print)

Zhurn. «INFUSED BYTES».8. Vinokurov, A. Y. (2005). Yeshche raz
pro GOST. Moscow: Monitor, 45.9. Barichev, S. (2008). Kriptografiya
bez sekretov. Moscow: Moskva.10. Varfolomeyev, A. A., Domnina, O.
S., Pelenitsyn, M. B. (2006). Upravleniye klyuchami v sistemakh kripto-
graficheskoy zashchity bankovskoy informatsii. Moscow.11. Berezin, B.
V., Doroshkevich, P. V. (2002). Tsifrovaya podpis' ha osnove traditsion-
noy kriptografii. Moscow: MP "Irbis 11".12. Zashchita informatsii ot
nesanktsionirovannogo dostupa soglasno trebovaniyam FSTEK Rossii.
Available at:
http://www.pcweek.ru/security/article/detail. php?ID=169230 - zagl. z
yekranu.13.  Kod  Bezopasnosti.  Produkty.  Available at:

http://lwww.security code.ru/products/ — zagl. z yekranu.14. Kratko o
vybore sertifitsirovannykh SZI ot NSD. Available at: http://www.altx-
soft.ru/articles/show-1.htm — zagl. z yekranu.15. Avtomatizatsiya nefte-
gazovykh predpriyatiy na baze SUBD LINTER. Available at: www /
URL: https://linter.ru/ru/press-center/detail/27/1578/ - zagl. z
yekranu.16. GIS 6 Secure Geodezicheskaya informatsionnaya sistema.
Available at: http://www.shels.ru/download/gis6 secure_rus.pdf — zagl. z
yekranu.17. Blochni shifri. Available at: http://citforum.ru/internet/
infsecure/its2000_16.shtml — zagl. z yekranu.18. Barichev, S. G., Gon-
charov, V. V., Serov, R. Ye. (2002). Standart AES. Algoritm Rijdael.
Moscow: Telekom, 30-35.

Iocmynuna (received) 22.12.2015

Bioomocmi npo asmopis | Ceeoenust 06 asmopax | About the Authors
Pyscenyee Bikmop lzopesuy — kaHmuaT TeXHUYECKUX HayK, JIOLEHT, Kadeapa besonacHocTH HH(OPMAIMOHHBIX TEXHO-
sioruid, XapbKOBCKUI HallMOHAIIBHBIN YHUBEPCUTET PaAUO3IeKTPOHUKY, Tp. JleHuHa, 14, r.. XapbkoB, Ykpauna, 61166; temn.:

057-702-14-25; e-mail: diagnost@kture.kharkov.ua.

Pysrcenyee Bikmop Izopesuu — xaHUIAT TEXHIYHUX HAyK, JOLEHT, Kadenpa besnexku iHpopManifHUX TEXHOMOTIH,
XapKiBChKWI HallIOHATIEHUH YHIBEPCUTET pamioesieKTpoHiky, np. JleHina, 14, m. XapkiB, Ykpaina, 61166; texn.: 057-702-14-25;

e-mail; diagnost@kture.kharkov.ua.

Ruzhentsev Victor — PhD, Associate Professor, Department of Information Technology Security, Kharkov National Uni-
versity of Radioelectronics, Lenina Ave., 14, Kharkiv, Ukraine, 61166; tel.: 057-702-14-25; e-mail: diagnost@kture.kharkov.ua.

Ilopsan Anopeit Ilaenosuy — KaHIUIAT TEXHUUECKUX HAYK, CTApIIMK HAYYHBIA COTPYAHUK, Kadempa OMOMEUITTHCKON
WHKEHEPUH, XaphbKOBCKUI HAIIMOHAJIBHBIA YHUBEPCHUTET PaJMOdJIeKTpOHUKH, 1p. JlennHa, 14, r. XappkoB, YkpauHa, 61166;

tesr.: 066-294-06-70; e-mail: porvan a p@mail.ua.

Ilopean Andpiii Ilaenosuy — KaHIUIAT TEXHIYHMX HAYK, CTAPIINIA HAYKOBHH CITIBPOOITHHUK, Kadeapa OioMemnaHOT iHKe-
Hepii, XapKIBCbKHI HAIIOHATIBLHIM YHIBEPCUTET pamioeIeKTpoHIKH, rp. Jlenina, 14, m. Xapkis, Ykpaina, 61166; te.: 066-294-

06-70; e-mail: porvan_a_p@mail.ua.

Porvan Andrei — PhD, Senior Research, Department of Biomedical Engineering, Kharkov National University of Radioe-
lectronics, Lenina Ave., 14, Kharkiv, Ukraine, 61166; tel.: 066-294-06-70; e-mail: porvan_a_p@mail.ua.

Iawenxko Mapua Anamonveéna — CTyIeHTKa, PaKyIIbTeT DIEKTPOHHOH TEXHUKH, XaphKOBCKII HAITMOHAJIHHBII YHHUBE-
peuter pamuodsiektponuku, np. Jlemwna, 14, r. XappkoB, Ykpauna, 61166; Tem.: 066-933-13-54; e-mail: maria-

paschenko@mail.ru.

Tawenxo Mapin Anamoniiena — crynentka, paxyinprer EnexrpoHHOT TexHiKH, XapKiBChbKUI HALIOHAILHUN YHIBEPCUTET
pamioenektpoHiku, np. Jlenina, 14, m Xapkis, Ykpaina, 61166; tei.: 066-933-13-54; e-mail: maria-paschenko@mail.ru.

Pashchenko Maria — student, Faculty of Electronic Engineering, Kharkiv National University of Radioelectronics, Lenina
ave., 14, Kharkov, Ukraine, 61166; tel .: 066-933-13-54; e-mail: maria-paschenko@mail.ru.

YK 629.33:004.056

A. B. MAKOBELIKHH

AHAJIN3 UHOOPMAIIMOHHOM BE3ONTACHOCTHA COBPEMEHHOI'O ABTOMOBWJIS

CoBpeMeHHBIC aBTOMOOWMIIH IIPEJCTAaBIIIOT COOOH CIOXKHBIC TEXHUYECKHE CHCTEMBI, OCHANICHHBIC JICKTPOHHBIMH yCTPOUCTBAMH JUIS YIydIICHUS
SKCILTyaTallHOHHO-TEXHUUECKHUX CBOMCTB. Y CTOWUMBAs TEHACHINS YBEINUCHHS KOJIMYECTBA JCKTPOHHBIX YCTPOHCTB B COBPEMEHHBIX aBTOMOOHIIAX
C TPOBONHBEIM H OECIIPOBOIHBIM MHOAKITIOUCHHEM HEH30EKHO HPUBOJUT K POCTY YA3BHMOCTCH, a 3HAYNT — CHIDKCHHIO O€30IaCHOCTH H
s dexTuBHOCTH dKcIUTyaTanuy. [IpoBefeHHBIH aHANM3 IO3BOIMI BBLABUTH PsiJ yrpo3 HHGOPMALHOHHOH OE30MacHOCTH aBTOMATH3UPOBAHHBIX
CHCTEM COBPEMEHHBIX aBTOMOOMJIEH, KOTOpbIE NPHUBOAAT K HEOOXOAMMOCTH pa3pabOTKH METOJ0B MEXAaHHYECKOHM M 3JIEKTPOHHON 3alUThI

TPaHCIOPTHBIX CPEICTB.

KioueBblie ciioBa: nH(pOpMAaIus, yI3BUMOCTS, 3allIUTa, YTPo3a, 0€30I1aCHOCTh, IKCILTyaTalus, aBTOMOOHJIb.

BBenenne. CoBpeMeHHBIE aBTOMOOWIN TPEICTaB-
JIAIOT COOOM CIIOXHBIE TEXHHUYECKHUE CUCTEMBI, OCHAIICH-
HBIC JICKTPOHHBIMH YCTPONUCTBAMU JJISI YIYUIICHHUS JKC-
IUTyaTalluOHHO-TEXHUUECKuX cBoicTB. B 1990 r. 3n;ek-
TPOHHBIC YCTPOMCTBAa U MPOTPaAMMHOE OOCCIICYCHUE CO-
cTaBisIn 0Koyio 16 % croumoctu asromodmis, B 2001 r.
— 25 %, a B 2005 r. — 1o 40 % [1]. Tlo ouenkam creiua-
muctoB LleHTpa aBTOMOOWJIBHBIX HMCCIEIOBAaHHWN IITaTa
Muuurah, o cocrosiuuio Ha 2014 r. anekTpoHHKa U Mpo-
rpaMMHOe obecrieueHne cocTaBisior yxe a0 40-50 % [2]
CTOUMOCTH COBPEMEHHOTO aBTOMOOMIS. Takxke 1Mo JIaH-
HbeiM UnxenepHoin Accoumamuu IEEE wu3BectHo, urto

nporpammHoe obecniedenue npeactasimsier 90 % [3] un-
HOBALIMii B aBTOMOOMIISX.

VYcroitunBas TEHIEHLMS YBEJIMUYEHHUS KOJIMYECTBA
3JIEKTPOHHBIX YCTPOWCTB B COBPEMEHHBIX aBTOMOOMIISX C
MIPOBOJIHBIM U OECIPOBOIHBIM MOKITIOUCHHEM HEH30eK-
HO TPUBOJUT K POCTY YS3BUMOCTEH, a 3HAYUT — CHUKE-
HUIO 0€30MacCHOCTH ¥ 3P HEKTUBHOCTH YKCILTyaTaI[HH.

AHaIN3 JIUTEPATYPHBIX JAHHBIX M MOCTAHOBKA
npo6iembl. Ha cerogasniauii 1eHh HOBBIH aBTOMOOWIIB
conepxut otr 50 mo 100 u Oonee AIMEKTPOHHBIX OIOKOB
ynpasieHus [4]. B pabote [5] ykazbiBaercs, ato k 2025 T.

©A. B. Makoseuxuii. 2015

156

Bicnux HTY “XIIl». 2015.N052(1161)


mailto:porvan_a_p@mail.ua

