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3ABE3NEYEHHSI TAPAHTO3JATHOCTI IH®OOPMAIIITHO-

KEPYIOUUX CUCTEM 3 BATATOHIJIBOBUM OBCJIIYTOBYBAHHSM

CrenianpHicTts 05.13.06 — iHbopmaniiiHi TeXHOIOTI]
l'any3p 3Han#b 12 — iHQOpMAaIIiliHI TEXHOJIOTIT

[TonaeTbcs Ha 3100yTTS HAYKOBOTO CTYIIEHS

IOKTOpa TEXHIYHUX HayK

Huicepraliiss MICTUTh pe3yJIbTaTH BJIACHUX MHOCIIIKEeHb. BHKOpUCTaHHS 11eH,
pe3yJbTaTIB 1 TEKCTIB IHIIIMX aBTOPiB MAlOTh MIOCUJIAHHS Ha BiAMOBIIHE IKEPEIIO.
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AHOTAIISA

Ilonouosnuu FO. JI. MeTtononoriyai OCHOBH Ta iHGOpMAaIiiHI TEXHOJOTI]
3a0€3MeUeHHs]  TapaHTO3JaTHOCTI  1HGOPMAIIMHO-KEPYIOUUX  CHCTEM 3
OaratoniyiboBUM 00ciyroByBaHHsIM. — KBamidikariilina HaykoBa mparls Ha IpaBax
PYKOIIUCY.

Hucepraiiisi Ha 3100yTTS HAYKOBOTO CTYIEHS JOKTOpa TEXHIYHUX HAyK 3a
cnemianpHicTIO 05.13.06 — iHdopmariitHi TexHosorii (12 — Indopmarriiini
TexHoJorii). —  HamioHanpHUH  TEXHIYHUM  yHIBEpCUTET  «XapKIBChKUU
MOJIITEXHIYHUHM THCTUTYT» MiHICTepCTBa OCBITH 1 HAyKu YKpainu, Xapkis, 2021 p.

06’exkm Oocnioxcennss — rapaHTO3/aTHI 1H(GOPMAIIITHO-KEpYIOUl CHUCTEMHU,
MpoIecy 3a0€3MEeUeHHsI TapaHTO3aTHOCTI 1H(GOPMAIIMHO-KEPYIOUUX CUCTEM, IO
(GYHKIIOHYIOTh B YMOBax 3MiH BUMOT, apaMeTpiB (Pi3MYHOTO Ta 1HPOPMAIIHHOTO
CepeloBHUIA, MPOSIBY Hecnel(piKoBaHUX Je(EKTIB i aTak Ha BPa3JIUBOCTI.

IIpeomem Oocniodcents — METONIOJIOTI4YHI OCHOBH, 1HPOpMAIIiHA TEXHOJIOT1S
OIIIHIOBAaHHS Ta 3a0€3MEUYECHHSI rapaHTO3/1aTHOCTI 1H(POpPMAIIHHO-KEPYIOUHX CUCTEM
npu 6araroiIboBOMY 0OCITyTOBYyBaHHI.

JlokTOpCchKa Auceprallis € 3aBepIIeHOI0 HAyKOBO-AOCIIAHOK pOOOTOO0, 1110
MICTUTh PO3B’SI3aHHS BaXXJIMBOI HAYKOBO-TIPHUKJIAJHOI TPOOIEeMU PO3pOOIECHHS
METOJOJIOTIYHUX  OCHOB Ta  1H(OpPMALIHUX  TEXHOJOTIM  3a0e3reyeHHs
rapaHTO3/aTHOCTI Ta MiJABUIIEHHS TOYHOCTI ii OI[IHIOBAHHS JJisi 0OCIIyTrOBYBaHMX
ab0 4YacTKOBO OOCITYyroByBaHMX 1H(OPMAIlIHHO-KEPYIOUUX CHUCTEM B yMOBax ix
€BOJIIOLIIT BHACIIJOK 3MIHM BHMOT 1 MapaMeTpiB (pi3MYHOTrO Ta 1HPOPMAIIHHOTO
CepelloBHUIIA, BAHUKHEHHS HecTeln(pIKOBAaHUX BIIMOB 4Yepe3 MporpaMHO-anapaTHi
nedEeKTH 1 aTaku Ha BPa3JIHMBOCTI.

VY BecTymi OOIpyHTOBAaHO akTyallbHICTh TEMHU AMCEPTALIMHOI pPoOOTH,
chopMyIbOBaHO METY Ta 3ajadl JOCHIKCHHs, BUKJIQJCHO HAyKOBY HOBHU3HY 1
MPaKTUYHY I[IHHICTh OTPUMAHMX pPE3YJbTaTiB, OCOOMCTHII BHECOK 3/100yBadya B
po3poOKy Temu aucepTaniiHoi pobotu. HaeaeHo naHi 1100 BIPOBAKEHHS
pe3ynbTaTiB AUCEPTALIMHUX JOCTIHKEHbB, 1X anpoalliro Ta myosikarii.

[Tepmmii po3aisT MICTUTh aHAI3 KOHIENTYAIBHUX MIAXOIB 10 BH3HAYCHHS
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MOHSATTSA rapaHTO3AaTHOCTI Ta 3MICTY i CKIaJ0BUX MijBlIacTUBOCTEH. BuzHaueHo,
10 1 TIyMaueHHS TEPMiHY, 1 Ha01p MEPBUHHUX BJIACTUBOCTEH 3aJIeKaTh Bl 00J1aCTI
3acTOCyBaHHS 1HPOPMAIIHO-KEPYIOUHX CUCTEM, PEXKUMIB 1X €KCIUTyaTallii Ta BUIiB
0OCIyroByBaHHS. 3alpolOHOBAHO BU3HAYUTU TapaHTO3JATHICTh SK 3aTHICTh
CHUCTEMH BHKOHYBATH 3aJiaHl (pyHKIII1 (HajlaBaTh MOTPiOHI MOCIYTH), 30epiraodu y
Yaci piBeHb 1l BU3HAYCHHUX MOKA3HUKIB B 33JJaHUX MEXaX 1 yMOBaxX eKCIuTyararlii, a
TakoXK Mpd  3MIHI BUMOI, TapaMeTpiB  CEpelOoBHINAa Ta BHUHUKHEHHS
Hecnenu(ikoBaHUX BIJIMOB.

[Ipoanayi3oBaHO OCHOBHI KOHLEMIII 3a0€3MeYeHHs] TapaHTO3JaTHOCTI
1H(QOpMaIIHHO-KEPYIOUMX CHCTEM PI3HHUX Traidy3edl 3acTocyBaHHS (KOCMIYHHMX
amapariB, BeOCEpBICIB, PO3yMHHUX OyJIWHKIB, cucteM aBapiiiHoro 3axucty AEC).
Bu3HaueHO KOMIIOHEHTH apXITEKTYpH 1H(OPMAIIHHO-KEPYIOUUX CUCTEM, PEXUMU
po6oTH, BUAM BiAMOB (Y TOMY YHCII 1 Hecielu(piKOBaHUX, 3yMOBJICHUX aTakaMu Ha
BPa3JIMBOCTI) Ta MPOLEeypU 0araToluibOBOrO 00CIyroByBaHHS, K1 HaIllpaBJcH1 Ha
3aBYACHY (MOINEpeIKyBaJIbHy) MPOTHAIKD MNPUYMHAM BIIMOB Ta YCYHEHHS iX
HACJI/IKIB.

Hpyruil  po3ail  TPUCBAYEHUN PO3POOJIECHHIO METOMOJIOTIYHUX OCHOB
3a0e3MeUeHHs  rapaHTO3JAaTHOCTI  1H(QOPMALIMHO-KEpYIOUUX  CHUCTEM 3
0araToliIbOBUM OOCITyTrOBYBaHHSM. 3alpOIIOHOBAHO KOHIICHIIIIO 3a0e3redyeHHs
rapaHTo3/IaTHOCTI  O0OCIYyroByBaHUX 1H(OpPMAIIHHO-KEPYIOUMX CHCTEM, sKa
O0azyeTbcst Ha  po3BUTKY mapaaurmu  JIx. @on-Helimana — noOynoBu
rapaHTO3JaTHUX CHCTEM 3 HEAOCTAaTHHO HAJIMHUX 1 OC3MEUYHMX KOMIIOHCHTIB B
yMOBax IX €BOJIONII Mpu OaraTouiabOBOMY OOCIYyroBYBaHHI, 1 MPUHLMUIIH:
BpaxyBaHHS 3MIHUM BHMMOT, IPOILIECIB OHOBJICHHS Ta MapameTpiB (pi3MYHOrO Ta
1H(}OpMAIIHHOTO CepeIOBUIINA MPOTATOM KUTTEBOTO ITUKITY; amamnTallii 10 pi3HUX
BH/IIB BIIMOB, BKJIFOYaI0OUX KOMOIHOBaH1 BiIMOBH BHACIIIIOK (DI3UYHHUX 1 TPOEKTHUX
nedekTiB, neexTiB CTapiHHs, aTaK Ha BPa3IMBOCTI IPOrpaMHO-anapaTHUX 3aco0iB,
a TaKOoX BHACTIJOK BIUIMBY 3MiH; 0araToIiIbOBOTO OOCITYTrOBYBaHHS 3 METOIO
KOMIUIEKCHOTO 3a0e3MeueHHs] HaJIIMHOCTI 1 Oe3MeYHOCTIi; W0 HaJaio 3MOry
OOTpYHTYBaTU CTPYKTYPY 1 B3a€EMO3B’SI3KM MOJICJIEM Ta METOJIB OI[IHIOBAHHS 1

BUOOPY CTpaTeTii Ta mapaMeTpiB iX 00CTyrOByBaHHS, a TAKOYK METO/IIB TT1IBUIIIEHHS



MOKa3HUKIB rapaHTO3AaTHOCTI CUCTEM B LIIOMY.

Po3pobieno crparerii GaraToIiab0BOTO 0OCIyroByBaHHs 1HGOpPMAIIHHO-
KEePYIOUHUX CHUCTEM, sIKi, Ha BIJIMIHYy BiJ BiIOMHX, 0a3ylOTbCS Ha TEOPETHKO-
MHO>KHHHOMY OITHMC1 BapiaHTIB 0OCIIyTOBYBaHHs 3 ypaxyBaHHSM THIIIB, TIPOIIECIB,
BJIACTUBOCTEH Ta MapaMmeTpiB JJIsl PO3PAXyHKY MOKA3HUKIB TapaHTO3/aTHOCTI 1
BU3HAYAIOTh B3a€EMO3B’S3KM MK HHMH, IO JO3BOJISIE 3MEHIIUTH MOJCIBbHY
HEBU3HAYCHICTh Ta OOIpyHTYBaTH BHOIp 3aco0iB i 3a0e3nedeHHs
rapaHTO3/IaTHOCTI Ha PI3HUX €Tarax >KUTTEBOTO LUKITY.

VY TpeTboMy pO3a1Il HUIIXOM PO3IIMPEHHS MPOCTOPY CTAaHIB KOHLIENTYaIbHOI
MOJIeNII TapaHTO3/aTHUX 1H(GOPMAIITHO-KEPYIOUUX CHUCTEM MpoaHalTi30BaHi
BapiaHTU CIIEHApiiB MPOBEJEHHS Mpoleayp 0araToluIbOBOTO OOCIYTrOBYBaHHS.
OneprkaHO CHCTEMHY MOJIETh MPOIIeyp 0araToIiib0BOT0 00CITyrOBYBaHHS, sIKa, Ha
BIIMIHY BiJI BIJIOMHX, OIIUCYE MHOKMHY CTaHIB 1 B3a€MO3B’SI3KM MIXK IpOIlecaMu
TECTyBaHHs, OHJIaltH-BepudiKallii Ta OHOBJICHHS B paMKax 0a30BUX ()parMeHTiB Ta
3B’SI3KM  MDK HHUMH, (OpMye MHOXMHY OaratopparMeHTHUX  Mojemnen
1H(}OpMaITIITHO-KEPYIOYMX CHUCTEM 3 OHOBIIIOBAHHUM IMPOTPAMHUM 3a0€3MEUEHHSIM,
AK€ 3MIHIOE (QYHKII CHCTEeMH BIAMOBIJHO JIO HOBUX BHMOT, IO JJ03BOJISE
yHi(iKyBaTu rpadiyHe NpeacTaBIeHHs MPOLeayp OOCIYrOoByBaHHS Ta IiJIBUILIUTH
rapaHTo37aTHICTh CUCTEM Ha eTarli (PyHKI[IOHYBaHHS Ta CyIpOBOY.

VrnockoHasieHO ~ METOJl  BHM3HAUEHHS  [MapaMeTpiB  TrapaHTO3aTHUX
1H(pOpMAaIITHO-KEPYIOUUX CUCTEM, SIKUM 0a3yeThCs Ha CTATUCTUYHINA 00poOIi
JAHUX MPO 3MIHM, TIOJIIT Ta BIIMOBH 1 MICTUTb IIPOLIETYPH 00’ €THAHHS TAaHUX PI3HUX
pPENoO3UTOPIiB Ta TMONIYKYy ONTHUMAJIBHOTO 3aKOHY PpO3MOAUTY, IO TiIBUIILYE
KOMIUIEKCHICTh Ta TOYHICTh OIIHIOBAHHS MTOKAa3HUKIB rapaHTO3AaTHOCTI.

YerBepTuii po3Aii MPUCBSIUCHUM MOJCITIOBAHHIO 1H(HOPMAIIITHO-KEPYIOUNX
CUCTEM 3 TIpOlleAypaMu TNardepu3ailii, oHaiH-pepudikaiiii Ta mpoduIaKTUIHOTO
TecTyBaHHsA. J[Ji1 MozenmoBaHHS MPONECIB BCTAHOBJIEHHS MaT4iB pPO3pOOJIEHO
OaratodparMeHTHI MOJIENI KOPIIOPATUBHOTO BEOCEPBICY Ta CHCTEMH aBTOMAaTH3AIli1
Oynunky. IloOymoBaHO Ta JOCHIIKEHO THUIOBI OararoparMeHTHI Mojel
OLIIHIOBAHHSI TapaHTO3JaTHOCTI, SIKI OMHCYIOTh IPOBEJEHHS MPOIEAYp OHJIANH-

Bepudikaiii s iHGOpMAIIHHO-KEPYIOUNX CHCTEM KOCMIYHHMX amapaTiB. Sk
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npuKIIaa 1HGOPMAIIHHO-KEPYIOYOi CUCTEMH, B AKIA MpOodUIAKTHYHE TECTYBaHHS
HaIlpaBJIeHEe Ha BUSIBJICHHS Ta YCYHEHHS MPUXOBAHUX B1JIMOB, PO3TIISIHYTO CUCTEMY
aBapitHOTO 3aXUCTY peaKkTopa.

VYnockoHasnieHo  OararodparMeHTHI  MOJI€NII  OI[IHIOBAaHHS TOTOBHOCTI
1H(OpMaIIfHO-KEPYIOYUX CHCTEM 32 YMOB BUHUKHEHHS HecTeln(pikoBaHUX B1JMOB,
arTaKk Ha Bpa3JIMBOCTI Ta 3MIHM TMapaMETPIB CEPEOBHINA MUIAXOM BpaxyBaHHS
nporeayp nardyepusailii, oHjgaiH-pepudikallli Ta npo@uIaKTHIYHOTO TECTyBaHHS, a
TakoX yHi(ikaiii ¢opMyBaHHS MHOKUH OJTHOTUITHUX CTaHIB 1 IEPEXO/IIB MK HUMH,
0 J03BOJISIE OMKCATH TOBEMIHKY CHCTEM y BNl PETYIIPHUX MapKOBCHKHUX
rpadiB Ta MABUIIATA TOYHICTh OIIHIOBAaHHSA TIOKAa3HUKIB TOTOBHOCTI M
rapaHTo37aTHOCTI.

Y m’stoMy po3aiiai po3poOaeHO MOJeNl rapaHTo3laTHUX i1HdopMaliitHo-
KEpYIOUUX CUCTEM, Y SIKUX B1JICYyTHI OOMEXEHHS Ha BUKOPUCTAHHSA JIETEPMIHOBAHUX
MOAiH, a TAKOXK MOTOKIB MOMAIHN 3 TOBUIBHUMHU 3aKOHAMHU PO3MOJILITY, 110 OMUCYIOTh
3MiHM BHMOT, IapaMeTpiB CEpeloBUIIA YU MPOSIB Hecneuu(piKOBAaHUX BIJIMOB.
Bnepmre po3pobiieHo MynabTH(]a3Hy MOJICHHL OIIHIOBAaHHS TapaHTO3JaTHOCTI
1H(}OpMaIIHHO-KEePYIOYOi CUCTEMH, sIKa, Ha BIAMIHY BiJ BIJIOMUX, BPaXxOBY€ DPi3HI
cTparerii 0OCIyroByBaHHS 3 JETEPMIHOBAHMMH TEpPIOJaMU 1 BHIIAJIKOBOIO
TPUBAJICTIO OOCITYTrOBYBaHHS, BIITHOBJICHHS TIPH BIIMOBAaX 1 aTakax Ha CUCTEMY Ta
il TmporpamMHo-amapaTHI KOMIIOHEHTH, IO JO03BOJSE YCEPEAHUTH TOKA3HUKU
HETOTOBHOCTI Ta (PYHKIIIITHOT OE3MEUYHOCTI 3 3aJaHOI0 MOXUOKOI BIIHOCHO PIBHS
crierupiKoOBaHUX BUMOT.

YaockoHalleHO — IMITaIiiiHI ~ MOJENl  OIIHIOBAHHS  TapaHTO3JIaTHOCTI
1H(pOpMAIITHO-KEPYIOUUX CHCTEM MLUISIXOM KOMIUIEKCYBAaHHSA 3 aHAJTITUYHUMHU
MOJENSAMH 1 BHUKOPHCTAHHS 3alpONOHOBAHMX TPOIEAYP CTaTUCTUYHOTO
OLIIHIOBaHHS PO3MOAUTY Pe3yibTYIOUUX IMOKAa3HHUKIB ISl BU3HAYEHHS KIJIBKOCTI
posirpamiiB, II0 J03BOJSE€ 3MEHIIUTH BiAXWICHHS (MIIBUIIUTH 301KHICTh)
MOKa3HUKIB rapaHTO3/aTHOCTI Ta IEPEBIPUTH aJIEKBATHICTh aHATITUYHUX MOJICIICH.

Y mocTtoMy po3aii  TPEACTaBICHO YIOCKOHAJCHHH METoJ BUOODPY
napameTpiB mpoienyp oOCIyroByBaHHsI MJig 3a0e3MEeUeHHs TapaHTO3/1aTHOCTI

1H(pOpMAaIITHO-KEPYIOUMX CHUCTEM, SIKMM Ha BIAMIHY BiJ BIIOMHUX, BPaxOBY€ pPi3HI
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BapiaHTH MPOBEACHHS MpoIeayp 0ararouiiboBOro 0OCIyroByBaHHS 3 YCYHEHHSIM
nedekTiB 1 Bpa3IMBOCTEH Ta J03BOJISE BU3HAYMTH PpaIllOHATBHI MOMEHTH
MPOBEACHHS PO3AUIBHOTO a00 3MIMIAHOTO OOCITyTOBYBAaHHS 3a/Jisl ITiIBUILCHHS
HAJIIHHOCTI Ta OE3MEeYHOCTI 1 3a0€3MeUNTH HEOOX1THUI piBEHb rapaHTO3aTHOCTI.

Po3pobiieno  iH¢opMmariiiHi  TEXHOJOr1i  OIlIHIOBaHHS  ITOKa3HUKIB
rapaHTo3laTHOCTI  KPUTHYHUX  1H(QOPMALIMHO-KEPYIOUUX  CHUCTEM  IIpH
Oararorigr0BOMy  OOCIYroByBaHHI Ta  BHOOpYy  mapameTpiB  cTpaTerii
OaraTouuiboBOro 00cayroByBaHHs. ONUCAHO 1HCTPYMEHTaIbHI 3acO0M MPOIECIB
HNIATPUMKA 1HQOpPMALITHUX TEXHOJOTIH, po3po0JeHl y XO[l AMCepTalliHUX
JOCHIPKeHb. BHKOHAHO  y3arajJbHEHUW aHaji3 Pe3yJbTaTiB  MPAKTUYHOTO
BIIPOBAKEHHS PO3POOJICHUX METOO0JIOT1T, MOJIETIEH 1 METO/IIB, a TAKOXK OTPUMAHUX
Ha X OCHOBI1 IHPOPMALIMHUX TEXHOJIOTIN Ta IHCTPYMEHTAJIbHUX 3aCO01B.

OTpumani pe3yJbTaTH anmpoOOBaHO Ta BIPOBAKEHO B OpraHizaiisx, sKi
3aMalOThCAd TMPOEKTYBAHHSAM Ta CYIMPOBOJOM TapaHTO3JaTHUX iHGOpMaIliiiHo-
Kepyrouux cucreM, 30kpema, TOB «HaykoBo-BupoOHHUYE mianpueMcTBO «Pamike»»
TOB «Ilonapic-2006», HBIT «Paniii» 1 HT CKb «Ilomicit» [epsxaHoro HBII
«O0'eqnannss KomyHap»; a TakoX y HaBualbHUU mporec HarioHaabHOTO
aepOKOCMIYHOTO YHiBepcuTeTy iM. M. €. JKykoBchbkoro «XapKiBChbKUN aBlalliitHUM
IHCTHTYT» Ta 1HIIWX 3aKJaiB BUIIOI OCBITH YKpaiHH.

KimrouoBi  cioBa: rapanTo3gaTHa  iHoOpMaIriiHO-KEepyroYa  CUCTEMA,
OaratoliiboBe 00CIyrOBYBaHHS, HAA1MHICTh, TOTOBHICTh, PYHKIIIITHA OE3MEUHICTB,
kibepOesrieka.
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ABSTRACT

Ponochovnyi Yu. L. Methodological bases and information technologies to
assessment the dependability of information and control systems with multi-goal
maintenance. — Qualifying scientific work as a manuscript.

Thesis for scientific degree of Doctor of Technical Sciences in specialty
05.13.06 “Information Technologies” (12 — Information Technologies). — National
Technical University “Kharkiv Polytechnic Institute”, Ministry of education and
science of Ukraine, Kharkiv, 2021.

The object of research is the dependable information and control systems,
processes of ensuring the dependability of information and control systems that
operate in conditions of changing requirements, parameters of the physical and
information environment, the manifestation of unspecified faults and attacks on
vulnerabilities.

The subject of research is the methodological bases, information technology
to assessment and ensuring the dependability of information and control systems
with multi-goal maintenance.

The doctoral dissertation is a completed research work which contains the
solution of an important scientific and applied problem of development
methodological bases and information technologies to ensure dependability and
increase the accuracy of its assessment for maintained or partially maintained
information control systems in terms of their evolution due to changes in
requirements and parameters of the physical and information environment,
unspecified failures due to software and hardware faults and vulnerabilities.

The introduction validates the relevance of the subject of the dissertation,
formulates the purpose and objectives of the research, outlines the scientific novelty
and practical value of the results obtained, the personal contribution of the applicant
to the development of the subject of the dissertation. The data of the implementation
of the results of the dissertation research, their validation and publications are

provided.
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The first section contains the analysis of the conceptual approaches to defining

the dependability and its sub-properties. It is determined that both the interpretation
of the term and the set of primary properties depend on the scope of information and
control systems, modes of their operation and types of maintenance. It is proposed
to define the dependability as the ability of the system to perform specified functions
(provide the required services), maintaining over time the level of its defined
indicators within the specified limits and operating conditions, as well as changes in
requirements, environmental parameters and unspecified failures. The main
concepts of ensuring the dependability of information and control systems of various
applications (spacecraft, web services, smart houses, emergency protection systems
of nuclear power plants) are analyzed. The components of the architecture of
information and control systems, modes of operation, types of failures (including
unspecified, caused by wvulnerability attacks) and multi-goal maintenance
procedures, which are aimed at early (preventive) counteraction to the causes of
failures and eliminate their consequences.

The second section is devoted to the development of methodological bases for
ensuring the dependability of information and control systems with multi-goal
maintenance. The concept of ensuring the dependability of maintenanced
information and control systems, based on the development of the paradigm of
J.von Neumann “building dependable systems from unreliable and unsafe
components in terms of their evolution with multi-goal maintenance”, and the
principles of taking into account changing requirements and information
environment during the life cycle; adaptation to different types of failures, including
combined failures due to physical and design faults, aging faults, attacks on software
and hardware vulnerabilities, as well as due to the impact of changes; multi-goal
maintenance in order to comprehensively ensure the reliability and security, which
allowed to justify the structure and relationships of models and methods of
evaluation and selection of strategies and parameters of their maintenance, as well

as methods to improve the dependability of systems as a whole.
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Strategies for multi-goal maintenance of information and control systems

have been developed, which are based on a theoretical-multiple description of
maintenance options taking into account types, processes, properties and parameters
for calculating dependability indicators and determining relationships between them,
which reduces model uncertainty and justify the choice of means to ensure
dependability at different stages of the life cycle.

In the third section, by expanding the state space of the conceptual model of
dependable information and control systems, the scenarios for multi-goal
maintenance procedures are analyzed. A system model of multi-goal maintenance
procedures has been obtained. It describes set states and relationships between
testing, online verification and update processes within the basic fragments and the
relationship between them, forms a set of multi-fragment models of information and
control systems with updated software that changes the functions of the system in
accordance with the new requirements, which allows you to unify the graphical
representation of maintenance procedures and increase the dependability of systems
at the stage of operation and support.

Improved method for determining the parameters of dependability
information and control systems, which is based on statistical processing of data on
changes, events and failures and contains procedures for combining data from
different repositories and finding the optimal distribution law, which increases the
complexity and accuracy of dependability assessment.

The fourth section is devoted to the modeling of information and control
systems with procedures for patching, online verification and proof testing. Multi-
fragment models of corporate web service and smart home automation systems have
been developed considering patch installation processes. Typical multi-fragment
models of dependability assessment are built and studied, which describe the
conduct of online verification procedures for information and control systems of
spacecraft. As an example of an information and control system in which proof
testing is aimed at detecting and eliminating hidden failures, the reactor emergency

protection system is considered.
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Multi-fragment models of information and control systems were developed to

research and assess the availability in the event of unspecified failures, attacks on
vulnerabilities and changes in environmental parameters by taking into account the
procedures of patching, online verification and proof testing, as well as unification
of sets of similar states and transitions between them, systems in the form of regular
Markov graphs and increase the accuracy of assessment of availability and
dependability.

The fifth section describes models of dependable information and control
systems, in which there are no restrictions on the use of deterministic events, as well
as event flows with arbitrary distribution laws that describe changes in requirements,
environmental parameters or the manifestation of unspecified failures. Multiphase
model for assessing the dependability of the information and control system was
developed taking into account different maintenance strategies with determined
periods and random service duration, recovery in case of failures and attacks on the
system and its software and hardware components, functional safety with a given
error relative to the level of specified requirements.

Simulation models were developed to assess the dependability of information
and control systems by combining with analytical models and using the proposed
procedures for statistical evaluation of the distribution of results to determine the
number of draws, which reduces deviations (increase convergence) of dependability
indicators and verify the adequacy of analytical models.

The sixth section presents an improved method of selecting maintenance
procedure parameters to ensure the dependability of information and control
systems, which takes into account different options for multi-goal maintenance
procedures to eliminate faults and vulnerabilities and allows determining rational
moments of separate or mixed maintenance to increase reliability and safety and
provide the required level of dependability.

The information technologies of estimation of dependability indicators of
critical information and control systems at multi-goal maintenance and a choice of

parameters of multi-goal maintenance strategy are developed. The tools of
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information technology support processes developed in dissertation research are

described. The generalized analysis of results of practical implementation of the
developed methodologies, models and methods, and also the information
technologies and tools developed on their basis is executed.

The obtained results were probated and implemented in projects of
dependable information and control systems. Results were implemented in the
practice of enterprises and organizations, in LLC "Research and Production
Enterprise "Radix", LLC "Polaris-2006", RPE "Radiy" and Scientific and
Technical Special Design Bureau "Polisvit" of RPE "Communar"; as well as in the
educational process of the National Aerospace University "Kharkiv Aviation
Institute” and other institutions of higher education in Ukraine.

Keywords: dependable information and control system, multi-goal

maintenance, reliability, availability, functional safety, cybersecurity.
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